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Extract Intelligence Over Wi-Fi

All-in-1 WINT Box
ltem Description

Three, to deliver redundancy and enable the system to run tasks

Number of internal Wi-Fi access points 1 - -
D P in parallel for enhanced operational efficiency

Supported protocols 802.11 a,b, g, n, and ac
Support for external amplification Upto25W

The WINT box fits into many carry cases and is controlled
Support for covertness

wirelessly, attracting no unusual attention.

No connection to an external computer is required for the WINT
box, which can work unattended.

Internal computing capability

Internal Ethernet backhaul capability Plug and play with any Eth: ‘ m&ictién -
Internal Wi-Fi backhaul capability Via the intercepted netwo

e

[tem

Control interfaces

Wired and wireless control -

: and cellular rer
ographic-based GUI Il Wi-Fi netwe

tworks

AbO ut Wi ﬂtegO Wintego WINT™ is a tactical solution for obtaining valuable data intelligence. Taking advantage
of Wi-Fi communications, WINT obtains access to target devices and accounts. It extracts email
messages, email attachments, social-network messages and data, web-browsing activity, and
more. Going far beyond the interception of off-air traffic, WINT employs innovative active measures
to extract secured target data.

Wintego is a developer of tactical Wi-Fi interception and intelligence solutions for government, law enforcement,
military, and intelligence organizations. The solutions are designed to enable these organizations to effectively
gather unique, highly valuable intelligence from their targets’' devices and data communications, such as email
messages, documents, social network data, live chats, and web-browsing activity. Wintego was founded by
a team with over 30 years of collective experience in both technical and operational aspects of intelligence-

gathering solutions. The end-to-end WINT solution is built to carry out the entire interception process, from initial

. . . access to final analysis. With its tactical design, WINT supports covert operation in crowded areas.
www.wintego.com | info@wintego.com
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Solution Components

WINT consists of two main components:
- Adedicated, durable, all-in-one hardware box that offers extended operating ranges and connectivity in
the field. The box fits into many types of backpacks and other portable bags.
+ A hybrid laptop that becomes a tablet device with a touchscreen. Field agents use the laptop's intuitive
interface to control WINT wirelessly.

With their innocent appearance, the two components are designed to enable operational teams to move around
to different locations and deploy the system rapidly and covertly, without attracting attention. The components
communicate wirelessly with each other and operate for hours on internal batteries. Agents can control the box
remotely with the laptop from anywhere. Alternatively, the box can be left to work unattended in a car or hideout.

H ’ h l : h Carries out the entire interception

| g l g tS process in a single end-to-end solution
Uses active measures to extract data Features a tactical design for
from targets’ accounts and devices covert operation in crowded areas

GSM, Wi-Fi,

and Ethernet Internal
Multiple internal backhaul processing
Wi-Fi access options for board for fully
points for running connectivity in - autonomous
multiple tasks any scenario operation

Internal
rechargeable
batteries

for hours of
operation

Gains access to devices by finding Employs several kinds of tools to obtain
the right method for each scenario user credentials and secured data

Increases operational effectiveness Offers robust field performance
through an intuitive, map-based interface based on proprietary hardware




