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Police Intelligence

Introduction

The NIC leadership team has reviewed the Police Intelligence delivery &,
requirements nationally and completed a Stocktake of Ti21 Workstreams. @}}fj
This review included a summary description of the functional areas within
the National Intelligence Centre from the perspactive of their role in
supporting Police Intelligence. The purpose of Ti21 was to develop a
comprehensive national approach to Intelligence in order to lift capability NATIONAL INTELLIGENCE CENTRE
and performance. The National Intelligence Centre Organisation Model Decision Pocument
established the NIC as a centre of excellence for Intelligence, including the 5 November 2019

creation of a new senior leadership team under the Director National

NEAH ZEALAND

POLICE

Intelligence.

This scoping and framing document, describes the deliverables and
requirements of Police Intelligence, using the framework of five functional
areas created in the NIC Organisation Mode! decision document. Under
each functional area an assessment of pricrities, challenges and necessary

1F -
transformation objectives has been articulated.

Collectively, this analysis - coupled with the work completed in the Stocktake of Ti21 Workstreams — has identified what work remains to be completed
through the remainder of the Ti21 programme. This work is critical to achieve meaningful transformation within Police Intelligence.




: Police Intellig_ehcé &

The journey so far...

In September 2019, the Transformation Executive Board approved a high level operating model for Police Intelligence, placing the NIC as the centre of
excellence for Intelligence within Police. With the recruitmeant of a new senior leadership team within the NIC, made up of the Director National intelligence
and five supporting managers, the NIC is now in a position to provide strategic leadership to the Intelligence function across Police. Ti21 rernains the vehicle
through which the NIC leadership team will transform intelligence within Police, ensuring Our Mission of preventing crime and harm is enabled through the
provision of timely, accurate, accessible and relevant Intelligence.

The NIC provides the centre of excellence for the Police intelligence function, but enly makes up a smal part of the overalil
Intelligence capability of New Zealand Police. The NIC constitutes tess than 20% of the Police Intelligence’s personneal count
of approximately 500 staff. A further 20% are Collections staff, serving as Field Intelligence Officers and Intelligance
Collection Coordinators at District, while the remaining 60% work to support tactical and operational decision making in
District and within specialist units across New Zealand Police, The commitment of 80% or more of Police Intelligence
resources is appropriate to the requirement and demand for tactical and operational Intelligence to support real-world, time
sensitive suppori to decision makers.

Police -

intelligence

It is worth noting that while the NIC has National responsibility for leading the Intelligence function, it does not hold
command authority over the majority of Police Intelligence personnel. To be successful, the NIC leadership team requires
the support of commanders at all levels to endorse and support the NIC in its National duties to coordinate the Intelligence
across the organisation,

5 i Collactions @ District & Specialist

The structure of the intelligence function is depicted in the Hub and Spoke Model. This model highlights the depth and breadth of intelligence resources
and the strength of connection that exists. The Intelligence function within Police works on a centralised coordination and decentralised execution basis.
The National Intelligence Centre {(NIC} provides centralised coordination and overarching strategic direction for the Intelligence function, as well as being
responsible for the production of Strategic Intelligence products,




 Police Inl‘ell_igebqe.

The NIC is the hub for intelligence activity within New Zealand, with District and Specialist Intelligence Units providing the spokes. As an Enterprise, the Hub
and Spoke model allows New Zealand Police Intelligence to provide tailored suppart to decision-makers when and where they need it. A wide ranging
network of demestic and international partnerships provide support to the Intelligence structure and enhance the quality of its outputs. Through
partnerships and diversity in our workforce we will gain the varied perspectives needed to understand complex issues. Our strength is underpinned by our
ability to problem solve, and draw on different skills, attitudes and characteristics of the many talented individuals that make up Palice’s Intelligence
workforce.
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. Police Intelligence

Role of National Intelligence Centre

The role of the NIC, as the centre of excellence for Police Intelligence is two-fold: To provide Intelligence to inform decision making at the strategic level;
and enable intelligence practitioners across Police with the training, systems and direction required to deliver at all levels — tactical, operational and
strategic. As depicted in the diagram below, delivering for respective decision makers at all levels is 2 collaborative effort requiring District, National and
Specialist Intelligence units — supported by the RNZPC Intelfigence Practice Team — to deliver the Intelligence function. The role of the NIC leadership team
is to support all of the intelligence function in the functional areas of: Capability and Innovation; Intelligence Fusion; High Risk Targeting; Analytics and

Operations; and Colections.

POLICE INTELLIGENCE
(Ciracter Maifonal intalligance)

l

{ : : |

DISTRICT NATIONAL SPECIALIST RNZPC
INTELLIGENCE INTELLIGENCE INTELLIGENCE
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(ntelfigence Pracniza)

Capaiitdy and Innovstion
Inrefigance Fusior
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~ Police Intelligence

Work streams

Following the stocktake of Ti21 Work streams completed in fune 2020, NIC leadership undertook a first principles review of what each functiona!l area must
deliver on behalf of the intelligence function. Across the five functional areas, clear themes and priorities emerged that will form the basis of the revised
programme structure, including project work streams, relative priorities and dslivery dates. While the detail of this work remains to be developed, the key
themes and priorities requiring Steering Committee awareness include:

Themes

e Tools: The Intelligence function has some significant gaps in its toolkit. This includes the lack of a centralised document management system that
supports dissemination of product to decision makers; the inability to access and link data across information siloes within police holdings; analytic
software capable of drawing together disparate information from multiple datasets in order to develop connections and insights; and functional
geospatial applications to support analysis and the development of geospatial products.

o Understanding of Intelligence: Understanding of the roles and responsibility of intelfigence, what to expect and how to use it is at a low level within
Police. Greater understanding of the following is requirad: The National role of the Director of National Intelligence and NIC leadership team; the
hub and spoke model of Police Intelligence; and the relationship between the Intelligence, Prevention and Evidence Based Policing functions. A
comprehensive communications/education strategy with Executive support is required to address this issue,

@ Relevance: The Intelligence function has lost relevance within some areas of Police due to a move away from tactical and operational Intelligence.
This shift has happened over a long period of time, during which many Intelligence products have become increasingly academic in style. As a
result, it has become less timely, specific and relevant to decision makers, Relevance has also been impacted by the lack of connectivity between
the NIC, Districts and other parts of Police. Inteliigence should be information operations threugh the CCl function and Deployment Model, not by
exception, but as the rule.

s Training: Either as a cause or consequence of the relevancy issue, formal intelligence training has moved away from tactical and operational
Intelligence, Currently there is a reluctance to move the training back to tactical and operational Intelligence products, with an emphasis on NZOA
Diploma of Intelligence Analysis as opposed to vocational competency relevant to Policing. If the NIC is to take responsibility for training, it makes
sense for the Intelligence Practice function — currently reporting to the RNZPC — to come under the Capability and Innovation function within the
NIC.
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Priorities

o Data access: To prevent a “9/11 moment” whereby information was held, but its value not understood due to the failure make relevant analytic
connections, we must break down technical and cultural barriers to providing a complete Intelligence picture. This will require the acquisition
enhanced search tools and techniques, as well as addressing cultural barriers to accessing information which will require cooperation and trust.

s Enterprise view: Developing and enterprise view of the Intelligence function across Police is essential to effective transformation. The Director of
National Intelligence and NIC Senior Managers cannot provide effective centralised thematic leadership and coordination without the support
commanders across Police. The consultation, publication and effective communication of the Intelligence Operating Strategy is a priority
deliverable.

= Intelligence repository: To effectively coordinate, capture and disseminate Intelligence products, a one stap, easy to access, intuitive intranet portal
is required. This will better enable centralised coordination and decentralised execution to occur, whilst also helping to disseminate Inteilligence
product to those that need it, where they need it, when they need it.

o Open source capability: Establish a permanent Open Source capability — people and equipment. The requirement for Open Source Intelligence is
well understood and its worth been proven many times over in recent months, particularly in the Counter-Terrorism and Countering Violent

Extremism space.

e Tactical and operational Intelligence: Supported by a review of Intelligence requirements at the District and Specialist Operating Unit level, changes
in the training curricula need to occur. The majority of Intelligence product must support the majority of what Police does as an organisation, which
occurs on the ground in response operations, prevention operations and deliberate operations.

» Intelligence workforce flexibility: Increasing flexibility to surge elements of the Intelligence Workforce to areas of greatest need to support major
events and projects. To do this requires institutional buy-in from commanders across Police, as wel as the training and funding to support

necessary secondments,




Operating Model — Supporting our mission to prevent crime and harm

nn )

The new {draft) Prevention — Intelligence — Evidence (PIE} operating model, provides purpose and direction to the NIC. With a clear role, relationships and
mandate, we can ensure the NIC is set up to be agile and flexible in a changing crime environment. The Intelligence function’s understanding of problems,
pressures and environment must be able to provide predictive assessment to decision-makers, enabling our Prevention First strategy.

YRS

PIE Operating Mode! is designed to dock in to the
Deployment Model through the provision of
Command Critical Information, Intelligence derived
from the Intelligence process, in combination with
other Critical Command Information, provides
comprehensive insights to inform decisions at the
strategic and operational level, all designed to
reduce the harm caused by our drivers of demand.

The seven stages of the PIE Operating Model closely
mirror the PANDA model stages of Problem,
Analyse, Nominate, Deploy and Assess, but provides
greater detail on how Prevention, Intelligence and
Evidence Based Policing interact and cooperate in
partnership to achieve successful prevention
outcomes.
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Analytics and Intelligence Operations

The Analytics and Intelligence Operations group comprises the two distinct functions reflected in its title.

The Analytics function is responsible for the analysis and production of high quality strategic intelligence and assessments in support of NZ Police’s mission
to prevent crime and harm. These strategic intelligence products and assessments enable timely and informed decision making within NZ Police, and when
directed, the wider Government sector.

&

National Strategic Intelligence on Drivers of Demand: The analytical themes covered by the Analytics function relate to nationally identified crime
reduction and prevention problems based on the Drivers of Demand (including Transnational Organised Crime {TNOC) but excluding Gangs and
Drugs). Analytics also provides a companion and complementary intelligence view to intelligence produced at a District and Area level as well as
specialised workgroups, including New Zealand Transnational Crime Unit (NZTCU), National Organised Crime Group (NOCG), Communications
Centres Intelligence Unit {CCIU) and the Financial Intelligence Unit {FIU). Analytics, along with the other NIiC groups, also set and maintain the
intelligence analytical standards for NZ Police,

Leadership in analysis tradecraft and standards nationally: The Analytics and Intelligence Operations function works collaboratively, andina
complementary manner, with all NIC and wider PNHQ functional groups. This integrated, proactive and de-conflicted approach employs functional
best practices, using the full suite of collections, training and systems, to serve as an example to the wider NZ Police intelligence function. This
approach, and associated best practises, is underpinned by a diverse workforce incorporating diverse thinking, analysis, knowledge and perspectives
which in turn provide clarity and enhanced understanding of complex issues. The Analytics function includes a Principal Intelligence Analyst role.
This role is designed to work on longer term and deep thinking analytical products (both NZ Police and inter-agency) as well as providing both
tradecraft leadership and ongoing advice to intelligence practitioners across the organisation and the wider community.

Intelligence support to major events and operations: The Intelligence Operations function is responsible for the initial NIC operational intelligence
support to the National Command & Coardination Centre (NCCC}, or a Major events Operations Centre {(MOC), within PNHQ for major planned or
contingency events. Additional tasks include ensuring NIC Intelligence Support to Major Events (ISME) processes {including directed Intel for
investigations (i41)), IT and procedures are current and regularly practised. Specific Intelligence Operations products include: Intelligence Summaries
{INTSUM), Front Line Intelligence {FLINT) reports, timelines, charting, profiles and sequence of events reports. When not supporting major event
responses, the Intelligence Operations function covers the NIC RF| process, Pacific reporting respensibilities and directed scanning tasks.




Analytics and Intelligence Operations

Priorities

IMNTELLIGENT PARTHNERING: We pat iner snd coliaborate sxtensively (both
within and extornal 10’ NZ Pohice) 1o detiver prodictive strotegic ingeihgence
assessments in suppos kol the Drtvers of Demand ralaling 1o 1he
argantsational Goals of Safer Hornes, Roads and Communitias,

STRATEGIC INSIGHT: Qur analytics function provides strategic insighton
pravention-focused activities. We rely beavily dota sats to deliver the most
ocutate pletere of the crlmina and public-salety 2nvironment, G wotk
drives the underctanding of decision makers, assistng themito best unilise
existing resources toward the highest pricrity presention ectivitiss

DEMAND RESPONSE: We are the primaay responder tiotelligence Suppord
to Wajor Lyonts BSNE) at the notional intelligence fovel, We need taba
agile, wilh the ability 1o seale our tesm to meet the needs of 2oy operation.
Qur wark informs Police about the event environment and needs therefore
needs to he resitient enough ta resonnd, and scale to meet any situation

ENVIRONMENTAL AWAREMESS: Our stratsgic analysie and response 1o
major events recuire the broadest undarsianding ot the criminai landscaps.
This inchudes a sound understanding of both deinestic and Inte nationad
trends and how these factors could hove an impact on the criminai and roag
policing landscapz into the future.

TECHMICAL UPLIEY: Quz team compnses intellipence professionals wheo rely
on data and networked relationshics underpinned and enabled by both
unclassitied and classitied IT

Challenges

DATA LED INSIGHT! Acgossing ol NZ Police datasets 15 preblematic, NZ
Paolics has multiphe datasels with varing size, iocation and complexily that
are challanging to quickiy and systematically search 1n order to Ideatify
infarmation ro nfarm intefilgence assessments

ANALYTICALLEADERSHIP: The NIZ, inchuding the Analytics and imeliigence
Ogperatians function, is challenged by vacancies at the
SupenvisarfSeniorfl ead analystizvel Thisimpacts upon an abHity and
capacity to mantor and trals funlor analystsASC. i alsc himits the Rexibibity
with the ALD function to establish gedicated dovers of demand analytical
teams such as THOC,

RESPONSE CAPACITY: Rosponse to majcr oparabions of cvents is Lontingent
antiow prepared we aie W dzat with both planned or unplanned
cvintualities. We are not fully trained and enabled to doliver I3hiE outsice
ot PNHQ, This chattenge partially stams trom the ongaing requitementto
traln niew s1atF an 1SAIE responsipitities, [ools and processes, The challenge
is implementing an ISME raining framework thatisiitfor purgose and
regulatly practised.
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Reguirements

DATA ACCESS/UHIVERSAL SEARCH TOOLS: Accessing sll NZ Police datasels
with up ta date and spaedy nniversal search and analytical tools s a criticel
factor 1o enable the delivery of timely and sccwate predictive intzligence
to infarm deaision making. NZ Folice datasets witt ontinue Lo increasein
size and complexity.

ANALYTIC UPLIFT: Inslitaie a relocus on anafytical Lechnigues/losls anid
tradeccalt as a fundamental component of drsfting and preparation
intelligence products. Once thisrefncus is embedded within the NMIC this
skillset wilf be used Lo assist raising standards at a Districtfarza lzvel Tha
rate of Frincipie Amaiyst PA} wathin the AID group s censidered to bean
impartant rale with raising strategic analytical standasds within the NICas
well as undertaking deep thinking fonger term Intelligence produtts.

ISME RESPONSE: liere is a requirement for ISML training and deployable
squipment (e . taptops), along with puactised and robust intslligence
SURPIr processes, (o support event responses bath 2t PNKG anda
depfoyed scanario.

TOOLS AND TRAINING: Ready acress Lo all oiganisaiion data {incleding
Reo-spatial] using up 1o d2te analytical tools 3s afundamental component
of heing a steategic commal / road palicing intelligence analysl. Regular
Lainkitg on how 10 access updated sud svching datasets and e use
analyrica tocls to exploi this data isa pricrity.
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High Risk Targeting Teams

The High Risk Targeting Teams {HRTT) group comprises specialist analytical capability in the areas of national security, domestic extremism and acutely
disaffected persons, and risk management capability in implementing a ‘smart’ Child Sex Offender Registry. All PNHQ elements contribute to a national
view of high risk issues, including support and enablement of District based Intelligence functions and close engagement with external partner agencies.
The Manager, High Risk Targeting Teams has a national overview of key ‘persons of interest’ across the highest risk areas of our business, and will be
supported in identifying current and emerging trends, and responding to threats, with the additional of a principle intelligence analyst.

In the National Security space, the term Manager, National Security has been changed to Manager, Security intelligence, in order to de-conflict with the
National Manager, National Security that exists within the National Security Group.

The Security Intelligence group is responsible for three work areas that contribute to our National Security Function:

e The Security Intelligence and Threat Group (SITG) — maintains a high level of capability and capacity to discover, identify and deliver an intelligence
response to threats in the National Security space; develop and administer the IMT Nat Sec portal; and maintain an overview of Issue Motivated
Groups and Acutely Disaffected Persons that present a risk of violent or unlawful activity.

e The Fixated Threat Assessment Centre (FTAC) provides a ‘prevention first’ approach to managing risk to public office holders {including MPs and
electoral office staff) and fixated individuals themselves, through a joint agency approach with the Ministry of Health.

e The Combined Threat Assessment Group (CTAG) is supported by the secondment of one staff member to contribute a Police perspective to
National Threat Assessment products.

The fixed-term positions of Manager, Major Events (APEC) and Advisor (APEC), be moved to report directly to the DNI, as they represent centralised
functions that impact on several work groups across the NIC, especially in light of uncertainties in relations to the nature and ownership of Intel
requirements for a Virtual APEC2021. The function of the Designations Development Officer (DDO} will be retained on a portfolio basis, as leadership of the
Terrorism Designation Working Group {TDWG) will be transferred to the Counter Terrorism Coordinator, DPMC. The Security Intelligence teams play a
critical role with our Domestic Intelligence Partners as well international partners. This will be especially important post the release of the Royal
Commission Inquiry into the 15 March 2019 mosque shootings.

The Child Sex Offender Register is a core legislative responsibility of NZ Police, and it remains an exemplar within the NIC for National/District engagement
and government collaboration to manage and de-escalate risk. The CSO Register is mandated by Cabinet to grow to a team of 22 FTEs, and that expansion is
under action this financial year,
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High Risk Targeting Teams

Priorities

FOCUSED PREVENTION THROUGH PARTNERSHIP: We rdentity and manage risk in
the Natlonat Security and Chitd Sex Offender space Hyough effective relationships
and system Inegratlon with key partoers.

in the latSecspace, we are responsible forweorking with teams within Police (1.2
Distrets snd service groups) and other agancles to anaiyse and manage thieats to
National Security,

tn the Chitd Sex Gifendse {C50) spaze, we are respoasible far the management of the
£50 Repister and moving it from 4 ‘pood 10 smant” system, whees registrantsare
manaped In a Despoke, fit-lor parpose management process developed by faw
Zealand Polica,

RELATIONAL INSIGHT: We arc responsible for providing o5 complete a picture of
thraats be high risk cases as possible, based oa analysis of new information we gatiser
dlong with infor mation we siteady old. W rely on paciner fnfarmation, so we need
sha gpstems be suppon the secure shadng of data, and we seed 10 keow what sheady
exisTs within Polica systam ~soarelational (ntallipence ool is required,

ENVIRONMENTAL AWAREMESS AND DISCOVERY: Owr furctions rely Dn stcess 0a
growling volums of online matzrtai te obtain the best wnderstanding of tha high risk
landscape and the earliestidentification of Issues, Open sources of Intsiligence such
a3 soclal madla are a fertile ground for harmiul material and 2 meeling place for
thase with harmfulintent.

SECURE CONNECTION: We rcly on seture commumnications extensively to
communicate with curinteraational and domestic gariner agancies.

KEY STAFF: Capabulity and copacity developmentis required in
st cazes. Requirements that arce Lobinet rmandated will recetue
oriarity attention.

Challenges

CENTRALISED REPOSITORY: The votume ot lzads coming mto aur teams has
increasest considerahly stnce March 2019, This has pul increased strgin on our
penple to manage cases of concsim. We need 1o sciess all selevant Informartan
Lo join the dots and fonm a stoghe source of trath ona personof Interest.

€50 MANAGEMENT: A minimium viable product tootwas repidly develaped and
imptemenlzd. toeatace e inuestigator taol for adiminiateation of tha Regisler.
Flos Luot regquuess key enbancemems to mainteip cutrenzy ard eddtess
defichncies, such as performing Ui rise assessentiask thalls cotical to the
individual mansgemznt plan. This project hat been approved [wnthfundingibut s
detaysd a5 8 consequenca of tha priority plsced on the other projects. suchas
Motsec Ul tool, which is raliant o the samie techrical resource o5 the CHGR tool
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Requirements

NATIONAL SECURITY PORTAL: Work Is well underway for asystem 10 mansge
eases of concern to Nabonal Security. This systemalso empowars Bistasis to
manege cancerns locally, with the support of the NotSec Group and 1HRTE, This
system will require dedicaiee training and bedding in across alt Districts for it 2o
ha @ success.

OPEN SOURCE ENABLED: Self-saurcatl information empowers our analysts. bullds
# better undarstandiog of the operaung environment and reduces tha tme Tt
1akes us o deliver a report. \We negd trzlning that provides a thorough
understanching of the aperating environment and our legal obhigations mat
mitizates the risks of 12gal axposure. ihis training can be facititated by the GSINT
team to Jearn tradecraft, and Cybercrime to pravide the understonding of enbine
safery and legal requirements, To build an effective threat picture our team aksa
needs loaks 1o quickly capiure and categordse anhne intelligence elements.

RMAPHING AND DATA UPLIFT: Dur analysts require enhantzd training on the use
of our geogrophic infarmation systems to provide a complete inteffigence picture
supparted by location informatian. Cur people also need capobility uplittin the
use of anatytical tools which draw information from our primary dats sousres
ensuring our targeted intelligerce products are data-hiven.

CSOM Enhancement: We will consider gains that could bereaBised by rooving to e
maore sustainable and continually developed toal such as using the Jnvestigation
Management Tool architectura, Hhis vall remove the reliance an further baspoke
dovelopments that struzgle to atiract rescurce allozaticn.

CONSOUDATION: Information hoidings that contain information on high risk
rases must he connected to pravide a high fidelity picture to decision makers.
These systems must slse be rbust ennugh to keep up with the constant ingestion
of ngw Information upon entry, and soweful enough Lo provide predictive
instght. Qur teams also need 1o be confident is the presentation of this
infermation through entity relationship mappingin our primary toal, i2 Anatyst
Notehook.
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Intelligence Fusion Teams

The Intelligence Fusion Team provides specialist analytical capability working in multi-agency teams alongside seconded staff from partner agencies such as
New Zealand Customs Service (NZCS), Ministry of Health (MOH) and the Department of Corrections (DOC).

Collectively the group provides an integrated approach to the delivery of high quality strategic work streams by building partnerships. We will be working to
find the commonalities between our respective partner agencies’ priorities and providing innovative solutions. The Fusion Team collaborates across the
agencies providing resources, expertise and information with the goal of maximising our ability to respond to unique issues. Through the promotion of
partnerships we can leverage the key strengths of each organisation and identify opportunities for the effective use and deployment of All-of-Government

assets.

The Manager Intelligence Fusion Teams plays a key role in supporting these relationships and facilitating the connections with other managers and teams
across NZP intelligence. The Fusion Team offers an effective mechanism to exchange information with our partner agencies, providing an integrated
approach to the delivery of high quality and innovative work.

s CLAG: In the increasingly complex environment we operate in, connections and partnerships with NZP Districts and external agencies is crucial. This
includes leading collaboratively with agency partners to support successful outcomes through the Combined Law Agency Group {CLAG). The Police
fully fund the co-ordinator’s position as part of its memorandum of Understanding with other New Zealand law agencies.

s  GIC: Within the team, the Gang Intelligence Centre {GIC) aims to combine intelligence from our traditional partner agencies, bringing a new focus on
the social sector partners and ensuring an all-of-government view on the threat posed by gangs to the wellbeing of New Zealand, This collective
work will identify opportunities to reduce harm through preventative and socially focused initiatives.

s NDIB: The National Drug Intelligence Bureau (NDIB) comprised of representatives from the NZCS, the MOH and New Zealand Police. The group
provides authoritative strategic intelligence and advice on illicit drugs, potentially illicit drugs and precursors, to support reduction in drug-related
harm. The NDIB has already moved into the social harm space with the launch of Drug Information and Alerts Aotearoa NZ {DIANZ} which focuses on
reducing drug related harm by prevention through partnerships.

Building analytical capability across the Fusion Team will ensure we are working to shared outcomes, and with greater impact, across all of government.
Through the provision of high quality strategic intelligence, the team will influence the Police Executive, Senior Officials and Senior Government decision
makers. An initial priority will be operationalising the information sharing frameworks to allow agencies to share information and to consider how we can
best support each agencies strategic goals.

ity




Intelligence Fusion Teams

Priorities

INTELLIGENT PARTMERING: Agencies embaddad withn the Gang Iataiigence
Centrc {GI0) ang the Mavanal Orup Intelligence Buread {NDHBI provide a point
o1 gifference and break down the traditionat information silos, This fusion
basad spproach priortises collaboration as the key deiver to achieving suocess.
A hohstic view of the drug, NZAG and organised crime environment vall
transtorm our understanding allowing an All of Government approach in
ackieving targoted prevontisn activity and posithver social barm reduction
outzomes.

SHARED DIRECTION: Parinerships and cellaboranion provides a platform far s
shared view of the strategic goals and pricrity actons required IC SUPPMT an
Al of Gavernment response to the threats posed by crugs. NZAG and
organised crime op the wellpeing of New Zealend. The harm caused impacts
fmany egencies, from social development and nealth, 1o fourts and prisons.
The Tusion agprooch translates the uninown Into the known and can direct o
matiogency resconse to these issues.

DATA INSIGHT! hese key partnershipsshould aliow for access to much
wider informatior and gaza sets. We are working to pricntise the fusion ot
infarmation, forecast riskant produce strategic intelligence ropresentative
af an Afl of Government view on the social harms caused by drugs and
MZAG. Thisintelligonee provides pertner agencies with innovative solutions
to prevent and reduce sscigiharm.

SGOVERKANCE We requlre greater cross agency apalytical capsbltity 1o
dzliver our priositias. We vill therefore be establishing & strong
governance framework for cur blended-function teams. We will continue
1o develop the capability of the reamthrough experience anc
interactions with a wide variety of stakeholders across the nublic sector.,

& » & KEYSTAFF: The Managsr 5ang intelligence Centr and a Supenisor
; T u pasition have remained vacan: for a considershie pertod which
puts usat risk of faling 10 meet derand. Thase positions wiil be
filied with exicting recoursa aflocation.

Challenges

JOINT COMMITIMENT: Mot all participating Gang intelligence Centre (GIC)
agencies have start embeddad within Police to support production ot integrated
strategic inkzliigence product. Kdeatifying commenalities between partner
agencies strategic priaritias and remaining agilz to demand in this spacs is
chalfengiog. A shared comemitmznt fram partner agesicees istiticat ifwe eie (0
provide dedision maker advantage to the brosd spactram af Gavernmen
apgencies repiesentsd

SHARED PURPOSE: Without strong Governance and an agreed work plan
thera are difflcuities identifying shaced prioritias to ensure produdis and
processes are devsioped to adaress ¥nCwn stratagic gaps. This means
product does not always acdress the strategic ahjectives of individuals
agencies or address the broad spectrumm of harm oZturring entlun the
arganized crma epvireament,

INFORMATION SHARTIG: The GIC hat a rurreat Approved information
Sharng Agraement [ASA) with The Twebtve pariner agancies. The AlSA was
developed 10 afiow tearnless communication ensuring sl agentips aze
workeng ia colfaboration to provide intormationthat supportsthe
development of hizk quality, actionabie intelligence. #obusi operating
grotoicls remain in development causing challengeswith regasts to unified
information fBows and dilavs due to the need for legal approval within
mcividuat agencies

INTEGRATED DATA: Fusion of cross-agency data sefs continue to be
problematic within the GIC. The NDID modelof roflabaration has resulted in
shislegic atvanisges acioss the three kay asencies Howeveran 1he GIC
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Requirements

EOCUSED PARTNERSHIPS: The pnhanczment of 3 naw Goverrance structuwe fon
tha GIZ, with engagerment and input fram eath of the participaling agencies s
required. This wili leat to the devetopment of a shared strategy and annual
work programme that will allzn to 2ach of the stakeholders stratzgic priorites.
This new collaboratton will forge stronger cornactions with the pariner
agencres and helg us to understanding the chsllenges they are facing, Through
this profess we hope to enable all agandies 1o achieve a shared wision and
autling what success focks like moving forward,

IMTEGRATED INTELLIGENCE PRODUCT: Information holdirgs across partner
agences must be connected to provide 3 more compiete picture for decision
makers., These infarmation connections mustaiso be robust enough to keep up
with the constant ingastion of new information, Qurveams can harness these new
information flaws to not andy provide a picture of the currentstate of play, but
predictive instgnt that arives the preventizn firstmodel.

CORNECTIVITY ACROSS GOVERNMENT: To provide s holistiz view of
arganisard orime antt understanding of the comman system bareiers ta
addressing harm, the Fusion teams need greater alignment and links o
ather relatid programenes and strategies induding the Transnational
Organised Crime Strstegy. Te Huringa o Le Tal Stratagy and the Provingial
Growth Fund inftlatives thatsuppont employments skills and tealningin
seegs 105t velnerable w organised crirme,

EFIHANCED DATA: Work towaeds enriclng the reporting and recording
mechanlsms for gang mambarship, 1t is antidpated the current
indepzndant review witl support the Fagion Team with secammendations 1o
ensura fit for purpose prosssses and the provision of accurate figuras for
the HGL. Within thie, priontisaticn af gang membership data would support
3 mgre comprahensive understanding of gang related harm.

Fasrd ganases and interabon oothuwars
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Intelligence Collections

The Intelligence Collections group provides leadership across NZ Police {NZP) and the Intelligence community on the strategic direction of Intelligence
Collections practice and tradecraft. Intelligence Collections is critical to NZP prevention activities, through both tasked collection activity and proactive
collection activity against the drivers of demand, These collections enable us to form a better understanding of our environment and the community in

which we police and ‘actively enable decision maker advantage’.

The Intelligence Collections group is responsible for five work areas:

» Intelligence Collections - Intelligence Collections positively impacts the way the NIC delivers Our Business through timely, directed and focused
information gathering. intelligence collections workgroup is focused on prevention through partnerships by providing tradecraft leadership and
ongoing advice and support to intelligence practitioners across the organisation and the wider community.

s Registry —is a central hub for all information management within the NZP. It is critical to ensuring the trust and confidence of our partner’s
agencies and internal workgroups through the disciplined storage and dissemination of information.

e  OSINT — maintains a high level of capability and capacity to discover, identify and deliver open source intelligence collections that will inform

response to threats to National Security and drivers of demand,

s  ITOC - provides specialist intelligence coliections capability to NZP through working ina multi-agency team alongside staff from partner agencies
based out of the New Zealand Customs Service (NZCS).

e Canberra —is supported by the secondment of one staff member. Its functions include finding connections between multi-agency and international
investigations, and identifying and developing appropriate, high level targets that meet the need of any one or group of participating jurisdictions.

The two fixed-term APEC ICCs positions, seconded from district will continue to report directly to the Manager Intelligence Collections, as they represent
centralised intelligence collection functions that impact on several work groups nationally. A covert analyst, reporting to the NICC, will have access to all
information within the NZP, this is focused on building relationships with covert workgroups and is critical to ensuring decision maker advantage through
fully informed products. This role will identifying knowledge gaps and direct collection opportunities nationally whilst supporting national managers by
inform strategic decisions focused on our mission. The Collections Group is the only group without a Principal Adviser.

tt would be optimal to have Descriptions, produce policy and process for OSINT, design a modern and functioning information management system for the
registry, update the National Collection Guidelines and Framework, and explore an all of government OSINT fusion centre and how it will support each

agencies strategic goals.
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Intelligence Collections

Priorities

HATIONAL COLLECTIONS: Curpeop'e are our eyes and cars in thewr
commusies. FlOs are erucial to enabing and emgoowsring everyoae
in Mew Zezian] Police to ptay their parl 2s an intethgence tolaclos,
Nationa workshons compleied eader this yesr provided clear
direction through mvesiment in mngvation and learning.

GPEN SOURCE ! Opan Source inteliigence (OSINT] is Colfectinns” nawast
specialisatizn ard bas praven to be essentialin enabling decision maker
advantage through collectizn activity,

FIELD INTELLIGENCE : Field inteliigence informs prevention activibes,
through both tasked collection activity and proactive collection activity
sgamst sha drivers of demnand, These activilies requlre speclalist rrainlng, to
keeo our callertors and scuices safe, and ensure Information is collected
and disscminated legally and ethically.

INFORMATION MAMAGEMENT: Access, sturags and dissemination of
infarmation requires significant uplift. Recent operational examples
conclude there is no current obifity to access all intormatizn in a timely
and aCcurate mannar.

DIVERSITY: Dur F0s are currantly swors membars of New Zeaisnd
Potice, however Lhere i cansider abla oppostueity for authotissd officers
and Polica Employzes to engagza In coliections activity.

CONMNECTIVITY: Conneciing uath pur districts, ourinternal partmers such
as MPES, NatSec and extesnal partpersis rale critical 1o the success of
intelligance collection acilvity, leading coliections training and working
tagetheron prevention focused activity.

Challenges

IAPERFAANENTE: Tha OSINT tearn was sto0d upr gaickly last yeac with sacoaded
statf to ansure that Collections had the appropriate emphasls on this new
capability. This team s nat permancat. This has meant uncertatnty tor stoft ond
our intelligence customers. The tack of astrong OSINT capakility saricusly
compromises our inteiligenci collizetion posture. especially in major events.

DEVELOPMENT COMMITMENT: Our FIOs sre not akways equpped with the tools
an 1raining they need 1o do theh Job. Unti recently, Lhere has beean litls
targeted raining, This training gen in NZQA certified coutses in respecl of
wadecraft and methodology means that we have not been shle to developour
pacple tn a way that shows cammitmeat to their professions) developmentand
DAThwWaY.

REGISTRY/ STQOC ; Duding major events The damand on out Repistay s
overvrhelming and uriinanageable, current demand on JTOC stalf is unsustainabie
both must be accounted for In any strategic demand pian,

CONNECTIVITY: The absence of a current informative communlcation
platfoes, that enalites the dissernioation ol Informat oo and prodiset,
markets intelligence capabilitizs and is user friendly and interactive,

INCONSISTERCY!: Distrizt collection teams have considerable role variation.
Position descriptions and resourcas are inconsistent, there are significant
varlances in district rotational policy, there Is pay disparity aed develapment
for Collections staff within Intelligence is minimal,

]
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Requirements

STANDARDISATION: We necd bo create o national stantlard that clearly
dafines the roie of a FIO. A fit for purpose standard must be sensitive
enough t2 2mpower our peopl2 to be responshie to the districts they serve
while alsi clearly defining Hislr work, Standareisation will play toow
peaple’s strengths and ensure thay feel that they are providing real
intchigence vaiuz,

TEAM-TOOLS-TECHMIQWES: We need to ensura we devaelop the O5INT
capabliicy snd continug ta equip our customers with the inteliigence they
sequire, Our customers have come to ropect This reaponse frorm colledlions
and rely on it to take adventage of harm prevent:on oppartusities, To
provide this continuity, wa nead to hire permanent stadt and lcadecship,
make provision for the professional development of staff and investin
hardware and software,

CERITIFIED (P PROVEMENT: Collactions wilt provida guidance for tha progresslon
of cu people by working with RNZPC, other apenckes and Imernational partngrs
to develop courses that are fit-for-purpose, current, and NZQA agproved. We will
wark on strategies 1o advance the role itself with the development ot 3 Senlor
FI0). This position recognises the #10 as 3 unique career path and demonstrates
our commitaient to the prograssion of our pople. Wa also intend towerk on
allarnative career paths for 26t F103 by opening new avenuss,

REGISTRY CONTINUITY: The fiegistry docs not roquire more permanant
staif, but does requite mare registey trained sccurity cleared statt far major
events 1o meat the increaseg damand There Is aiso need for a robust
tnformation managermesnl system, We wIlEparteenwith ow colltceted units
1o enstre thelr staff have the required training to staff tha registry and to
develop an information management system.

F Ersp O3 WT 230 withiivgs //
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PARTNERSHIF: Understaruling ourinternal and external partoers
demand and capability through embedding aur coflectors within these
workgroups, o altarnatively cohabitate, totacilitate the sharing of
information and drive pro-actwe collections activity,
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Capability and Innovation

Capability and Innovation are responsible for enabling Police Intelligence teams nationwide. There are two distinct roles in Capability and Innovation. The
Systems team focuses on systems and technology and the Learning and Development team focus on developing our people (Intelligence staff nationwide)
and ensuring they are enabled with the right training, right tools and right support to succeed. Our staff will need new and evolving skills, increasing
technological expertise, investigative tenacity, analytical capability, adaptability and closer relationships with other law enforcement and intelligence
agencies. Ideally the intelligence training function at the College would come under Capability and innovation, This would maximise resources and fully
exploit the wider capabilities at the Police College. The Learning and Development team will focuses on developing New Zealand Police Intelligence staff,
Our role is to ensure staff have the skills and training to provide the best Intelligence capability for New Zealand Police. The top priorities for this team will
be:

= The development of a Strategic plan for Learning and Development - setting out a road map for the next three years.

s Undertaking a skills analysis to ensure we understand any gaps that need to be filled through on the job experience, learning and training.
& Working with the RNZP College to ensure they are able to provide the tradecraft training for all Analysts

+ Training our staff to fully utilise our Intelligence tools {(geo-spatial, SAS, IMT, etc.)

¢ Developing the Collections training to the standard required we have no programme which would build specialised expertise

» Develop advanced training for Intelligence Leaders/ Supervisors.

» Refreshing and update PDIP and the Career Framework

A prime focus for the Systems team is the management, maintenance and implementation of Systems and the analysis and designation of Data. One of the
key projects is the formation of a Police Spatial team as laid out as part of the NZ Police Spatial Roadmayp, 2018-2020, Spatial leadership has been identified
as a key areas for development and underpins the two year strategy and vison of the Spatial Data Working Group (SDWG). Geospatial expertise is an
assential part of intelligence at a District and National level.

Our intelligence picture is consequently incomplete. if we are to lead Intelligence as a matter of urgency we need to identifying a relational analytical
capability that surfaces information and reduces the risk to deployment is therefore essential. We also need the skills and capability to manage and
interrogate our existing systems. One of the risk we face is not updating software of having resource dedicated to the maintenance of key software.




Capability and Innovation — Systems

Priorities

GEOSPATIAL Embed a geospatial tears 1 the NIC and update all of cur
wmapping systamsand capablitty i the area,

NEW ZEALAND TOP SECRET NETWORK {NZTSN): We are wraking with
GCSE and HESIS 1o embed BETSH

SYSTEMS AND TOOLS: Advocate for the development and upkeep of
systems and tools for Intelligence staff. Qur pricrities are OSINT. cyber
enabled crime, geo spatial, predicarive analyrics and de-confliction to
suppart enhanced roflactions, scanaing, data mining, analys:s, mapping
and charting

TECHMICAL ADVICE AMD PROJECT MANAGEMENT: Providing supject
matter exgertiss and project monagement, Yo manage the
enhancement, and implementation of intelligence systems.

RELATIONSHIPS: We need to wark vath other Inteliigence agencies to
incrgase our 2bdity toshare informstion and (o jointly purcnase
capasiity,

OPFEN SOURCE AND CLOUD INFRASTUCTURE: Muoving towardy nin
t=chuclogy optans will enable NZ2 o bave belter ecess o soltware
selullon Uk can enable intelligencs, Bowever it raguites 3 culiural
change For paapie o understand the new ways ofworking

SYSTEMS AUDIT: We will he working to oreate a coiprebensive st of alt
ntelligencs systemns and documentiog whether vach and veey system is
currentiy M-Jor-ous pose.

DATA: Managing the Data and research needs for the Organisation 13ing
Dusimess Objects and intellizence

Challenges

BUNDING: Hie businass ol intelligenca ts sxpeasive antd we are
consistently strugsling to fund our nbrestrucue, As data sets grow,
capabilitizs improwe, and the expectation of scawate and tmely
intelligente inireeses, our systems need 1o keep pace with he dernd,

DUPLICAYE SYSTEMS: There ara many Gugiicate systemsat Police. This
feads 10 popr economies of scalz and a proliferation of applications. Thig
is a risk as Infermation can be missed st critical thmas.

CYBERCRIME: Cybercrime has teen identified 33 a strategic demand put
Paiice Intelgenca i unable to effacovely report onit. This demand was
highlighted after Operation DEANS.

MAINTENANCE AND UPDATES: Embedded systams that enable aur
peaple require cammitment to funding to maintenance. Havng to make
a case for funding annuaily, compramises business delivery and
distourages our pesple from wa-skilling on teols that may become
unsupporied.

MANUAL SEARCH: Currently thers iz n toed that can scarch across Police
heldings whaen endertaking analysis of invest:gations. While other

jurisdictions are moving towarts cloud enabled scasch toots that can do

this we are still depending camanual searghes.

INTEGRATION: We strugzle tointegrate with other groups oncomman
Issues (High tech Crime, Cime Group and ICT), There ar2 oftan
opposzitional funding bids for systams leading 1o application silos.

DISCOVERY BLINSPOT REMEDJATION: Data is stored, often dupticated,
across the arganisation. Sources are either locked down, or invisible, to
analysts. Our intelligence picture is consequently incomaplate. Identifying
a relztional analytical copability that surfaces information and reduces
the risk 1o degloyment is therefore essential,
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Requirements

BUDGET: We requite o budgel tu ensure ous 1ools are updatad and
aintaised. Currently we r Ehe dsk af key palice systems suchas
Businass Objects put being maintained; Geospatial systemsnot heing
ralied out and OSINIT bring erned off unless there Is a dedicated budpet

OPEN SOURCE: We nesd L securs funding 1o enabile our Colleztions
OSINT bearn to contlane deilvering Uhelr vital work scross all Poiics.

HOLDINGS SEARCH: We are cusrently looking for a tool that can
elficiently szarch ol Police holdings, THis will have benefits forall NIC
Leannis, bot espedielly Analysis and intelligence Operations, and High Risk
Targuting wiho are called vpon Lo deliver intelligence o rapidly
deueloplng evants,

GEOSPATIAL CAPACITY: We ate consalidating our geospatial platforms
into o enterprise-wide glatfarm, This provides a wnified plafonm {or
dara afiowing 1he sharing of geospattst Infarmation across the
otganisation. Yo Implement 1his we requiie specalised stalilo assist with
the design out fultere smapping selutions

SINGLE-POINTS.OF-FAILURE; Thete are many single points of lailire In
owr intelligence systzms, usually they are funclions assigned toonz
persan rather then s systenn. We need Lo work Lo ereale deliberate 2nd
docuinentad rethandant systernsio ensure the contingly our customers
expect asud deserva,

CONSOUDATION: The sesult of 1he audit of allintelligance systems will
identify ail1edundzncies, We will then plas for thelr decommbssion, and
aggregate funchinns. G1S is currently worcking toward this state, but thee
a1e countless othess that are sither duplicates, o no langer firfey
furpose dus ta the use of mare owit-funaionsd systeas.

CYBERCRIME REPORTING: We et to woak clasely with High Tech Crirme
Group te assist thern in crealing a feamewark that allows Hiembo betler
manage cybe: crimes This Tamewark will enable elfective repoiting on
this crime Lype

certify oo heinrgisearchnos 1 inieiigance stafftceitroined natonwide
R EeRce SYemS nventoy Aed Ty comete e Da0e ¥ drwssestch oo fuby inmuzreartad
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Capability and Innovation - People

People Priorities

SHILLS ANALYSIS Undertake an in-depth skilis analysis to astertan what
sKills we hove now and is needed in the future.

STRATEGIC PLAN FOR LEARNING AND DEVELOPMENT Consult and
Develop a Strateak Plan for thz uplift of Capabiiity through Trainiag aind
Uevalopment. Apﬁiicabie across the NZ POLICE.

COLLECTIONS Yraining sugportforkey courses aimed at developing
Callzctions stalf {ICCs and F1Gs), Braader Collzctions raining fa ensure
the uprake of bes jractics througheot New Zeasand Police intelligence

DN THE JOB THAINING Ensure Inteliigence staff are gven the opportunity
talearn their Tradecratt skills on the job and provide @ modern learring
envitamment and enabling technslogy.

INTELLIGEMCE LEADERSHIP Enzure we are growing leaders who will build
and sustain and integrated inteliigence Community united by a common
curpose, undesstanding of inteflizence and vaolues, A devolopment
programme for iateiligance beaders at a seador leved needs tebe
devaloped,

POIP Refresh and manage the Frofessionat Develooment in Intelligznce
erogramme [PDIP) to ensurs standsrdisation of inteligznce roles, caresr
mathesays and recruitinent, Endaore the FRI2 covers other inlzllipence
roles. Tiis will impiova oun abilivy 10 recrult and retaln 12lent.

SUPPORT the professional davelopmant of Nazional and Blisrict
intoiiigence staff to ensure the New Zealand Yatfice grow capabie.
capaected feams enuipped with the skills and keawiedge to provide an
atlvantage Lo Police dedision makess

CAPABILITY UPLIFT Intallizence needs 1o be toed and techmizuz enrablad
ro deliver on its commitment to providing decision-maker agvantage. This
raquices dadicared training across the cauntry and a dedicarad systems
teatned along with sn lostructional desige

Challenges

WORKFOCE CAPABILITY NEEDS There is & huge variance in capabiiity ard
experience attoss Intelligence We need s better uidersfanding of wihat
skills, deveiopment and tralning ars needed now and to anticipste what
nught B¢ needed in the futuce Thisin turn will informa Learning and
Levalnpmeant Stratagic plan,

CAREER DEVELOPMENT ihe current BDIZ oullines that progression frem
Irsince Analyst to Intethigence Analvst, and onto the Senor Intellizence
Anatyst, This ceours upon suecessful completion cta partiolip and in the
verser o 2 Senior Analyst you must aisp appointed Lo g curenl vatancy. In
1he cases whare Sentor Analyst pesitlons do not axist withina Dlstrict
structura or the NIC f vacancioz do nat ange, then the apportunity (2
nrogress can be limited.

SUBJECT MATTER EXPERTISE Currentiy we have very iittle ability tc bulid
training pragramrnas online that focus onintetligence. Winte we zan
work with the wider RNZE Coflzge our meeds are uilibely to bz a priority,
By having staff emibedded v inzelligenss with, instructional design, e
tpaming cxpertise we gl be ablg to cater casily for the needs ol botn the
NIC, Toflactions and Districts all of which are asking for more specialised
HEIT TS

STAFF RETENTION Ernployess sie iora Hkely 1o fesl valued if they are
mvested 1, The Tour elements which will ensure we retam our best staff
arc A comaetitive salary, professianal development, a cicar career
nathway and good lsadershvp, Currently, when comparad to other
mtelligence agendies our salaries are below the market and we nvesi
iess In tralnlag. There is no programme for Intelligence leaders and
Suparvizors and bmited trainvpz for Collecnons staff, loimprove our
outputs wa need to develop our leadershin at ail evels.

INNOVATION Promotean rovironment that tosters rreativity, stretenes
thinking, and tncourage new ideas. [0 tura this will improve the
ineallizence product.
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Requirements

INMVESTMENT Ta o the best we can be it iz essentiad tosnvest in our
peopie, The BNZPC provides Far Szveral favals of analyst training sy
Leyond that our staff need bz be conlinunusly Lrained op siew ways of
wiinking: evolvlng tends, Intelligenie systems. best practice In
ntzlligence - led Policing, Kzsearch and Crime Scignce. We ais0 nged o
nvest in on job treining, acting up and ond secongment apportunitics.
This requiras manzy, time and flexihility.

SKILLS AUBIT Fhis work requires time and an undsrstanding of how 1o
untsilake a proper Skifls analysis. At the sarme time we wili nerd Lo
refrash and manage tha Professional Development in intelligence
Fragrama (PDIP} to ansure standardization of ltelligence rofas, cacent
gathways ong recruitment,

MODERN LEARNING ENVIRONMENT Provide 4 modes lzaming
envirgnment and erabling technolagy which allows farsnytime
auyerhere Lrsining as well as Face Lo Tace training.

PARTNERSHIPS W need te pattner with tie inteiligance Practice at the
RMNZPE ta ensure access to a wide range of learning and deveiopment
cpoortunitias forali intelligence staff and to work with thers 1o deveicp
fit for porpose training. Praviding currentexpertiss as a resousce should
tie a priarity.

PROVIDE AVISORY SERVICES as they relaby 1o naticnat proctico and
standands retevant to latelligence systems and professionat developoerl,

L&D Priority Curreaily thera by very limited expert lagrntng and
devaiopment resource in (&1 considering s importance. T ull utiiisation
2f RNZPT witl be apriorily.
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