




 

 

Q1.       DIA recently informed Sen. Wyden’s office that they have adopted the position that the 

4th amendment, and the Supreme Court’s holding in the Carpenter case, do not apply to data 

about Americans that the government buys, and only apply to data that the government acquires 

via compulsion. Which other components of DoD, if any, have adopted this or a similar 

interpretation of the law? 

 

ANSWER:  If a DoD Intelligence Component purchases data in connection with an intelligence 

activity, the Component is responsible to ensure that the purchase is in accordance with existing 

law, regulation, and policy, including the Fourth Amendment (as understood through the 

Carpenter opinion and other relevant case law) and the Attorney General-approved procedures in 

DoD Manual (DoDM) 5240.01, “Procedures Governing the Conduct Of DoD Intelligence 

Activities.”  

 

Q2.       Has the DoD General Counsel’s office signed off on this legal theory and the supporting 

legal analysis? 

 

ANSWER:  Each DoD Intelligence Component, supported by its respective legal counsel, is 

responsible for ensuring that the Component’s intelligence activities are carried out in 

accordance with existing law (including the Fourth Amendment as understood through the 

Carpenter opinion and other relevant case law), regulation, and policy.  In this case, DIA’s 

Office of General Counsel provided the legal support for the DIA activity.   

 

Q3.       Please provide us with a copy of the legal analysis supporting this theory. If individual 

DoD components have drafted their own legal analysis, please provide us a copy of each 

components’ analysis. 

 

ANSWER:  In general, the collection and retention of data by Defense Intelligence Components 

enable the conduct of authorized intelligence activities (specifically, foreign intelligence and 

counterintelligence activities), which are subject to applicable law, regulation, and policy, 

including the Fourth Amendment (as understood through the Carpenter opinion and other 

relevant case law) and the Attorney General-approved procedures in DoDM 5240.01.  We 

understand that DIA has already provided Senator Wyden’s staff with a document that states 

DIA’s legal conclusions as regards the DIA activity in question.  We have no other analyses to 

provide in response to this question. 

 


