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- the subject of the demand at issue here (the “Order”).> Because of the already public

IN THE UNITED STATES DisTRICT Court | ILED
FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

) 01 J 18 P2 S¥
IN RE 2703(d) ORDER AND 2703(f) ) Misc. No. 10 19%5 DISTRICT COURT
PRESERVATION REQUEST RELATING ) %ﬁxmm. VIRGINIA
TO GMAIL ACCOUNT ) FILED UNDER SEAL

)

GOOGLE INC.’S MOTION TO MODIFY 2703(d) ORDER FOR PURPOSE OF
PROVIDING NOTICE TO USER AND MEMORANDUM IN SUPPORT

. INTRODUCTION
This matter involves a grand jury investigation of the Wikileaks publication of State
Department cables and related matters. The fact of the investigation has been widely reported in
the New York Times and other news publications, across the Intemnet and around the globe.!
_ Demands have been made to third party service providers, including Google Inc. (“Google”),
seeking compelled disclosure of information such as with whom the subject users of those

services communicated and which computers they used to do so. The Google Gmail user

nature of the Wikileaks investiga:ition, the fact that a nearly identical order to another provider
involving the same account identifier has been unsealed by this Court in the same Grand Jury

proceeding, and for other reasons set forth herein, Google requests permission to provide notice

! See, e.g, Scott Shane and John F. Burms, U_S. Subpoenas Twitter Over WikiLeaks Supporters, N.Y. Times, Jan. 8,
2011, htp:/fwww.nytimes.com/201 1/01/09/world/09wiki.htm! (fast visited Jan. 13, 2011); Anthony Boadle, U.S.
orders Twitter io hand over Wikileaks records, Reuters, Jan. 8, 2011,
hitp://www.reuters.com/article/idUSTRE70716420110108 (fast visited Jan. 14, 2011); Ravi Somaiya, Release on
Bail of WikiLeaks Founder Is Delayed by Appeal, N.Y. Times, Dec. 14, 2010, available at
http:/fwww.nytimes.com/2010/12/15/world/europe/l Sassange.html?srcﬂwchp (fast visited Jan. 3, 2011); Assange
attorney: Secret grand jury meeting in Virginia on WikiLeaks, CNN lustice, Dec. 13, 2010,
http://asticles.cnn.com/2010-12-13/justice/wikileaks.investigation_1_julian-assange-wikileaks-case-grand-
jury? s=PM:CRIME (fast visited Jan. 3,2011); Dan Goodin, Grand jury meets to decide fate of WikiLeaks jbxmder
The Register, Dec. 13, 2010, available at http:/fwww.theregister.co.uk/2010/12/13/assange_grand_jury/ {fast visited
Jan. 3, 2011).

. 2 See Declaration of John K. Rache, Ex. 1 (“Roche Decl.").



of the Order to that Gmail user and the user’s attorney far enough in advance to give thema

meaningful opportunity to contest the request.
II. FACTUAL BACKGROUND
A. Summary

The Order in this matter was issued on Janﬁary 4, 2011, and seeks information about the
Gmail user - A user with the account identifier -vas also one of the targets of
such an order issued on December 14, 2010 by this Court at the request of fhe government to
Twitter pufsuant to 18 U.S.C. § 2703(d) (the “Twitter Order”).? Twitter asked the government to
unseal that order so that it might give its users notice and an opportunity to assert any privileges |
or rights to prevent such disclosures. The government agreed to do so on January 3, 2010, and

Magistrate Judge Buchanan entered an order to unseal on January 5th.*

Having agreed on January 3 to unseal one order to Twitter involving account information

for the Twitter uscl-the next day the government procured this Order undervseal from this
Court to compel Google to produce the identical type of uscr information and records previously
sought from Twiiter for the Google Gmail account - for the same period of November 1,
2009 to the présent. This Order contains the identical perpetual nondisclosure provision that was
present in the Twitter Order, prohibiting Google from “disclos[ing] the existence of the
application or this Order of the Court, or the existence of the investigation, to the listed

subscriber or to any other person, unless and until authorized to do so by the Court,”

3 Roche Decl., Ex. 2.
Id.Ex. 3.



Pursuant to Google’s policy and having learned through the extensive coverage of the
unsealed Twitter Order tha(-ccount tecords had been sought and that motions to object
are imminently due from the Twitter users whose data has been requested, Google promptly

5

notified the govenment that it too sought to notify its user of the Order The govemnment

declined to agree to a modification to allow this, purportedly bccause the Order involves a

6

different investigation.” The government also served a preservation demand on Google, and

likewise, the government has declined to permit Google to notify the user of the demand.”

Google respectfully submits that this Order, like the Twntter Order, may present
substanual ﬁee speech concems and may implicate journalistic and academic freedom.
Furthermore, the government’s investigation of Wikileaks generally, and its interest in the

-user name specifically, is a matter of public record, thus obviating the need for this
Order’s nondisclosure provision. In addition, Google has preserved the requested records, thus

there is no danger of loss or destruction of the information sought. Accordingly, Google requests

_that the Court modify this Order to permit notice of the Order and preservation-request-to-be

given to Google’s user and attorney and that the user be given 20 days from the date of the

Court’s order to seck any relief.

Google takes no position regarding the propriety of Wikileaks’ actions or the
govemment’s investigation. It seeks to provide notice to the user and his legal representative so
that the user has an opportunity to be heard. Google has preserved responsive information to the

extent it exists pending the Court’s ruling on this motion.

% Roche Decl., 1 6.
Std.
71d., Ex.4.



B. Relevant Actors

Google provides electronic mail services to the public through its Gmail service. Google
‘assiduously protects the pri\iacy and free speech rights of its Gmail users, as evidenced by its
opposition, with the support of the U.S. State Department, to the Chinese government’s attack on

the Gmail accounts of Chinese human rights activists.®

Google’s general practice and prefefence, when addressing legal demands such as court
orders, is to give nptiee to the account holders, whenever it is permissible Iand practical to do so.
Even where the govemment asserts that disclosure to the.user may have an adverse impact on an
investigation, or where an order is sealed but nonetheless raises serious First Axﬁendment

concems, Google may move to unseal the order or seek permission to notify its users.

Google recognizes that such notice is important because its users are better situated to
assert their rights under the First Amendment or other applicable privileges and articulate their

concems to the Court. It is for those reasons that Google asks the Court to unseal the Order as

the Court did for another provider in the same Grand Jury proceeding.

Wikileaks describes itself as a journalistic enterprise.” Whether Wikileaks does in fact
consist of journalists or engage in journalism is a matter of public debate, and an issue upon

which Google daes not comment.

¥ Andrew Jacobs and Miguel Helft, Google, Citing Attack, Threatens to Exit China, N.Y . Times, Jan. 13,2011,
hitpx//www.nytimes.com/2010/01/13/world/asia/1 3beijing htm1?_r=1&pagewanted=print (fast visited Jan, 13, 2011).

® Salmeron v. Enterprise Recovery Systems, Inc., 519 F.3d 787, 791 n.1 (7th Cir. 2009) (**{Flounded by Chinese
dissidents, joumalists, mathématicians and startup company technologists, from the US, Taiwan, Europe, Australia
and South Africa,’ Wikileaks styles itself as *an uncensorable version of Wikipedia for untraceable mass document
leaking and analysis." http:// wikileaks. org/ wiki/ Wikileaks: About (last visited July 16, 2009).").
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Twitter is a real-time information network that has been described By one federal district
court as “a social networking and micro-blogging service that invites its users to answer the
question: “What are you doing?” ULS. v. Shelnutt, No. 4:09-CR-14 (CDL), 2009 WL 3681827,
at *1 0.1 (M.D. Ga. Nov. 2, 2009) (“Twitter's users can send and fead electronic messages
known as ‘tweets.” A tweetisa shor.t text post (up to 140 characters) delivered'through Internet
or phone-based text systems to the author’s subscribers. Users can send and receive tweets in

several ways, including via the Twitter website.”).

_Although Google does not comment on and could not confirm whether the Twitter
accoun@illlllfs controlled by the same user as the Gmail GiElaccount, it is instructive to
note that in a “tweet,” the Twitter user@iillliadicates that since at least mid-December 2010

@25 been well aware that a government investigation is underway, "
C. Procedural Postfure

The Twitter Order was issued on December 14, 2010 and relates to the ongoing

Wikileaks inv&stigatidn, which is obviously an issue of great public interest,!! The Twitter Order
demanded the production of subscriber information and certain recons and other non-content
information for a number of Twitter account holders from November 1, 2009 to the present,
including an account with the user nam @Ml It also contained a non-disclosure provision,

The grand jury investigation underlying the Twitter Order was widely reported in the New York

10 See QNN cweet of Dec. 17,2010 @ 4:22 p.m. (“Unrelated to any travel issues - the FBI is now actively
‘bothering my friends and questioning them inside the United States.™),
hitp://twitter.com@ status/1 5879462465835008 (fast visited on Dec. 21, 2010); see als Y tweet of Jan.
7, 2011 @ 9:26 p.m. (“Note that we can assume Google & Facebook also have secret US government subpoenas.

They make no comment. Did they fold?"), http://twitter.com{@mm® (Tast visited Jan, 18, 2011).

" Roche Decl., Ex. 2.



Times and other media outlets around the time the Twitter Order was issued.” Indeed, prior to
issuance of the order, the Attomey General had acknowledged that the government was actively

investigating Wikileaks.”

On January 5, 2011, upon motion by the govemment made at the behest of Twitter,'*

Magistrate Judge Buchanan unsealed the Twitter Order and authorized Twitter to disclose it to its

users, including Twitter user-%

In the days following January 5, 2011, the unsealed Twitter Order was posted on the
Intemet and widely discussed in the media.'® On January 7,2011, a “tweet” from Twitter user
I tcd that “we can assume Google & Facebook also have secret US government

subpoenas.”!”

On January 4, 2011, the day after the government agreed to unseal the Twitter Order, it

procured from this Court the Order in this matter, which is substantially identical to the Twitter

'2 Ravi Somaiya, Release on Bail of WikiLeaks Founder Is Delayed by Appeal, N.Y.. Times, Dec. 14, 2010,

hittp://wvwew.nytimes.com/2010712/T5Tworld/europe/TSassange.htmiZsre=twihp (last visited Jan, 3, 2011); see also
Assange altorney: Secret grand jury meeting in Virginia on WikiLeaks, CNN Justice, Dec. 13, 2010,
hitp://articles.cnn.com/2010-12-13/justice/wikileaks.investigation_1_julian-assange-wikileaks-case-grand-
jury?_s=PM:CREIME (Jast visited Jan. 3, 2011); Dan Goodin, Grand fury meets to decide fate of WikiLeaks founder,
The Register, Dec. 13, 2010, http://www.theregister.co.uk/2010/12/13/assange_grand_jury/ (last visited Jan. 3,
2011).

¥ Ellen Nakashima & Yerry Markon, WikiLeaks founder could be charged under Espionage Act, Wash. Post, Nov}.

30, 2010, http:/fwww.washingtonpost.com/wp-dyn/content/article/2010/11/29/AR20101 12905973 htm! (fast visited
Jan. 3, 2011).

14 perkins Coie LLP represents both Twitter and Google.
' Roche Decl., Ex. 3.

16 See, e.g, Scott Shane and John F. Bumns, US. Subpoenas Twitter Over WikiLeaks Supporters, N.Y. Times, Jan. 8,
2011, htp://www.nytimes.com/2011/01/09/world/09wiki.html (last visited Jan. 13, 2011); Anthony Boadle, U.S.
orders Twilter to hand over Wikileaks records, Reuters, Jan, 8, 2011,
http://www.reuters.com/article/idUSTRE70716420110108 (last visited Jan. 14, 2011).

B See- tweet of Jan. 7, 2011 @ 9:26 p.m. (“Note that we can assume Google & Facebgok also have secret
US government subpoenas. They make no comment. Did they fold?"), http://twitter.co (last visited Jan.
18,2011). '



Order and compels Google to produce the identical information as the Twitter Order for the
Google Gmail accoun-.'s The perpetual nondisclosure provision in the Order is identical

to the Twitter Order nondisclosure provision.

On January 12, 2011, the government issued a preservation request pursuant to 18US.C.
© § 2703(f) “for the preservation of all stored communications, records, and other evidence” in

Google’s possession regarding Gmail user-ﬁn' November 2009 to the present."

That same day, Google’s outside ;:ounsel spoke with several government attoméys
regarding the nondisclosure provisions in this Order.2® Google’s aﬁomey notified the
‘ go;:ermnent that Google wished to immediately give notice of the Order to its user and requested
that the government agree to so modify the Order.2! The government declined Google’s request _
saying only that the Order involves a different investigation than the one underlying the Twitter
Order.Z2 No further explanation was provided.?’ The government offered to release Google

from the notice constraint 90 days after it produced, with a provision allowing the government to

petition for a further extension.”* Google consequently notified the government that it intended

to file this motion to unseal the order and to medify its nondisclosure provisions so that Google

18 See Roche Dech., Ex. 1.
¥ 1d, Ex. 4.

®1d,96.
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could give immediate notice to its user.?® Google’s attorney and the government subsequently

agreed on a schedule for filing and argument of this motion.
IMII. ARGUMENT

| A.  Thereis No Need for Secrecy of the Order or the Preservation Request

Nondisclosure orders are permitted in extraordinary circumstances under 18 U.S.C. §
2705. The Order in this matter relies upon the standard set forth in I§ 2705(b)(5), which provides
for nondisc‘losm‘e when noéﬁcation will res_ult in “seriously jeopardizing an investiéation.”
Nondisclosure requests such as this are subject to the most demanding scrutiny, particularly

when they are indefinite in scope:

If the recipients of [surveillance] orders are forever enjoined from
discussing them, the individual targets may never leam that they
had been subjected to such surveillance, and this lack of
information will inevitably stifle public debate about the proper
scope and extent of this important law enforcement tool. By
constricting the flow of information at its source, the government
dries up the marketplace of ideas just as effectively as a customer-

targeted-injunction-would-do-—Givenrthe public’s intense interest in
this area of law, such content-based restrictions are subjectto
rigorous scrutiny.

In re Sealing and Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F, Supp. 2d 876, 882 (S.D.

Tex. 2008) (settiﬂg a default 180 day period for sealing and non-disclosure of ¢lectronic

surveillance orders) (internal citations omitted).

Googleis not privy to what showing the govemment made in the affidavit in support of
the application for the Order. Given that the government moved to unseal an order to another

provider requesting the identical type of information on an account with an identical identifier, it

25 See Roche Decl,, § 6.



is difficult to understand how the government ﬁould meet the “seriousl.'y jeopardizing” standard
in this case. The govemment’s offer to release Google from the notice constraint aﬁef 90 days
demonstrates that a limited nondisclosure provision could have been requested in the first place,
and that this very public investigation is at or near an end, which further obviates the need for

confidentiality.

Nor does the Ordér meet the traditional standard for grand jury confidentiality. Grand
jury proceedings are traditionally confidential because

if preindictment proceedings were made public, many prospective
witnesses would be hesitant to come forward voluntarily, knowing
that those against whom they testify would be aware of that
testimony. Moreover, witnesses who appeared before the grand
jury would be less likely to testify fully and frankly, as they would
be open to retribution as well as to inducements. There also would -
be the risk that those about to be indicted would flee, or would try
to influence individual grand jurors to vote against indictment.
Finally, by preserving the seerecy of the proceedings, we assure
that persons who are accused but exonerated by the grand jury will
not be held up to public ridicule.

Finnv. Schiller, 72 F.3d 1182, 1187 n.6 (4th Cir. 1996) (mggo_llgMCb._uﬂﬂzaLﬂqp_s_
N.W, 441 USS. 211, 219 (1979)). Of course, “it is 2 ‘common-sense proposition that secrecy is

no longer “necessary” when the contents of grand jury matters have become public.™ McHan 2
C.IR,558 F.3‘d 326, 334 (4th Cir. 2009) (quoting In re Grand Jury Subpoena, 438 F.3d 1138,

1140 (D.C. Cir. 2006)).

In this case, the grand jury’s investigation of the Twitter use' is public record.
Moreover, Google has preserved all records and content related to the Gmail user-
account. Accordingly, there is no risk of destruction evidence, and none of the other interests
served by the traditional secrecy of grand jury proceedings would be undermined in any way by

disclosure of this Order or the preservation request.



B. The Order May Raise Significant Free Speech and Other Privilege Issues

Grand jury proceedings are not exempt from the limits of the First Amendment.
Branzburg v. Hayes, 408 U.S. 665, 707-08 (1972). Accordingly, courts must “strike[] the
essential balance between the purposes of the grand jury and the protections of the First
Amendment” by requiring the grand jury to “show a sirong possibility that the requested

[information] will expose criminal activity.” fnre Grand .'Iury Subpoena: Subpbena Duces

Tecum, 829 F.2d 1291, 1305 (4th Cir. 1987) (Wilkinson, J., concurting). ‘

Shielded by the First Amendment, the press *“has been a mighty catalyst in é.wakening
public interest in governmental affairs, exposing corruption amohg public officers and
employees and generally informing the citizenry bf public events and occurrences.” Estes v.
Texas, 381 U.S. 532, 539 (1965). Hence, journalists are entitled to certain free speech
protections in order “to ensure a free and vital press, without which an open and democratic

society would be impossible to maintain.” 4sheraft v. Conoco, Inc., 218 F.3d 282, 287 (4th Cir.

2000). Likewise, “[o]ur Nation is deeply committed to safeguarding academic freedom, which is
of transcendent value to all of us and not merely to the teachers concemed. That freedom is
_ therefore a special concern of the First Amendment . . ..” Keyishianv. Board of Regenls of

University of State of N. Y., 385 U.S. 589, 603 (1967).

To the extent that the Gmail user-is a journalist or enaged in other constitutionally
protected activities, the user may wish to assert First Amendment rights or any applicable
joumalistic, academic or other privileges or defenses to which the user is entitled. Google is not

properly positioned to do so on behalf of users.

10



The Départment of Justice itself recognizes that “the prosecutorial power of the
government should not be used in such a way that it impairs a reporter’s responsibility to cover
as broadly as possible controversial public issues,” and has thus enacted special procedures for
obtaining informaﬁon from or about members of the news media. See 28 C.F.R. § 50.10; see
also U.S. Attorney’s Manual, § 9-13.400. Therefore, given the extraordinary' controversy and
newsworthiness surrounding Wikileaks’ alleged actions, the applicability of any privilege may
be heightened. Invre; Grand Jury Subpoena, Judith Miller, 438 F.3d 1141, 1164 (D.C. Cir. 2006
(“I believe that the consensus of forty-nine states plus the District of Columbia — and even the
Department of Justice — would require us to protec-t reporters’ sources as a matter of federal
common law were the leak at issue either less harmful or more newsworthy.”) (Tatel, J.,

concurring).

Had Gmail user{JJJ rather than Google, been the recipient of the Order or similar

legal process, there is no doubt that the user would have the right to assert any objections

directly. Id. at 1164 (“given that any witness —journalist orotherwise—may challenge fan-
unreasonable or oppressive] subpoena, the majority [in Branzburg] must have meant, at the very
least, that the First Amendment demands a broade;'_ notion of ‘harassment’ for journalists than for
other wimesses;”) (T atel, J., concurring). It is therefore within the sound discretion of the Court
to modify the Order for the purpose of allowing Google to éive notice to its affected user so that
the user may decide whether to object to Google's production of the documents and int;om;ation

At o

demanded therein.

IV. CONCLUSION
Google takes no position regarding the propriety of Wikileaks’ alleged actions or the

government’s investigation, but given the extraordinary nature of the issues surrounding the

!



Wikileaks matter, Google requests only that the Court modify the Order to permit notice of the

Order and preservation request to be given to Google’s user and the user’s attorneys. Google

further requests that it be permitted to discuss the Order with its user and the user’s attomeys and

that the user be given 20 days from the date of the Court’s order to file an appropriate response.

In the meantime, Google has preserved responsive information, and will produce that

information if its user does not file a motion or other pleading in opposition within 20 days of the

Court’s order.

DATED this 18th day of January, 2011. Respectfully submi

By

Perkins Coi¢LLP

700 L34 SE5N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com

Albert Gidari (pro hac vice pending)
Perkins Coie LLP ‘

~ 1201 Third Avenue, Suite 4800

12

Seattle, Washington 98101
Phone: 206-359-8000
Fax: 206-359-9000
AGidari@perkinscoie.com

Attorneys for Google Inc.



.CERTIFICATE OF SERVICE

T hereby certify that on this 18th day of January, 2011, the foregoing document was sent via hand
delivery and email to the following persons:

!Ltmt Umt!lsmes Attorney

United States Attorney’s Office

Eastern District of Virginia

_ Justin W. Williams United States Attomey 8 Building
' 2100 Jamieson Avenue

Alexandria, VA 22314-5794

703-299
703-299 facsimile) “
‘ k@usdoj.gov
Attorneys for the United States w
. BY = —

Jol oche (VSB# 68594)
ie, LLP

700 13th St., N.W.,, Suite 600

Washmgton, D.C. 20005-3960

Phone: 202-434-1627

Fax: 202-654-9106 -

JRoche@perkinscoie.com

Attorneys for Google Inc.
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FILED

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION
) CLER
IN RE 2703(d) ORDER AND 2703(f) ) Misc. No. lOﬂJB;}# %ﬁm{ﬁgﬁ%ﬂ% T
PRESERVATION REQUEST RELATING ) _ 5
TO GMAIL ACCOUNT ) FILED UNDER SEAL
)

DECLARATION OF JOHN K. ROCHE IN SUPPORT OF GOOGLE INC.'S MOTION
TO MODIFY 2703(d) ORDER FOR PURPOSE OF PROVIDING NOTICE TO USER

I, John K. Roche, declare as follows:
1. I am an attomey licensed to practice in the Commonwealth of Virginia and the
District of Columbia, and am admitted to practice before this Court. I1am an assoéiate in the law
firm of Perkins Coie LLP, counsel of record for Google Inc. ("Google™) in this action. As one of
the attorneys with responsibility for the representation of Google in this matter, [ have per_soxial
.knowledge of the facts set forth below and am competent to iestify about the matters stated

herein.

2. Attached hereto as Exhibit 1 is the January 4, 2011 order of this Court issued to

]

éoogle pursuant to 18 U.S.C. § 2703(d) (the “Order”) in the above-referenced matter. '
3. Attached hereto as Exhibit 2 is the December 14, 2010 order of this Court issued
to Twitter pursuant to 18 U.S.C. § 2703(d) (the “Twitter Order”) in the above-referenced matter.
4. Attached hereto as Exhibit 3 is the January 5, 2011 order of this Court unsealing
the Twitter Order. | |
5. Attached hereto as Exhil-:it 4 is the January 12, 2011 preservation request issued to
Google pursuant to 18 U.S.C. § 2703(f) in the above—referemlzed matter.
6. On January 12, 2011, I spoke with several government attomeys wémding the

nondisclosure provisions in the Order. I notified the government that Google wished to



immediately give notice of the Order to its user and requested that the government agree to so
modify the Order. The government declined that request saying only that the Order involves a
different investigation than the one underlying the Twitter Order. No fusther explanation was
provided. The government offered to release Google from the notice constraint 90 days after it
produced, with a provision allowing the govermnent‘to petition for a further extension. I
consequently notified the government that Google intendeclfo file this motion to unseal the
Order and to modify its nondisclosure provisions so that Google could give immediate notice to
its us.er. We subsequently agreed on a schedule for filing and Iargument of this motion.

1 declare under penalty of perjury under the laws of the United States of America that the

foregoing is true and correct.

Executed this 18th day of January, 2011. @

ﬁ K. Rache




CERTIFICATE OF SERVICE

1 hereby certify that on this 18th day of January, 2011, the foregoing document was sent via hand
delivery and email to the following persons:

Assistant United States Attorney

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attorney’s Building
2100 Jamieson Avenue

Alexandria, VA 22314-5794

(Facsimile

Attorneys for the United States

o

% Roche (VSB# 68594)
Perkins ©vie, LLP

700 13th St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRache@perkinscoie.com

Attorneys for Google Inc.
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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALBXANDRIA DIVISION

. )
IN RE APPLICATION OF THE ) _
UNITED STATES OF AMERICAFOR ) MISC.NO. 10G¥3793
AN ORDER PURSUANT TO )
)
)

18 U.S.C. §2703(d)
Filed Under Seal

| . ORDER
'l“his mater having come before the Court pursuant to an application under Title 18, Unifed
States Code, Section 2703, which application requests the ismzan_en of an order uirder Title 18,
United Stétes Code, Section 2703(d) directing Twitter, Inc,, an electronic dommunit;ations
service provider and/or a remote computing service, located in San Francisco, California, to
disclose cerfain records and other information, as set forthin Attgchment A to this Order, the
Count finds that the appiicant has offered specific and articulable facts showing that there are

reasonable grounds to believs that the records or other information sought are relevant and

material to an ongoing criminal investigation.

IT APPEARING that the information sought Is relevant and material to an ongoing
criminal investigation, and that prior notice of this Ordes; 1o any person of this investigation or
thig application and Order entered in conneotion therewith would serlously feopardize the
investigation;

IT IS ORDERED pursuant to Title 18, United States Code, Section 2703(d) that Twitter,
Inc. will, within three days of the date of this Order, turm aver to the United State; the records
and other information as set forth {n Attachment A to this Order. '
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IT IS FURTHER ORDERED that the Cle}k of the Court shall provide the United States
Attorney’s Office with three (3) dﬁﬁed copies of this application and Order,

§T IS FURTHER ORDERED that tho eppication and this Orde are sealed untl
otherwise ordered by the Court, and that Twitter shall not disclose the existence of the
application or this Order of the Cout, or the existence of the investigation, to the Hsted

. subscriber ot to any other person, unless and untl anthorized to do so by the Coust.
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ATTACHMENT A

You are to provide the following Information, if aveilable, preferably as data files on CD-ROM
electronic media, or email hor otherwlse by facaimile to —

A. The following customes or subscribes accouns information for each aepount registored to or
agsoclated wi

for the time periad November 1, 2009 to prosent:

subseriber names, user names, screen nanes, or other identitios;
majling addresses, resldential addresses, business addresses, e-mail addressw, and
other contact Informetion
connection records, or records of session times and durations;
length of service (Including start date) and fypes of service utilized;

telephone or instrument number or other subseriber number or identity, Including any
temporarily assigned network address; and

means and source of payment for such servics (including any crednt card or bank
accoumt number) and hilling records.

B.  All recordsand other information rclahng to the accouni(s) and time perlod in Part A,
including:

records of user activity for any connections made.to or from the Account, inoluclmg
the date, time, length, and method of connections, data tiansfer volume, user nme,
and source and destination Internet Frotocol address(es);

non-content information associated with the contents of any communication or file
storad by or for the account(s), such as the source and destination email addresses and
IR addresses—

correspondence and notes of records related to the account(s).
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- IN THE UNITED STATES DISTRICT COURT FOR THE

CLEAK, IS My =lr. ('»)pn
MF)CM DRIA Y

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
§2703(d) ORDER RELATING TO
UNTS:

MISC. NO. 10GJ3793

ORDER TO UNSEAL THE
ORDER PURSUANT TO 18 U.S.C. §2703(D)

This matter having come before the Court pursuant to an application under Title 18, United
States Code, §2703(d), it appearing that it is in the best interest of the investigation to unseal the -
Court’s Order of December 14, 2010 and authorize Twiiter to disclose that Order to its subscribers
and customers, it is hereby ORDERED that the above-captioned Order of December 14, 2010
pursuant to 18 U.S.C. §2703(d) be UNSEALED and that Twitter is authorized to disclose such

Order. In all other respects, the Court’s Order of December 14, 2010 remains in cffect.

' UN:ITED STATES MAGISTRATE JUDGE
Date: | ‘73\ {D
1 l ¥

Alexandria, Virginia
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Fax TRANSMISSION

United Stalea Altornay
Eaatorm District of Virginia
Justa W, Willkams U.9. Attorney’s Office Bullding
2100 Jamlason AVE.
Almandila, VA 22314

To . | custodianofRecords'
Googls

Fax ©50-640-2938; 650-249-3429

from I Volce  703-208-3700
Assistant United Stafes Attlomey

Fax  702-200-3781

Date  January 12, 2011 Pages 3, Including this page

Subject Preservation letter under 18 U.S.C. sec. 2703()
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U.S. Department of Justice

United States Attomey
Eastern District of Virginla

Tustin ¥, Williamy U.S, Aflarmey's Offecs bullding
2100 Jomteson dve.

Alaandrio, V422314 ’
PHONE:; 708-200.3712

Tanuary 12,2011

Google
1600 Amphitheatre Parkway
-Mountain View, CA 94043

Attn: Custodian of Records
Facsimile: 650-649-2939; 650-249-3429

Re:  Request for Preservation of Records
Dear Google:
Pursuant to Title 18, United States Cade, Section 2703(f), this letter is a formal rcquest for the

preservation of all stored communications, records, and other evidence in your possession
regarding the following emeil account pending further legal process: *( ‘the

Account”) November 2009 to the present.

—Lrequestthat younotdiselose the-existence of this request to-the subscriberor any otlier person,
other then as necessary to comply with this tequest. If compliance with this request might result
in a permanent or temporary tesmination of service to the Account, or otherwise alert any user of
the Account as to your actlons to preserve the information described below, please contact me as

* soon as possible and before taking action.

T request that you preserve, for a period of 90 days, the information described below currently in
your possession in a form that includes the complete record. This request applies only
retrospectively, It does not in any way obligate you to capture and preserve new information that
arises after the date of this request. This request applies to the following items, whether in
electronic or other form, including information stored on backup media, if available:

L. The contents of any communication or file stored by or for the Account and any
associated accounts, and any information associated with those communications or files,
guch as the source and destination email addresses or IP addresses.

2. All records and other Information relating to the Account and any associated accounts
including the following:

a. subscriber names, user names, screen names, or other identities;
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b.

mailing addresses, residential addresses, business addvesses, e-mail addrasses, and

ather contact information;
length of service (including start datc) and types of service utilized;

records of user activity for any connections made (o or from the Account, including
the date, time, length, and method of connections, data transfer volume, user name,
and source and destination Internet Protocol address(es); :

telephone records, including local and long distance telephone connection records,
caller identification records, cellular site and sector information, GPS data, and
celluler network identifying information (such as the IMST, MSISDN, IMEI, MEID,
or ESN);

telephone or instrument number or other subscriber number or identity, including
temporarily assigned network address; :

means and source of payment for the Account (including any credit card or bank
account numbers) and billing records;

correspondence and other records of contact by any person or entity about the
Account, such as “Help Desk” notes; and

any other records or evidence relating to the Account.

i you have questions regarding this request, please call me at 703 -29-

Sincerely,

ATTORNEY

€3 Aftorney



UNITED STATES DISTRICT COURT FILED
FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION
10 FEB -3 P 359
) CLERK US DIST
0

IN RE APPLICATION OF THE ) ALEXARDRIA. VRGA|
UNITED STATES OF AMERICAFOR ) MISC.NO. 10GJ3793
AN ORDER PURSUANT TO ) 11-DM-2
18 U.S.C. § 2703(d) )

) Filed Under Seal

To:  John K. Roche, Esquire
Perkins Coie LLP
700 13th St., N.W., Suite 600
Washington, D.C, 20005-3960
PHONE;: 202.434.1627
FAX: 202.654.9106
E-MAIL: JRoche@perkinscoie.com

You are hereby notified that on Wednesday, February 9, 2011, at 11:30 a.m., a hearing
will be held before The Hor_lorable Tvan D. Davis, Magistrate Judge on the Fourth Floor at the

U.S. District Court, Alexandria, Virginia, on the Government’s Motion to Continue Hearing filed

on February 3, 2011; and Google, inc.’s Motion to Madify 2703(d) Order filed on January 18,
2011.
Executed on_2— {'_5 (2"’“

‘United States Attorney

Assistant United States Attomey
Justin W. Williams U.S. Aitorniey's Building
2100 Jamieson Avenue
- Alexandria, VA 22314
Phone: 703-299-3700
Fax: 703-299-3981
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FILED
THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIAZYl 111 28 5 3 Sb

Alexandria Division CLERK US DISTRIE T COURT
ALE X AHORIA, VIRGIHIA

IN THE MATTER OF THE 2703(d) ORDER | Case No. 1:10613793
AND 2703(f) PRESERVATION REQUEST |
RELATING TO GMAIL ACCOUNT -~ | HPM2

'UNDER SEAL

RESPONSE OF THE UNITED STATES TO GOOGLE’S MOTION
TO MODIFY 2703 (d) ORDER FOR PURPOSE OF PROVIDING NOTICE TO USER

In its Janvary 18,2011 motion and supporting memorandum, Google Tnc. (“Google™)
asks thls Court to amend 1ts January 4, 2011 order (the “Order”) to allow Google to prov1de
o 1mmed1ate notice of the Oi‘der to the subscriber of the-n account (the _
subseriber”), whose records are the subject of the Order. Google also asks that the Order be

unsealed; requests permission to discuss the Order with the [ vbscriter and his attoeys;

amd 1u:u:crr'equcsmthaﬂhe-subseﬁberber-given—z9—d&ysﬁem—th&dat&e£-tﬁe-eeu¥tls——*—
order to file an appropriate response. For the reasons set forth below, the United States oppos;as

Google’s motion and requests that the Court’s current order of notice preclusion be mamtamed

and that the Court not .permit Google to provide the -“subscriber with immediate notice of

the Order. However, as the United States explained to Google on January 12, 261'1, the United |

States does not oppose a modiﬁcation. to the Order that‘ would limit the non-disclosure period to

90 days, vyith a provision that would allow the gow)emment to petition the Court for an additional

extension of this period consistent with the requirements of 18 U.S.C. § 2705(b).



Factual & Procedural Backgiround

On]J anﬁary 4,2011, upon application of the United States pursuantto 18 US.C. §
2703(d), this Court issued the Order, requiririg Google to disclose certain non-content subscriber
and transactional recoxds for the-ccount. The contents of the subscriber’s
communications were not required. See Roche Decl,, Ex. 1. The Order also, provided that “the
application and this Order are sealed uniil otherwise ordered by the Court, and that Google shall
not discllose the existence of the applicat_ion or this Order of the Court, or the existence of the

investigation, to the listed subscriber or to any other person, unless and until authorized to do so -

by the Court.” See id.

I

Several weeks eaﬂier, on December 14, 2010, Magistrate Judge _

had issued a different order, also pursuant to 18 U.S.C. § 2703(d), that required Twitter, Inc. to

disclose similar categories of non-content business records for several Twitter accounts,

including a Twitter account under the name;- See Roche Decl., Ex. 2. This order (the

“Twutez_Oxder_),J.lk&tha Oa:del,_waSJssued,lmdeLseaLand_contamed_a.non.dlsclosuzeuprowm__—
that prohibited Twitter from disclosing the ex1stence of the application, the Twitter Order, or the

existence of the investigation to any person, unless and until authorized to do so by the Court.

See id. After le;aming that Twitter would file a motion to modify the Twitter Order so it could

disclose it to its customers and subscribers, the government replied that although it was not

conceding the merits, it would voluntarily agree to move to unseal the Twitter Order to allow

such disclosure.

On January 5, 2011, after finding it was in the best interest of the investigation to permit

disclosure to its subscribers and customers, Magistrate Judge anted the

government’s application to unseal the Twitter Order and authorized Twitter to disclose’it



(“Twitter Unsealiné Order”). See Roche Decl., Ex. 3. The government sent the Twitter
Unsealing Order to counsel for Twitter on January 7,2011.

On January 12, 2011, counsel for Google asked the government to agree to modify the
Order to allow Google to provide immediate notice of the Order to use-nd his legal
representative. See J. Roche Decl. 6. The govemmeﬁt did not agree to Google’s proposed
modification and explained to Google’s counsel that the Order presented a differe.nt case than the
Twitter Ordér..l The government told Google, however, that it would agree to a 90-day limit on
the non-disclosure period, subject to a provision that would allow the government to petition for
extensions if disclosure would seriously jeopardize the investigation or have an adverse result
listedin 18 U.S.C. § é705. See Roche DecL 9 6. Google declined to .agree to the government’s
proposed modification of the Order and instead filed the instant motion on January 18,2011,

 Arzument

This Cout should not modify its Order to permit Google to provide thg-__subscriber

_ ithimmediate netifieation-oxto-permit Google-to-discus s the Order-with thefl subscriber
and his attorneys. The Order should remain sealed at this time. The Order satisfies all statutory

and constitutional requirements, and the -subscriber would not have a valid basis for
challenging it even if Google did provide him with notice. Furthermore, unsealing and

permitting disclosure at this time is not in the best interest of the investigation. Unsealing and

! The government did not tell counsel for Google that “the Order involve[d] a different
investigation than the one underlying the Twitter Order.” Roche Decl. § 6; see also Google Mot.
at3,7. Instead, when counsel for Google asked why the government was taking a different
position on Google’s request to modify the Order than it had taken on Twitter’s similar request,
the government responded, “It’s a different case.” This response was intended as a general
comment on the different circumstances surrounding the two Orders and was not intended to be
an assertion that the Orders related to different investigations.



permitting disclosure of the Twitter Order has already seriously jeopardized the investigation,
and the government believes that further disclosures at this time will exacerbate this problem.

I. The Order Was Properly Issued.

A. The Order Is Proper Under 18 U.S.C. § 2705(b).
As this Court has already concluded, the non-disclosure provision of the Order is
"appropriate under 18 U.S.C. § 2705(b). Under § 2705(b), the government may apply for an

order commanding the recipient of a 2703(d) 001’111 order — in this case, Google — not to notify
any other person of the existence of the orc{er for éuch period aslthe court deems appropriate.
See 18 U.S.C. § 2705(b). The court, in turn, shall iésue the requested order “if it determines that
there is reason to believe. that notification of the existence of the . . . cour‘t‘ order will result in— |

(1) endangering the life or physical safety of an individual;

(2) flight from prosecution;

(3) destruction of or tampering with evidence;

(4)-intimidation-of potential witnesses; or
(5) otherwise seriously jeqpar&izing an investigation or unduly delayir.lg a trial.”
18 U.S:C. § 2705(b). The government’s original application, which remains under seal, already
provided this Court with reason to believe that notification would have one or more of these
adverse results. Based on this information, the Court decided that i.t was appropriate to include a
non-disclosure provision in the Order. See va’t Ex Parte Submission, Ex. 1.
The government’s application, without 'mo.re, provided sufficient basis for the Court to
conclude that notifying th-ubscriber of the Oxder will have one or more of the adverse
results listed in § 2705(b). The adverse resulis of disclosing the Twitter Order, including efforts

to conceal evidence and harassment (discussed in Part 1), further confirm that disclosing the



Order will seriously jeopardize the investigation, Therefore, the non-disclosure provision in the
Order is proper under 18 U.S.C. § 2705(b).

B. The Order Is Constitutional.

Google suggests that the Order, which seeks limited subscriber information and
transactional records of Google but not the content of the subscriber’s communications, “may
raise significant free speech and other privilege issues,” Google Mot. at 10, But_Goo gle does not
explain what those issues are. First, Google does not claim that the Order interferes with any
First Amendment rights or other privileges that Google may have. See id. at 10-11. Second,
Google concedes that it “is not properly positioned to [assert First Amendment rights or other

. privileges] on behalf of users.” Id. at 10. Third, although Google speculates that th-
subscriber “may wish to assert First Amendment rights . . . or other privileges or defenses to
which the w-user is entitled,” zd at 10, Google does not identify any speci.ﬁc ar@ments that the
-subsci'iber might wish to make, much less assert that the Order is improper under the First
——_—T—A:fnendmeﬂ%er-any--othefaprineiple@-f—l aw.—See-id—-at-10-11. For the reasons-explained below, the ——
Order is proper, and neither the-ubscriber nor Google could mount a viable challenge,
First Amendment or otherwise, to the Order.

To begin with, evenif thFubscriber had notice of the Order, he would not be
entitled to bring a wide-ranging motion to vacate it. Although the Stored Communicationg Act
(18 US.C. §§ 2701-12) does authorize some judicial remedies for subscribers who seek to

" challenge orders, see 18 US.C. § 2704(5), these remedies apply to legal process seeking the

content of the subscriber’s communications and do not apply to legal process for business



records under 18 U.S.C. § 2703(d), like the Order h,ere_.z- Instead, § 2703(d) provides remedies
only for service providers, and only then if “the records requested are unusually voluminous in
nature or compliance with such order otherwise would cause an undue burden on such provider.”
18 US.C. § 2‘703 (d). The Stored Communications Act provides that the “remedies and sanctions
described in [the Act] are the only judicial remedies and sanctions for nonconstitutioﬁal
violations of [the Act}.” Thus, Congress did not provide wide ranging remedies that would allow
subscribers, such a.. to challenge non-content orders, such as the Order here.?

Even if the subscﬁber had standing and wished to assert a First Amendment challenge, it
would be meritless. As the Supreme Court has recognized, “neither the First Amendment nor
any other constitutional provision protects the average citizen from disclosing to a grand jury

information that he has received in confidence.”* Branzburg v. Hayes, 408 U.S. 665, 682

2 Eyenif the-ubscriber could use the “customer challenge” procedures in § 2704(b) to
bring a motion to vacate, he would have to convince the Court that there is no “reason to believe
that the law enforcement inquiry is legitimate and that the communications sought are relevant to

that-inquiry:”18-U-8.C-§-2704(b)()—Th ibscriber-cannot meet this standard —the

Court has élready found that “records or other information sopght are relevant and material to an
ongoing criminal investigation.” See Roche Decl., Ex. 1.

3 Congress’s intent that subscribers could challenge legal process seeking the content of their.
communications, but not legal process seeking business records, is confirmed by reading the
Stored Communications Act as a whole, Section 2703 sets forth the legal process required to
obtain non-content business records. It expressly provides that subscribers are not even entitled
to notice that the government obtained their information. See 18 U.S.C. § 2703(c)(3). Section
2703(b), on the other hand, sets forth the legal process required to obtain contents of
communications. Tt expressly provides that notice to subscribers (albeit notice that may be
delayed) is required for legal process unless a search warrant is obtained.

4 Most cases that evaluate First Amendment challenges to the compelled disclosure of
documents involve subpoenas, rather than court orders. Court orders issued under 18 U.S.C. §
2703(d), like the'Order, are similar to subpoenas because they also require the disclosure of
documents, but they are arguably more protective of citizens’ interests because they are subject
to prior judicial review and require a higher factual showing for issuance. See 18 U.S.C. §

" 2703(d). Accordingly, a party who challenges a § 2703(d) court order should be subjected to
standards that are at least as stringent as those applied to a motion to quash a subpoena.



(1972). This is true even if the‘ubscriber is “a journalist or engaged in other
constitutionally protected activities.”> Google Mot. at 10. As the Supreme Court has concluded,
“the Constitution does not . . . exempt the newsman from performing the citizen’s normal duty of
appearing and furnishing information relevant to the grand jury’s task.” Jd. at 691. Indeed,
journalists have no special privilege to resist compelled disclosulre of their records, absent
evidence that the government is acting in bad faith. See Inve Shain, 978 F.2d 850, 852 (4th Cir.
1992); Univ. of Pennsylvaniav. E.E. 0.C.,493U.S. 182,201 n.8 (1990) (implying that “the bad-
faith exercise of grand jury powers” is the only basis for a First Amendment challenge to a
subpoena).

In.this case, even if the-subscriber were to bring a First Amendment challenge, he
could not quash the Order because he could not show that the government has acted in bad faith,
éither in conducting its criminal investigation or in obtaining the Order. The government

described the nature of its investigation in its application for the Order, and the Court had an

opportunity to xcvievﬂhc~Iegi-timacyﬁ‘ihe—investigaﬁon—befﬂre;deeidi-ng-te-issue#h&@rcle" The
government’s decision to pursue the rc?cord;s described in the Order was also subject to judicial
review by this Court, \Aevhich concluded that it was proper to issue the Order because the
government “offered specific and articulable facts showing that there aré reaéonable grounds to-
Be]ieve that the records or other information sought are relevant and material to an ongoing
criﬁinal investigation.” Roche Decl,, Ex. 1; see also 18 U.S.C.-§ 2703(d). The government has’
acted in good faith throughout this criminal in\;esti gation, and there is no evidence that either the
investigation or the Order is intended to harass the-subscriber. or anyone else. See United

States v. Steelhammer, 539 £.2d 373, 376 (4th Cir. 1976) (Winter, J., dissenting), adépted by the

>

The government does not concede that the-l_lbscriber is a journalist.
7



court en banc, 561 F.2d 539, 540 (4th Cir. 1977) (“[T]he record fails to tumn up even a scintilla
of evidence that the reporters were subpoenaed to harass them or to embarrass their
newsgathering abilities . . .”). Accordingly, even if the Order required ﬂ;e-subscriber to
disclose his Google records himself, th- subscriber would not have a colorable First
Amendment argument for quashing the Order.

The-’subscriber’s potential challenges to the Order are even weaker because of the
Order’s limited scope. The Order_requires Google to disclose certain of its business‘ records
about the- subscriber account, but it does not seek the content of any communication,
attemp;t to control or direct the content of the - subscriber’s speech, or impose direct
burdens on any journallistic or academié activities in which the -sub;scriber may be
engaging. See Roche Decl,, Ex. 1; Branzburg, 408 U.S. at 691 (requiring reporter to comply
with subpoena “involves no restraint on what newspapers may publish, or on the type or quality

of information reporters may seek to acquire,” nor does it threaten “a large number or percentage
p P g

of all-confidential news-sources™);-Univ: oﬂ?ennsyhrania,--étsa.u.srat*l_%-%—(subpoenarfor

academic papers doe;&‘, not impose a content-based or direct burden on university).
Indeed, the Order simply requires disclosure of “non-content” information, such as the

- subscriber’s name and address, the IP addresses associated with the[ il subscriber’s
logins to the account, and the email addresses of those with whom the subscriber has
corresponded. See Roche Decl., Ex. 1; 18 U.S.C. § 2703(c). Th- subscriber has no
Fourth Amendment privacy interest in any of this information and therefore could not
successfully challenge the Order under the Fourth Amendment, any more than he could
challenge it under the First Amendment. See, e.g., United States v. Christie, 624 F.3d 558, 574

(3d Cir. 2010) (IP addresses); United States v. Perrine, 518 F.3d 1196, 1204 (10th Cir. 2008)



(subscriber information); United States v. Forrester, 512 F.3d 500,510 (9tﬁ Cir. 2008) (source or
destination addresses of email).

As discussed above, even if the-ubscriber had standing to challenge the Order, he
has no viable argumenté for quashing the Order. Google impliés, however, that the potential
merit of a subscriber’s arguments is irrelevant, and that subscribers have some inherent right to
be notified when their records are obtained under § 2703 so that the subscribers “may decide
whether to object” to the disclosure. Google Mot. at 11. This assertion is contrary to the plain
language of § 2703, pursuant to which sﬁbsc‘ribers are not entitled to notice when the government
obtains their records and information pursuant to § 2703(c). See 18 U.S.C. §2703(c)3) (“A
governmcn.tal entity receiving records or information under this subsection is not required to
provide notice to a subscriber or customer.”); In re Application of the United States for an Order
Directing a Provider of Electronic Communicafion Service to Disclose Records fo the

Gavernment, 620 F.3d 304, 307 (3d Cir. 2010); In re Application of the United States for an

Order-Pursuant-to-18-U.S-C-2703(d);36-F.-Supp.-2d-430,-432-(D. Mass,- 1999). As further

discussed above, the Order was issued under § 2703(c) because it seeks only records and other
information pertaining to th-ubscriber, not including the contents of communications.
See Roche Decl., Ex. 1; 18 U.S.C. §§ 2703(c)(1)(B) and (c)(2) (authorizing governrhent touse a
court order under § 2703(d) to abtain the records described in the Order). Accordingly, the
-ubscriber is oot entitled to notice of the Order from the government, from Google, or
from anyone else. See S.E.C. v. Jerry T. O'Brien, Inc., 467 U.S. 735, 743 (1984) (“[Prior
Supreme Court] rulings disable respondents from arguing that notice of subpoenas issued fo third
parties is necessary to allow a target to prevent an unconstitutional search or seizure of his

papers.”).



Moreover, Google’s failure to directly assert its own First Amendment rights in its
motion is with good cause: Google has no viable First Amendment argument to make; on its own
behalf. Courts regularly issue sealing orders, protective orders, and other non-disclosure orders
that preclude private parties from discussing matters before the court. See e.g., Inre Application
of United States of America for an O_ra;er Pursuant to 18 US.C. § 2703(d) Directed to
Cablevision Systems Corp., 158 F.Supp.2d 644, 648-49 (D.Md. 2001) (holding that the
Electronic Communications Privacy Act implicitly repealed provisions of the Cable -
Communications Policy Act that required nofice to a subscriber of a cable company service of a
court order directing disclosure of the subsecriber’s personal information) (citing in support, 12
U.S.C. § 3409 (authorizing delayed ntice for financial institutions); 18 U.S.C. §§ 2511(2)(a)(ii)
(prohibiting disclosure of wire interceptions); § 3123 .(d) (prohibifing disclosure of pen registers
or trap and trace devices)).

Indeed, 18 U.S.C. § 2705(b) was enacted almost twenty-five years ago, and to the

2O vcnuuc;ﬁ.’s*lmcwlcdge,—no—courthmver—held-that—'&s--prasedufesifai-lieeemply—wimthe

requirements of the First Amendment. See Blectronic Communications Privacy Act of 1986, PL
99-508, § 201, 100 Stat. 1848 (1986). Furthermore, the government has already told Google that
it will agree to seek modification of the Order to limit the non-disclosure period to 90 days, |
subject to possible court-ordered extensions, see Roche Decl. § 6. This cures Google’s
.complaint that the curr;ant Order has a “perpetual” or “indefinite” period of non-disclosure.
Google Mot. at 2, 7, 8 Accordingly, even if Godgle had challenged the non-disclosure provision
based on its own First Amendment rights, this chalienge would have failed.

For all of the reasons set forth above, tﬁe Order, including its non-disclosure and sealing

.requirements, is proper in every respect, including under the First and Fourth Amendments, and

10



the government does nof oppose limiting the duration of the non-disclosure period to 90 daj./s,
subject to possible extensions consistent with the requirements of 18 U.S.C. § 2705(b).
1L The Disclosure of the Twitter Qrder Does Not Justify Disclosure of This Ovder,

Particularly When Unsealing the Twitter Order Alveady has Seriously Jeopardized
the Investigation

Google argues that because tﬁe government voluntarily unsealed and allowed disclosure
of the Twitter Order, the Court should do so here, particularly because both orders ave part of the
~ WikiLeaks investigation, the existence of which has been publicly acknowledged. See Google
Mot. at 1, 2. Google is wrong. The government’s voluntary decision to move to lift the notice
preclusion aspect of the Twitter Order based upon its particularized assessment of the continuing
need for that preclusion was a reasonable exercise of its prosecutorial discretion. This previous
decision should not bind the government as to other orders. Moreover, the unsealing and
disclosure of the Twitter Order already has seriously jeopardized the investigation even though

the existence of the investigation had been publicly acknowledged. Unsealing and allowing

disclosure by-Google-will-exacerbate -the—halm.—lﬁdeed;in—l-ight--eilthé-evelatsihatfollowed_the
unsealing and disclosure of the Twitter Order, had the government known then w-hat it does now,
it would not have voluntarily filed the motion ’go authorize it.

The Twitter Unsealing Order was premised on the Court’s finding that at that time,
allowing disclosure of that order to Twitter’s customers and subscribers served the best interest
of the case. See Roche Decl. Ex. 3. The decision to move the Court to unseal the order was
based on the government’s assessment of the continuing need for notice preclusion for the
Twitter Order, including its estimation of the importance of the informatioil sought to the

investigation, the resources that might be required to defend that order, and the expected

consequences of allowing disclosure. The decision was not based on a belief that the § 2705(b)
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non-disclosure order and sealing were no longer legally justified. The government did not
concede the merits of Twitter’s planned motion. At this time, the government has not voluntarily
moved to modify the valid Google Order because it believes that disclosure and unsealing will
not serve the best interest of the case. S0 long as non-disclosure and sealing remain justified
under the standards set out by law, as it does here, a decision such as this falls squarely within

" the government's prosecutorial discretion, involving not only factors and considerations relevant
to the conduct of the ongoing criminal investigation that are ill-suited to judicial review, bu{ also
theories protected by the attorney work product doctrine: See generally, Ex Parte Submission;
Reno v. American-Arab Anti-Discrimination Comm., 525 1.8, 471, 490 (1999) (quoting Wayte v.
United States, 470 U.S. 598, 607-608 (1985)) (issues that fall within the scope of prosecutorial -
discretion are “particularly ill-suited to judicial review™); see also United States v. Juvenile Male,

2010 WL 5158562 (4™ Cir. 2010) (unpublished) (“The Government's certification that a

substantial federal interest exists is generally regarded as a matter of prosecutorial discretion, and

: 'v*.'h}le-this-deeisieﬁ-isaw{~immu-n9—fmm}udicihlAreview,_weﬁaccordih&der‘i*‘-inn. substantial

deference.”) (citing United States v. Juvenile Male # 1, 86 F.3d 1314, 1319 (4th Cir.1996));
Hz'ck_man-v. Taylor, 329 U.S. 495, 5 10-511 (1947) (attorney work product covers legal theories
and strategy).

In any event, the government’s decision to move to lift the notice pr‘eclus‘ion aspect of the
Twitter Order should neither bind its decisions with respect to the Order, nor should its decision
- be used aga.ir.lst it, Bither result Would discourage particularized analysis of the rieed for notice

preclusion and would also punish voluntary disclosure by the government, contrary to

established public policy favoring those results. Cf Fed R.Evid. 408 advisory committee’s notes
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(“As a matter of general agreement, evidence of an offer to compromise a claim is not receivable
in evidence as an admission of, as the case may be, the validity or invalidity of the claim.”).
Moreover, circumstances have changed in the investigation since — and in part as a result
of — the government’s decision to unseal and disclose the 'Twitter. Order, demonstrating why this
Order presents a different case. Spe01ﬁcally, the government failed to anticipate the degree of
damage that would be caused by the unsealing and disclosure of the Twitter Order
(1)  On January 7, 2011, the same day the government sent the Unsealing Order to Twitter’s
counsel, a copy of the Twitter Order, including the judge’s name, prosecutor’s email
_ address, and the fax -cover sheet, identifying the names of the prosecutor and a legal

assistant and the legal assistant’s telephone number, were posted on the Internet at

http:// mobile.salon.com/opinion/greenwald/201 1/01/07 /twitter/index.itml; See Gov’t

" Bx. 1,

(2) Onereason for sealing and ordering non-disclosure under Section 2705 in the Twitter

case, as well as hiere, 157 it disctosure would-seriously jeopardize-the-investigation
because it might cause suspects to change their patterns of behaviour, notify confederates
or flee. Once the Twitter Order was unsealed, the Twitter aecount holder with the
username-mlounced a change in 1_1is behavior and made a general announcement
to others who might potentially have evidence relevant to the investigation by posting a
message to Twitter on January 7, 2011, that stated “Do not send me Direct Messages —
My Twitter account contents have apparently been invited to the (presumably Grand
Jury) in Alexandria.” See Gov’t Ex.2

" (3)  Thus, despite the general, pI;blic knowleng of the eriLeaks inVestigation-

apparently continued to use his Twitter account to receive Direct Messages until he had

13



)

actual knowledge of the specific investigative steps taken to obtain transactional records
from that account. This confirms the government’s representations in its current
application for non-disclosure and indicates that the user might be willing to destroy
evidence or otherwise try to disrupt the ongoing investigation.

Because of the disclosure of the Twitter Order, a public campaign commenced,
pressuring providers to challenge non-disclosure orders to disclose compulsory process.
On January 8, 2011, the Twitter account of -Weeted, “Note that we can
assume Go.ogle & Facebook also have secret U.S. government subpoenas. They make no

comment. Did they fold?” See Gov’t Ex. 3. OnJanuary 10, 2011, the Twitter account of

_posted, «“This matter does beg the question who else has gotten such court

orders and whether other parties have silently complied with such orders. Hello
Facebook? Google?” See Gov’t Ex: 4 see also Wikipedia, “Twitter subpoena,”

http://en.wikipedia.org/wiki/Twitter_subpoena, Gov’t Ex, 5; P. Beaumont,

guardian,co.uk, -}Jemcﬁi—ds_(f?o“oﬁle' an—d”Fat“G‘bWUmrfSuprenus, January

8, 2011, http://www.gnardian.co.uk/ media/201 1/jan/ O&i--calls-goo ole-facebook-

‘us-subpoenas; http://techland.time.com./201 1/01/ 14/twitter-1nd—the—broken~

market-for-consumer-privacy/ (“The tech world is abuzz with a remarkable display of
backbone by Twitter in the_case. Tt deserves wider notice” . . . “Twitter stalled,
fighting and winning a motion {0 lift the gag order, which is how we know about the

case. (If the judge had believed government claims that lifting the gag would blow the

investigation, she could equally have rejected Twitter's motion.) Having obtained

permission, Twitter notified its users and promised to hand over nothing if théy fileda

motion to quash within ten days. That is simply the gold standard of customer proteciion,
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&)

enabling couts to balance the legitimate needs of prosecutors with the civil liberties of

their targets. It almost never happens.”);

hitp://www.wired.com/threatlevel/201 1/01 /twitter/# (“ANALYSIS: Twitter introduced a

new feature last month without telling anyone about it, and the rest of the tech world
should take note and come up with its own version of it. Twitter beta-tested a spine.”);
http:/!www.fastcompanv.cum/ 1716100/ why-twitter-was-the-only-company-to-challenge-

the-secret-ﬂtml.

Because the Twitter Order was posted on the Internet, without redaction, an employee at

the U.S. Attorney’s Office was subjected to harassment over the Internet, including the
J

posting of her home address, and email messages, including the attached, see Gov’t Ex.

6. Time and resources were diverted from the continued investigation to increasing

security measures for prosecutors. This harassment may also make all government

witnesses reluctant to testify fully in the future, for fear of similar retribution.

Tlmsﬁﬁe‘dfschsmmdmeaﬁng’pfﬂlc:fwhtcrerdeﬁms-seriouslyjeopardimd the—

investigation — candidly, much more than the government anticipated at the time it made its

decision to move to lift the notice preclusion aspect of the Twitter Order. Among other things,

the government confirmed that despite the public nature of the investigation, disclosure of the

- particular investigative step at issue in the Twitter Order increased the risk that witnesses and

targets would tamper with or destroy evidence in relevant Twitter accounts, including by altering

their modes of communication to evade future investigative efforts.

The disclosure and unsealing also presehted the unforeseen risk of witness intimidation.

Protecting witnesses from public exposure encourages them to voluntarily come forward and to

testify fully without fear of retribution. These two core principles underlie the need for secrecy
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in the grand jury process. See Unifed States v, Reiner, 934 F.Supp. 721, 723 (E.D.Va. 1996)
(citing Douglas 0Oil Co. v. Petrol Stops Northwest, 441 U.S. 211, 219 (1979)). Unfortunately,
there are already indications that disclosure of the Twitter Order has encouraged providers — wiio
are also p-otential witnesses — to resist the government’s attempts to gather relevant user
information. The: government is aware of at least one other potential challenge by a provider to
the non-disclosure provision and sealing of another 2703(d) Order in'this case because of the
fall-out from the unsealing and disclosure of the Twitter Order. More can reasonably be
expected. Providers may fear that public exposure of their willing compliance with court orders
will hurt their reputation and therefore feel pressure to challenge non-di.sclosufe orders. At the
same time, repeatedly unsealing and disclosing process during an ongoing investigation presénts
a heightened risk of jeopardizing the investigation, potentially revealing each step the
government has taken and hi ghlighting those that have yet to be taken. This would provide a

detailed investigative roadmap to targetsl and witnesses and make it easier to destroy evidence

and change patterns of behavior to avoid detection,

.Finally, the disclos;Jre and unsealing of the Twitter Order has already resulted in
harassment that disruptqd the investigation by diverting resources and atténtion, as demonstrated
above. -A similar reaction czr;m be expected if disclosure and unsealing is authorized here. For all
of these reasons, the government has not agreed to di'sclosure of the Order. The non-disclosure
and sealing pr‘(Jvisions of the Order remain Iegglly justified, and disclosure is not in tﬁe best
; interest of the irwe:stigation.6 To the contrary-/‘, if the government knew on January 4, 2011 what

it does now, it would not have moved to unseal and authorize disclosure of the Twitter Order.

8 I this case, the government has offered to self-impose a 90 day limit on sealing, with the
ability to petition the court to extend as needed.
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Conclusion
In conclusion, the court should deny Google’s motion to modify the Order. The Order,
including the provisions that order sealing and non-disclosure by Google, remain warranted more

than ever. Unsealing and disclosure of the Order would significantly jeopardize the

investigation.

Respecifully Submitted,

ited States Attome

By:

Assistant United States Attomey
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(updated below - Update IT - Update T1I)

Last night, _ ) former- volunteer and current

member of the Parliament -- announced (on Twitter) that she had

" been notified by Twitter that the DOJ had served a Subpoena demanding
information "about all my tweets and more since November 1st |

2009." Several news outlets, including The Guardian, wrote about

_announcement.

What hasn't been reported is that the Subpoena served on Twitter -- which is
actually an Order from a federal court that the DOJ requested -- seeks the
same information for numerous other individuals currently or formerly
associated with including

and I 1t 21so seeks the same information for

B d for IR Titter account.

The information demanded by the DOJ is sweeping in scope. It includes all .
mailing addresses and billing information known for the user, all connection
records and session times, all IP addresses used to access Twiter, all known
email accounts, as well as the "means and source of payment," including
banking records and credit cards. It seeks all of that information for the
period beginning November 1, 2009, through the present. A copy of the

Order served on Twitter, obtained exclusively by Salon, is here.

The Order was signed by a federal Magistrate Judge in the Eastern District
of Virginia, and served on Twitter by the DOJ division
for that district. It states that there is "reasonable ground to believe that the
records or other information sought are relevant and material to an ongoing
criminal investigation," the language required by the relevant statute. It was
issued on December 14 and ordered sealed - i.e., kept secret from the
targets of the Order. It gave Twitter three days to respond and barred the
company from notifying anyone, including the users, of the existence of the
Order. On January 5, the same judge directed that the Order be unsealed at
Twitter's request in order to inform the users and give them 10 days to
object; had Twitter not so requested, it would have been compelled to tuin
over this information without the knowledge of its users. A copy of the
unsealing order is here. '

LHn-//mnl-\iip aalan r-nvn/nnininﬂ/mﬂeﬁnwﬂd/?.ni]/0]/07/fWiﬁ61‘/iﬂ... ]/28/2011



several months and IS association has diminish

DOJ subpoenas Twitte records of several- volunteer... Page 3 of 7

old me that as "a member of the Foreign Affairs Committee [of
Iceland's Parliament] and the NATO parliamentary assembly," she intends
to "call for a meeting at the Commitiee early nexi week and ask for the
ambassador to meet" her to protest the DOJ's subpoena for her records. The
other individuals named in the subpoena were unwilling fo publicly
comment until speaking with their lawyer.

I'll have much more on the implications of this tomorrow. Suffice to say,
this is a serious escalation of the DOJ's efforts {o probe, harass and

intimidate anyone having to do with [N P:cviousty; SEFONNRY o
well as h supporter_ -- both American citizens -
- had their laptops and other electronic equipment seized at the border by
Homeland Security agents when attempting to re-enter the U.S.

UPDATE: Three other points: first, the three named producers of the
"Collateral Murder" video -- depicting and commenting on the U.S. Apache
liiliwﬁter attack on journalists and civilians in Baghdad -- were

and WOSG name is misspelled in the DOJ's
documents). Since has had no connection to WikiLeaks for
ed substantially
over time, it seems clear that they were selected due to their involvement in :

the release of that film. Second, the unsealing order does not name
‘either which means either that Twitter did not request

permission to notify them of the Subpoena or that they did request it but the

court denied it (then again, neither "h
are names of Twitter accounts, and the company has no way of knowing
with certainty which accounts are theirs, so perhaps Twitter only sought an
unsealing order for actual Twitter accounts named in the Order). Finally, -

| and -intend to contest this Order.

UPDATE II: It's worth recalling -- and T hope journalists writing about this
story remind themselves -- that all of this extraordinary probing and
"criminal" investigating is stemming from WikiLeaks' doing nothing more
than publishing classified information showing what the U.S. Government is
doing; something investigative journalists, by definition, do all the time.

ot T 1T T ama S amint o fareenwral 20 11/01 /07 witrerfin 12872011
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And the key question now is this: did other Internet and social network
companies (Google, Facebook, eic.) receive similar Orders and then quietly
comply? It's difficult to imagine why the DOJ would want information only
from. Twitter; if anything, given the limited information it has about users,
Twitter would seem one of the least fruitful avenues to pursue. But if other
companies did receive and quietly comply with these orders, it will be a
long time before we know, if we ever do, given the prohibition in these
orders on disclosing even ifs existence to anyone.

UPDATE 11I: {§§ Interior Minister, Ogmundur Jénasson, described
the DOJ's efforts to obtain the Twitter information of a JNEG_G_G__G_—_—_—

_ @l as "grave and odd." While suggesting some criticisms
of 1l he added: "if we manage to make government fransparent
and give all of us some insight into what is happening in countries
involved in warfare it can only be for the good." The DOJ's investigation
of o N« - o5 part of an effort to intimidate
anyone supporting [l fland to criminalize journalism that exposes
what the U.S. Government does -- is one of the most extreme acts yet in the
Obama administration's always-escalating war on whistleblowers, and
shows how just excessive and paranoid the administration is when it comes

to transparency: ‘all this from a President who ran on a vow to have the

"most transparent administration in history™ and to "Protect
‘Whistleblowers."

Share This
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> Digg

» Stumbleupon
o Redditf

o Linkedin

o Email
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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT QF VIRGINIA

ALEXANDRIA DIVISION
)
IN RE ARPLICATION OF THE )
UNITED §TATES OF AMERICAFOR ) MISC. NO, 10613793
AN ORDER PURSUANT TO )
18 U.S.C. § 2703(d) )
: ' ) Filed Under Seal
ORDER

- This matter having come before the Court pussuant to an application under Title 18, United
Stat.es Code, Section 2703, which application requests the issue.ln_ce of an order under Title 18,
United States Code, Section 2703(d) directing Twitter, Tne,, an electronic communications
service provider end/or a remofe computing service,' located in §an Francisco, California, to
disclose certain records and other information, as set forth m Att{tchment A to this Order, the

Court finds that the applicant has offered specific and articulable facts showing that there ato

reasoﬁable grounds to believe that the_recordé or other ﬁnformation sdught are relevant and
material to an ongoing criminal investigation.

YT APPHARING that the information sought is relevant and material to an ongoing
criminal investigation, and that pribr notice of this Order to any person of this investigation or
thig application and Order entered in connection there?vith woﬁld serlously jeopardige the

- Investigation; |

TS ORDERED.pursuant to Title 18, Uni’ded States Code, Section 2703(d) that Twitter,

Ing. will, within three days of the date of this Order, .f:um aver to the United States the records

and other information ag set forth in Aftachment A to this Order.
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I"I‘ 1S FURTHER ORDERED that the Clerk of the Court shéll provide the United States
Attomey"s Office with thiee (3) cextified copies of this application and Order,

ITI5 FUR;FHER ORDERED that the application and this Order are sealed until
otherwise ordeted by the Court, and that Twitter shall not disclose the existence of the
application or this Order of the Court, or the existence of the.invésﬁgation, to the listed

subscriber ot to any other person, unless and wntll anthorized to do so by the Coust.

Ryt o
Date
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-

ATTACHMENT A

You ate 1o provide the followin inforination, if available, preferably as data files on CD-ROM
electronic rmedia, or email _ o otherwise by facsimile fo e |
A, The following cusiomer
agsociated with

ot subscriber account information for each account registered to or

for the tlme period November 1, 2009 to present:

1. subseriber names, USer NAMES, SCreen NAMES, 0T other identitios;

2 mailing addresses, residential addresses, business addresses, e-mail addresses, and
other contact information;

8 connéction records, of records of session times and durations;
4, length of service (including start date) and types of service utilized;

5. telephone or instruwment number or other subseriber number or identity, including any
temporarily assigned network address; and

0. means and source of payment for such sexvice (inciuding any credit card or bank
account number) and billing records.

B. Al records and other information relating to the account(s) and time petiod InPart A,
including:

1. records of user activity for any conncctions madg.to or from the Account, inoluding
the ddte, tins, length, and method of connecilons, data iransfer volume, user name,
" and source and destination Internet Protocol address(es);

2. non-content information associated with the contents of any commmunication or file

—stamhw‘ﬁfmmqmﬂ(s)fsmham ourceand-destination-email- addresses-and————
* IP addresses. :

3, cotrespondence and notes of tecords related to the account(s).
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trying to save the wounded, and you wake up the next day a nefarious left-wing teror activist-adjudant secretly spending millions on web hosting. t
wonder what ['ll be tomorow. '

January 12th, 2011 - 02:07 | 41 comments
Please share: -~ B8 by rol G 7 38

On the Twitter court order
Dear journalists, )

Xet again | am being inundated with your e-mails, text messages, phone calls and unannounced house visits, (The latter s new, unwelcome and the
fastest way o get a non-expiring enlry on my media blacklist.)

| could easily spend all my time answering the same questions with the same answers instead of taking some time fo.think for myself. This Is not your
fault. | can see there's a story here and you need ta cover It | just fiope you'll forglve me for writing down my thoughts Just once on this blog. 1 realize you

may “just have a few questions® or dasperately need my voice of foolage of my talking head, but ¥l most likely still point you to this text. It's nothing
personal.

What happened?

On December 14 of 2010, the US Department of Justice has had a court order [ss
my Twitler account as well as of the twitler accounts of VHSEEEENNNT
previous blog post, | have erronecusly referred to this orderas a subpoena,
about various aspects of this order can be found here.

ued to force Twitter to send them varfous bils

of information regarding
s £ I 3] g e

'm not a US lawyer, but some apparently profound thoughts

| found out about the order because Twitler did the right thing and successfully fought for a second court order so they were able to tell us. The e-mail

from twitter also says we have len days (o announce that we're fighting this Tn court or otherwise they'll giva the DOJ the requested information. 'l wiite
more about Twitter's role soon.

Apparently someone thinks that whalever records Twitter has regarding my account are “relevant and material 1o an ongeing crminal investigation”. Il is
not clear from the documents that have presently been made public what my role In this apparent invesfigation s.

So what does Twitter have on me?

Basically my tweets, which are publicly accessible, and the IP-numbers | connected from. | don't use Twitter all that much and for convenience my tweels
are generally posted through a plugin on this blog, | have never sent or received private messages on twitter. [n other words: what Twitter has on me is
unspectacular. :

This matter does beg the question who elsé has gotten such court orders and whether other parties have silently compfled with such orders. Hello
Facebook? Google?

Why dId this happen? )
{ don't know. But from the list of names we can speculale this has semething to do with {he release of the "Collateral Murder” video in april of 2010. That

video, shot from a US helicopler over Baghdad, shows the shooling of a Reuters photographer and subsequantly of the civilians that try to rescue him. |
travelled to Iceland fo help out wilh the preparations for disseminating Ihis video. | feel, probably like most people that saw the video, hat showing that

videoserved ‘ah_aﬂnpoﬂaﬂpmpas&o%shlﬂhg-lighton-lheﬂdd&n realiies of present-day war

The entire praoéss of refeasing this video is ridiculously well-documented as Raffl Khatchadourian, a journalist for The New Yorker, was with us the whole
time. | recommend his article for an in-depth look at what happened. For a broader look at my life over the past year or so, | recommend reading a
kevnote speech | defivered in Berlin a few weeks ago. .

So what am | going to do now?

Being involved in a criminal investigation, and especially one which [s fikely to have huge politicat pressure behind it, is a very serious maiter. So 1 am
talking to fawyers, lrying to better understand what is going on and | am weighing my options. Frequent readers of this blog will likely be the first to know if
| have something new lo say.

January 10th, 2011 - 00:41 | 109 comments |

Please share: . ' &) = @0 ¥ 85 5l

US DOJ wants my twitter account info

It's a warm and fuzzy feeling to know that somewhere, far away, people are thinking about you. Last night | received this rather interesting e-mail from
twitter:

Kessel, Jan-07 11:20 am (PST).
Dear Twitter Uses:

Wa are wiiling to inform you thal Twilter has recelved legal pracess requesting Information regarding your Twitter acoount.. A
copy of the fegal process is altached. The legal process requires Twilter to produce documents refeted to your account.

Please be advised ihat Twitter will respond to this request in 10 days from the date of this fotice unless we receive notice from you that
a motlon to quash the legal process has been filed or that this matter has been otherwise resolved.
To respond to this nolice, please e-mail us at <removed>. '

This notice is not legal advice. You may wish to consult legal counsel about this matter. If you need assislance seeking counsel, you
may consider contacting \he Elecironic Frontier Foundation <contact info removed> or the ACLU <contact info removed>.

1/27/2011
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Twitter subpoena

From Wikipedia, the free encyclopedia

On 14 December 2010 the United States Depariment of Justice issued a
subpoena accompanied by a national security letter to Twitter in relation fo
ongoing investigations of B *! While only five people were
individually named, according to lawyer Mark Stephens the order effectively
entailed the collection in relation to criminal prosecution of the personal
identifying information of over six hundred thousand Twitter users, namely
those who were "followers" of _.[3][1][2][4] Twitter appealed against
the accompanying so-called gag order in order to be able to disclose its
existence to its users, and was ultimately successful in its appeal.[S][ﬂ
Subsequent reaciions included the discussion of secret subpoenas in the U.S.,
1) criticism of the particular subpoena issued,["(B1P] an immediate,"!
tethporary[lo] 0.5 percent reduction in the number of Twitter followers of
_ and calls for the recognition and emulation of Twitter's stance.!'!!

Contents

m 1 Chronology |
m 1.1 Subpoena issued with accompanying gag order
m 1.2 Appeal and publication of the subpoena
® 1.3 Users' opposition to the subpoena

s 2 Subsequent reactions
m 3 Sec also

m 4 References

m 5 External links

L
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Chmn@logy

Prior to the December 2010 subpoena relating io -, Twitter had
received at least one subpoena for information about ifs users. Just after the
Attorney-General of the US state of Pennsylvania Tom Corbett was elected as
govemor of Pennsylvania, it was revealed that he had issued a subpoena
against Twitter to demand personal information on two users who criticised
him.U? The Philadelphia Inquirer claimed that the subpoena was issued
because of the two users' criticisms of Corbett.'?) Corbett's spokesperson said
that the subpoena was issued as "part of an ongoing criminal investigation” 2]

The two users were helped by Public Citizen and the American Civil Liberties
Union (ACLU) in opposing the subpoena.[m The subpoena was "dropped" by
the Attorney-General's office.!"]

Subpoena issued with aécompainying gag order -

On 14 December 2010 the U.S. Department of Justice issued a subpoena
directing Twitter to hand over information in accordance with 18 USC § 2703
. (@) (http://www law.cornell.edu/uscode/uscodel8/usc_sec_18 00002703----
———0OQahnnl)..llqge@xderﬁdditionally_dh:eciedlhat..ﬁ&iﬂenshmﬂdm_tﬁjsglosg_
" the existence of the subpoena without prior authorization. Issued in relation to
ongoing investigations of named were

The
requisite information included their user names, addresses, telephone

numbers, bank account details, and credit card numbers.”

lawyer Mark Stephens argued that®! since the application also
extended to destination email addresses and IP addresses for any
communication stored for the named accounts, personal identifying _
information was to be collected for some six hundred and thirty-four thousand

followers ot_ Twitter foed P

I 2 lcged it had evidence suggesting similar subpoenas had been
issued to Google and Facebook,I'¥ and lawyer Mark Stephens said that
similar information had been sought not only from Google and Facebook but
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also from FBay's Skype uni’c.m-call,ed for Google and Facebook to

unseal the subpoenas if they had received them,!" but no spokespeople were
available to comment.m

Appéeal and publication of the subpoena

Twitter applied to notify its users of the issue of the subpoena.[S][m[ml On5
January 2011 it was notified of success in its appeal,’® allowing the company
to inform its usexs and to give them ten days in turn in which to appeal.[”]
After Twitter informed F she released a message via the micro-

blogging site that the "USA government wants fo know about all my tweets
and more since november 1st 2009. Do they realize I am a _member of

parliament in Tceland?"®!

Aden Fine of the ACLLU said that "Twitter's e-mail indicated that it had not yet
turned over to the U.S. government any records that prosecutors

requested."[”]

Users' opposition to the subpoena

Among those specifically named by the subpoena, T e, e N

171 g11 stated that they would oppose it. Lawyer
Aden Fine of the ACLU participated in defending those subpoenaed.!'”

Hstated that she had contacted the Icelandic Minister of Justice and
uman Rights and commented that the "U.S. government is trying to

criminalize whistleblowing and publication of whistleblowing material."!'"}

Subsequent reactions

- The New York Times observed that the US government issues over fifty
thousand such requests for information each year, typically aqcompanied by

the so-called gag order,” linking the case to how "1986 Privacy Law is

Outrun by the Web".!'* Nicholas Merrill, the first to file a constitutional |
challenge against the use of national security letters, describes this as "a
perfect example of how the government can use its broad powers to silence
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people".m T.awmakers in Iceland criticised the subpoena as an instance of
overreach. BIIP) -1awyer,'1\/[a1‘k Stephens, interpreted the subpoena
as a sign that US authorities were desperate 10 develop a criminal case against
I e siated that the subpoena was an attempt to "shake the electronic
tree in the hope some kind of criminal charge drops out the bottom of if 1141

Juan Cole, a historian of the modern Middle East and South Asia, described
the subpoena as "a fishing expedition and legally fishy in that regard” that "is
being pursued by the Obama administration out of terror that further massive

leaks will be made iublic."m] He conirasted the legal action against people

associated with ith the lack of legal actions against "Bush
administration ofticials, such as Dick Cheney, who ordered people tortured
[and] have not been in any way inconvenienced by Mssrs. Obama and
Holder."2” Cole suggested that users of social media should shift from
Facebook and Twitter that have "internet monopolies” and "are in turn tools of
US government control” to social media based in Burope or the Global South.

list of 637,000 followers on Twitter dropped by 3,000 in the
hours following the announcement of the US Department of Justice action™!
and grew to 650,000 as of 13 January 20111

Professor of Law Ben Saul argued that the US had been compelled to attempt
to obtain information on citizens of other countries through action against its
own companies due to its lack of overseas law enforcement powers,
suggesting that "the real question is how will other countries react ... will
other governments try to do things to shut down this kind of investigation?“[21]
Members of the European Parliament from the Netherlands, Romania and the
UK have questioned whether US 'snooping' on the Twitter accounts of those

linked with WikiLeaks is in violation of European privacy laws.221123]

The Electronic Frontier Foundation has since, comparing their law
enforcement policies, stressed "how important it is that social media
companies do what they can to protect the sensitive data they hold from the

prying eyes of the govemment".m] Wired staff writer Ryan Singel said that

Twitter's "action in asking for the gag order to be overturned sets a new
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precedent that we can only hope that other companies begin to follow" and
summarised his point of view by saying "Twitter beta-tested a spine” and that
Twitter's response should become an "industry standard" ']

See also

m Foreign Intelligence Surveillance Act - US Act of 1978, preventing
spying on US citizens without a court order .

m Electronic Communications Privacy Act - US Act of 1986, before
widespread email and cellphone usage

1 PATRIOT Act - US Act of 2001, introducing counter-terrorism measures

m American Civil Liberties Union v. Ashcroft (2004) - first constitutional
challenge of US PATRIOT Act national security letter provisions

m Information sensitivity
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From: gmail.com]
Jent: anesaay, vanuary 12, 2d114:25 AM .
10l

You'guys are fuc.king nazis trying to controll the whole fucking world.
Well guess what.

WE DO NOT FORGIVE.
WE DO NOT FORGET. :
EXPECT US.




R

FILED

N THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA BIVISION

PRESERVATION REQUEST RELATING

TO GMAIL ACCOUNT- ) FILED UNDER SEAL

)

NOTICE OF HEARING

PLEASE TAKE NOTICE that, by agreement with the United States Attorney's Office

and subject to consultation with chambers, on February 2, 2011 at 9:00 a.m., or as soon

thereafier as possible, Google Inc. will bring on for hearing its Motion to Modify 2703(d) Order

for Purpose of Providing Notice to User. This motion will be heard in the Albert V. Bryan

United States Courthouse, 401 Courthouse Square, Alexandria, VA 22314,

DATED this 18th day of January, 2011. Respectfullys

0 18 P iz 58

)
N RE 2703(d) ORDER AND 2703(f) ) Misc. No. 10(}153{%“ US DISTRICT COURY
)

KANDRIA, VIRGINIA

700 13th St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com

Albert Gidari (pro hac vice pending)
Perkins Coie LLP

1201 Third Avenue, Suite 4300
Seattle, Washington 98101

Phone: 206.359.8000

Fax: 206.359,9000

AGidari@perkinscoie.com

Attorneys for Google Inc.



CERTIFICATE OF SERVICE

I hereby certify that on this 18th day of January, 2011, the foregoing document was sent via hand
delivery and email to the following persons: :

Assistant United States Attomey

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attomey’s Building .
2100 Jamieson Avenue

Alexandria, VA 22314-5794

-facsimi!e)

Attorneys for the United States

By

John K. e (VSB# 68594)
P s Coie;"LLP

700 13th St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone; 202-434-1627

Faxz 209-6";4-‘“ 06

JRoche@perkinscoie.com -

Attoméys for Google Inc.



ATTACHMENT C



IN THE UNITED STATES DISTRICT COURT PILED’
FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

. 35
IN RE 2703(d) ORDER AND 2703(f) ) Misc. No. 10GJ37281 FEB -1 P ¥
PRESERVATION REQUEST RELATING )

TO GMAIL ACCOUNT

' STRICT COURT
) FILED UNDERC@&E?{@%:A. VIRGIHIA

GOOGLE INC.’S REPLY IN SUPPORT OF
ITS MOTION TO MODIFY 2703(d) ORDER FOR
PURPOSE OF PROVIDING NOTICE TO ACCOUNT HOLDER

Google Inc. (“Google™) hereby submits this Reply in Support of its Motion to Modify

2703(d) Order for Purpose of Providing Notice to Account Holder.

- The government admits in its response brief that the demand at issue here (the “Order”)"
and the unsealed Twitter Order” relate to the same investigation. The govemment’s brief also
establishes that the targets of their investigation are already operating under the assumption that

the govemment has sought information related to their Google accounts. These facts alone

demonstrate that there is no cause for the Order fo have been sealed in the first place or to remain
sealed now. Moreover, rather than demonstraﬁng how unsealing the Order will harm its well-
publicized investigation, the government lists a parade of horribles that have allegedly occurred
since it unsealed the Twitter Order, yet fails to establish how any of these developments could be
further exacerbated by unsealing this Order. The proverbial toothpaste is out of the tube, and

continuing to seal a materially identical order will not change it.

1 See Declaration of John K. Roche, Ex. 1 (‘Roche Decl.”).

21d Bx.2.



The government also prejudges any free speech or privilege objections that Google’s user
may wish to raise by describing them as “meritless.” Of course, if the user’s potential arguments -
are all so obviously meritless as to not cven warrant a hearing, one is left to wonder why the
government agree;d to unseal the Twitter Order in the first place in order to allow those users an
opportunity to file their objections. Indeed, the Twitter use.ay have ﬁeady filed an
opposition to the Twitter Order with this Court. If he or she has, it would certainly be
incongruous for this Court to hear those objections m relation to the Twitter Order, but fo
foreclose any opportunity to hear objections in relation to this Order based solely on the
government’s generalized ex parte and wholly speculative assertion that those objections are
frivolous. ‘We specifically ask that the government ad\;ise the Court whether such objections

have been filed or motions made in regard to the Twiiter order.

Accordingly, for these reasons and those stated below and in Google’s motion, Google
respectfully requests that the Court grant its motion and modify the Order pursuant to the terms

of Google’s proposed order.

L ARGUMENT

A. The Government’s Response Confirms There is No Need for Secrecy of this Order
or the Preservation Request

The government admits that the Twitter Order and the Order involve the same
investigation, yet inscrutably claims that the Order must remain sealed because it involves “a
different cése” than the Twitter Order. See Government Résponse, at3nl; see also id, at 13.

This opaque rationale for refusing to unseal the Order does not withstand scrutiny.

As noted in Google’s motion, the Order does not meet any of the traditional standards for



- grand jury confidentiality. See Google’s Motion, at 9. Specifically, the Wl:kileaks investigation
and the government’s interest in- electronic communications are already a well- |
publicized matter of public record. McHan v. C.LR.,558 F.3d 326, 334 (4th Cir. 2009) (“itisa
‘common-sense proposition that secrecy is no longer “necessary” when the contents of grand
jury matters have become public.””) (quoting In re Grand Jury Subpoena, 438 F.3d 1138, 1 140
D.C. Cir. 2006)).

Furthermore, disclosure of the Order would not reveal any witness testimony, so there ié
no fear of retribution against witnesses as a result. Finn v. Schiller, 72 F.3d 1182, 1187 n.6 (4th
Cir. 1996). The government claims that unsealing the Order may result in “witness intimidation”
in the form of encouraging providers “to resist the goverhmcnt’s atternpts to gather relevant user
information.” See Government Response, at 16. This argument is specious. First, keeping
orders in the shadows to prevent witness intimidation is one thing, but doing so to prevent public
discourse is not a proper use of the mechanism. Second, providers are corporate entities advised

by competent inside and outside counsel, some of whom are former government attorneys. The

notion that these companies could be intimidated into resisting otherwise valid legal procgss is
baseless. Google can only speak for itself, but when it resists legal process, .it does so because its
attorneys have a good faith belief that the process is deficient or unlawful in some respect, not
because Google is trying to curry favor with some interest group. Google has no reason to
believe that other providers’ approach to legal process is any different.

Additionally, there is no risk of destruction of evidence because Google has preserved
responsive information and the Order only demands historical records, not prospective data. The
government nevertheless argues that unsealing this Order may cause _the targets to “alter[] their

modes of communication to evade future investigative efforts,” but as the government notes in-



its brief, the Twitter uscr-:ld other targets of the investigation are already working under
the assumption that their Google accounts are the subject of legal process from this grand jury
investigation. See Government Response, at 14; see also Government Exhibits 3-4. Therefore,
disclosing this Order will do nothing to alter anyone’s behavior, and to the extent ioerror has
already destroyed evidence, unsealing the Order will not reverse those actions either.
The government also claims that the Order must remain sealed “because it might cause
suspects to . . . flee.” See Government Response, at 13. This argument also fails because if
- is a flight risk, the widespread media coverage of the Twitter Order would have already
presumably given him or her and any co-conspirators all the notice they need to start packing
their bags, regardless of whether Twitter’s- and Google’ s aze one and the same.
Finally, the government asserts that ifs employees were harassed after the disclosure of
the Twitter Order and implies that the same can be expeéted if this Order is disclosed. See
Government Response, at 15-16; see also Government Exhibit 6. Google condemns any such

attacks on government personnel and sympathizes with those forced to endure them. Tn order to

 ensure that the same behavior does not occur here, the government should request that the court
order any personal identifiers of government personnel redacted before unsealing the Order or

preservation letter.

In sum, there is no risk of destruction evidence, and none of the other interests served by
the traditional secrecy of grand jury proceedings would be undermined in any way by disclosure

- of the Order o the preservation request. There is no cause for the Order to remain sealed.



B.  The Court Should Grant[JJjjjjj the Opportunity to Assess the Legality of the
Order

Google understands that Twitter’s -ser and the other users affected by the Twitter
Or.der were granted a certain period of time in which to file their opﬁosition to the Twitter Order.
See Government Exhibit 5. The government should disclose whether or not such filings have
been made. If Twitter’s -lser did indeed file an opposition brief, it would be logical to
assume there is an excellent chance that Google’ would similarly oppose this Order if
one assumes the user is the same. Worse, the user and the Court hearing any such motions are
misled into beﬁeﬁng that only the Twitter Order is at issue when considering thé scope of harm
to the user and any First Amendment or other rights that are implicated by the government’s

demands.?

Google therefore suggests that the Court ask the government at oral argument whether
the user for th.T wiiter account has filed an opposition with this Court to the Twitter

Order. If the user has, Google respectfully submits that the Court should not collaterally

preJITdngtné mierits of that opposifion by accephﬁg the government’s assertions that any
arguments ,raised- by Goo gle- in response to the Order “would be rr-Leritlws.” See
Government Response, at 6. -s arguments are meriﬁess, then the government has
nothing to fear. On the other hand, ﬁ‘ arguments are valid, the user should be permitted
to raise them here, just as Tv;ritter’S ) us¢x may have already done in regard to the Twitter
Order. Regardless, not informing Google’s -f the Order at the same time Twitter’s

- may be asserting his or her rights in regard to the materially identical Twitter Order

seems unfair to the user.

3 Ind Go&gle is not privy to all the orders that may have been issued to all the providers of services to user
ut the Court hearing any motion to quash or amend the Twitter Order, or to unseal a pending order such as -
here, ought to be made aware of the scope of such inquiry.



Furthermore, Google made clear in its motion that it is not in the best position to
advocate for the free speech or other privilege rights of its users — the users are. Nevértheless.
' the government has seen fit tc; denigrate any potential afguments that Google’s user might raise,
even thoﬁgh those potential arguments are not as easily disposed of as the government suggests.
For example, the government is dismissive of the fact that Wikileaks has been widely described
as an enterprise that consists of, or works with, journalists and academics.* While Google does
not comment on whether this is an accurate description of what Wikileaks does, one can assume
that if -s somehow associated with Wikileaks, he or she may wish to assert his or her own
First Amendment rights or any applicable journalistic, academic or other privileges or defenses
to which eels he or she is entitled. -might assert that the Order’s demand for “the
source and destination emaﬂ addresses and IP.addresses” for communications in his or her
account will reveal confidential sources or information about Wikileaks® purported joumalistic
or academic activities. The extent to which such sources and information are protected from

discovery by the grand jury is a hotly debated issue, and one that -nay wish to raise before

this Court. In re Grand Jury Subpoena, Judith Miller, 438 F.3d 1141, 1164 (D.C. Cir. 2006)
(Tatel, J., concurring) (the Supreme Court’s Branzburg decision “places limits on grand jury
authority to demand information about source identities — though, again, the precise extent of

those limits seems unclear.”); id. at 1174 (“Of course, in some cases a leak’s value may far

4 See, e.g, Salmeron v. Enterprise Recovery Systems, Inc., 579 F.3d 787,791 n.1 (7th Cir. 2009) (“‘[Flounded by
Chinese dissidents, journalists, mathematicians and startup company technologists, from the US, Taiwan, Europe,
Australia and South Affica,” Wikileaks styles itselfas ‘an uncensorable version of Wikipedia for untraceable mass
document leaking and analysis.” http:// wikileaks. org/ wiki/ Wikileaks: About (last visited July 16, 2009).”); Adam
L. Penenberg, Yes, He’s a.Journalist, Too, Washingfon Post, Jan. 30, 2011, http://Mww.washingtonpost.com/wp-
dyn/content/article/201 1/01/28/AR2011012806860.hitm! (“Based on the wording of many of these [press shield]
statutes, Assange fits the definition of a journalist, and what WikiLeaks does qualifies as journalism.™) (last visited
on Jan. 30, 2011); US soldiers can be demoralized by WikiLeaks docs: Morrell, Daily Pak Banker, Oct. 25, 2010,
2010 WLNR 21356017 (describing Wikileaks as working with “a group nm by academics™); Activists targeted as
secrets exposed, Australian, Apr. 12, 2010, 2010 WLNR 7507448 (describing Wikileaks as consisting of “computer
programmers, academics and activists.”). _



exceed its harm, thus calling into question the law enforcement rationale for disrupting reporter-
source relationships.”); In re Grand Jury Subpoena Dated Jan. 4, 1984,750F.2d 223, 2.25 (2d
Cir. 1984) (“Surely the application of a scholar’s privilege, if it exists, requires a threshold
showing consisting of a detailed description of the nature and seriousness of the scholarly study
in question, of the methodology employed, of the need for assurances of confidentiality to |
various sources to conduct the study, and of the fact that the disclosure requested by the
subpoena will seriously impinge upon that confidentiality.”); US. v. Doe, 460 F.2d 328, 334 (1st -
Cir. 1972) (grand jury qﬁestions “seeking the names of persons interviewed who gave [a
university professor] knowledge of participants in the Pentagon Papers study should be
answered, at least fo the extent that the persons were not gavernment officials or other

participant-sources.”) (emphasis added).

Conversely-né.y simply be an independent party who has voiced support for
Wikileaks. If so, that activity is at the core of free speech and is certainly entitled-to protection.

Gentile v. State Bar of Nevada, 501 U.S. 1030, 1034 (1991) (“There isno ﬁuestion that speech

critical of the exercise of the State’s powef lies at the very center of the First Amendment.”).

In any event, the point is that-— not Google or the government - is in the best
position to assess the propriety of any legal process felat.ed to the- Gmail account, and the
Court should have the apportunity to hear the objections. In re Grand Jury Subpoena, 438 F.3d '
at 1164 (Tatel, J., concurring) (“given that any witness — journalist or otherwise - may challenge
[an unreasonable or oppressive] subpoena, the majority [in Branzburg] must have meant, at the
very least, that the First Amendment demands a broader notion of ‘harassment’ for joumalists

than for other witnesses.”).



C. | The Order is a Prior Restraint on Google’s Right to Free Speech

Finally, while arguments raised for the first time in reply are generally not considered,
Google must correct the government’s €rroneous assertion that “Gaogle has no viable First
Ameridment argument to make on its own behalf.” See Government Response, at 6. Onthe
contrary, the non-disclosure provision in the Order certainly prevents Google from
communicating with its user and “is fairly characterized as a regulation of pure speech.”
Bartnicki v. Vopper, 532 U.S. 514, 526 (2001) (referring to Wiretap Act provision prohibiting
disclosure of contents of illegélly intercepted communication). The Order’s non-disclosure
provision also prevents Google from defending itself against public criticism such as that cited in
the Government’s brief, See Government Exhibits 3-4. Itis of no moment that the ﬁerson it
restrains from speaking, i.e., Google, is a cofporate e.ntity. First Nat'l Bank of Boston v. Bellotti,
435U.8. 765,777 (1 978) (“The inherent worth of the speech in terms of its capacity for
informing the public does not depend upon the identity of its source, whether corporation,

association, union, or individual.”). Prior réstraints on speech “are constitutionally disfavored in

ﬁtismtiorrneaﬂyto*thefpoint‘ofextinctiom”—Hm‘tedﬁi‘ate&v.—Brown;—}SO—F.—B d-907,915(5th-Cir-
2001). Accordingly, such restraints are subject to the most demanding scrutiny. Inre Sealing
and Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 881-82 (S.D. Tex. 2008)
(“Prohibiting a service provider from disclosing the existence of the pen/trap or the investigation
means that the first-hand experiences of the recipients of these orders are completely excluded
from the public debate” and “dries up the marketplace of ideas just as effectively as a customer-
targeted injunction would do.”). While Google certainly could have made its o-wn First
Amendment arguments, and this Court certainly may consider them on its own, the point of

Google’s motion was to ensure that its user had the opportunity to assert such rights.



Here, the govemment has offered to limit the nondisc]osgre requirement in the Order to a
period of 90 days, with a provision allowing it to petition the Court for extensions if disclosure
would seriously jeopardize the investigation or have an adversle result as dcﬁnéd by 18US.C.§
2705(a)(2). Google agrees that such nondisclosure requirements of a limited duration are not
~ uncommon in normal investigations, and are rarely challenged by providers. However, this is
not a normal investigation. Because the government’s interest in -e!ectronic
communications is already so well-publicized and there is absolutely no risk of destruction of
evidence, Google fails to see how any nondisclosure period is justified under these highly unique

and unusual circumstances.

IL. '(;ONCLUSION_
For the reasons stated here and in Google’s motion, Google respectfully requests that the

Court grant its motion and modify the Order pursuant to the terms of Google’s proposed order.

DATED this 1st day of February, 2011. Respectfully submitted
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Washington, D.C. 20003-3960
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Fax: 202-654-9106
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Perkins Coie LLP
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Attorneys for Google Inc.
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FILED
THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA
201 FEB -3 A II: 58

CLERK US DISTRICT COU
ALEXANDRIA. VIRG!NH{Tr

Alexandria Division

IN THE MATTER OF THE 2703(d) ORDER | Case No. 1:10GJ3793
AND 2703(f) PRESERVATION REQUEST

RELATING TO GMAIL ACCOUNT 11-DM-2

UNDER SEAL

MOTION TO CONTINUE HEARING
- The United States by and through _United States Attorney, and -
_ Assistant United States Attorney, hereby moves this Courthto continue the
hearing scheduled Friday, February 4, 2011, on Google’s Motion to Modify the Court’s §
2703(d) Order to authorize Googlg to provide notice of the Order to its account holder. Google
Inc.’s (“Google™) reply to the government’s response raises a concern that a decision by this
Court would “prejudge[] any free speech or privilege objections that Google’s user may wish to
-———---—raise-by describing themas meritless: BGoogte Reply-at2;-5-7.—As counsel-for Goo glfrknows;l— ———
the account holder in this case has already filed a motion, objecting to a similar § 2703(d) Order

issued by Magistrate Judge _ Therefore, Google’s concerns with

speculating about the user’s objections are best addressed by awaiting a decision on their merits, |

' In its reply, Google asked “that the government advise the Court whether such objections have
‘been filed or motions made in regard to the Twitter order.” Google Reply at 2, 5. Although the
motions are under seal, because counsel represents both Twitter and Google in these separate
matters, counsel is well aware that further motions have been made with respect to the Twitter
Order. This is so because Twitter’s compliance with the Twitter Order with respect to certain
user accounts is stayed pending resolution of objections filed by those users.



On December 14, 2010, Magistrate Judge -issued an order under 18 U.S.C. §
2703(d) (“the Twitter Order”) requiring the online micropublishing company Twitter to provide
the government with information about certain of its users, including one using the name

- Counsel for Google, John Roche, who also serves as counsel for Twitter, knows this
because the Twitter Order was unsealed on January 5, 2011 and both the unsealing order and the
Twitter _Order were publicly posted on the Internet as part of an online article, whose author
presumably received them from one of Twitter’s account holders.

Meantime, on January 4, 2011, this Court issued a § 2703(d) order (“the Google Order”)
requiring Google to provide the government with information about one of its users, named

-” Since then, Google has largely adopted Twitter’s legal strategy, both by filing its own
motion to provide its user with the opportunity to contest the Google Order, and, within its
filings, identifying itself with Twitter and its arguments. In its Motion, Google described the
Google Order and the Twitter Order as “nearly identical,” Google Mot. at 1, and argued that the

Google Order “like the Twitter Order” raised First Amendment concerns, Google Mot. at 2.

Google confinues this tack in its Reply brief, arguing that it would be “incqngruous” for the
Court to hear arguments from Twitter users, but not from Google users, and asking the
government to advise it whether Twitter users have lodged objections, presumably so Google
users may assert thosé objections here. Google Reply at 2, 5

To a considerable extent Google has argued that, as Twitter goes, so goes Google. See
Google Reply at 5-7. In the event Magistrate Judge- rules in favor of the relevant
Twitter account holder, Google’s motion to disclose the Google Order to its account holder
would be all the more compelling. The opposite also holds true. Therefore, the United States

respectfully requests that this Court continue the hearing on Google’s instant motion until Judge



- has- ruled on the merits of the objections raised by the relevant Twitter account holder.

The government expects resolution of this within the next few weeks, and therefore, the
continuance would be brief,

The United States has contacted counsel for Google, who opposes this motion to
continue, Nevertheless, for the reasons stated above, pursuant to Local Criminal Ruie 47, good
cause supports the requested brief continuance, which will not prejudice Google or the relevant
account user. Therefore the United States requests this Court to continue the hearing scheduled
Friday, February 4, 2011. |

Respectfully Submitted,

States Attorne

Assistant United States Attorney




CERTIFICATE OF SERVICE

I hereby certify that a true and correct copy of the foregoing pleading was delivered on
this 3rd day of February 2011 to the Clerk’s Office and that service will be made on the
following individuals by electronic mail and otherwise:

John K. Roche, Esquire

Perkins Coie LLP

700 13th St., N.W., Suite 600
Washington, D.C. 20005-3960
PHONE: 202.434.1627

FAX: 202.654.9106

E-MAIL: JRoche@perkinscoie.com




aERENN i)
Ly | § Cueley
THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Wit fed - R & 8

LR US DISTRIGT GOUR
‘}L‘Cxt{iw:\ VIRAMIA

Alexandria Division

-

IN THE MATTER OF THE 2703(d) ORDER | Case No. 1:10G3
AND 2703(f) PRESERVATION REQUEST

RELATING TO GMAIL ACCOUNT 11-DM-2

’ UNDER SEAL

'ORDER

This matter having come before the Court pursuant to the motion of the United States to

continue the hearing on tlie above-captioned matter from February 4, 2011 until February 25,

2011, and finding pursuant to Local Criminal Rule 47 that good cause supports the requested

continuanee, it is hereby ORDERED that the hearing is postponed uniil February 25, 2011.

United States Magistrate Judge

Date:

Alexandria, Virginia



CERTIFICATE OF SERVICE

T hereby certify that a true and correct copy of the foregoing proposed order was
delivered on this 31d day of February 2011 to the Clerk’s Office and that service will be made on
the following individuals by electronic mail and otherwise: -

John K. Roche, Esquire

Perkins Coie LLP

700 13th St., N.W., Suite 600
Washington, D.C. 20005-3960
PHONE: 202.434.1627
FAX:202.654.9106 .

E-MAIL: JRoche@perkinscoie.com

Assistant United States Attorney
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UNITED STATES DISTRICT COURT FEB -9 2011
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division 5. DISTRIGT COURT
' CLCELK'EE‘LJ&gDRm. VIRGINIA

IN RE 2703(d) ORDER AND 2703(f). )
* PRESERVATION REQUEST RELATING )
TO GMAIL ACCOUT ) Misc. No. 10GI3793
- ) FILED UNDER SEAL

)

ORDER

FOR REASONS stated from the bench and in accord with specific rulings and
instructions 'thereto; it is hereby

ORDERED that Google’s Motion to Medify 2703(d) Order. for Purpose of Providing
Notice to User is DENIED in part and GRANTED in part; the motion is DENIED as to
Google’s fequest to notify the use;' confeming the 2703(d) Order and the underlying application;
the motion is GRANTED in regard to the request to modify the Order. In that regard, itis
further | | l

ORDERED that Google is authorized to provide notification of this Court’s 2703(d)

e order, datod January 4- 2011 tortis Google Gruzituser S it 90y days o providiag
to the United States government the information requested in said Order, unless the government
files a motion for an extension of that non-notification period; it is further

ORDERED that the govermnment may request an extension of the non-notification peried

for a maximum of sixty (60) days.

' ATRUE COPY, TESTE:
= CLERK, U.S. DISTRICT COURT

BY . ——
' DEPUTY CLERK



* The Clerk is directed to file this Order under Seal and to forward copies of this Order to

all counsel of record.

ENTERED this 9th day of February 2011.

United Statas Magfstrate fudge
Alexandria, Virginia
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| ‘  FILED
IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

e .. ALEXANDRIA DIVISION. . . . . . e e
WIEEBIT P 38
) Misec. Nof @;ﬁ? [STRICT COURT
IN RE 2703(d) ORDER AND 2703(f) ) %& Al §R'A-WRGIH'A
PRESERVATION REQ TING ) 11-DM2 :

TO GMAIL ACCOUNT )
) FILED UNDER SEAL
)

GOOGLE INC.’S OBJECTIONS TO
MAGISTRATE’S ORDER OF FEBRUARY 9, 2011 AND NOTICE OF APPEAL
PURSUANT TO FED. R. CRIM. P. 52 AND MEMORANDUM IN SUPPORT

| R INTRODUCTION _

This matter involves a grand jury investigation of the Wikileaks publication of State
Department cables and related matters. The fact of the investigation has been widely reported in
the New York Times and other news publicaﬁops, across the Internet and around the globe.
Demmds have been made to third party service ﬁroviders, including Google Inc. (“Google™),

seeking compelled disclosure of information such as with whom the subject users of those

————

services communicated and which computers they used to do so. The éoogle Gmailluser
_ is the subject of the demand at issue here (the “Order”).2 Because of the already public
nature of the Wikileaks investigation, and the fact that a nearly identical order to Twitter

involving the same account identiﬁer- had been unsealed by this Court in the same

! See, e.g., Scott Shane and John F. Bues, U.S. Subpoenas Twitter Over WikiLeaks Supporters, N.Y. Times, Jan, 8,
2011, http://www.nytimes.com/2011/01/09/world/09wiki html (fast visited Jan. 13, 2011); Anthony Boadle, U.S.
orders Twitter to hand over Wikileaks records, Reuters, Jan. 8, 2011,
http://www.reuters.com/article/idlUSTRE70716420110108 (last visited Jan. 14, 2011); Ravi Somaiya, Release on
Bail of WikiLeaks Founder Is Delayed by Appeal, N.Y. Times, Dec. 14, 2010, available at
http://www.nytimes.com/2010/12/15/world/europe/15assange. htmi?sre=twrhp (last visited Jan. 3, 2011); Assange
attorney: Secret grand jury meeting in Virginia on WikiLeaks, CNN Justice, Dec. 13, 2010,
http://articles.can.com/2010-12-13/justice/wikileaks.investigation_1_julian-assange-wikileaks-case-grand-
jury?_s=PM:CRIME (fast visited Jan. 3,2011); Dan Goodin, Grand jury meels to decide fate of WikiLeaks founder,
The Register, Dec. 13, 2010, available at hitp:/iwww.theregister.co.uk/2010/12/13/assange _grand_jury/ (last visited
Jan. 3, 2011). .

2 ¢2¢ Declaration of John K. Roche, Ex. 1 (“Roche Decl.”).




Grand Jury proceeding (“Twitter Or.dc-:r”),3 Google filed a motion to modify the Order. Google’s

attorney so they would have a meaningful opportunity to co.ntest the request. Shortly after
Google filed its motion, thg user identified in the Twitter Order filed his own motion to vacate
the Twitter Order.? That motion was unsealed by this Court and posted on the Internet by the
“user’s attorneys on February 8, 201 1.5 Despite the publicity sutrounding the Twitter Order and
the related motions, on February 9, 2011, Magistrate Judge- deni;ed Google;s request to
provide immediate notice of the Order to its user.? Instead, Magistrate Judge 'uthorized
Google to provide nc;tice of the Order to tl.le user 90 days after production unless the government

obtained a maximum 60-day extension of the non-notification period.”

Google respectfully objects to Magistrate Judge - ruling because the government’s

investigation of Wikileaks generally, and its interest in the -user name specifically, is a

matter of public record, thus -obviating the need for this Order’s nondisclosure provision.

-t —-———Furthermore;-the-Order; -like-the- TwitterOrder;-may- present- substantial—constitutional-and — - -~ — "~
statutory issues that the user may wish to raise before this Court. Additionally, given that the |

Order’s nondisclosure provision is a prior restraint on Google’s First Amendment right to

communicate with its users, a nondisclosure périod of any length is not justified under these

~ circumstances. Finally, Google has preserved the requested records, thus there is no danger of

3 Roche Decl., Ex. 2
47d Ex.3.

5 See Electronic Frontier Foundation, Legal Battle Over Government Demands for Twitter Records Unsealed by
Court, Feb. 8, 2011, hutp://www.eff.org/press/ archives/2011/02/08 (last visited on Feb. 16, 2011).

¢ Jd.Ex. 4.

14,




loss or destruction of the information sought. Accordingly, Google requests that the Couxt

_modify this Order to.permit notice of the Order and presexvation request to be. given to Google’s .

user and attorney and that the user be given 20 days irom the date of the Court’s order to seek

any relief.
. FACTUAL BACKGROUND
Al Relevant Actors

Google provides electronic mail services to the public through its Gmail service. Google
assiduously protects the privacy and frec speech rights of its Gmail users, as evidenced by its
opposition, with the support of the U.S. State Department, to the Chinese govemnment’s attack on

the Gmail accounts of Chinese human rights activists.”

Google’s general practice and preference, when addressing legal demands such as court

orders, is to give notice to the account holders, whenever it is permissible and practical to do so.

Even where the government asserts that disclosure to the user may have an adverse impact onan
investigation, or where an order is sealed but nonetheless raises serious Constitutional concerns,

Google may move to umseal the order or seek permission to notify its users.

Google recognizeé that such notice is important because its users are better situated to
assert their rights under the Constitution or other applicable privileges and articulate their
concerns to the Court. It is for those reasons that Geogle asks the Court to unseal the Order as

the Court did for another provider in the same Grand Jury proceeding.

& Andrew Jacobs and Miguel Helft, Google, Citing Attack, Threatens to Exit China, N.Y, Times, Jan, 13,2011,
http:l/www.nyﬁmes.comﬂo10/01/13/world/asial 13beijing.html?_r=1&pagewanted=print (last visited Jan. 13, 201 1).




Wikileaks describes itself as a joumaiisﬁc enterprise for mass document leaking and
analysis,? and has been described by others as an enterprise that consists of, orworkswith, . _ ..
journalists and academics.!® Whether Wikileaks does in fact consist of journalists or academics
or enga;ge in journalism is a matter of public debate, and an issue upon which Google does not

comment.

Twiter is a real-time information network that has been described by one federal district
court as “a social- networking and micro-blogging service that invites its users to answer the
question: ‘Whé,t ate you doing?*” U.S. v. Shelnutt, No. 4:09-CR-14 (CDL), 2009 WL 3681827,
at *1n.1 (M.D. Ga. Ndv. 2, 2009) (“Twitter’s users can send and read electronic messages
known as “tweets.” A tweet is a short text post (up to 140 characters) delivered through Intemet
or phone-based text systems to the author’s subscribers. .Users can send and receive tweets in

several ways, including via the Twitter website.”).

Although Google does not comment on and could not confirm whether the Twitter

"~ acco -s controlled by

the same user as the Gmai- account, it is instructive to

9 Salmeron v. Enterprise Recovery Systems, Inc., 579 F.3d 787, 791 n.1 (7th Cir. 2009) (*‘[Flounded by Chinese
dissidents, journalists, mathematicians and startup company technologists, from the US, Taiwan, Europe, Australia
and South Afiica,” Wikileaks styles itselfas ‘an uncensorable version of Wikipedia for untraccable mass document
leaking and analysis.” hitp:// wikileaks. org/ wiki/ Wikileaks: About (fast visited July 16,2009).”).

10 Adam L. Penenberg, Yes, He's a Journalist, Too, Washington Post, Jan. 30, 2011,
http'J!www.washingtonpost.wrnpr—dyu!cnntenh’arﬁcle&{)I 1/01/28/AR2011012806860.html (“Based on the
wording of many of these [press shield] statutes, Assange fits the definition of a journalist, and what WikiLeaks
does qualifies as journalism.”) (last visited on Jan. 30, 2011); US soldlers can be demoralized by WikiLeaks docs:
Morrell, Daily Pak Banker, Oct. 25,2010, 2010 WLNR 21356017 (describing Wikileaks as working with *“a group
run by academics”); Activists targeted as secrefs exposed, Australian, Apr. 12,2010, 2010 WLNR 7507448
(describing Wikileaks as consisting of “computer programmers, academics and activists.”).




note that in a “tweet,” the Twitter user-indicates that since at least mid-December 2010

- has been well aware that a government investigation is underway. '.'
B. Pracedural Posture

The Twitter Order was issued on December 14, 2010 and relates to the ongoing
Wikileaks investigation, which is obviously an issue of great public interes‘t.'2 The Twitter Order
demanded the pro&uction of subseriber information and certain records and other non-content
information for a num‘ber of Twitter account holders from November 1, 2009 to the present,
including an account with the user name-It also contained a non-disclosure provisiox_;.
The grand jury investigation underlying the Twitter Order was widely reported in the Néw Yaré
Times and other media outlets around the time the Twitter Order was jssued.” Indeed, prior to
issuance of the order, the Aftorney General had acknowledged that the government was actively

investigating Wikileaks." -

1 See q‘tweet of Dec. 17, 2010 @ 4:22 p.m. (“Unrelated to any travel issues - the FBI is now actively
bothering my triends and questioning them inside the United States.”),
hitp:/twitter.com /MMM status/1 5879462465835008 (fast visited on Dec. 21, 2010); see also AR tveet of Yan.
7,2011 @ 9:26 p.m. (“Note that we can assume Google & Facebook also have secret US government subpoenas.
They make no comment. Did they fold?”), http:H/ewitter.com/ [ Ctast visited Jan. 18, 2011).

12 Roche Decl., Bx. 2.

13 Ravi Somaiya, Release on Bail of WikiLeaks Founder Is Delayed by Appeal, N.Y. Times, Dec. 14, 2010,
http://www.nytimes.com/2010/12/1 5tworldfeurope/1 Sassange.htmi?src=twrhp (last visited Jan. 3, 2011); see also
Assange attorney: Secret grand jury meeting in Virginia on WikiLeaks, CNN Justice, Dec. 13,2010,
http//articles.cnn.com/201 0—12-l3ljusticefwikileaks.investigation_l_julian-assange-wiki[eaks-case»grand-
jury?_s=PM:CRIME (last visited Jan. 3, 2011); Dan Goodin, Grand jury meets fo decide fate of WikiLeaks founder,
The Register, Dec. 13,2010, http://www theregister.co.uk/201 0/12/13/assange_grand jury/ (last visited Jan. 3,
2011).

14 Ellen Nakashima & Jerry Markon, WikiLeaks founder could be charged under Espionage Act, Wash, Post, Nov.
30, 2010, http:Ilwww.washingtonpost.compr-dyn/connent/articlelzo10/ 11/29/AR2010112905973 html (last visited
Jan. 3,2011).




On January 5, 2011, upon motion by the government made at the behest of Twitter,'

. Magistrate Judge Buchanan unsealed the Twitter Order and authorized Twitter to disclose it to its

users, including Twitter user -6

In the days following January 5, 2011, the unsealed Twitter Order was posted on the
Internet and widely discussed in the media."” On January 7, 2011, a “tweet” from Twitter user
-ated that “we can assume Google & Facebook also have secret US government

subpoenas.”'®

- On January 4, 2011, the day after the government agreed to unseal the Twitter Order, it
procured from this Court the Order in this matter, which is substantially identigal to the Twitter
Order and compels Google to produce the identical information as the Twitter Order for the
Google Gmail account- ? The perpetual nondisclosure provision in the Order is identical

to the Twitter Order nondisclosure provision.

15 perkins Coie LLP represents both Twitter and Google.

18 Roche Decl., Ex. 5.

Y7 See, &.g., Scott Shane and John F. Bums, U.S. Subpoenas Twitter Over WikiLeaks Supporters, N.Y. Times, Jan. 8,
2011, http:ffwww.nytimes.com!%l 1/01/09/world/09wili.html (last visited fan. 13,201 1); Anthony Boadle, U.S.
orders Twitter to hand over Wikileaks records, Reuters, Jan. 8,2011,
htlp:!fwww.reuters.conﬂarticle!idUSTRE’?ﬁ?164201 10108 (last visited Jar. 14, 2011).

18 g0 “loerror” tweet of Jan. 7,201 i @ 9:26 p.m. (Note that we can assume Google & Facebook also have secret
US government subpoenas. They make no comment. Did they fold?"), http://twitter.com/ foerror/ (last visited Jan.
18, 2011). : .

19 §pe Roche Decl., Ex. 1.,
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On January 12, 2011, the government issued a preservation request pursuant to 18 U.S.C.

" § 2703(£) “for the preservation of all stored communications, records, and other evidence™in .

Google’s possession regarding Gmail user-for November 2009 to the present.>”

That same day, Google’s counsel notified the government that Google wished to
immediately give notice of the Order to its user and requested that the government agree to so
modify the Order. The government declined this request, saying (;nly that Google is “a different
case” from Twitter.! The government did however offer to release Google from the notice
constraint 90 days after it produced, with a provision allowing the government to petition for a
further extension. Google declined this offer and, pllnsuant to the parties’ agreed schedule, filed

its motion to modify the Order on January 18, 2011.

On January 26, 2011, three of the users identified in the Twitter Order, including
Twitter’-’ user, filed a motion to vacate that order on statutory and Constitutional

grounds.?

On January 28,2011, the government filed its response to Google’s motion wherein it
admitted that the Order and the unsealed Twitter Order relate to the same investigation.” The
govemment"s brief also established that the targets of their investigation are already operating

under the assumption that the government has sought infom_xaﬁon related to their Google o

2 1d, Ex. 4.
27 Ex.7,at3nl
2 14, EBx. 3.

B Id. Ex.7,at3n.l.
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accounts.?* These facts alone demonstrate that there is no cause for the Order to have been

unsealing the Order would harm its well-publicized investigation, the government listed a parade
of horribles that have allegedly occurred since it unsealed the Twitter Order, yet failed to

establish how any of these developments could be further exacerbated by unsealing this Order.”?

On February 9, 2011, Magistrate Iudge-denied Google’s request to pravide
immediate notice of the Order to its user.2® Instead, Magistrate Judgcjjjjjjiiifeuthorized Google
‘to provide notice of the Order to the user 90 days after production unless the government

obtained a maximum 60-day extension of the non-notification period.”

On February 15, 2011, Magistrate Judge [JJJik hcard argument on the motion to
vacate the Twitter Order, but to Google’s knowledge has not yet rendered a decision on that

motion.
DL ARGUMENT =

A. Standard of Review

Google brings its objections pursuant to Fed. R. Crim. P. 59. Inre U.S. for an Order
Directing a Provider of Electronic Communication Service to Disclose Records to the
Government, Magistrate’s No. 07-524M, 2008 WL 4191511 (W.D. Pa. Sept. 10, 2008)

(objections brought under Rule 59 to magistrate’s ruling regarding 2703(d) order)), vacated on

# Id. at Ex. 7 (Exs. 3-4 thereto).
B Id. at 11-16.
*1d.Ex. 4.

g

____ sealed inthe first place or o remain sealed now. Moreoyér, rather than demonstrating how ... ...



other grounds by, 620 F.34304 (3d Cir. 2010). Because Magistrate TudgfFcbruary ot

ruling on Google’s motion to modify the Order is directed to a third party, i.e., Google. itisa .

dispositive final order. U.S. v. Myers, 593 F.3d 338, 345 (4th Cir. 2010) (discovery order
directed at a third party is “an immediately appealable final order.”) (quoting. Chz;rch of
Scientology of Californiav. US.,506U.S. 9,18 n.11 (1992)). Accordingly_, the district court
must consider Google’s objections de novo. See Fed. R. Crim. P. 59(®)(3).

B.  Thereis No Need for Secrecy of the Order or the Preservation Request

Nondisclosure ordets are permitted in extraordinary circumstances under 18 USC.§ -
2705. The Order in this matter relies upon the standard set forth in § 2705 (b)(5), which provides
for nondisclosure when notification will result in “seriously jeopardizing an investigation.”

Nondisclosure requests such as this are subject to the most demanding scrutiny:

If the recipients of [surveillance] orders are forever enjoined from
discussing them, the individual targets may never learn that they
had been subjected to such surveillance, and this lack of
information will inevitably stifle public debate about the proper
scope and extent of this important law enforcement tocl. By
constricting the flow of information at ts source, the government
dries up the marketplace of ideas just as effectively as a customer-
targeted injunction would do. Given the public’s intense interest in
this area of law, such content-based restrictions are subject to

- rigorous scrutiny. :

In re Sealing and Non-Disclosure of Pen/Ti rap/2703(d) Orders, 562 F. Supp. 2d 876, 882 (S.D.
Tex. 2008) (setting a default 180 day period for sealing and non-disclosure of electronic

surveillance orders) (intemai citations omitted).

Google is not privy to what showing the government made in the affidavit in support of
the application for the Order. Given that the government moved to unseal an order to another

provider requesting the identical type of information on an account with an identical identifier, it




is difficult to understand how the government could meet the “seriously jeopardizing” standard

_ inthis case. The government’s offer to release Google from the notice constraint after 90 days

demonstrates that a limited nondisclosure provision could have been requested in the first place,
and that this very public investigation is at or near an end, which‘ further obviates the need for

confidentiality.

Nor does the Order meet the traditional standard for grand jury confidentiality. Grand
jury proceedings are teaditionally confidential because

if preindictment proceedings were made public, many prospective
witnesses would be hesitant to come forward voluntarily, knowing
that those against whom they testify would be aware of that
testimony. Moreover, witnesses who appeared before the grand
jury would be less likely to testify fully and frankly, as they would
be open to retribution as well as to inducements. There also would
be the risk that those about to be indicted would flee, or would try
to influence individual grand jurors to vote against indictment.
Finally, by preserving the secrecy of the proceedings, we assure
that persons who are accused but exonerated by the grand jury will
not be held up to public ridicule.

Finnv. Schiller, 72 F.3d 1182, 1187 n.6 (4th Cir. 1996) (quoting Douglas Ol Co. v. Peirol Stops

N.W., 441 U.S. 211,219 (1979)). Of course, “it is a ‘common-sense proposition that secrecy is
no longer “necessary” when the contents of grand jury matters have become public.”” McHanv.
CIR.,558 F.3d 326, 334 (4th Cir. 2009) (quoting In re Grand Jury Subpoena, 438 F.3d 1138,

1140 (D.C. Cir. 2006)).

In this case, the grand jury’s investigation of the Twitter use-is public record.
Moreover, Google has preserved all records and coﬂtént related to the Gmail user -
account.h Accordingly, there is no risk of destruction evidence, and none of the other interests
served by the traditional secrecy of grand jury proceedings would be undermi'ned in any way by

disclosure of this Order or the preservation request.

e S ') I



The government claimed in its response brief before Magistrate Judge-that

mnsealing the Order may result in “witness intimidation” in the. form of encouraging providers ___

“to resist the government’s aftempts to gather relevant vser information.” See Govemmient
Response, at 1628 This argument is specious. First, keeping ordersin the shadows to prevent
witness intimidation is one thing, but doing so to prevent public diSCOﬁISé is not a proper use of
the mechanism. Second, providers are éorporate entities adviséd by competent inside and
outside counsel, some of whom are former government attorneys. The notion that these
companies could be intimidated into resisting otherwise valid legal process is baseless.” Google
can only speak for itself, but when it resists legal process, it does so because its attorneys have a
good faith belief that the process is deficient or unlawful in some respect; not because Google is
trying to curry favor with some interest group. Google has no reason to believe that other
providers’ approach to legal process is any different.

Additionally, there is no risk of destruction of evidence because Google has preserved
r‘esponsive. information and the Order only demands historical records, not prospective data. The
' government nevertheless argues that unsealing this Order may cause the taxgets to “alter(] their
modes of commumication to evade future investigative efforts,” but as the government notes in
its brief, the Twitter use1- and other targets of the investigation are already working under
the assumption that their Google accounts are the subject of legal process from this grand jury
investigation. See Government Response, at 14; see also Govemment Exhibits 3-4.%° Therefore,
disclosing this Order will do nothing to alter anyone’s behavior, and to the e)_(tent-nas
already destroyed evidence, unsealing the Order will not reverse those actions either.

The government also claims that the Order must remain sealed “because it might cause

% Roche Decl,, Ex. 7.
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suspects to . . . flec.”” See Government Response, at 13.3% This argument also fails because if

— F:~ fiight sisk, the widespread media coverage of the Twitter Order wauld have already .

presumably given him or her and any co-conspirators all the notice they nee;d to start packing
their bags, re éardless of whether Twitter’s -and Google’.‘ are one and the same.
Finally, the government asserts that its employees were harassed after the disclosure of
the Twitter Order and implies that the same can be expected if this Order is disclosed. See
Government Respouse, at 15-16; see also Govemment Exhibit 6. Google condemns any such
attacks on government personnel and sympathizes with those forced to endure them. In order to
ensure that the same behavior does not occur here, the government should reques’; that the court
order any personal identifiers of government personnel redacted before unsealing the Order or

preservation letter.

In sum, there is no risk of destruction evidence, and none of the other interests served by
the traditional secrecy of grand jury proceedings would be undermined in any way by disclosure

 of the Order o the preservation request. There is no cause for the Order to remain sealed.
C. The Order May Raise Significant Constitutional and Statutory Issues

As noted, three of the users identified in the Twitter Order, including Twitter’s N
user, filed a2 motion to vacate that order on Constitutional and statutory grounds.? In summary,
they argued that because the Twitter.Ofder seeks a vast array of infqrmation that has no relation

to Wikileaks, it could not meet the “specific and articulable facts™ standard set forthin 18 U.S.C.

0.
N

32 Roche Decl.,'Ex. 3.




§ 2703(d), and that it intrudes upon their First and Fourth Amendment rights for similar
___Jﬁasnnsié_lﬁm&assumﬂs_fm;th%akaDiaxgumﬁut.ﬂlat.'ﬁzviitet’s-andﬁmglﬁs-_
are one and the same, it is aléo reason_able to assume that the user may wish to assert similar
objections to this Order. It is therefore within the sound discretion of the Court to modify the
Order for the purpose of allowing Google to give notice to its affected user so that the user may

decide whether to object to Google’s production of the documents and information demanded

therein.

D. The Order is a Prior kesﬁaint on Google’s Right to Free Speech
The non-disclosure provision in the Qrder prevents Google from communicating with its

user and “is faitly characterized as a regulation of pure speech.” Bartnickiv. Vopper, 532 UsS.

514, 526 (2001) (referring to Wirctap Act provision prohibiting disclosure of contents of illegally

interqepted communication). The Order’s non-disclosure provision also preven£s Google from

defending itself against public criticism such as that cited in the Government’s brief. See
 Government Exhibits 3-4. It is of no moment that the petson it restrains from spealing, L.,
Google, is a corporate entity. First Nat'l Bank of Boston v. Bellotti, 435 U.8.765, 777 (1978)
(“The inherent worth of the speech in terms of its capacity for informing the public does not |
dépend upon the ideﬁtity of its source, whether corporation, association, union, or individual.;’).
Prior restraints on speech “are constitutionally disfavored in this nation nearly to the point of
extinction.” United States v. Brown, 250 F.3d 907, 915 (5th Cir. 2001). Accordingly, such
restraints are subject to the most demanding scrutiny. Inre Sealing and Non-Disclosure of

" Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 881-82 (S.D. Tex. 2008) (“Prohibiting a service

provideir from disclosing the existence of the penvtrap or the investigation means that the first-

B rd,
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hand experiences of the recipients of these orders are completely excluded from the public

debate” and “dries up the marketplace of ideas just as effectively as a customer-targeted

injunction would do.”).

Here, Magistrate J udge- endorsed the government’s offer to limit the nondisclosure

requirement in the Order to a period of 90 days. While such nondisclosure requirements of a

limited duration are not uncommon in normal jnvestigations, this is not a normal investigation.
Because the government’s interest in ioerror’s electronic communications is already so well-
publicized and there is absolutely no risk of destruction of evidence, a nondisclosure period of

any length is not justified under these circumstances.

IV. CONCLUSION
Google takes no position regarding the propriety of Wikileaks® alleged actions or the
gdvernment’s investigation, but given the extraordinary nature of the issues surrounding the very

public Wikileaks investigation, Google requests only that the Court modify the Order to permit

- notice of the Order and preseivatior request to be given to Google’s user and the user's

attorneys. Google further requests that it be permitted to discuss the Order with its user .fmd the
user’s attomeys and that the user be given 20 days from the date of the (_Z'ourt’s order to file an
appropriate response. In the meantime, Google has preserved responsive information, and will
produce that infoﬂnation if its user does not file a motion or other pleading in opposition within

20 days of the Court’s order. _
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DATED this 17th day of February, 2011. Respectfully submitted,
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At
John ﬁoche (vmﬁeﬁ%;\

ie LLP
0 13th St., N.W., Suite 600
Washingion, D.C. 20005-3960
Phone: 202-434-1627
Fax: 202-654-9106
JRoche@perkinscoie.com

Albert Gidari (admitted pro hac vice)
Perkins Coie LLP

1201 Third Avenue, Suite 4800
Seaitle, Washington 98101

Phone: 206-359-8000

Fax: 206-359-9000
AGidari@perkinscoie.com

Attorneys for Google Inc.
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CERTIFICATE OF SERVICE

' I hereby:cestify that on this 17th day of Bebmary, 2011, fhe foregoing dacument was sent via

hand delivery and email to the following persons:

!sm& "m! Q&s !ﬁmay

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attorney’s Building
2100 Jamieson Avenue

Alexandria, VA 22314-5794

Attorneys for the United States

Was on, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com

Attomeys for Google Inc.
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I FILED

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

- IN RE 2703(d) ORDER AND 2703(f)
PRESERVATION REQUEST RELATING
10 GMAIL ACCOUNT (NG

ALEXANDRIA DIVISION

)
)
)
)
)
)
)

G IUGEE

. COURT
 MisCLERY BT

S LEX AR E IRGINIA
11-DM-2

FILED UNDER SEAL

GOOGLE INC.’S MOTION TO STAY PRODUCTION PENDING
APPEAL OF MAGISTRATE’S ORDER AND MEMORANDUM IN SUPPORT

This matter involves a grand jury investigation of the Wikileaks publication of State

Department cables and related mattess. The fact of the investigation has been widely reported in

the New York Times and other news publications, across the Internet and around the globe,!

Demands have been made to third party service providers, including Googie Inc. (“Google™),

seeking compelled disclosure of information such as with whom the subject users of those

services communicated and which computers they used to do so. The Google Gmail user

i -'15 the subject of such a demand issued by this Court.on January 4, 2011 (the “Order”).2

Because of the already public nature of the Wikileaks investigation, and the fact that ancarly

identical oxder to Twitter involving the same account identifier ‘-had been unsealed by

! See, e.g, Scott Shane and John F. Burns, U.S. Subpoenas Twitter Over WikiLeaks Supporters, N.Y. Times, Jan. 8,
2011, hitp://www.nytimes.com/2011/0 1/09/world/09wiki htm (fast visited Jan. 13, 2011); Anthony Boadle, U.S.
orders Twitter to hand over Wikileaks records, Reuters, Jan. 8, 2011,
http:!(www.reuters‘com!arﬁclefidUSTRE‘m?164201 10108 (last visited Jan. 14, 2011); Ravi Somaiya, Release on
Bail of WikiLeaks Founder Is Delayed by Appeal, N.Y. Times, Dec. 14, 2010, available at
http://www.nytimes.com/2010/12/15/world/europe/1 Sassange.html?sre=twrhp (last visited Jan. 3, 2011); Assange
attorney: Secret grand jury meeting in Virginia on WikiLeaks, CNN Justice, Dec. 13, 2010,
http://articles.cnn.con/2010-12-1 3fjustice!wikileaks.investigaﬁon_l_julian—assange—wiki!eakx—case—gmud—
jury?_s=PM:CRIME (last visited Jan. 3, 2011); Dan Goodin,
The Register, Dec. 13,2010, available at hitp://www.theregister.co.uk/2010/12/13/assange_grand_jury/ (last visited

Jan. 3,2011).

2 ¢oe Declaration of John K. Rache, Ex. 1 (“Roche Decl.”).

Grand jury meets to decide fate of WikiLeaks founder,



this Court in the same Grand Jury proceeding (“Twitter Order”),3 Google filed a motion to
_madify the Order. Google’s motion requested that it be permitted to give notice of the Order to
" the Gmail user and the user’s attorney so they would havea meaningﬂ opportunity to contest
© -~ thé request. Shortly after Google filed its motion, e iiser identified as ‘-’ in the Twittér
Order filed his own motion to vacate the Twitter Order.* That motion was unsealed by this Court
and posted on the Internet by the user’s attorneys on February 8, 201 1.3 Despite the publicity
surrounding the Twitter Order and the related motions, on February 9, 2011, Magistrate Judge
-denied Google’s request to provide immediate notice of the Order to its user.® Instead,
Magistrate Judge- authorized Google to provide notice of the Order to the user 90 days
after production unless the government obtained a maximum 60-day extension of the non-
notification period.” However, because the government’s interest in -elec_tronic
communications is already so well-publicized and there is no risk‘ of destruction of evidence, a
nondisclosure period of any length is not justified under these circumstances. Accordingly,
" Google has today filed its Objections to Magis&ate’s Order of February 9, 2011 and Notice of
Appeal Pursuant to Fed. R. Cr. P. 59.
By this motion, Google requests an order to stay production of documents and
information in response to the Order while its concurrently ﬁled Objections are pending. Google
respectfiilly submits that a stay should be granted because, as demonstrated in its Objections, it

‘|has made a strong showing of likely success on the merits. Furthermore, Google and its

3 Roche Decl,, Ex. 2
* 4. Ex. 3.

5 Sze Electronic Frontier Foundation, Legal Battle Over Government Demands for Twitter Records Unsealed by
Court, Feb. 8, 2011, http:l/www.eff.orgfpms(archivesﬁﬂl 1/02/08 (last visited on Feb. 16, 2011).

% 1d, Ex. 4.
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subscriber will suffer irreparable injury absent a stay because without a stay the very injury that

" Gaogle sceks to avoid, production of documents and information without notice to its subscriber,

will oceur. Furthermore, the issuance of a stay will not injure the government, as it has already
agreed to delay pmductior; of identical documents and information in response to the Twitier
Order and can offerno explanatio.n as to why the documents and information sought by this -
Order are urgently needed. Google has also preserved the requested records, thus there is no
danger of loss or destruction of the information sought. Finally, the issuance of a stay is in the
public’s interest because the public can have no interest in the enforcement of an unjustified
nondisclosure provision and a stay will ensure that the user is afforded an opportunity to assert
“any Constitutional or statutory rights he or she may have with régard to the Order.
The pertinent factual background is set forth in Google’s Objections to Magistrate’s
Order of February 9, 2011 and Notice of Appeal Pursuant to Fed. R. Cr. P..59, which were also
filed today. Rather than burden the Court with a duplicative recitatio_n of facts, that factual
background is expressly incorporated herein.
A.  Standard of Review |
The court’s decision whether to ;c,rrant a stay pending appeal is govémed by fOl.ll' facto;s:
1) whether the stay applicant has made a strong showing of likely success on the merits;
2) whether the applicant will suffer irreparable injury absent a staﬁ; 3) whether issuance of a stay
will injure other parties to the proceeding; and 4) how issuance of a stay will affect the public

interest. U.S. v. Dyer, 750 F. Supp. 1278, 1299 n.40 (E.D. Va. 1990).




B. The Court Should Grant a Stay of Production Pending Google’s Appeal

1. Google Has Made a Strong Showing of Likely Success on the Merits

As set forth in Google’s Objections to Magistrate’s Order of February 9, 2011 and Notice

of ZAppeal Pursuant to Fed. R Ci- P59, Google is likely to succeed on the merits because the

govemmel}t’s investigation of Wikileaks generally, and its interest in the -user name
specifically, is a matter of public record, thus obviating the need for the Order’s nondisclosure
provision. Furthermore, the Order, like the Twitter Order, may present subsiantial Constitutional
and statutory concems that the user may wish to raise before this Court. Additionally, given that
the Order’s nondisclosure provision is a prior restraint on Google’s First Amendment right to
communicate with its users, a nondisclosure period of any length is not justified under these
circumstances. Finally, Google has preserved the requested records, thus there is no danger of
loss or destruction of the information sought. Accordingly, Google respectfully submits it has a

strong likelihood of success on the merits.
oy Google and its User Will Suffer Irreparable Injury Absent a Stay -

Google brings its obj-ections in order to provide its user with the opportunity to assess
whether the Order, like the Twitter Order, presents substantial constitutional and statutory issues
that the user may wish to raise before this Court. If Google must comply with the Order before a
ruling is issued on its Objcctions, the government will have obtained the very information that
the user may seek to protect befoie the user ever has an opportunity to object. Hence, the
government will have gotten the documents and information it secks, and any knowlédge derived
therefrom cannot simply be erased from the minds of the government’s lawyers even if the user
were to subsequently prevail on appeal once he or she eventually receives notice of the Order.

Maness v. Meyers, 419 U.S. 449, 460 (1975) (“Compliance could cause irreparable injury




because appellate courts cannot always ‘“unring the bell’ once the information has been

released.”); fiz re. Gt‘én.d Jury Proceedings, 601 F.2d 162, 169 (5th Cir. 1979) (Maness rule may _

apply to pre-trial proceedings and surrender of non-constitutional rights or privileges).

Vioreover, “th?Sﬁpi@‘me‘Cn‘urt*hax-‘rexptained“that‘loss*ofFirst-Annendment-ﬁecdums,—for-even——--—~———
minimal periods of time, unquestionably constitutes irreparable injury.”” Newsom ex rel.
" Newsom v. Albemarle County School Bd., 354 F.3d 249, 261 (4th Cir. 2003) (quoting Elrod v.
Burns, 427 U.S. 347, 373 (1976). Therefore, to the extent the Court foresees any possibility that
the Order impinges on Google’s or its users First Amendment rights, those rights will suffer

irreparable injury absent a stay.

3. A Stay Will Not Injure the Government

The issuance of a stay will not injure the government, as it has already agreed to delay
production of identical documents and information in response to the Twitter Order and can offer
no explanation as to why the documents and information sought by this Order are urgently |
needed: Indeed; the govemment filed a motion to delay the hearing on Gnogle,-’s original motion
until after Judge Buchanan had an opportunity to rule on the Twitter Order. Moreover, to the
_ extent the Court agrees that Google is likely to succeed on the merits of its claim, the
govemment cannot suffer any harm from'a stay pending appeal. Newsom, 354 F. 3d at 261
(appellee suffered no harm by jssuance of an injunction preventing it from enforcing a regulation
that was likely to be found unlawful}). Finally, Google has preserved the requested records, thus
there is no danger of loss or destruction of the information sought if the Order is stayed.

4. Issuance of a Stay Will Serve the Public Interest

The issuance of a stay is in the pub_lic’s interest because the public can have no interest in

the enforcement of a nondisclosure provision where the underlying grand jury investigation and




the government’s interest in the electronic communications of the- user name are so

public. McHem v, C.IR., 558 F.3d 326,334 (4th Cir. 2009) (quoting /n re Grand Jury Subpaena,

438 F.3d 1138, 1140 (D.C. Cir. 2006)) (it is a “‘common-sense proposition that secrecy is no
AIonger—"‘r,tecessary”-—when—the—contents-*of—-~grand~ ~jury- matters--have-become public.’).
Furthermore, a stay will ‘ensure that the user is afforded an opportunity to assert any
Constitutional or statutory rights he or she may have with regard to the Order. Newsom, 354

F.3d at 261 (“Surely, upholding constitutionai rights serves the public interest.”).
1. CONCLUSION '

For the reasons stated, Google requests an order to stay production of documents and

information in response to the Order while its concurrently filed Objections are pending.

DATED this 17th day of February, 2011. - Respcctﬁﬂw
By

Tohn K S&ache (VSB# 68594)

St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com

Albert Gidari (pro hac vice pending)
Perkins Coie LLP

1201 Third Avenue, Suite 4800
Seatile, Washington 98101

Phone: 206-359-8000

Fax: 206-359-9000
AGidari@perkinscoie.com.

_Attorneys for Geogle Inc.
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CERTIFICATE OF SERVICE

. hereby cexify that on this 17th day of February, 2011, the foregoing docurent was sent via_ .

hand delivery and email o the following persons:

Assistarit United States Attorney

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attorney’s Building
2100 Jamieson Avenue :
Alexandria, V. 22314-5794

Attorneys for the United States

By

John

P
. 700

/Roche (VSB# 68594)
ns Soie, LLP
- N.W., Suite 600

Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax:

202-654-9106

JRoche@perkinscoie.com

Attomneys for Google Inc.
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION
)
_ - . ) Misc. No. 10GJ3793
~IN RE 2703(d) ORDER AND 2703(f) )
PRESERVATION REQUEST RELATING ) 11-DM-2

TO GMAIL ACCOUNT ) '
) FILED UNDER SEAL

)

DECLARATION OF JOHN K. ROCHE IN SUPPORT OF
GOOGLE INC.’S OBJECTIONS TO MAGISTRATE’S ORDER OF FEBRUARY 9, 2011
AND NOTICE OF APPEAL PURSUANT TO FED. R. CRIM. P. 59 AND MOTION TO
STAY PRODUCTION PENDING APPEAL OF MAGISTRATE’S ORDER

I, John K. Roche, declare as follows:
1. I am an attorney licensed to practice in the Commonwealth of Virginia and the
District of Columbia, and am admitted to practice before this Court. I am an associate in the law.
firm of Perkins Coie LLP, counsel of record for Google Inc. ("Google”) in this action. As one of
- the attorneys with responsibility f(')r the fepresentation of Google in this matter, I havé personal
knowledge of the-facts set forth below and am competent to testify about the matters stated
| heréiﬁ. | | | | | |
2. Attached hereto as Exhibit 1 is the January 4, 2011 order of this Court issued to
Google pursuant to 18 U.S.C. § 2703(d) (the “Order”) in the above-referenced matter.
3. Attached hereto as E}glﬁbit 2 is the December 14, 2010 order_of this C?urt issued
to Twitter pursuant to 18 U.S.C. § 2703(d) (the “Twitter Order”) in the above-referenced matter.
4. Attached hereto as Exhibit 3 is the January 26, 2011 Motion of Real Parties in
Interest Jacob Appelbaum, Birgitta J(;nsdottir, and Rop Gonggrijp to Vacate December 14, 2010

Oxder.



5. Attached hereto as Exhib‘it 4 is the February 9, 2011 Order Granting in Part and
Denying in Part Google’s Mation to Modify 2703(d) Order for the Purpose of Providing Notice
to User.

6. Aftached hereto as Exhibit 5 is the January 5, 2011 order of this Court unsealing
the Twitter Order.

7. Attached hereto as Exh'ibit 6 is the January 12, 2011 preservation request issued to
Google pursuant to 18 U.S.C. § 2703(f) in thé above-referenced ma&er.

8. Attached hereto as Exhibit 7 is the Response of the United States to éoogle’s
Motion to Modify 2703(d) Order for the Purpose of Providing Notice to User.

I declare under penalty of perjury under the laws of the United States of America that the

foregoing is true and correct.

Executed this 17th day of February, 2011 m@

JohnK.Roche =~ ——




CERTIFICATE OF SERVICE

I hereby certify that on this 17th day of February, 2011, the foregoing document was sent via
hand delivery and email to the following persons:

Assistant United States Aftorney

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attomney’s Building
2100 Jamieson Avenue
Alexandria, VA 22314-5794

Attorneys for the United States
By / =

J . Roche (VSB# 68394)
ie, LLP-

700 13th St., N.W., Suite 600

Washington, D.C. 20005-3960

Phone: 202-434-1627

Fax: 202-654-9106

JRoche@perkinscoie.com

Attorneys for Google Inc.
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UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

_ )
"IN RE APPLICATION OF THE )
UNITED STATES OF AMERICAFOR ) MISC. NO. 10GI3793
AN ORDER PURSUANT TO ) : :
)
)

13 U.S.C. § 2703(d)
Filed Under Seal

ORDER
“This matter having como before the Coust pusnant to an application under Titlo 18, United

States Code, Section 2703, which application requests the issuance of an order under Title 18,
United States Code, Section 2703(d) directing Thwitter, Jne, an electron{e communications
service provider and/or a remote computing sesvice, located in San Francisco, Califomia, to
dis¢iose cerfain records and other information, as sot forth in Aﬁg,chmen! Ato this Or}ler, the
Coust finds that the applicant has offered specific end articulable facts showing that there aro
reasonable gronnds to believo that tho records or other informatlon sought axs relovant and
materiel to an ongoing criminal investigation. |

IT APPRARING that the information sougiat {s relevant and materisl to én ongoing
criminal investigation, and that prior notice of this Order to any ﬁerson of thig investigation or
thig application and Otder entered in connection therewith would sgrlqusiy Jeopardize the
investigation; |

IT"1§ ORDERED pursuaato Tile 18, United Statos Code, Soction 2703(3) that Tter '
Yno. will, within three days of the date of this Order, furm over ta the United States the records

and other information as set forth in Attachment A to this Qrder.



- DEC. 14.2010 4:150H ' 10,9530 P, /4

ﬁ' IS FUilTHBR ORDERED thet the Clerk of the Court shall provide the United States
Attorney’s Office with three (3) certified copies of this application and Order,

ITIS FUR:I‘HBR QRDERED that the application and this Order are sealed until
otherwise otdered by the Coutt, and that Twltter shall not disclose the existence of the
application or this Order of the Court, or the existence of the investigation, to the listed
subseriber or to any other person, unless al;dunﬂl authorized to do so by the Coust.
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ATTACHMENT A

You are to provide the foll tnformation, if available, proferably as data files on CD-ROM,
electronic media, or ¢mail  ofherwise by fosimils to TN

A. The foltuwing customet o subsceibes account fnformation for cach acoount registered to or

agsociated with

A

time petiad Novernber 1, 2009 to present:

suibscriber names, SO MAIMES, Sorecn names, oF othier identitios;

malling addresses, residentlel addresses, businegs addresses, c-mail addresses, and
other contact information;

coméction records, of records of session timed and durations}

feagth of service Gncluding start date) and types of servica utilized; .
telephone or insirument number of other subscriber mumber or identity, lncluding any
temporaﬂlyassignedumwoﬁaddrcss; and -

mesna and source of payrnent for such service (including sny-credit card or bank
account pumber) and bitling records. )

B. Al recordsand other information relating to the accourt(s) and time petiod In Part A,
including:

secords of user activity for any conncctions made.to or from the Account, including
the date, thme, length, and method of connectlons, data transfer volume, user n5me,
ang source and destinationt Tnternet Protocol address(es); .
non-content information associated with the contents of any cotnmunication orfile
stored by or for the gecount(s), such as the saurce and destination smeil addresses end
TP addrosses. - . N
cotrespondence and notes of records related to the account(s).”
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L INTRODUCTION
- Real parties in interest J acob Appelbaum, Birgitta J onsdottir, and Rop Gonggrijp
(collectively “Parties”) hereby move to vacate the Coust’s December 14, 2010 Order requiring
Twitter, Inc. to Qisclose extensive information related to theit private Twitter accounts pursuast
to section 2703(d) of the Stored Communications Act, 18 U.S.C. § 2701 et seq. (“December 14
Order” or “Oxder”). Thereis no reasonable basis for the Order and the Court should vacate it for
the following reasons. ’

First, the face of the December 14 Order demonstrates that the government’s ex parfe
Application purportedly “showing that there are reasonable grounds” for the Order likely
contains material errors or omissions that rendex the Application insufficient.! ﬁe face of the
December 14 Order indicates that the government’s underlying investigation presumably relates,
in some way, to the website WikiLeaks. Under 18 U.S.C. § 2703(d), therefore, any application
must provide “specific and articulable facts™ showing that the Parties” Twitter information
sought is both “relevant” and “material” to an on-going investigation about Wikileaks. No such
“specific and articulable facts™ could have been provided here, however, because the govemment
has sou;g,ht information about all of the Parties” Twitter-related publications and speech overa 6
1% month peried of time and all of the Paxties’ Twitter-based direct messages between themselves
and certain others, even though the vast méjority of that information has nothing to do with
WikiLeaks at all. As such, non-WﬂdI.eaks—related information cannot be relevant or material to
2 WiliLeaks-related investigation and the govemment’s Application cannot bave provided the
specific facts needed to justify a proper § 2703 order. o .
) §eoqnd, _thé Qrder intrude_s upon i_mpox:t_ax.xt Fust Amendment righ_ts: It ig iml;eﬂn_issibly_
‘overbroad because it demands production of information that will not directly further the
government’s purported jnterests. Moreover, to the extent that the Parties’ Twitter accounts are

subject to government snooping because of what the Parties have said and because of who they

T Ag detailed further below, the govemment’s refusal 10 provide the Parties withiits Application,

* " ¢herefore denying the Parties an opportuiity {6 réspond divectly to its assértions, does not preveiit
the Parties from challénging these problerms because courts have long recognized the right to
challenge third-party production demands—even wheze the request is cloaked insecrecy. In -
light of this secrecy, the Parties have filed a companion Motion to Unseal the Application. Ifthe

" Court orders disclosure of such materials, the Parties will supplement this Motion.
0015.01 A 1




know, that it impermissable. They each spoke on Twitter about what has become a political
cause, i.e., the WikdLeaks website and its founder Tulian Assange. But, the First Amendment
garantees their right to speak up for and freely associate with even unpopular people and
causes. Where a disclosure demand implicates First Amendment freedoms, it must be
scmtinized with special care and governmental ﬁshing expeditions that improperly intimidate
and silence caninot survive First Amendment scrutiny.

Third, the Order threatens the Parties” Fourth Amendment nghts because disclosure could
reveal ﬂlat the Parties were located in part«mlar private spaces at parllcular times—information
mwhxch they maintain a reasonable expectation of privacy. The government cannot track
movements and location that may reveal intimate details of a person’s life without the safeguards
of a valid warrant based on probable cause.

Fourth, because the Order and Application raise serious constitutional concerns, the
Court should exercise its discretion under § 2703(d) to require the govemmmt to obtain a
warrant based on probable cause. The Court should exermse this discretion hete fo avoid the
constitutional questions raised by warrantlm disclosure and ensure that the Parties’ rights are
not improperly trampled.

-Finally, the demand for mformanon about Ms. Jonsdottir—a Member of the Icelandic
Parliament—is contrary to Icelandic law and creates a disturbing precedent regardmg a foreign
government’s ability to collect private data from another country’s officials.

When @ngﬂs amended the Stored Communications Act in 1994, it emphasized the
need to “guard against ‘ﬁsin'ng expeditions’ by law enforcement.” See H.R. Rep. No. 103-827,
at 3] -32 (1994), repnnted in 1994 US.CA.A. N. 3489, 3511-12. Here, the Court should do just .

" that by vacating the December 14 Ordér and denying the government’s Application for records . . .
related to the Twitter accounts associated with “rop_g”; “ioerror,” and “birgittaj.”
II. BACKGROUND
On Deccmber 14, 2010 this Court entered a sealed order directing Twitter, Ine. to

S provxdc the govemmmt w1tb records and other mfomlatton telafed to the aucaunts of several of ~ "

£

5.
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its users, including the Parties here. Sear; Decl..,2 Exh. 1 (the “Dec. 14 Order’). OnJanuary 5,
2011, the Court unsealed the Order. Sears Decl., Exh. 2. Twitter informed the Farties of the
record demand two days later. See, e.g., Sears Decl., Exh. 3.

The Parties” Motion for Unsealing of Sealed Court Records, filed concurrently, provides
a detailed factual and procedural background. The Parties incorporate that discussion by
reference rather than repeat it here. See Motion for Unsealing of Sealed Court Records at 46.

Tn sum, the December 14 Order requires Twitter to provide the government with records
related to the I‘arti&s’ Twitter accounts —including home addresses, connection records, and
Tntemet Protocol addresses.> See Exh. 1 (Dec. 14 Order at Attach. A). Twitter is an on-line
communications tool that permits users to express their thoughis in individual messages
(“Tweets”™) of 140 characters or less. See Motion to Unseal at 4-6; see also
http://twitter.com/about. Theheart of the service is short, public text messages that express
opinioné, relate thoughts, and provide commentary. Users can also provide links to other
websites (if space permits), “re-tweet” (L.c., re-publish) Twitter messages made by others, and
send direct messages to other users. -

Here, all three P:arties——J acob Appelbaum, Birgitta Jonsdottir; and Rop Gonggrijp—have
public Twitter feeds they use to express opinion and share commentary on public events and
issues. Anyone can read their Tweets at the Twitter website and anyone can sign up to follow
the Parties® Twitter feeds. Each of the Parties uses Twitter extensively and/or has thousands of
“followers” who follow what they post.

On its face the Dec. 14 Order secks information about all of those _w]':o reccived the

. Parties’ publications aqd_ private messages, r_napping th.e_ir associations and_audie_nce: Even after
"the actual information to be produced under th; Order was narrowed by thie governineat I;ursuént "

to concems raised by Twitter,! it requires Twitter to disclose such information for all of the

2 Declaration of Stuart Sears In Support of Motion Of Real Parties In Interest Jacob Appelbaum,
Birgitia Jonsdottir, and Rop Gonggrijp to Vacate December 14. 2010 Order (hereinafter “Sears
3 A Jnternet Protocal (“TP") address i§ a unique numerical address that identifies individual
"computers or other devices s they interact over the Interniet, See infra at HLC: )
1 The govemnment has not conceded that its original Order was improper in any manner. Norhas -
the government agreed never to ask for the full scope of the originally demanded information.
4001501 .
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hParties’ Twitter-related speech (.called “Tweets”) for multiple months, i.e., November 1 5,2009
to June 1, 2010, regardless of any connection between the postings and WikiLeaks. Sucil
information is also requested for all of the Parties’ Twitter-based direct messages between each
other during the same multi-month time period—again, regardless of any connection between the
messages and WikiLeaks. The Order’s breadth is significant because _each of the Parties use
Twitter extensively and/or have thousands of “followers” who follow what they post— as of
Jamary 25, 2011, Mr. Appelbaum has posted 7,909 Tweets and has 10,699 followers, Ms.
Jonsdottir has posted 1211 Tweets and has 5,904 followers, and Mr. Gonggrijp has posted 77
Tweets and has 4223 followers. Mr. Appelbaum, Ms. Jondottix and Mr. Gongrijp have also all
published many Twitter messages that are wholly unrelated to WikiLeaks, including tweets
which comment on the political situations in Tibet and Tunisia, comment on the Ieelandic
volcano that blanketed Europe with ash in 2010, or address issues such as the TSA, obscenity
and gay marriage laws, and charitable causes. See Sears Decl. Exh. 4 (examples of the Parties’
non-WikiLeaks related Twitter postings). Thus, the Application and Order must be viewed for
what they are—an improper and overbroad fishing expedition.

Im. ARGUMENT

A. * No “specific and articulable facts” exist to show.-that the information sought is
srelevant and material” to an ongoing cximinal investigation. .

To obtain an order to disclose customer records under the Stored Communications Act,
the govemmént must pr(;vide “specific and articulable facts showing that there are reasonable
grounds to believe that the ... records or information sought(] are relevant and material to an
ongoing criminal investigation.” 18 US.C. § 2703(d) (emphasis added). Inthe December 14

] Otder, the Court found that it appeared “that the mformatlon sought is relevant ‘and material 16 an
ongomg mmmal mvesugahon” and granted the disclosure request. The Court, however, was
" constrained in its consideration at that time because it had before it only the government’s
Application for the section 2703(d) disclosure order. The Parties believe the govemment’s
 Application must contain mdterial exos or omissions becausg there can be no reasogable basis -

. & ]

Asa result Movants challenge to the December 14 Order need not be limited to the narrowed
demand.

D015.01
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'for finding that the information sought here re-garding the Parties’ Twitter acco'ﬁnts i;; both
“relevant” and “material”” to an ongoing investigation. '

Section 2703’s "'speciﬁc and articulable” fact standard requires more than mere suspicion
to ]usttfy a disclosure order. Evenin the context of an investigative stop based on suspected
illegality, the government cannot simply rely upon an “inchoate and unparticularized suspicion

or hunch,” but instead must demonstrate specific facts regarding possibla illegal conduct to

justify astop. See, eg:, Terry v. Olio, 392 US 1, 27 (1968); United States v. Jones, 242 F.3d
215, 217 (4th Cir. 2001) (finding that the specnﬁc and articulable” standard forbids reliance on
suspicions or hunches and therefore rejecting a search based upon an uncorroborated tip); United
States v. Brignoni-Ponce, 422 US 873, 882, 884-85 (197 5) (cejecting a search based upon ene
factor, the defendant’s race, because the reasonableness requirement demands more than “broad
and unlimited disctetton” and instead requires specific facts demonstrating reasons to believe

 that potential illegal conduct may be o_a:un'ing). Here, however, the government is reaching
beyond a simple investigative stop ¢ and is broadly seeking non-public information regarding the
Parties’ protected Twitter-based speech and associational contacts. At a minimum, therefore, the
government must be required to artxculate “gpecific and articulable facts” that do more than
speculate about a nexus between the specific information sought and the potential targets of the
government’s Wikileaks-related investigation.

Section 2703 also requires the government to meet its materiality requirement before any
order may issue. Ina aumber of contexts, the United States Supreme Court and the Fourth
Circuit ﬁave emphasized that a showing of materiality requtx:es more than Tmere theoretical_
relevance To estabhsh matenahty, the party seeking 'dis.closure must estab]ish through more

. than mere speculdtion that the information is, £.e. “vntal” or “highly relevant” to the inquiry or - )
“helpful” or “essential”” to the party’s posiﬁon. See, e.g., United States v. Valenzuela-Bernal,
458 1UJ.S. 858, 867-73 (1982) (access to evidence); Roviaro v. United States, 333US. 53, 62-65
(1 95‘7) (dlsclosure of mfonnant’s identity); Um'ted States v. Smith, 780 F2d 1102, 1109 (4th Cir.

- ‘1985) (2n bancy (standard fot” ovaroommg classified mfonnauon privilegé). - L '

Tcllingly, the Govemment refuswto prowde its Apphcatmn to the Parties so that the

_A0015.01
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Parties I’nay direetly challenge the Government’s stat.er-nents seeking to justify the sea;:ch.s Bur.;
whatever the Application may claim, it cannot tell the whole story and cannot establish that the
information sought in this Order is both “relevant and material to an ongoing criminal
investigation.” 18 US.C. § 2703(d) (emphasis added). Tndeed, Athongh the face of the
December 14 Order suggests that this investigation relates to WikiLeaksS, the Order requires
Twitter to provide the government with records rclated to thousands of the Parties’ “Tweets”
-over many months that have nothing whatsoever to do with Wikileaks. The Parties Tweets
abont issues such as the political sitnations in Tibet and Tunisia, 2 volcano in Iceland, the TSA
obscenity and gay marriage laws and charitable cases are not relevant to the government’s
purported investigative purposc—and they certainly camnot be vital or essential to the
government’s invesﬁgaﬁon iﬁto WikiLeaks.
Moreaver, despite the fact that the Parties’ Twitter messages coyer a broad range of non-
' WikiLeaks topics, the govemnment wants private information related to the Parties’ accounts, all
theix Tweets and all their direct messages to cach other and certain others during tﬂe relevant
time penod——-even information that the Parties do not choose to share with the world. This
includes the Internet Protocol address (“IP address™) information related to each tim'e the Parties
logged into Twitter over 26 ¥, month period of time, the IP address information related to the
Parties’ direct messages to themselves and certain others, and the date and time information
related to all the Parties’ log ins and direct messageé over this multi-month time period. This
Or&er requires production of this information for all the Parties’ Tweets and direct messages
duringa n;ulﬁ-monﬂ] time period, without regard to whether the messages relate to WikiLeaks or

. any other spesific sbject

" Inlight-of the Order’s mandate to produce a broad swath of dafa that has no connection -

5 The Parties have filed a companion Motion to Unseal the Application and will supplement this
Motion if the Coust orders disclosure. Even if the Application is not unsealed, it should be
disclosed to the Parties under seal so they can fairly challenge the December 14 Order and

* address the government’s statements directly on Reply. )
¢ Presd réports issued affer the Order became public confirm this WiliLegks connéction..See,. . .
e.g., Séott Shane and John F. Burns, U.S. Subpoenas Twitter Over WikiLealks Supporters; N
Times, Jan. 9,2011, at Al available at htip//www. times.com/2011/01/09fworld/09wiki. Fiml;
David Batty, US Orders Twitter To Hund Over WikiLeaks Members’ Private Details, The
Guardian, Jan. 8, 2011.

1015.01 ’
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* *.

what.soevel: to WikiLeaks an.d ca;mot bé relevant or material to any invésﬁgation, the December
14 Order should be vacated, the Application disclosed, and the Partics afforded a fair opportunity
to further challenge the Government’s assertions and highlight any material misstatements or
omissions in the Application. See Franks v. Delaware, 438 U.S. 1 54, 169 (1978).

B.  The Order Should be Vacated Because it Intrudes Upon the Parties’ First
Amendment nghts.

On its face, the Order threatens the Parties® protected First Amendment rights. The
Parties’ Twitter-related activities are core protected conduct and speech is entitled to the highest
Tevel of First Amendment profection. See, e.g., Brandenburg v. Ohio, 395 U.S. 444, 447 (1969)
(“the constitutional guarantees of free speech and free press do not permit the State to forbid or
proscribe advc;cacy of the use of force or of law vielation except where such advocacy is directed
to inciting or producing imminent lawless action and is likely to incite or produce such action”);
Hessv. Indianh, 414 U.S. 105, 108-109 (1973) (the state may not criminalize advocacy of the
use of force or law-breaking unless the charged conduct is “intended to produce, and likely to
produce, immikent disorder”) (emphasis in original)). |

. -The Supreme Court's holding in Virginia v. Black, 538 U.S.343 (2003), illustrates the
sanctity of speech. The Court emphasxzed that the government may not prohxblt “dissemination
of social, economic and political doctrine™—even that “which a vast majonty of its citizens
believes to be false and franght with evil consequence.” Id. at 358 (citation omitted). Even
distastefol and threatening gatherings and speeches are protected in our democracy.
Brandenburg, 395 U.S. at447. As the Court explained in Brandenburg, efforts to “punish mere
advocacy and to forbid, on pain of criminal punishment, assembly with others merely to
advomte the destiibed tipe of action” violate the First Amendinent. 1d. at 449. o a

" Moreover, fieedom of assoc:ahon even with unpopular mdmduals and groups isan
inseparable aspect of Constitutional “liberty.” NAACP v. Alabama ex rel. Patterson, 357 U.S.
449,460 (1958) (“It is beyond debate that freedom to engage in association for the advancement
of belxeﬁs and ideas is an mscparable aspect of the ‘hberty assured by:1 the Due Process Clause of s
the Fourteenth Amendment thch embraces freedom of speech ”) Indeed “[t]he right to

associate in order to express one’s views is “inseparable” from the nght to speak freely.” Cromer
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+. Brown, 88 F.3d 1315, 1331 (4th Cir. 1994) (citation omitted). As the Fourth Circuit
explained, “we have long understood as implicit in the right to engage in activities protected by
the First Amendment a corresponding right to associate with others n pﬁrsuit of é wide variety
of political, social, economic, educational, religious, and cultural ends.” Id. (quoting Roberts v.
U.S. Jaycees, 468 U.S. 609, 622 (1984)); see also Skelton v. Tucker, 364 U.S. 479,486 (1960)
(“the right of free association is a right closely allied to freedom of speech and a right which, like
free speech, lies at the foundation of a free society™).

Here, the government has declared its disapprobation of WikiLeaks and its desire to
prosecute somebody associated withiit. Attorney General Holder personally proclaimed that the
govemmént will prosecute anyone it can and that the Department of Justice’s tm_lgh talk “is not
saber-rattling.” Sée Pete Yost, Assoc. Press, Holder says Wikileaks under invesiigation,
http://news.yahoo.com/s/ap/20101 129/ap_on_go ca st _pe/us wikileaks holder (Last visited on
Jan. 25, 2011). But, no matter how much the Government dislikes any given speech or
advocacy, it cannot use that protected conduct as a pretext for searches or a basis for criminality.”

~ The Government’s fishing expedition into hlformaﬁon about all the Parties’” Twitter
postings, and about certain of the Parties’ direct messages, over a 6 ¥z month time period may
chill the Parties” and other individuals® rights to speak freely and associate with others. Such
governmental effosts that chill expression nust t.)e analyzed with pasticular scrutiny. North.
Carolina Rt. To Lifev. Bartlett, 168 .3 705, 715 (4t Cir. 1999). Moreover, where “an
investigation ... intrudes into the area of constitutionally protected rights of speech, press,
association and petition,” the government must “convincingly show a substantial relation
between the informe-l_t'ion s_(!ught and a subject of mfetridin'g and compelling state interest:” ]
Gib.son v. Fld. Legfslative. Tnvést. Comn., 372U:.S. 539, 546 (1963); seé dlso In e Grand Jury
Subpoenas Duces Tecurr., 78 F.3d 1307, 1312 (8th Cir. 1996) ("A grand jury subpoena will be

7 Even where an organization is alleged to have illegitimate aims, the government may not paint
_ all supporters or advocates with a broad brush, ignoring the particulars behind each individual’s

oli". agsociation, and infent. Rather, the actions of persons accused of improptrly ;uppgrﬁng. MU

- L3 such' groufis “riist be udged strictissin fur; fqt.oma:wisé tHefeisadanger that oé in -~
’ sympathy with the legitimate aims of the organization, but not specifically intending to
accomplish them by resort to violence, might be punished for His adherence to lawful and
constitutionally protected purposes, because of other unprotected purposes which he does not
necessarily share.” Notov. United States, 367 U.S. 290, 299-300 (1961). -
4{0015.01
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' en‘forced despitea Fi;st.Amendment challenge if the government can demm;st;e;te a compelling
interest in and a sufficient nexus between the information sought and the subject matter of its
investigaﬁon_.’.’); In re First Na"! Bank, 701 F.2d 115, 119 (10th Cir. 1983) (“Ifthe district court
determines that enforcement of the subpoena would likely chill associational rights, the

. Government must show a compelling need”). As the Supreme Court has cautioned, “justifiable
governmental goals may not be achieved by unduly broad means having an unnecessary impact
on protected rights of speech, press, or association.” Branzburg v. Hayes, 408 U.S. 665, 680-81
(1972). ‘ ‘

Coﬁrts have long recoghized individuals” right to chal!enée disclosure demands that
implicate First Amendment frcedoms and reviewed such demands with special care. See, e.g.,
Eastland v. U.S. Servicemen’s Fund, 421 U.S. 491, 501 .14 (1975) (individuals must have right
to cha]lenée third-party subpoena for their records or unconstitutional intrusions could go
unchallenged); Pollard v. Roberts, 283 F. Supp. 248, 258-59 (E.D. Ark. 1968) (three-judge
cour), affd per curia, 393 U.S. 14 (1968) (enjoining subpocnas directed at third-party bank
becanse enforcement would violate customer’s First An'ncndment rights of association); /n re
First Nat’l Bank, 701 F.2 at 117-19 (remanding for evidentiary hearing on claims that
'government’s compulsion of information froni thixd parties would violate target’s First

_ Amemiment right of assaciation); Local 1814, Int'l Longslwremeh sAss’nv. Wate;ﬁfo;zt
Comm'n of N.Y. Harbor, 667 F.2d 267,271,274 (2d Cir. 1981) (upholding district .court’s
decision to narrow third-party subpoena to limit impairment of targets’ First Amendment rights

- of association)_.s .

) - Here, &c govg_m_mmt’_s_ Al_)pli?atiop and the Order colllde directly With@e Parties” First
] Am'endm;nt nghts, int;lhdihg- by seeldﬁg.p;ivate IP address information and other details .fc;p all ..” -

the Parties’ Twitter messages posted over a period of more than six % months. Thé govemment

8 The Parties recognize that the Fourth Circuit has wendered aloud in dicta about how the First

Amendmeént may, affect “the standards goveming grand jury investi gations.” In.re Grand Jury . -

. 87-3-Subpoena, 955 F.2d 229, 232-34(4th Cix. 1992}.- But. in that case, the real party’s-First .. ..

" “Arvendrnent rights weré'not implicated, so the Court avoided the substantial relationship test -

jssue. Id. ak 232-33. It'specifically-did not decide “the ‘First Amendment versis Grandp Ty’
dilemma” that other courts have resolved by requiri
relationship test, as discussed above.

4001501 -
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cannot claim that all—or even most—of these postings have anything to do with WikiLeaks, its'
criminal _inv_estigation, or matters to be considered by the grand jury. The Application and Ordexr
also seck details related to all dﬁectm&sségw between the Parties without any apparent showing -
that any such messages that might exist are related in any way to WikiLeaks, the government’s
criminal investigation, or maiters to be considered by the grand jury. Inlight of these significant
Fitst Amendment concerns, the Govemment cannot use the Parties’ putported association with
‘WikiLeaks as a sufficient basis for obtaining the Twitter records here.

'The Court should vacate its Decem!)er 14 Order and reconsider in light of these First
'Amendment principles. Unless the goverment can show that the information sought would
further 2 compelling interest and that the requests here are the least restrictive way to serve that

interest, the government’s efforts to seek private data regarding the Parties’ Twitter use should

berejected. N
C. Th;l Order Should be Vacated Because it Threatens the Parties’ Fourth Amendment
Rights.

T addition to implicating the Parties” First Amendment rights, the Order threatens to
violate Parties’ Fourth Amendment rights as well. The Order threatens such rights because it
requires the productii;q of the IP addresses used by Parties at particular dates and times when
they logged into their Twitter accounts. Such inf;)nnaﬁoﬁ could reveal when Parties were
located in particular private spaces and is information in which the Parties maintaina
constitutionally-protected reasonable expectation of privacy.

IP addsess information, linked to date and time, such as that sought in the December 14

) Order, could allow the government to discern the physical location of the Parties at the exact
" time they werg publishing on Twitter. As the Second Circuit explained: -

The Internet is comprised of numerous interconnected communications and

computer networks connecting a wide range of end-users to each other. Bvery

end-user’s computer that is connected to the Internet is assigned a unique Internet

Protocol number (IP address), such as 123.456.78.90, that identifies its location
(i, a particular computer-to-network connection) and serves as the routing

oooooo

‘address-foi émail, pictures, requésts to view a vir.eb-'p'_zig‘e, and other’ datasent € ulb

- aixdby the Intemet from otliér end-isers. = -

Register. com, Inc. v. Verio, Inc., 356 F. 3d 393, 409-410 (2nd Cir. 2004) (citation omitted). Iﬁ
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.many instance:s, this information can then simply an;l- eagily be translated into the p];ysical
location of the speaker, based on publicly available information.” As one Court observed, “the
process by which defendants IP acidresses can be matched up with specific geographic
designations, using a publicly available database op erated by the American Registry for Internet
Numbers. These geographic designations indicate the “likely” locations of the residences or
other venues where defendants used their Internet-connected compﬁters.” Sony Music
Entertainment Inc. v. Does 140, 326 F. Supp. 2d 556, 567 (S.DN.Y. 2004). To the exfent that -
an IP address alone does not reveal physical location, an IP address in combination with the
records of the Internal Service Provider that assigned the IP address to a particular subscriber can
still reveal physical location, as explained in the Justice Department’s computer search and

surveillance manual:
In a common computer search scenario, investigators lean of online criminal
conduct. Using records obtained from a victim or from a service provider,
investigators detexmine the Infemet Protocol (“IP”) address used to commit the
crime. Using a subpoena or other process...investigators then compel the Intemet
Sesvice Provider (“ISE”) that has conixol over that IP address to identify which of
its customers was assigned that IP address at the relevant time......
¢
Computer Crime and Intellectual Property Section, Criminal Division, U.S. Depariment of
- Justice, chhiﬁ_g and Seizing Computers and Obtaining Evidence in Criminal Investigations,
ch. 11, § (C)(1)(2) at 65, available at
http://www.osdoj. gov/crinﬂnallcybercrime/s&smanualzom.pdf (last visited Jan. 24, 2011).
Thus, by demanding the IP addresses linked to each date and time that each of the Parties logged
into the Twitter service over a multi-month period, the government can use such information to
. tyto determine the Parties’ Io;:ation_s at the very times th?y were engaged in pubh'shi'ng—w _
-+ 7~ regardless of whetherthe underdying specch was related to Wikil eaks, ‘and regardless 6f whether - ..
' they were Tweeting from a public or a private space.
The govemment’s request for IP addresses here is significant given kow such information

. The accuracy of IP Address géolocatioircandepend on many factors, including hovran ISR has’ -~ °.
-+ < géfup.itsnetwork of servers and whethef an Infernét usér nilizés one of several t6ols thatallow .- = -
.- Intemet users to obfuscate their IP addresses. However, one of the leading companies advertises
that its free gelolocation tool can determine the location of “79% [of U.S. IP addresses] within a
25 mile radius.”” MaxMind web site, <http:!fv«'ww.maxmind.comfappfgeolitecity> (accessed
November 19, 2010). ' _
10015.01 11



may reveal location information. Ovcr a quarter of a century ago, the Supreme Court held in
United States v. Karo, 468 US 705 (1984), that location tracking implicates Fourth Amendment
privacy interests because it may reveal information about ind_ividua]s in areas where they have
reasonable expectations of privacy. In Karo, the police placed a primitive tracking device known
as a beeper inside a can of ether and used it to infér that the ether remained inside a private
residence. Tn considesing the Fourth Amendment challenge to the use of the beeper, the Court
held that using an glectmnié device to infer facts about “lacation[s] not open to visual
surveillance,” such as whether “a particular article is actually located at a particular time in the
' private residence,” of to later confirm that the article remains on the premises, was just as

unreasonable as searching the location without 2 warrant. Karo, 468 U.S. at 714-15. Such
location tracking, the Court ruled, “falls within the amibit of the Fourth Amendment when it
reveals information that could not have been obtained through visual surveillance” from a public
place, whether it reveals that information directly or enables inferences about the contents of
protected spaces. Id. at 707, see also Kyllo v. United States, 533 U.S. 27, 36 (2001) (rejecting
“the novel proposition that inference insulates a search,” noting that it was “blatantly contrary”
to the Court’s holding in Karo “where the police ‘inferred” from the activation of a beeper thata
certain can of ether was in the hiome.”). This redsonable expectation pf privaéj in the contents of
protected épaces is not limited to the home but extends to other private spaces as well.'® See,
e.g. See v. City of Seattle, 387 US 541, 543 (1967) (business premises); Stoner v. California, 376
U.S. 483 486 (1964) (hotel room).

9 Although the Parties have not found any cases specifically addressing Twitter data, numerous
_ courts have recognized that computer users also have a reasonable expectation of ]irivacy in their
: cdnfpufeiafelatad data; See Trulock v. Fresh, 275.F.3d 391, 402-403 (4th Cix. 2001), ael? - il
(determining whiethier a Search of computers was reasonable under 4th Awehdrent standards and
holding that the plaintiff “had a reasonable expectation of privacy in the password protected
computer files”); United States v. Mann, 592 F.3d 779, 786 (7th Cir. 2010) (reviewing computer
searches under 4th Amendment standards and cautioning that those “involved in searches of
digital media need to exercise caution fo ensure that...searches are narrowly tailored to uncover
on those things described” ina warrant); United States v. Carey, 172 F.3d 1268, 1275 (10th Cir.
1999) (noting 4th Amendment concerns In searching computer stored d ata{g,}anicul;ﬂy where
- ;- roleyant and non-relevant filés are “intérmingled” together); see also United States v. Warshak, -
- 9010'WL 5071766 af ** 11,14 (6™ Cii. Dec. 14,2010} (rioting that giveén the fandarental” = 7 ~
. similarities befween email and traditional forms of communication, it would defy common sense - -+
“to.afford emails lesser Fourth Améndment Protection” and therefore holding that “a subscriber -
enjoys a reasonable expectation of privacy in the contents of emails that are shared with, or sent
or received through, a commercial ISP™).
10015.01 12



. Relyingon K.aro and K;llo, the Third Circuit recently concluded that the tect;rds ofa céll
phone provider that indicate the location of a subscriber’s cell phone (“cell site location
information” or “CSLI”) may violate the Fourth Amendment to the extent such records can
establish that a cell phone was in a particular private space ata particular time. Jn re Application
of U.S. for an Order Directing a Provider of Elec. Comme’n Serv. to Disclose Records to Gov t,
620 F.3d 304 (3d Cir. 2010) (“Third Circuit Opinion”). Specifically, a majority of the Panel
concluded that it “cannot reject the hypothesis that CSLI may, under certain circumstances, be
used to approximate the past location of a ﬁerson. If it can be used to allow the inference of
present, or even fisture, location, in this respect CSLI may re-semble a tracking device which
provides information as to the actual whereabouts of the subject” and is therefore protected under
Karo. Third Circuit Opinion, 620 F.3d at 312; see also id. at 320 (Tashima, J., concurring)
(citing Kyllo for the proposnuon that govemnment access to CSLI absent a showing of probable
cause would violate the Fourth Amendment if that information “reveals a cell phoneuser's
location within the interior or curtilage of his home ).

Importantly, the Third Circuit held that a cell phone user’s Fourth Amendment interest in
CSLI is not eliminated by the fact that such information is a record of the phone company.
Distinguishing the telephone dialing information that the Supreme Court found to be unprotected
under the Fourth Amendmeat in Smith v. Maryland, 442 U.S. 735, 744-45 (1979), the Court
emphasized that cell phone users do not vohmtarily convey their location to the phone company.
When a cell phone user makes 2 call, the only information volunterily and knowingly conveyed
to the phone company is the number that is dialed—there is no indication to the user that making
that call will also ]ocate the caller, let alone generate a permanent record of thls locatxon When
a cell phone user'receives ‘received-a call, b has ot voluntarily exposed anythmg af all. See .ﬂurd '
. Circuit Opinion, 620 F.3d at 317 (It is “ynlikely that cell phone customers are aware that their
cell phone providers collect and store historical location information,]” therefore “[a] cell phone

customer has not vohmtanly shared hlS locatlon mformatxon Wlth a cellular prowder in any

- S enm el ~ e e =S

' meanmgﬁll way."): " S e .'___. v,
The same logic apphes to the Parties’ records here. Evert though records are held by .
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Twitter, like with CSLI, 'I.Wiﬁet users do not voluntarily con\;ey their IP address to the Twitter
internet site they visitina mannex that is analogous to the dialing of a telephone. Similarly, as
with CSLI, it is unlikely that typical Internet users have any awareness of their IP address, or the
fact that it is transmitted to the Internet sites that they communicate with such as Twitter.

| The conclusion that I? address information is protected by the Fourth Amendmentis
further bolstered by the D.C. Circuit’s recent conclusion that warrantless use of a GPS device to
track the movements of an individual’s car over the course of a month violates Fourth
Amendment protections, United States v. Maynard, 615 F.3d 544, 559 (.C. Cir. 2010), pet. for
reh'g en bane denied (D.C. Cir. Nov. 19, 2010). As that court explained, even though the car
might move in public spaces, “the whole of one’s movemenis over the coutse of a month fs not
constructively exposed to the public” and “prolonged GPS monitoring™ reveals an intimate
picture of the subject’s life that he expects no one to have.” Id. at 561-63. Similarly hete, IP
address information can reveal an intimate portrait of Partics’ movements between the private

spaces from which they use the Twitter service.
Thus, the Court, therefore should vacate its December 14 Order and reconsider the

government’s Application in light of the principles set forth in Karo, the Third Circuit Opinion
end Maynard. . .

D. The Court Should Exercise its Discretion Under 18 U.S.C. § 2703(d) and Avoid
Serious Constitutional Questions by Vacating the Orxder and Requiring a Warrant.

In light of the serious constitutional questions that the Order raises under both the First
and Fourth Amendments, if the Court does not vacate the Order completely it should ex_ercise its
discretion under § 2703(d) and avoid these constitutional questions by requiring the Government

."t0 Obtain & varrant based on probable cause. ] A A
Although the Stored Commumcatlons Act (“SCA”) allows the Government to obtam the

records sought from Twitter through a court order issued under 18 U.S.C. § 2703(d), the statute
also I;mvides courts with the discretion to deny applications for such orders even when the
-t govemment has made the factual showing qultlI'Cd ulide.t that secﬁoxi. Third: Ctrcwt Opmwn. B
' 620 43dat 315—17. The stahute does 5o by 1ts; use of the phrase “only it in § 2703(d) mdlcalmg' "
that the “specific and articulable facts™ showmg required by that section is a necessary but nat
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nmsari.ly sufﬁciervxt conditionfora § 2‘.7 03(d) order. Id. The practical e'ffect of such a denial is
that the government must instead proceed by obtaining a search warrant based on probable
cause, issued under Rule 41 of the Federal Rules of Criminal Procedure pursuant to 18 U.8.C. §
2703(e)(1)(a). See id. at316. Therefore, “the statute as presently written gives the [judge] the
option to require a warrant showing probable cause....” Id. at 319." _

The intent of this “sliding scale” construction of § 2703 is evidenced by Congress’
recognition that the Consﬁtuﬁo; may in some cases protect the privacy of information that would
otherwise be available to the Government under § 2703(d). As the Senate Judiciary Committee’s
report on the statute explained:

With the advent of computerized recordkeeping systems, Americans have lost the
ability to lock away a great deal of personal aud business information. . . . For the

person or business whose records are involved, the privacy or proprietary interest
in that information should not change. Nevertheless, because it is subject to
control by a third party computer operator, the information may be subject to no
constifutional privacy protection.
S. Rep. No. 99-541 at 3 (1986) (emphasis added); see also, e.g., S. Hrg. 98-1266 at 17 (1984)
(“In this rapidly developing area of communications which range from cellular non-wire
telephone connections to microwave-fed computer terminals, distinctions such as [whether a
participant to an electronic communication can claim a reasonable expectation of privacy] are
not always clear or oMM.”) (emphasié added). In the context of such constitutional
uncertainty, it makes sense that Congress would provide a constitutional safety-valve for judges

considering government applications under § 2703(d), thereby future-proofing the statute by

11 Ms. Jonsdottix’s counsel, EFF and ACLU, served as amici to the Third Circuit and the Westen
District of Pennsylvania on this issue and their briefs provide extensive suppoxt for the Third
Cireuit- Opinion’s holdings.” See Brief for Electroni¢ Frontier Foundation, Américan Civil -~ "~
Fibesties Union, ACLU Foundation of Pennsylvania, and Center for Démocracy and Téchnology
as Amici Curiae Opposing the Government’s Request for Review, I re Application of U.S. for
an Order Directing a Provider of Elec. Comme'n Serv. to Disclose Records to Gov't, Magistrate's
No. 07-524M, 2008 WL 4191511 (W.D. Pa. 2008), available at

hitps: i king/LenihanAmicus.pdf; Brief for Electronic Frontier

Foundation of al. as Amici Curiae Supporting Affirmance, In re Application of U.S. for an Order

Directing @ Provider of Elec. Commc'n Serv. fo Disclose Records to Gov', 620 F.3d 304 (3d Cir. .

; es/fitenodefeelltracking/Filéd%20Cel1 %20 Tracking¥20Bricf, }
for Electronic Frontier Foundation et al. as Amici Curiae Opposing Rehearing En Banc, Inre
Application of U.S. for an-Order Directing & Provider of Elec. Comme'n Serv. to Disclose
Records to Gov't, 620 F.3d 304 (3d Cir. 2010), available at
https://www.efforg/files/Filed Amicus Opp_to_En_Banc Petition.pdf
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allowing courts the discretion to deny such applications to avoid potential constitutional
violations or unnecessary constitutional rulings.

Considering the longstanding doctrine of constitutional avoidance, and particularly in
light of the Supreme Court’s recent admonition that courts shoul_d.'avoid unnecessary fulings on
how the Fourth Amendment applies to new technologies, 2 Court would properly use its
discretion under § 2703(d) when faced with a government application that raises serious
constifutional questions. See City of Ontario v. Quon, 130 S.Ct. 2619, 2629 177L.EBd. 2d 216 |
(2010) (“The judiciary risks exror by elaborating too fuily on the Fourth Amendment
implications of emerging technology before its role in society has become clear.”); Ashwander v.
Tennessee Valley Auth., 297U.S. 288, 347-48 (1936) (“The Court will not pass upon a
constitutional question although propexly presented by the record, if there is also present some
other ground upon which the case may be disposed of").

As detailed above, the government’s Application presents these sort of serious
questions—raising serious First and Fourth Amendment concerns. The Court, therefore, should
exercise its discretion under § 2703(d), vacate the Dec. 14 Order, and require the government
mstead to obtain a warrant based on probable cause.

E.  The Reguestfor Informaiion about 2 Member of the Icelandic Parliament, Ms.
Jonsdottix, Raises Additional Concerns.

The govemment’s demand for records for Ms. Jopsdottir, an elected member of the
Tcelandic Parliament, raises additional concemns. Such an investigation appears to violate
Icelandic law. As indicated by the attached letter from the Acting Permanent Secretary of State
for Ice]and, Sears Decl, Exh. 5, and the Demslon by the Inter-Parliamentary Union, Sears Decl.,
- Exh. 6, Ms Jonsdotht is pmtected bya Song constxtutxonal mﬁm;ﬁty‘i'n Iceland, 'rootedin .
Article 49 of the Icelandic Consututxon and a similar provision in the Icelandic Law on criminal
procedure. Similar jmmunities exist for Parliamentarians around the world."? Ms. Jonsdottir's
Tweets are predominantly in Icelandic and largely concem issues arising in Iceland, such as

" leglslatlon gponsor:erl_ by Ms, Jonsdomr the Ice!‘andi&débt cns1s, and the Ice!andxc volcamc S

2 The members of the U S. Congress enjoy similar immunities, rooted in Article I,' Section 6,
Clause 1, of the U.S. Constitution.
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e.mption. See Sears. Decl., Exh. 4. Thus, the government’s ovcrbroa.d demand for information
about Ms. Jonsdottir createsa situation where the U.S. government is conducting a criminat
investigation which sweeps in Ms. Jonsdottir’s publications in Icelandic on topics of Icelandic
concern—records that could not be obtained under Icela:idic law.

Unfortunately this investigation creates a perilous precedent for foreign govemment
efforts to seck information about members of the U.S. Congress. This concem is yet another
reason why the Order should be vacated as to Ms. Jonsdottir.

.IV. CONCLUSION ‘

For the foregoing reasons the Court should vacate its December 14, 2010 Order requiring

Twitter to disclose the Parties’ Twitter records re;lated to the Parties and their accounts associated

with “rop_g”; “ioerror”, and “birgittaj.”
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F [ L E
UNITED STATES DISTRICT COURT FEB -9 200
FOR THE EASTERN DISTRICT OF VIRGINIA _
Alexandria Division OLEE&%_U %&T%ltcag COuRT

IN RE 2703(d) ORDER AND 2703(f) )
PRESERVATION REQUEST RELATING )
TO GMAIL ACCOUT ) Misc. No. 10GJ3793

) FILED UNDER SEAL

)

ORDER

FOR REASONS stated from:the bench and in accord with specific rulings and
instructions thereto, it is hereby
. ORDERED that Google’s Motiog to Modify 270?(d) Order for Purpose of Providing
Notice to User is DENIED in part and GRANTED in part; the motion is DENIED as to
Google’s fequest to notify _the user concerning the 2703(d) Order and the underlying application;
the motion is GRANTED in regard to the request to modify the Order. In that regard, it is

further

ORDERED that Google is authorized to provide notification of this Court’s 2703(d) .
Order, dated January 4, 2011, to the Google Gmail use. ‘within (90) days of providing
“to the United States gt;vemment the information requested in said Order, unless the government
files a motion for an extension of that non-notification period; it is further
ORDERED that the government may request an extension of the non-notification period

for a maximum of sixty (60) days.

- ATRUE COPY, TESTE:

CLERK, U.S. DISTRICT COURT

- ..

DEPUTY CLERK



all counsel of record.

The Clerk is directed to file this Order under Seal and to forward copies of this Order to

ENTERED this 9th day of February 2011.

Alexandria, Virginia

United Statss Magistrate ludge
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Fn L Eu
JAN -5 2010 ¢

CLEAK, US QISTRICT COUR’
ALERARDRA w33 IA

e

N THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division
IN THE MATTER OF THE )
§2703(d) ORDER RELATING TO ) MISC. NO. 10GJ3793
WITTER ACCOUNIS: )
)
)

ORDER TO UNSEAL THE
ORDER PURSUANT TO 18 US.C. §2703(D)

This matter having come before the Court pursuant to an application under Title 18, United
States Cade, §2703(d), it appearing that v is in. the biest inferest of tho investigation to unseal the
Court’s Otder of December 14, 2010 and authovize Twitter ta disclose that Order ta its subseriters
and custemers, it is hereby ORDERED that the above-captioned Order of December 14, 2010
pursuant to 18 U.S.C; §2703(d) be UN_SEALBD and that Twitter is authorized to .disclo'se such

Order. In all other respects, the Court’s Order of December 14,2010 remains in effect.

~THE HONORABLE AN
UNITED STATES MAGISTRATE JU DGE

19 I .
Alexandria, Virginia
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FAX TRANSMISSION

Unlted Stales Atlormey
Eastem Distdct of Virginia

Justio W, Wililama L1.8. Attomey’s Cffice Bullding
2100 Jamfason Ave, -

Alaxsndeia, VA 22314

To Custodian of Records
Google

Fax 650-840-2039; 650-249-3429

com T " Woice  703-209-3700

Assistant United States Attorney
o |
Date Jenuary 12,2011 pages 3, Including this page

Subject Preservation letter under 18 U.8.C. sec. 2703())
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U.S. Department of Justice

United States Attomey
Eastern District of Virginla

Toetin 7, Wiliiama U8, Attarney s Onfics Bulang

2100Jailéson v,
Alexandria, VA 22314
PHONS; 703-299:3712
January 12, 2011
‘Google
1600 Amphitheatre Parkway

Mountain View, CA 94043

Attn: Custodien of Reoords
Facsitnile: 650-649-2939; 650-249-3429

Re:  Request for Preservation of Records
"Dear Google:

Pursuant to Titlo 18, United States Code, Section 2703(f), this letter is a formal request for the
preservation of all stored communications, tecords, and other evid -
regarding the following email sccount pending further logal process: e
Account”) November 2009 fo the present. '

Y request that you not disclose the existence of this request to the subscriber or any othet person,
ather than as necessary to comply with this tequest. If compliance with this request might result
in a permanent or temporary testination of service to the Acoount; or otherwise alert any user of
the Account as to your actlons fo presarve the information described below, please contact me as
soon as possible and befors taking action.

I request that you preserve, for a period of 30 days, the information deseribed below currently in
your possession ina form that includes the complete record. This request applies only
retrospectively, It does not in any way abligate you to capture and preserve new information that
arises after the date of this request. This request applies to the followlng items, whether in

electronio or other form, including information stored on backup medm. if available:
1. The contents of any comnﬁ.mioaﬂon or file stored by or for the Account and any
associated accounts, and any information associated with those communications or files,
quch ag the soutce and destination email addresses or IV addresses. '

9. All records and othee information. refating to the Account and any associated accounts
including the following:

a. subsexiber names, user mames, soreen namies, o other identitics;
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b.

mailing addresses, residential addresses, tusiness addresses, e-mail addresses, and
other contact information;

length of service (including start date) and types of service utilized;

records of user activity for any comnections made to or from the Account, inchuding
the date, time, length, and method of connections, data transfez volume, user name,
and source and destination Internet Protocol address(es);

telephone records, inoludiug local and fong distance telephone connection records,
caller identifiontion records, cellular site and s¢otor informetion, GPS data, and
cellular network identifying information (such ag the IMSI, MSISDN, IMEIL MEID,

or ESN);

telephone ot {ostrument number or other wbscrlbe_'; number or identity, inoluding
tempoterily assigned nefwork address;

means and source of payment for the Account (including any credit card or bank
account numbers) and billing recotds;

correspondence and other records of contact by any person of entity about the
Account, such as “Help Desk notes; and

any other records or evidenoe relating the Accourt.

Tf you have questions regarding this request, pleaso call me at _

Sincerely,

UNITED, STATES ATTORNEY

Assistant United States Attomey
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FILED
THE UNITED STATES DISTRICT COURT '
FOR THE EASTERN DISTRICT OF VIRGINIAZIt 4141 28 > 3: Sb

Alexandsia Division CLERK US DISTRICT COURT
ALEXAKDRIA, VIRGIRIA
IN THE MATTER OF THE 2703(d) ORDER | Case No. 1:10GJ3793
AND 2703(f) PRESERVATION REQUEST |
RELATING TO GMAIL, ACCOUNT 11-DM-2

UNDER SEAL

RESPONSE OF THE UNITED STATES TO GOOGLE’S MOTION
TO MODIFY 2703(d) ORDER FOR PURPOSE OF PROVIDING NOTICE TO USER

D U K A Y e ——————

In its January 18, 2011 motion and supporting memorqndurn, Google Inc, (“Google”) -
asks this Court to amend its January 4, 2011 order (the “Order”) to allow Google to provide
immediate notice of the Order to the subscriber of the-mail.com account (the ‘-
subscriber””), whose records are the subject of the Order. Google als'o asks that the> Oraer be
un;sea]ed; fequests perr_nissidn to disct_xss the Order with t 'e-ubscriber and his attorneys;
and further requests that th- subscriber be given 20 days from the date of the Court’s
order to file an appropriate response. For the reasons set forth below, the United States opposes
Google’s motion and requests that the Court’s current order of notice preclusion be maintained
and that the Coust not permit Google to provide th-ubscriber with immediate notice of
the Order. However, as the United States explained to Google on January 12, 2011, the United
States does not oppose a modification to the Order that would limit the non-disclosure period to
' 90 days, with a provision that woﬁld allow the government to petition the Court for an add.itional

extension of this period consistent with the requirements of 18 U.S.C. § 2705(b).
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- FILED
THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division ‘
= cuemg us DSTRER QIR
IN THE MATTER OF THE 2703(d) ORDER | Case No. 1:10GJ 3793LEKM\DR‘ VALY

AND 2703(f) PRESERVATION REQUEST o

RELATING TO GMAIL ACCOUNT 11-DM-2
UNDER SEAL

RESPONSE OF THE UNITED STATES TO GOOGLE’S OBJECTIONS TO
MAGISTRATE’S ORDER OF FEBRUARY 9,2011

The United States, by and through - United States Aftorney, opposes

Google Inc.’s (“Google”) obj ections to Magistrate Judge -dec_isions that the court-ordered

legal process for business records pursuant to the Stored Communications Act (“SCA”) (18
U.S.C. §§ 2701-12) should remain under seal and not be disclosed for a limited period of time
pending the ongoing criminal investigation. - ‘

Specifically, in its pleading, Google obj éctéf- to Magistrate .ﬂiﬂg on February 9,
2011 that denied in paﬁ and granted in part Google’s motion to modify the court’s order of
January 4, 2011 (the “Order”) requiring Google to produce subscriber and transaction records
related to the Gmail account_ (whose subscriber will be referred to as the

-subscriber”) under 18 U.S.C. § 2703(d). Google had asked Judge -to unseal and
vacate the Order’s non-disclosure provisions, which the court properly included pursuant to 13

U.S.C. § 2705 and Local Criminal Rule 49, so that Google could “provide immediate notice” to

1 Google styles its pleading as “objections” and “notice of appeal.” Google’s objections have
been made pursuant to Fed R.Crim. P.59. See Google Mot. at 8. Google has no procedural
basis to appeal, however, and to the extent Google has sought an appeal, the government requests
that the Court either dismiss it or treat it as an objection. Compare 18 U.S.C. § 3402 and
Fed.R.Crim.P. 58(g).



the -subscriber. Google Mot. at 2 (emphasis added). Magistrate-adopted, instead,
the government’s reasonable proposal to modify the Order to authorize Google to provide notice
to the - subséribe.r “within (90) days of providing . . . the information requested in [the]
Order, unless the government files a motion for an extension of that non-notification period.”
Roche Decl. Ex. 4. Magistrate - further ordered “that the government may request an
extension of the [Order’s] non-notification period for a maximum of sixty (60) days.” (“Order
27) Id

For the reasons set forth below, the United States opposes Google’s objections and
requests that the Court find that the two Orders are proper under the SCA, Local Criminal Rule
49, and the Constitution, and that Judge -committed no error, let alone any clear error.

Factual & Procedural Backeround

On January 4, 2011, upon application of the United States pursuant to § 2703(d), finding

that the information sought was relevant aﬁd material to an ongoing criminal investigation, Judge
--issued the Order, requiring Google to produce the following non-content business

subscriber and transaction records for the ioerror subscriber’s account:
A. The following customer or subscriber account information for each account registered to

or associated wit]_for the time period November 1, 2009 to the

present:

1. subscriber names, user names, screen names, or other identities;

2, mailing addresses, ;esidenﬁal addresses, business addresses, e-mail addresses,
and other contact information;

3. connection records, or records of session times and durations;
4. length of service (including start date) and types of service utilized;

5. . telephone or instrument number or other subscriber number or identity, including
any temporarily assigned network address; and

hod



6. méans and source of payment for such service (including any credit card or bank
account number) and billing records. '

B. All vecords and other information relating to the account(s) and time period in Part A,
including:

1. records of user activity for any connections made to or from the Account,
including the date, time, length, and method of connections, data transfer volume,
user name, and source and destination Intemet Protocol address(es);

2. non-content information associated with the contents of any communication or
file stored by or for the account(s), such as the source and destination email
addresses and IP addresses.

3. correspondence and notes of records related to the acco‘unt(s).

See Roche Decl. Ex. 1. The contents of the-ubscriber’s communications were not
required. After finding “that prior notice of this Order to any person of this investigation or this
application a;nd Order entered in connection therewith would seriously jéo,pardize the
investigation,’; Judge -)rdered that “the application and this Order are sealed until
otherwise ordered by the Court, and that Google shall not disclose the existence of the
application or this Order of the Court, or the existence of the investigation, to the listed
subscriber or to any other person, unless and until authorized to do so by the Court.” Id.

Several weeks earlier, on December 14, 2010, Magistrate Judge_
had issued a different order, also pursuant to 18 U.S.C. § 2703(d), that required Twitter, Inc.
(“Twitter”) to disclose similar categories of non-content business records for several Twitter
accounts, including a Twitter account under the name- See Roche Decl. Ex. 2. This order
(the “Twitter Order”), like the Order, was issued under seal and contained a non-disclosure
provision that probibited Twitter from disclosing the existence of the application, the Twitter
Order, or the existence of the investigation to any person, unless and until authorized to do so by

the Court. See id, After learning that Twitter would file a motion to modify the Twitter Order



so it could disclose it to ifs customers and subscribers, the government replied that although it
was not conceding the merits, it would voluntarily agree to move to unseal the Twitter Order to

allow such disclosure.

On January 5, 2011, Maéistrate Judge- granted the government’s application to
unseal .the Twitter Order and authorized Twitter to disclose it (“Twitter Unsealing Ordei™) based
on the government’s representation that it was in the best interest of the investigation to permit |
disclosure to Twitter’s subscribers and customers. See Roche Decl. Ex. 5 The government sent
the Twitter Unsealing Ordér to counsel for Twiiter on January 7, 2011.

On January 12, 2011, counsel for Google asked the government to agree to modify the
Order to allow Google to provide immediate notice of the Order to the- subscriber. See
Google Mot. at 7. The gove@ent did not agree to this proposed modification. When asked
why the government was taking a different position on Google’s request to modify tﬁe Order
than it had taken on Twitter’s similar request, the govemment responded, “It’s a different case.”
This response was intended as a general comment of the different circumstances surrounding the
two Orders and was not in;cended to be an assertion tha‘; the Orders related to different
investigations. Roche Decl. Ex. 7 at3, n. 1. The government, did however, offer to agreetoa
90-day 1i.mit on the non-disclosure period, subjectto a provision that would allow the
government to petition for extensions if disclosure would seriously jeopardize the investigation
or have an adverse result listed in 18 U.S.C. § 2705. Google declined this offer and filed its
motion to modify the Order on J_anuary 18,2011. Google Mot. at7. On February 9, 2011,
following a hearing, Magistrate Judge-enied Google’s motion in part, as described in

o

more detail above. Google now objects to this order.



Argument

1. _ Standard of Review
Google filed its objections pursuant to Federal Rule of Criminal Procedure 59, and
therefore this Court should review Google’s objections in accordance with the procedures of that
ule? See Google Mot. at 8. Rule 59(a) authorizes a party to file objections to a magistré.te
judge order that determines “any matter that does not dispose of a charge or defense,” Fed. R.-
Crim. P. 59(a), while Rule 59(b) authorizes a party to file objections to a magistrate judge’s
“proposed findings and recommendations” for disposing of “a defendant’s motion to dismiss or
quash an indictment or information, a motion to suppress evidence, or any matter that may
dispose of a charge or defense.” Fed. R. Crim. P. 59(b)(1), (2). In the instant rﬁatter, Judge
- deniai of Google’s motion is an order that “does not dispose of any charge or defense,” ‘
Fed. R. Crim. P. 59(a), and therefore Google’s objections to this ruling fall within the ambit of
Rule 59(a). Indeed, at least tw6 district courts have reviewed magistrate decisions about

§ 2703(d) orders under Rule 59(a). See Inre U.S. for Order Directing a Provider of Electronic

2 The objection procedures in Rule 59 apply when a district judge has referred to a magistrate
judge any maiter or motion that falls within the scope of subparts (a) and (b). See Fed. R. Crim.
P. 59(a), (b). Although there was no individual referral in this case, the district judges in this
district have “authorized and specially designated” magistrate judges “to perform all duties
authorized or allowed to be performed by United States magistrate judges by the United States
Code and any rule governing proceedings in this court.” E.D. Va. Local Cr. Rule 5.- Pursuant to
this Local Rule, Judge as authorized to issue the § 2703(d) order to Google because such
orders “may be issued by any court that is a court of competent jurisdiction,” 18 U.S.C.

§ 2703(d), which includes a magistrate judge of any district court of the United States that has
jurisdiction over the offense being investigated. See 18 U.S.C. § 271 1(3)(A) (defining “court of
competent jurisdiction”); 28 U.S.C. § 636(b)(3) (“A magistrate judge may be assigned such
additional duties as are not inconsistent with the Constitution and Jlaws of the United States.”).
Accordingly, the government agrees that Google may file its objections to Judge Bavisls Order
pursuant to Rule 59. .



- Communication Service to Disclose Records to the Government, 2008 WL 4191511, at *1 (W.D.
Pa. 2008), vacated on other grbund.s by 620 F.3d 304 (3d Cir. 2010) (reviewing objections to
magisirate judge’s denial of a § 2703(d) court order under Fed. R. Crim, P. 59(a) and 28 US.C. §
636(b)(1)); In re U.S. for an Order Authorizing the Disclosure of Prospective Cell Site
Information, 2006 WL 2871743, at *1 (E.D. Wisc. 2006) (same).

Under Rule 59(a), this Court must determine whether Judge -ruling was “contrary
to law ;)1' clearly erroneous” and should not modify or set aside his order unless this standard is
met. Fed. R. Crim. P. 59(a); see also 28 US.C. § 636(b)(1)(A) (“A judge of the court may
reconsider any pretrial matter under this subparagraph (A) where it has been shown that the
magistrate judge’s order is clearly erroneous or contrary to law.”); GTSI Corp. v. Wildflower
Int’l, Inc., 2009 WL 3245?8«96, at *2 (E.D. Va. 2009) (district court should overturn magisirate
judge’s civil non-dispositive discovery order only if it is “clearly erroneous or contrary to law”).
In addition, because Judge -was the judicial officer who issued the § 2703(d) order, his
“decision to seal, or to grant access, is subject to review under an abuse of discretion standard.”
Baltimore Sun Co. v. Goetz, 886 F.2d 60, 65 (4th Cir. 1989) (“[ T]he common law qualified right
of access to the warrant papers is committed to the sound discretion of the judicial officer who
issued thé warrant.”); see Media General Operations, Inc. v. Buchanan, 417 F.3d 424, 429 (4th
Cir. 2005) (quoting Goetz).

The parties disagree on the appropriaté standard of review. Google suggests that Judge

Google’s ob]ectlons under the de novo standard set forth in Rule 59(b). See Google Mot, at 9
But, Rule 59(b) is inapplicable here. Pursuant to his authority under Local Criminal Rule 5 and

18 U.S.C. §2703(d), Judge-issued an order, not “proposed findings and recommendations”



that would be subject to review under Rule 59(b). Furthermore, QOOgle’s original motion is
nondispositive for purposes of Rule 59 because it “does not dispose of a charge or defense,” Fed.
R. Crim. 59(a), and it is not a motion to dismiss or quash an indictment or information or a
motion to suppress evidence. Fed. R. Crim. P. 59(b)(1); ¢f. Aluminum Co. of Am., Badin Works,
Badin, N.C. v. US. Envil. Prot. Agency, 663 F.2d 499, 501 (4th Cir. 1981) (motio'n to quash ex
parte administrative search warrant was dispositive for purposes of 28 U.S.C. § 63 6(b) when it
“was not a ‘pretrial matter’ but set forth all of the relief requested™); compare In re Oral
Testimony of @ Witness Subpoenaed, 182 F.R.D. 196, 200-202 (E.D. Va. 1998) (for purposes of
determining if a magistrate order is dispositive, distinguishing administrative subpoenas, which
are final, appealable orders, from orders enforcing subpoenas issued in conneétioﬁ with civil and
. criminal actions, or with grand jury proceedings, which are normally not considered ﬁrlal) (citing
Reichv. National Engineering & Contracting Co., 13 F.3d 93, 95 (4th Cir.1993) (other citations
omitted). |

. Google’s motion simply sought to‘modify a § 2703(d) order that was issued as part of a
pending gfand jury investigation. It, therefore, falls within Rule 59(a), not Rule 59(b). The
cases Google cites in support of de novo review are inapposite as they apply to whether a district
court order is “immediately appeaiable final order” for purposes of appellate review under 28
U.S.C. § 1291, not to whether a Magistrate’s Order is dispositive or non-dispositive under Rule
593 Thus, the standard for this Court’s review is whether Judge"-ruling was “contraﬁ to

law or clearly erroneous.” Fed. R. Crim. P. 59(a).

3 Hyen assuming that Judge denial of Google’s motion is an “immediately appealable
final order” for purposes of establishing appellate jurisdiction under 28 U.S.C. § 1291, Google
Mot. at 9 (quoting Uhnited States v. Myers, 593 F.3d 388, 345 (4th Cir. 2010)), it does not follow
that Judge [ order was “dispositive” for purposes of Rule 59(b). Cf United States v.
Raddatz, 447 U.S. 667, 673 (1980) (observing that “the magistrate has no authority to make a

f



1I. The Orders Are Proper

Magistrate Judge - two Orders satisfy al_l statutory and constitutional requirements,
and the sealing and non-disclosure provisions should remain in effect for the limited time
provided in Order 2. Judge -committed no error in issuing the Orders and certainly
committed no clear error. Google has no statutory basié to challenge the sealing and non-
disclosure provisions of the Orders, and the- subscriber would not have a xi./alid basis.. to
challenge the Order even if Google did provide him with notice. In addition, unsealing and
permitting disclosure at this time is not in the best interest of the investigation. The unsealing and
disclosure of the Twitter Order has already seriously jeopardized the investigation, and the
government believes that further disclosures at this time will exacerbate the harm cansed by that
disclosure.

A. The Non-Disclosure and Sealing Provisions ‘'of the Order Are Proper Under 18
U.S.C. § 2705(b) and Local Criminal Rule 49.

As Judgeconcluded, the non-disclosure provision of the Order is appropriate under
18 U.S.C. § 2705(b). Under § 2705(b), the government may apply for an order commanding a
provider, such as Google, not to notify any other person of the existence of the order for such
period as the court deems appropriate. See 18 U.S.C. § 2705(b). The court, in furn, shall issue
the requested order:

if it determines that there is reason to believe that notiﬁcaﬁon of the existence of the . . .
court order will result in—

(1) endangering the life or physical safety of an individual,

(2) flight from prosecution;

final and binding disposition” as to a “dispositive” motion covered by 28 U.S.C. § 636(b)(1)(B)).
In fact, a “final order” of a magistrate judge would fall more squarely within the scope of Rule
59(a), which applies when a magistrate judge has entered “an oral or written order stating the
[magistrate judge’s] determination.” Fed. R. Crim. P. 59(a). '

8



(3) destruction of or tampering with evidence;

(4) intimidation of potential witnesses; or

(5) otherwise seriously jeopardizing an investigation or unduly delaying a trial.

18 U.S.C. § 2705(b).

Judge -also appropriately sealed the Order. It is generally recognized that the
public has a common law right of access, but not a First Amendment right of access, to judicial
documents, including documents ass.ociated with ex parte proceedings such as search warrant
affidavits. Media General Operations, Inc. v. Buchanan, 417 F.3d 424,429 (4tﬁ Cir. 2005); In |
re Washington Post Company v. Hughes, 923 F.2d 324, 326 (4th Cir. 1991). “But the right of
access is qualified, and a judicial officer may deny access to search warrant documents if sealing
is ‘essential to preserve higher values’ and ‘narrowly tailored to serve that interest.””” Media
General Operations, 417 F.3d at 429 (citations omijted); see also In re Knight Pub. Co., 743
F.2d 231,235 (4th Cir. 1984) (“[t]he trial court has supgrvisory power over its own records and
may, in its aiscretion, seal documents if the public’s rigﬁt of access is outweighed by competing

interests™). Sealing search warrants and their accompanying affidavits and applications is within

I

4 One such “higher value” is the protection of an ongoing criminal investigation. Process that is
issued in connection with an investigation into criminal activity serves “a compelling state
interest.”” In re Grand Jury Subpoena: Subpoena Duces Tecum, 829 F.2d 1291, 1305 (4th Cir.
1987) (Wilkinson, J., concurring) (citing Branzburg v. Hayes, 408 U.S. 665, 700 (1972)). Thisis
true no matter what criminal conduet is under investigation, as the compelling state interest
“does not turn” on the type of crime involved. Id.t The secrecy of criminal investigations is an
essential tool to further that interest. “[L]Jaw enforcement agencies must be able to investigate
crime without the details of the investigation being released to the public in a manner that '
compromises the investigation.” Va. Dept. of State Police v. Washington Post, 386 F.3d 567,
574 (Ath Cir. 2004); see also Times Mirror Co. v. United States, 873 F.2d 1210, 1215 (9" Cir.
1989) (“In other words, the secrecy of grand jury proceedings is maintained in large part to avoid
jeopardizing the criminal investigation of which the grand jury is an integral part.”).



the discretionary powers of a judicial officer where, among other things, an ““affidavit contain[s]
sensitive details of an ongoing investigation” and it is “clear and apparent from the affidavits that
any disclosure of the information there would hamper’ thie] ongoing investigation.” Media
General Operations, 417 F.3d at 430 (citations omitted); see also In re Search Warrant for
Matter of Eye Care Physicians of America, 100 F.3d 514, 518 (7" Cir. 1996).

The gox}emment’s application, without more, providéd sufficient basis for Judge Bavis to
conclude that notifying the-subscriber of the Order will have one or more of the adverse
results listed in § 2705(b). See Government Eﬁhibit 1 (ex parte). Based on this information,
Judge R :opropriately decided to maintain the Order under seal and prohibit its disclosure.

The adverse results of disclosing and unsealing the Twitter Order, including efforts to |
conceal evidence and harassment (discussed in Part I1T), further confirm that unsealing and
disclosing the Order would seriously jeopardize the investigation. Thérefore, this Court should
find that the non-di_sclosure and sealing provisions in the Order are proper under 18 U.S.C. §
2705(b) and L. Crim. R. 49 Judge.:onnnitted no error by including such provisions in the
Otrder, let alone clear error. |

B. Google Has No Statutory Basis to Challenge the Non-Disclosure and Sealing
Provisions in the Order.

Judge-con'ectly concluded that Google has no statutory basis to challenge the non-

disclosure and sealing provisions in the Order. Pursuant to § 2703(d), a service provider, such as
Google, may move to quash or modify an order “if the information or records requested are
unusually voluminous in nature or compliance with such order otherwise would cause an undue -
burden on such provider.” 18 U.8.C. § 2703(d). However, as déscﬁbed in more detail below,
Google has not shown — and cannot show — that corplying with the non-disclosure provisions of

the Order would cause an “undue burden” on Google.
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At the hearing on February 9, 201 1 , when asked about‘ its statutory authority to bring a
motion to modify the Order, Google could cite only to § 2703 (d).} First, Google claimed that it
would be an undue burden for it to comply with an Order it believed may be unlawful: Google
did not believe that the government could make the showing required for sealing and non-
disclosure when the government had agreed to unseal the Twitter Order one day before it -
obtained the Order in this case. Judge I <plained that § 2703(d) contained no provision
allowing a provider or subscriber to move to quash or modify an Order that the provider believed
to be improperly issued. Further, Judge - reasoned that Google had no evidence that the
Order was improperly issued. Finally, Google could not show that compliance would cause an
undue burden as required to quash or modify the Order uﬁder § 2703(d). See 18 US.C. §
2703(d). This is because under § 2703 (¢), no customer could successfully sue Google for
complying with the Order because the SCA prohibits causes of action against providers for
providing information in accordance with the terms of a court order. See 18 U.S.C. § 2703(e).

Second, Google argue_d that the Order was unlawful, and therefore, imposed an undue

- burden because the perpetual,l.lature of its non-disclosure provision. Google conceded that this
undue burden argument would be weakened, however, if Judge- modified the 6rdcr to
include a 90-day limit on the non-disclosure period. Third, Google argued that the Order
imposed an undue burden because it affected Google’s goodwill with customers, who might be -

prejudiced by Google’s compliance with the Order. See generally, Google Mot. at 3.5 Judge

5 The information in this paragraph is based on notes from the hearing and is not a verbatim
transcript of the events. Google was unable to point to any other provision for good reason, §
2708(d) provides that “[tJhe remedies and sanctions described in” the SCA. are the “only judicial
remedies and sanctions for nonconstitutional violations of [the SCA].” 18 U.S.C. § 2708; United
States v. Clenney, - B.3d ---,2011 WL 322640 at * 8 (4th Cir. 2011).

s Google has failed to support this assertion, however, by pointing to a relevant privacy policy
statement or by citing to any other occasion when it challenged a non-disclosure provisionin a §
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-ound, however, that even assuming an undue burden would be imposed on Google for
complying with an unlawful order, Google failed t‘o point to any evidence of the Order’s
unlawfulness, apart from the perpetual nature of the nondisclosure Order. The court then
modified the Order to limit the nondisclosure provision to 90 days with the ability of the
governmient to petition for an extension of 60 days.

As deseribed above, Judge - correctly interpreted the unambiguous Ianguaée of the
SCA. Google hasno meritorious: statutory basis to move to modify the non-disclosure and
sealing provisions of the Order. Judge - committegi no error in denying Google’s motion in
part and glianting it in part to limit the duration of the non-disclosure provision. Thus, the Orders
are not clearly erroneous or contrary to law.

C. The Order Is Constitutional.

a. The Subscribers Have No Meritorious Statutory or Constitutional Claims

Google also claims that the Order, which seeks limited subscriber information and
transactional records but not the content of any communications, “may raise significant
constitutional and statutory issues.” Google Mot. at 12. First, Google argues that the Court
should exercise its discretion to modify the Order to allow Google to give notice to the (NN
subscriber, who may wish to assert -- as he has with respect to the Twitter Order -- statutory and
constitutional arguments, including alleged violations of the First and Fourth Amendment.

Google Mot. at 12-13 (citing Roche Decl. Ex. 3).

2703(d) order. Indeed, Google customers know about and consent to lawfully issued legal
process. See Google Privacy Policy, htto://www.google.com/privacy/privacy-html (last visited
Feb. 28, 2011) (explaining that Google “shares personal information with other companies or
individuals outside of Google” when Google has “a good faith belief that access, use,
preservation, or disclosure of such information is reasonable necessary to . . . satisfy any
applicable law, regulation, legal process ox enforceable governmental request.”).
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For the reasons explained in the Government’s Opposition to Google’s Motion (Roche
Decl. Ex. 7), incorporated here by reference, the Order is proper, and neither the-
subscriber nor Google can mount a viable challenge. Further, any additional arguments that the

-ubscriber has raised in opposition to the Twitter Order (Google Mot. at 12-13), and may
seek to raise in this case, lack merit for the reasons explained in the government’s Objection to
the Motion of the Three Twitter Subsc‘ribers to Vacate Order of December 14, 2010, Under.§
2703 (d); Govt. Bx. 2 (ex parte).7

In short, even if the- subscriber had notice of the Order, he would not be entitled to
bring a wide-ranging motion to vacate it. Although the SCA authorizes some judicial remedies
for subscribers who seek to challenge orders, see 18 US.C. § 2704(b), these remedies apply to
legél process seeking the content of the subscriber’s communications and do not apply to legal
process for business records under 18 US.C. § 2703(d), like the Order here. As noted above,
Congress did not provide subscribers with wide-ranging remedies that would allow them to
challenge non-content orders, such as the Order here, for alleged nonconstitutional violations of
the SCA. See 18 U.S.C. § 2708.

Even if the-,subscriber had standing to assert a constitutional claim and wished to
assert a First Amendment challenge, the claim Would be meritless. As the Supreme Court has
recognized, “neither the First Amendment nor any other constitutional provision protects the
average citizen from disclosing to a grand jury information that he has received in confidence.”
Branzburg v. Hayes, 408 U.S. 665, 682 (1972). This is true even if WikiLeaks is a journalistic
enterprise, which Google claims is a matter of public debate but does not allege, and which the

government does not concede. Google Mot. at 4. Asthe Supreme Court has concluded, “the

7 pending Magistrate I 1ing on the unsealing of this pleading, the government files
it in this case ex parte and under seal in an abundance of caution.
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Constitution does not . . . exempt the newsman from performing the citizen’s normal duty of

appearing and furnishing information relevant to the grand jury’s task.” Id. at 691. Indeed,
journalists have no' special privilege to resist C(;mpelled disclosure of their records, absent -
evidence that the government is acting in bad faith. See In re Shain, 978 F.2d 850, 852 (4th Cir.

1992); see also Univ. of Pennsylvania v. E.E. 0.C.,493U.8. 182,201 n.8 (1990) (implying that
“the bad-faith exercise of grand jury powers” is the only basis for a First Amendment challenge
‘toa subpoena);

The-r subseriber here could not quash the Order because he could not show that the
government has écted in bad faith or with the intent to harass, either in conducting its criminal
investigation or in obtaining the Order. See United States v. Steelhammer, 539 F.2d 373, 376
(4th Cir. 1976) (Winter, J., dissenting), adopted by the court en banc, 561 F.2d 539, 540 (4th Cir.
1977) (“[Tlhe regord fails to turn up even a scintilla of evidence that the reporters were
subpoenaed to harass them or to embarrass their newsgathering abilities . . .”). The government
described the nature of its investigation in its application for the Order, and a neutral magistréte
had an oppoMW to review it before issuing the Order. The magistrate concluded that the
Order was proper because the government “offered specific and articulable facts showing that
there arc reasonable grounds to believe that the records or other information sought are relevant
and material to an ongoing criminal investigation.” Roche Decl. Ex. 1; see also 18 US.C. §
2703(d).

The - subscriber’s potential challenges to the Order are even weaker because of the
Order’s limited scope. The Order requires Google to disclose certain business and transactional
records about the -éubscﬁber’s account. See Roche Decl. Ex. 1. The- subscriber

has no reasonable expectation of privacy under the Fourth Amendment in these records. See
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United States v. Bynum, 604 F.3d 161, 164 (4th Cir. 2010) (individual has no subjective or
reasonable expectation of privacy in his internet and phone "subscriber information," i.e. his
name, email address, telephone number and physical address) (citing Smith v. Maryland, 442
U.S. 735, 744 (1979) and United States v. Perrine, 518 F.3d 1196, 1204 (10th Cir. 2008)). It is
difficult to imagine how any First Amendment rights of the Subscriber could be infringed by
Google’s disclosure of business records such as these, and Google has not asserted otherwise.

b. Google Has No Meritorious First Amendment Claims

Google claims that the Order’s non-disclosure provisions constitute a prior restraint on its
speech that violates Google’s own First Amendment rights. Googie Mot. at 13 Google is
wrong. Courts regularly issue sealing orders, protective orders, aﬂd other non-disclosure orders
that precludé private parties from discussing matters before the court. See e.g., Inre Application
of United States of America for an Order Pursuant to 18 U.S.C. § 2703(d) Directed to
Cablevision Systems Corp., 158 F.Supp.2d 644, 648-49 (D. Md. 2001) (holding that the
Electronic Communications Privacy Act implicitly repealed provisions of the Cable
Communications Policy Act that required notice to a subscriber of a cable company service of a
court order directing disclosure of the subscriber’s personal information) (citing in support, 12
U.S.C. § 3409 (authorizing delayed notice for financial institutions); 18 U.S.C. §§ 2511(2)(a)(ii)
(prohibiting disclosure of wire interceptions); § 3123(d) (prohibiting disclosure of pen registers
or trap and frace devices)j. '

Indeed, 18 U.S.C. § 2705(b) was enacted almost twenty-five years ago, and to the
government’s knowledge, no court has ever held that its procedures fail to comply with the
requirements of the First Amendment. See Electronic Communications Privacy Act of 1986, PL
99-508, § 201, 100 Stat. 1848 (1986). Furthermore, Judge I Order 2, adopting a modified

form of the government’s proposal, limited the non-disclosure petiod to 90 days, subject to a
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possible court-ordered extension of no more than 60 days. Even Google recognizes that
“pondisclosure requirements of a limited duration are not uncommon in normal investigations.”
Google Mot. at 14. See In re Sealing and Non-Disclosure of Pen/Trap/2703(d) Orders, 562
F.Supp.2d 876, 881-82, 895 (S.D.Tex. 2008) (recognizing that “restrictions on speech and public
access are presumptively justified while the investigation is ongoing” and permitting a 180-day
period for non-dlsclosure with a provision to allow the government to move for extension).

For all the reasons set forth above, the Order, including its non-disclosure and sealing
requirements, as amended by Order 2, is proper in ev'ery respect. Google has no basis to
cﬁallenge the Olljder under the statute or the constitution. Judge iommitted no error, and
the Orderé are neither clearly erroneous nor contrary to law. |

T  The Disclosure of the Twitter Order Does Not Justify Disclosure of This Order,
Particularly When Unsealing the Twitter Order Already Has Seriously Jeopardized
the Investigation,

Google argues that because the government voluntarily agreed to the unsealing and
disclosure of the Twitter Order, the Court should do 'so here, particularly because both orders are
part of the WikiLeaks investigation, the existence of which has been publicly acknowledged.

See Google Mot. at 9-12. Google is mistaken. The government’s decision to voluntarily move

. to u.nseal and permit notice of the Twitter Order was based upon its particularized assessment of
the continuing need for sealing and notice preclusion. This decision was a reasonable exercise of
the government’s prosecutorial discretion and should not bind the government as to other orders.

Moreover, the unsealing and disclosure of the Twitter Order already has seriously
jeopardized the investigation despite the publicly acknowledged investigation. Unsealing and

allowing disclosure by Google will exacerbate the harm. Indeed, in light of the events that
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followed the unsealing and disclosure of the Twitter Order, had the government known then
what it does now, it wouid not have volungarily filed the motion to authorize it.

These events are detailed in the Government’s Response to the Google Motion (Roche
Decl. Ex. 7) and are incorporated here by reference. They show how the circumstances have
changed in the investigation since — and in part as a result of — the government’s decision to
unseal and disclose the Twitter Order. In short, the disclosure and unsealing of the Twitter Ordér
has seriously jeopardized the investigation.

First, the government confirmed that despite the public nature of the investigation,
disclosure of the particular investigative step at issue in the Twitter Order increased th;a risk that
witnesses and targets would alter their modes of communication to evade future investigative
efforts. One re‘ason for sealing and ordering non-disclosure under Section 2705 in the Twitter
case, as well as here, is that disclosure would seriously jeopardize the investigation because it
might cause suspects to change their patterns of behaviour and notify confederates to change
their patterns of behaviour. Once the Twitter 6rder was unsealed, the |JJJubscriber to
Twitter announced a change in his behavior and made a general announcement to others who
might potentially have evidence felevant to the investigation by posting a message to Twitter on '

3 anuary 7, 2011, that stated “Do not send me Direct Messages — My Twitter account contents

have apparently been invited to the (presumably Grand Jury) in Alexandria.” See Roche Decl.

Ex. 7, Gov't Ex. 2

Second, the disclosure and unsealing also presented the unforeseen risk of witness
intimidation. Google belittles this risk. Protecting witnesses from public exposure, however,
encourellges them to voluntarily come forward and to testify fully without fear of retribution.

These two core principles underlie the need for secrecy in the grand jury process. See United
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States v. Reiner, 934 F. Supp. 721, 723 (E.D.Va. 1996) (citing Douglas Oil Co. v. Peirol Stops
Northwest, 441 U8, 211, 219. (1979)). Other providers — who are potential witnesses - may fear
that public exposure of their willing compliance with court orders relating to this investigation
will hurt their reputation and feel pressure to challenge non-disclosure orders. Providers might
also fe‘ar retribution beyond damage to goodwill. The press has widely reported that companies
who withdrew their services from Wi.kiLeaks have been cyber attacked. Chariie Savage, F.B.1
‘Warrants Into Service Attacks by WikiLeaks Supporters, NY Times,
http://www.nytimes.com/201 1/01/28/us/28wiki.html

Third, repeatedly unsealing and disclosing process during an ongoing investigation
presents a heightgned n'gk of jeopardizing the investigation, potentially revealing each step the
government has taken anc.l highlighting those that have yet to be taken. The subjects of the
investigation do not yet know what the government knows. And each piece of the investigative
puzzle revealed to them provides them with a better picture.

Finally, the disclosure and unsealing of the Twitter Order has already resulted in
harassment that disrupted the inveétigation by diverting resources and aitention. A similar
reaction can be expected if disclosure and unsealing is authorized here.

Just as the govemmeﬁt then underestimated the degree of damage that would result from
the unsealing and disclosure of the Twitter Order, Google underestimates the likely damage that
would attend unsealing and disclosure in this matter. Forall of these reasons, the government
has not agreed to disclosure of the Order. The non-disclosure and sealing provisions of the
Ord(;.r remain legally justified, and disclosure is not in the best interest of the investigation.
Judge JJffcommitied no exror in so concluding énd the Orders are not clearly erroneous or

contrary to law.
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Conclusion
In conclusion, the Court should overrule Google’s objections. The Orders, including the
limited sealing and non-disclosure, provisions, remain warranted more than ever. Unsealing and
disclosure of the Order would signiﬁcantly jeopardize the investigation. Finally, the United
States respectfully suggests that a hearing is not necessary in this case. The legal issues are not

novel, and oral argument would not aid the Court in reaching its decision.

Respectfully Submitted,

United States Attorney

Assistant United States Attorney
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UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

EHED -7 P ]
Alexandria Division CLERK US DISTRICT COURT
ALEXANCRIA, VIRGINIA
IN THE MATTER OF THE ) ;
§2703(d) ORDER RELATING TO )  MISC.NO. 10GJ3793
TWITTER ACCOUNTS: ) No. 1:11DM3 (Judge Buchanan)
WIKILEAKS, ROP_G; IOERROR; ) -
AND BIRGITTAJ )  Hearing: February 15,2011
' ) 10:30 a.m.
)
) UNDER SEAL

GOVERNMENT'S OBJECTION TO MOTION OF THREE TWITTER
SUBSCRIBERS TO VACATE ORDER OF DECEMBER 14, 2010, UNDER § 2703(d)

The United States of America, by and through Neil H. MacBride, United States Attomey,
Eastern District of Virginia, and John 8. Davis, Assistant United States Attorney, objects as
follows to the Motion of Real Parties in Interest Jacob Appelbaum, Birgitta Jonsdottir, and Rop
Gonggrijp to Vacate December 14, 2010 Order:

I. . Background

Op December 14, 2010, this Covrt entered a sealed oxder (the Order) pursuant to 18
U.S.C.'§ 2703(d) directing Twitter, Inc., to disclose certain non-content records and other
information pertaining to Twitter accounts, including those identified as rop_g; ioerror; and
birgittaj. For each account, the Order specitied the following customer ot subseriber
information, for the period November 1, 2009, 1o the date of the Order:

‘subscriber narmes, user names, SCreen names, or other identities;

1
2, mailing addresses, residential addresses, business addresses, e-mail addresses, and
other contact information; .

3 connection records, ar records of session times and durations;
4, length of service (including start date) and types of service utilized;
5. telephone or instrument number or other subscriber number or identity, including

“any temporarily assigned network address; and



6. . means and source of payment for such service (including any credit card or bank
account number) and billing fecerds.

The Ordei also identified additional recerds, for the saime Twitter accounts and same time
period:

1. records of user activity for any connections made to or from the Account,
including the date, time, length, and method of connections, data transfer volume,
user name, and soutce and destination Internet Protocol address(es);

2, non-content information assoclated with the contents of any communication or
file stored by or for the account(s), such as the source and destination email
addresses and IP addresses. :

3, corresponderice and notes of records related to the account(s).

On January S, 2011, this Court unsealed the Order (but iio other document in this matter),
and authorized Twitter to disclose it. Twitter thereafter gave notice of the Oxder to the affected
account holders, including the three “real parties in interest,” who are movants here: Jacob
Appelbauin (associated with icerror), Birgitta Jonsdottir (associated with birgittaj), and Rop
Gonggrijp (associated with rop_g) (colleetively, the Subscribers).

After discussions with counsel, on January 12, 2011, the 'govemmcnt agreed with Twitter

to a narrowing of the terms of the Order, reducing the number of records to be disclosed.! “On

10n or about January 12, 2011, the government informed Twitter and the Subscribers that it
agreed to the following with respect to the Order: 1. The. government expected Twitter to
provide information covered by the Order only for the four listed Twitter accounts (Wikileaks,
rop_g, ioerror, and birgiittaj) between November 15, 2009 and June 1, 2010; 2. fo the extent
Twitter has no iformation responsive to cettain parts of the Order, for example credit card
information, it need not provide such information: 3. the government had not sought and did not
expect to receive the contents of any commurications; 4. the government did not expect Twitter
to provide records that would be unusually voluminous in nafure ox would otherwise cause an
undue burden to produce. Twitter should let the government know if it belicved any portion of
the Order would be unduly burdensome after consultation with its engineers, For example, the
government did not expect Twitter to produce the records of user activity for any connections to
or fiom the Account relating to public followers of a Twitter account, Apache Togs, or replies to
Twitter feeds; 5. the government and Twitter understood that the records of user activity for any
connections to or from the Account wou Id include the TP addresses of the Account holder’s
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January 26, 2011, the Subscribets moved to vacate the Order, citing a variety of statutory and
constitutional grounds. The government hereby abjects to the Subscribers’ motion.

.  Argument

A, Section 2..703((]) Does Not Authorize the Subscribers to

Challenge a “Non-Content” Order For an Alleged Non-
Coustitutional Violation of the Statute, and, in Any Event, This
Court Has Already Deterniined That the Order is Based Upon
“Specific and Articulable Facts,”

The Subscribers first argue that no “s_peeiﬁc and articulable facts” demonstrate that the
Twitter records identified in the Ord;:r are “relevant and material” to a criminal investigation, as
§ 2703(d) requires. Although they are not privy to the Order’s factual basis (which remains
sealed), the Subscribers contend that because their “Tweets” c.overed a “broad range of non-
WikiLeaks t?)pics,” the records identified in the Order necessarily include data “that has no
connection whatsoever to WikiLeaks and canrnot be relevant or material to any investigation.”
(Mot. Vacate at 6-7.) Accordingly, say the Subscribers, the Order must be vacated and the
government’s application disclosed, to allow them “a fair- opportunity to challenge the
Government’s assertions and highlight any material misstatements or omissions.” (Mot. Vacate

at7.)

logins; and G. the government believed that the records of user activity for any connections to or
from the Account would include non-content information relating to direct messages between the
four accounts listed in the Order (Wikileaks, rop_g, {oerror, and birgiittaj), for example non-
coritent infornation reflecting the fact that a message was passed between such accounts. The
government also understood that Twitter was looking into whether it agreed that the Order
covered such connection records and whether it was possible to produce them from an
engineering standpoint. The government confirmed that it was not seeking any information
(content or non-content) relating to direot méssages except those exchanged among any of the
four accounts listed in the Order.



The Subscriber’s statutory claim is meritless. As this Court has already determined, the
govemnment’s application for the Order (the Application) satisfied the goveming standard by
alleging “specific and articulable facts showing that there ate reasonable grounds to believe theit
the records or other infOrmgtion sought are relevarit and material to an ongoing cririnal
investigation.” (Orderat 1.) The Order is therefore fully compliant with § 2703 (d), and the
Court should reject the Subscribers’ s‘pequl‘aﬁon that the Application “likely contains material
errors ot omissions” that rénder it ipsuﬁieient. (Mot. Vacate at 1.)

| Several additional reasons require rejection. of the Subscribers’ § 2703(d) argument, In
the first place, the Subscribers cannot move to vacate the Order on statutory grounds, The Order
was issued under 18 U.S.C. § 2703(d), which is part of the Stored Communications Act (18
U.S.C. §§ 2701-12) (the SCA). That Act expressly prohibits the improvising of remedies.
Specifically, Congress provided that “[f]he remedies and sanctions described in [the SCA] are the
only judicial remedies and sanctions for nonconstituﬁona] violations of [the SCA].” 18 US.C. §
2708; see.United States v. Clenmey, No. 09-51 14, slip op. at 13 (4" Cir. Feb. 3, 2011). Thus,
because the Subscribers’ first argument alleges a nonconstitutional violation of § 2703(d), tﬁey
may invoke only the “judicial remedies” described in the SCA to address the putative illegality.
Accordingly, in challenging the Order based on an alleged violation of the § 2703(d) standard,
the Subscribers must identify authority in the SCA that permits su(;h a motion in the first place,
But the Subscribers have failed to do so, and with good reason — the SCA does not authorize
them to move o vacate the Otder for & nonconstitutional § 2703(d) violation.

The SCA provides only two ways o challenge a § 2703(d) order. First, the “service

provider” may move to quash or modify the order «if the information or records requested are
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unusually voluminous in naure or compliance with such order otherwise would cause an undue
burden on such provider.” 18 U.S.C. §2703(d). This remedy would theoretically be available to
Twitter, the named se'rvi'ce{.)rovid&, but it is not gvailable to the Subscribers.

Second, a “subsciiber or customer” may move to vacate an order, but only under certain
conditions, including when the order seeks the contents of that subseriber or customer’s
communications. See 18 U.5.C.§ 2704(b)(1)(A) (motion fo vacate must state “that the applicant
is a customer or subscriber to the service from which the contents of electronic communications
[maintained for him have been sought™). Here, of course, the Order seeks only “non-content”™
records and information abput the Subscribers’ Twitter accounts.

Notably, sﬁbscribers are not entitled to notice that the government has sought disclosure
of non-content information under § 2703(c), as the government has here. See 18 US.C.§
2703(c)(3) (“A governmental entity receiving records or information under this section is not
required to provide notice to a qubscriber or customer”). Onthe other hand, if the government
were seeking content irfformation uider Section 2703(b), notice- (dlbei’t no'tipe. that may be
delayed) is requi.red‘ unless a search warrant is obtained. See 18 US.C. § 2703(b)(1). Since
Congress required that subscribers be notified only when content is disclosed,l it makes sense that
Congress provided subscribers with the ability to contest only such disclosures, See Clenney,
No. 09—51 14, slip op. at 12 (noting that statute “draws a di'sﬁnetion bétween the content of a

communication and the records pertaining to a communication service account”™).?

2[f the Subscribers have been aggrieved by a wilful violation of the SCA, 'thcy may sue the
Uniited States for money damages under 18 US.C. § 2712, Challenging the Order in-the manner
chosen here, however, is simply notf among the options Congress authorized.
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The above-described legal framework comports with practical demands and with
common sense. Pre-indictment challenges can interfere with ongoing criminal investigations,
and Congress carefully and appro priately tailored the ability to challenge the government’s
acquisition of non-content information. Because the Subscribers cannot avail themselves of the
only remedies set forth in the SCA, the Subscribers have no basis to move to vacate the Order on
statu’lrory grounds.

Moregver, even assuming fhiat the procedures in § 2704(b) were avaifable to the
Qubscribers, any challenge to the Order under § 2704(b) would fail. That section provides that a
motion to vacate must be denied if “there is-a reason to believe that the law enforcement inquiry
is legitimate and that the communications sought are relevant to that inquiry.” 18§ US.C. §
2704(b)(4). In-this case, any motion to vacate the Order under § 2704(b) would be denied
becanse in the Order this Coust has alrgady concluded that the government satisfied the higher §
2703(d) standard of providing “specific and articulable facts showing that thiere are reasonable
. grounds to believe that the records or other information sought are relevant and material to an

ongoing criminal investigation,”

3By its terms, section 9704(b) does not permit custoners 10 contest whether the records
sought by a § 2703(d) order are material to an investigation, and legislative history confirmis that
Congress intended not to provide customers with this authority. As described above, until 1994,
the standard for issuing a § 2703(d) order was identical to that for evaluating a § 2704(b)
challenge: in both cases, courts had to determine whether the records sought were “relevant to a
legitimate law enforcement inquiry.” See Pub..L. 99-508, Title I1, § 201, Oct. 21, 1986, 100 Stat.
1861. In 1994, Congress changed the § 2703(d) standard to requive that the records be “relevant
and material to an ongoing criminal investigation,” but left § 2704 unchanged, thereby
precluding customers from employing the new materiality standard in § 2704 litigation. See -
Pub.L. 103-414, Title I, § 207(a), Oct. 25, 1994, 108 Stat. 4292.



Lacking a legitimate statutory remedy, the Subscribers instead ask the Court to review its
own issuance of the Order de nove and evaluate, again, whether the Application meets the
“speciﬁp and articulable facts” standard in 18 US.C. § 2703(d). (Wlot. Vacate at 4-6.) For all
the reasons set forth abeve, the SCA does not allow the Subsecribers to seek such a review.
Further, even if this Court were to reconsider thé Application, it would find it more than
sufficient to meet the § 2703(d) standard. Specifically, as narrowed by the government’s
agreement with Twitter, the Order seeks certain non-content business records that .may be
obtained via a subpoena with no threshold showing to the court, namely (a) subscriber
information, including the subscriber’s name, address, cormection records, subscriber number,
and length of service; and (b) correspondence and records relating to an acqount. These types of
business records can be routinely obtained from providers by subpoena, and the Subscribers have
no reasonable expectation of privacy iti them. See Clenney, No. 09-5114,at11 (recognizing that
under § 2703(c)(2) government can bypass warrant or court order procedures “and simply
subpoena the records if it seeks only basic subscriber information, such as the name and address
of the customer and telephone call logs™); United States v. Bynum, 604 F.3d 161,164 (4th Cir.
2010) (individual had no subjective or reasonable expectation of privacy in his interﬁet and
~-phone “subscriber information," i.ehis-name, email address, telephone number and physical
address, when he voluntarily conveyed this information to internet and telephone compﬁnies)
(citing Smith, 442 U.S. at 744, and. United States v. Perrine, 518 F.3d 1196, 1204 (10th Cir.
2008)).

Futther, the following non-content information is the only material soughit from Twitter

that required the governmént to shaw specifie and articulable facts to support a reason to believe



{hat such information was televant and material to an ongoing criminal investigation. (The
Application adequately established this, as this Court has already found.) Asnarrowed by the
government’s agreement, see note 1 supra, the Order requires disclosure of the following non-

content information:

1. Records of user activity for connections made between the four listed accounts (to
or from), including IP addresses (which are akin to telephone numbers for a
computer), and dates and times (this would include the IP addresses of direct
(private) twitter messages ‘between the rélevant accounts, for example); and

2. non-content information associated with the contents of communications or stored

files (this would include, for example, the IP address of the recipient of a direct
message to the extent that réciplent is also an account user).

At least one court has ruled that “the ‘specific and articulable facts’ standard derives from
the Supreme Court's decision in Terry.” United States v. Perrine, 518 F.3d 1196, 1202 (10th Cir.
2008) (citing Terry v. Ohio, 392 U.S. 1(1968)). It follows that «fhig standard is a lesser one than
probable cause.” [ re Application of United States for an Order Directing a Provider of
Eleetronic Communication Service to Disclose Records to Government, 620 E.3d 304,313 (3d
Cir. 2010) (Third Circuit Op,l;nion); see United States v. Warshak,— F.3d —, 2(_)10 WL
5071766, at *16 (6™ Cir. Dee. 14, 2010) (noting “diminished standard that applies te § 2703(d)
applications™); see also 8. Rep. No. 09-541, at 44-45 (1986), reprinted in 1986 U.S.C.CAN.
3555, 3598-99. The Terry standard-is met “when an officer * poinifs] to specific and articulable
facts which, taken together with rational inferences from those facts, ev ince more than an
inchoate and unparticularized suspicion orhurch of criminal activity.’” United States v. Mason,
628 F.3d 123, 128 (4th Cir. 2010) (quoting United States v. Branch, 537 F.3d 528, 336 (4th Cir.
2008)).

The Subscribers imply that the “specific and articulable facts” standard is more onerous



than the Terry rule (Mot. Vacate at 5), but they identify no court that has adopted this position,
and the government is aware of none. The presence of the word “material” in 18 U.8.C.

§ 2703(d) does not transform the § 2703(d) staridard intd one that requires a showing that the
records sought are “vital,” “highty relevant,” or “essontial,” as the Su‘bscri‘bers suggest. (Mot
Vacate at 5.) The Subscribers’ confrary argument is based on cases that discuss “materiality” in
contexts very different fromt § 2703(d). See (Mot. Vacate at 5); United States v. Valenzuela-
Bernal, 458 U.S, 858, 867-73 (1 982) (evaluating whether deportation of potential witnesses
vioiated defendant’s constitutional rights); Roviaro v. United States, 353 U.S. 53, 62-65 (1957)
(evaluating whether government could wi't.hhold‘ id;e-ntity of undercover informer); United States
v. Smith, 780 F.2d 1102, 1109 (4th Cir. 1985) (evaluating whether government could preclude
defendant from introducing classified information at trial). Here, the facts described inthe

" Application fully meet the Terry standard and therefore satisfy § 2703(d)’s requirements.
Mason, 628 F.3d at 128.

Further, there is no merit to the Subscribers’ claim that the records described in the Order
carmot be “relevant and material to an ongoing criminal investigation” simply because some of
them relate to communications “that have nothing whatsoever to do with WikiLeaks.” (Mot.
Vacateat 6.) By the Subscribers” logic, the government could never use a § 2703(d) order to
obtain email transaction logs or phorie bills unless the government could show that every email
or phone call related directly to the crime under investigation, And their position has radical
practical implications. Should providers be required in the first instance to review individual
transaction records to determine relevancy? Providers are singulatly ill-equipped to determine

precisely what information would be relevant to an ongoing investigation. The government is



aware of no court that has adopted such a restrictive and impradtical view of § 2703(d). Noris
such a view required by law. See Inre Subpoena Duces Tecum, 228 F.3d at 348-49 (in
explaining that subpoenas are less intrusive than search warrants and therefore require a lower
standard, noting that “{tJhe Govermnment cannot be required to justify the issuance of a grand jury
subpoena by presenting evidence sufficient to establish probable cause because the very purpose
of requesting the information is to ascertain whether probable cause exists™) (quoting United
States v. R. Enterprises, Inc., 498 U.S. 292 (1991)). Contrary to the Subscribers’ assertions, the
Order requites the production of very limited trmsaietim-'nal information that is directly relevant
and material to the ongoing criminal investigation, ‘This is especially true since with the
govemment’s agreement the Order is limited to connection information between the identified
account holders.

Inn summary, because the SCA strictly limits the remedies available to subscribers whose
non-content information is sought, the Subscribers cannot challenge this Court’s finding under §
2703(d).that “specific and aﬁiculable facts” support the Otder. And even if they could mount
such a challenge, it would fail, since the facts in the Affidavit are rore than sufficient.

B. The Order Does Not Infringe Upon Any First Amendment
Rights Held by the Subscnbers

The Subscribers next protest that the Order, which secks limited subScriber infoimation,
such as names and addresses, and transactional records, such as connection data, all of which are
business records of Twitter but not the content of the Subscribers’ commuynications, “threatens

the Parties” protected First Amendment rights.” (Mot. Vacate at 7. The Subsciibers accuse the

sNeither Mr. Gonggrijp nor Ms Jonsdottir appears to be a United States citizen. Additionally, no
information, whether in their filing or within the f,ovemmcnt’s knowledge, suggests that either of
them maintained a significant continuing presence in the United States during the period of the
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government of undertaking a “fishing expedition” that may chill their rights “to speak freely and
associate with others.” (Mot. Vacate at 8.) They conclude that under the First Amendment,
unless the governmerit can show that the information sought “would further a compelling
interest,” and that its request is “the least restrictive way to serve that interest,” the Order must be
vacated. (Mot, Vacate at 10.)

But the Subscribers® arguinent is long on rhetoric and short on facts demonstrating an
actual “chill” on First Amendment freedoms. In reality the Qrder, which is not conceptually
diffe;ent from a routine subpoena seeking telephone subscriber information and foll records from
a teleph-one company, in no way inhibits the exercise of First Amendment rights.

Moreover, the Parties cannot demonstrate that they are entitled to “particular scrutiny™ of
. the Order based on alleged First Amendment interests. (Mot. Vacafe at 8.) The Fourth Circuit
has specifically declined to apply the «gubstantial relationship” test, which balances First
Amendment freedoms against the _govmment’s interest in investigating crime, to a grand jury
subpoena seeking corporate records of a distributor of sexually explicit films. Irz re Grand Jury
87-3 Subpoeria Duces Tecum, 955 F.2d 229, 234 (4 Cir..1992). Instead, the court directed the

district court to “balance the possible constitutional infringement and the government’s need for

investigation. There is a legitimate question whether the rights under the Constitution of non-
citizen, non-national, non-residents of the United States are substantially identical to those of
citizens, residents, or individuals acting within the United States. See, e.g., United States v.
Verdugo-Urquidez, 494 U.S. 259, 265 (1990) (textual analysis of Constitution “suggests that ‘the
people’ protected by the Fourth Amendment, and by the First and Second Amendments . . . refers
to a class of persons who are part of & national community or who have otherwise developed
sufficient connection with this country to be considered part of that eommunity”). Mr. Gonggrijp
and Ms, Jonsdoitir do not address this threshold question before making arguments that imply
that the First and Fourth Amendments apply to them just as they do to Mr. Appelbaum (who isa
United Staftes citizén). Inany event, for the reasons set forth /rfra, none of the Subscribers
identifics a constitutional violation warranting the extraordinary relief that they seek.
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documents” when ruling on the motion to quash, “on a case-by-case basis and

any special burden on the government.” Id.

without putiing

Doubtless, as the Subscribers assert, the freedoms of specch and association constitute

important rights protected by the First Amendment. But, setting aside legal platitudes, the

Subscribers fail to present a cognizable First Amendment claim. The irony pr

esented in this case

is that the Subscribers publicly posted their Tweets -- the contents of their messages -- on the

Internet, Information about the Subscribers® Twitter followers was.also public, since the

followers of the Subscribérs’ Tweets posted their replies on the Intemet. Thus, although the

Subscribers claim ofherwise, the gavernment has not embarked an-a “fishing expedition into

information about their postings.” (Mot. Vacate at 8.) Nothing remains to fish for, since the

Subscribers and their associates have already made their postings available for all the worldto

see, and can have no expectation of privacy in them. Nor.does the government seek the contents

of any of the Subseribers® private direct messages (akin to private Internet chals), or seek to

identity others with whom the Subscribers communicated by direct messages.

(Mot. Vacate at

8.) As narrowed by the goyemmentfs agreement with Twitter, the Order's scope extends only to

non-content connection records for past communications involving the identified account

holders~ It does not seek prospective connection records; or attempt to-identify the Subseribers” - —— -

associates. [t does not control o ditect the comtent of the Subscribers’ speech, or restrain, punish

or burden any speech or association in which the Subscribers may have éngaged. For goad

reason, the Subscribers fail to explain how the Oxder chills their freedom of speech or

association: they cannot. See Univ. of Permsylvania v. E.E.0.C., 493 U.S. 182, 197-98 (1990)

(subpoena for academic papers did not impose contént-based or dircet burden
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Branzburg v, Hayes, 408 U.S. 665, 682, 691 (1972) (requiring reporter to comply with subpoena
“involves no restraint on what newspapers may publish, or on the type or quality of information
reporters may seek to acquire,” nor does it threaten “a large number or percentage of all
confidential news sources”).

Thus, éver_l if the “substantial r_eIat_ionslﬁp” test were required in the Fourth Circuit --
which it is not — since enforcément of the Ordet will not chill speech or association, that test
would not apply. nre Gr.and Jury 87-3 Subpoena Duces Tecum, 955 F.2d at 234 (following
Branzburg and University of Pennsylvania). To the extent that the provider, Twitfer, stands in
the same shoes as an ordinary citizen before this Court, “neither the First Amendment nor any
other constitutional provision protects {it] from disclosing to & grand juty information that [it]
has received in confidence,” absent a showing of harassmeént or bad faith. Branzliurg, 408 U.S.
at 682, 707; Univ. of Pennsylvania, 493 U.S. 21201 n.8 (1990) (implying that “tﬁe‘ bad-faith
exercise of grand jury powers” is the only basis for a First Amendment challenge to a subpoena);
In re Shain, 978 F.2d 850, 852 (4th Cir. 1992).

Finally, the Subscribers do not allegé — and cannot show — that the government has acted
in bad faith, either in condueting its criminal investigation or in obtaining the Order. The
- govemment described the nature of its investigation in its Application, allowing the Court to

assess the legitimacy of the case before deciding to issue the Order. The government’s decision

sMost cases that evaluate First Améndment challengesto the compelled disclosure of documents
involve subpoenas, rather than court orders. Court orders issued under 18 U.S.C. § 2703(d), such
as the Order, are similar to subpoenas because they also require the disclosure of documents, but

* they are arguably more protective of citizens’ interests because they are subject to prior judicial
review and tequire a higher factual showing for issuance. Accordingly, a party attempting to
challenge a § 2703(d) court order should be subject to standards that are at least as stringent as
those applied to a motion to quash a subpoena,
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to pursue the particular records described in the Order was also subject to oversight by this
Court, which. concluded that the Order was warranfed because the go-vermnent “offered specific
and articulable facts showing that there are reasonable giqunds to believe that the records or
other information sought are relevant and material to an ongoing cri'm‘inal investigation,” 13
U.8.C. § 2703(d). The government hag acted in good faith throughout, and there is no evidence
{hat either the investigation or the Order is intended to harass the Subscribers or anyone else, See
In re Grand Jury 873,955 F.2d at 233 n.3 (noting that there was no allegation of grand jury bad
faith); Unifed States v. Steelhammer, 539 F.2d.373, 376 (4th Cir. 1976) (Winter, J., dissenting),
adopted by the court en bane, 561 F.2d.539, 540 (4th Cir. 1977) (“[Tlhe record fails to turn up
even a scintilla of evidence that the reporters were subpoenaed to harass them or to embarrass
their newsgathering abilities . . ™). Accordingly, the Subscribers have no colorable First
Amendment claim justifying vacation of the Order.

C. Because the Subscribers Have No Expectation of Privacy in

Their TP Addresses Provided to Tywitter, the Order Does Not
Violate Their Fourth Amendment Rights.

The Court should likewise reject the Subscribers’ claim that the Order threatens their
Fourth Amendment rights. The Subscribers identify only one aspect of the Order that sﬁpposcdly
impiiéa{és sﬁch rigﬁfs: its directive fhat Twitter producc the Intéﬁnet P;ofocol (“If”)‘éc-idresses
that the Subscribers used to log in to their Twitter accounts at particular dates and times. (Mot.
Vacate at 10.) According to the Subscribers, this IP address information, in connection with the
dates and times of the account logins, implicates the Fourth Amendment because it “could allow

the government to discern the physical location of the parties at the exact time they were
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publishing on Twitter.” Id. However, even assuming for argument’s sake that the Subscribers
have standing to bring a Fourth Amendment challenge to the Otder, the Subsoribers have no
Fourth Amendment interest in TP address information, and the Order cannot net be vacated on
that ground.

IP addresses are analogous to telephone nimbers. See United States v. Forrester, 512
F.3d 500, 510 (9th Cir. 2008). Just as every telephone is assigned a number that phone
companies use to route calls, every computer directly connected to the Internet is assigned an IP
address that “serves as the routing address for email, pictures, requests to view a web page, and
other data sent across the Internet.” Register.com, Inc. v. Verio, Inc., 336 F.3d 393, 409 (2d Cir.
2004). “Like telephone numbers, . . . IP addresses are not merely passively conveyed through
third party equipment, but rather are volyntarily tuned over in order to 'dire(_:t the third party's
servers.” Forrester, 512 F.3d at 510. Accordingly, the govérnment’s acquisition of IP address
information is properly analyzed using the same legal framework that applies to the
government's acquisition of phone numbers. See id. (concluding that real-time ool]ection‘of P
addresses of websites visited by Internet user was “constitutionally indistinguishable” from the
use of a pen register to collect numbers dialed from a phone line). |

Becavise 1P addresses are: analogous (0 'p'hérxe' n‘_urnbe'r's and should be governed by the
same legal rules, Smith.v. Maryland, 442 U.S. 735 (1979), disposes of'the Subseribers” Fourth
Amendment claim. In Smifh, the Supreme Court concluded among other things that telephorie
users had no reasonable expectatibn c;f privacy in the telephone numbes they dialed because they
“yoluntarily conveyed numerical information to the telephone company” and thereby “assumed

the risk that the company would reveal to police the nuimbers . . . dialed.” 442 U.S. at 744. This
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conclusion is consistent with the general rule that “a person has no legitimate expectation of-
privacy in information he voluntarily tums over to third parties.” Id. at 743-44 (citing cases); see
also United States v. Miller, 425 U.S. 435,440 (1976) (bank depositor had no “legitimate
expectation of privacy” in financial information “voluntarily conveyed to , . . banks and exposed
to their employees in the ordinary course of business™); Bynum, 604 F.3d at 164 (internét user
had no legitimate expectation of privacy in subscriber information that he floh.mtarily conveyed
to his internet company). Just as telephone users voluntarily transmit phone numEers to their
phone providers, the Sub.scribe'rs voluntarily transmitted ﬁeif- P addres;ses to Twitter to gain
access 1o their Twitter accounts, thereby assuming the risk that Twitter would reveal the
addresses to law enforcement agents. See Forréster, 512 F.3d at 510. Indeed, Twitter’s Privacy
Policy places all users on notice that Twitter servers “automatically record information (‘Log
Data’) created by your use of the Services,” and specifies that this Log Data “may includev
information such as your TP address.” Twitter Privacy Policy, htip:/twitter.com/privacy (last
visited February 1, 2011). Accordingly, based on the Supreme Court’s reasoning in Sr#ifh, the
Subscribers caririot now claim a reasonable expectation of privacy in Twitter’s records of their IP
addresses.®

To the government’s knowledge; no court has concluded that Internet users have a

sEven if the Subscribers somehow had a reasonable expectation of privacy in their IP address
information, the Order would not be improper under the Fourth Amendment. See Smith, 442
U.S. at 744 (“[T]he Fourth Amendment does not prohibit the obtaining of information revealed
to a third party and conveyed by him to Government anthorities.™); S.E.C. v. Jerry T. O*Brien,
Inc., 467 U.S. 735, 743 (1984) (past Supreme Court rulings “disable respondents from argning
that notice of subpoenas issued to third partics is necessary to allow a target to prevent an
unconstitutional search or seizure of his papers”); OMly. Press Pub. Co. v. Walling, 327 U.S. 186,
208 (1946) (explaining Fourth Amendment requirements for subpoenas).
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reasonable expectation of privacy in IP address records. Indeed, at least two courts of appeals
have affiumatively held that Intetnet users have no reasonable expectation of privacy in [P
address information. See Forrestér, 512 F.3d at 510 (“[B]-mail and Intemet users have no
expectation of privacy in . . . the 1P addresses of the websites they visit because they should know
that this information is provided to and used by Internet service providers for the specific purpose
of directing the routing of information.”); United S;‘ates v, Christie, 624 F.3d 558, 574 (3d Cir.
2010) (“[N]o reasonable expectation of privacy exists in an [P address, becavse that information
is also conveyed to and, indeed, ﬁ‘orﬂ third parties, including [SPs.”). This Court should adopt
the reasoning of these cases and hold that the Subscribers lack a reasonable expectation of
privacy in their IP address information.

Moreover, there is nio merit to the Subscribers’ suggestion that the Court should depart
from these cases and conclude that IP address records deserve Fourth Amendment protection
because they “could allow the government to disccrﬁ the plysical location of the [Subscribers] at
the exact time théy were publishing on Twitter.” (Mot. Vacate at 10.) Business records do not

become privileged merely because they contain information that might enable the government to

The Subscribers do not address these cases and instead imply in a footnote that only opinions
“specifically addressing Twitter data™ are directly on point: (Mot. Vacate at 12 n. 10.) But there-
is no legal basis for distinguishing Twitter’s IP address records from the IP address records of
any other Internet service provider, Inany event, cases that analyze the collection of IP address '
information are much more relevant to the Subscribers’ Fourth Amendment argument than the
cases cited by the Subscribers in the same faotnote, which evaluate government searches of
computers seized from private homes and government efforts to obtain the content of email
messages. See Trulock v. Freeh, 275 F.3d 391, 402-03 (4th Cir. 2001) (consent-based search of
home, computer, and computer files); United States v. Mann, 592 F.3d 779, 786 (7th Cir. 2010)
(warrant-based search of computers seized from defendant’s home); United States v. Carey, 172
F.3d 1268, 1275 (10th Cir. 1999) (same); Uniited States v. Warshak, - F.3d ---, 2010 WL
5071766, at *11, ¥14 (6th Cir. Dec. 14, 2010) (use of § 2703 process to obtain content of email
messages).
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discern a person’s location. For example, traditional land-line telephone records reveal that a
caller was using a particular land-line telephone number at a particular time, and investigators
have long been able to use such information to place a caller in a patticular location (often a
private home) at the time of the call. However, telephone users Have no reasonable expectation
of privacy in ‘:his land-line inforiation, even when collecied in real-time, when the government
obtains it from the phone provider. See Smith, 442 U.S. at 745 (concluding that phone user had
no legitimate expectation of privacy in phone numbers he dialed); Repo;irers Committee for
Freedom of Pressv. AT&T, 593 F.2d 1030, 1046 n.49 (D.C. Cir. 1978) (citing cases for
proposition that telephone subscribers have no Fourth Amendment basis for- challenging
government inspection of their toll records). In this respect, [P-address coniection records are no
different than land-line telephone records, sxcept that they are Jess geo-specific, not more, since
many computers are considerably more mobile than land-line telephones. Further, the
government is not requited to obtain a warrant before compelling businesses to produce other
types of business recgyds from which location-based inferences could be drawn, such as bank
records, employment records, credit card records, and ather records of customer purchases. See,
e.g., Miller, 425U.S. at 444 (rejecting Fourth Amendment challenge to subpoena for bark
-records). In shbrt, the Subseribers do not have a Fourth Amendment interést in Twitter’s records

of their IP addresses even if the government could use these records to diseern the Subscribers’

locations at certain times.
The cases cited by the Subscribers do riot support their claim that they have a Fourth
Amendment interest in Twitter’s [P address records, First, United States v. Karo, 468 U.S. 705

(1984), requires the government to obtain a warrant before using a tracking device to reveal
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information about the interior of a private location. 468 U.S. at 715. But neither the Supreme
Court nor the Foﬁrth Circnit has applied this tracking-device standard to business records, even
though many kinds of business records could reveal someone's location at a particular time.
Indeed, if Karo did apply to business records, it would implicitly overrule Smith v. Maryland,
Unired States v. Miller, and other Suprefrie Court cases that have upheld thie government’s ability
to obtain business records without-a warrant. Plainly, Karo did not void all-of this setiled
precedent,

Furthermore, applying the Karo standard to all b}lsiness records would have absurd and
unworkable results. For example, the government would have to obtain a warrant, rather thaﬁ a
subpoena, to require a company to disclose phone records, secu.rity surveillance videos, visitor
sign-in sheets, or ever; time-stariped photographs of an employee in her ofﬁcé, because any of
these records could reveal someone’s location in a private space at a particulat time. See United
States v. Gray, 491 F.3d 138, 153 (4th Cir. 20047) {citing O'Connor v. Ortega, 480 U.S. 709
(1987)) (“[A'\]n individual can have an expectation of privacy in his workplace.”). The logical
result of such an eéxpansion of Kare would be that the government would be required to use a
warrant, rather than a subpoena, whenever it sought to obtain business records. The Fouﬁh
~Amendment has never been so construed.

Even if the Karo tracking-device standard were somehow applicable here the. Subscribers
still would have no Fourth Amendmént interest in Twitter’s records of their IP" addresses.
Although the government must obtain & warrant to use a tracking device to “reveal a critical fact”
about the interior of a private home, Karo, 468 U.S. at 715, no warrant is required when the

government obtains more generalized information about a tracking device’s location, even when
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the device is actually located in a private space.? See id. at 720 (finding no Fourth Amendment
violation when goveimnment used tracking device to determine that can of ether was inside
warehouse because, infer alia; the device “did not identify the specific lacker in which the ether
was located™). Twitter’s 1P address records, without more, do not reveal the type of precise
location information protected by the Karo standard, See (Mot. Vacate at 11 n.9 (“[O]ue of the
leading companies advertises that ifs free geolocation tool can determine the location of “79% [of
-U.S. IP addresses] within a 25 mile radius.”).) Accordingly, even if Karo applied fo business
records, the Subscribers have failed to establish that the government’s acquisition of Twitter [P
address records would violate a Fourth Amendment right under Karo. Cf. United States v.
Ortega-Estrada, 2003 WL 4716949, at ¥13 (N.D. Ga. Oct. 22, 2008) (finding that even GPS
information accurate to within-32 meters “ravedled only a general ared where the suspect was ata -
particular time, and thus, did notﬁinvade a place where he might have an expectation of privacy”).
The Third Circuit Opinion, on which the Subscribers principally rely, also does nat help
" their cause. (Mot. Vacate at 1.3 D) In that case, the court agreed that the pﬁvélcy interests at issue
in Karo “are confined to the interior of the home,” Third Circuit Opinion, 620 F.3d at 312, and it
declined to hold that probable cause was always required for the government’s collection of

. historical cell:site location information (€SLI) because there was no evidence in the record that

#The Subscribers cite a recent D.C. Cireuit decision, United States v. Maynard, 615 F.3d
544 (D.C. Cir. 2010), which suggests that the continued use of a tracking device in public may
raise additional issues under the Fourth Amendment. (Mot, Vacate at 14.) In addition fo being
inapplicable here, this decision is inconsistent with Supreme Court precedent, including Sm ith v.
Maryland and Katz v, United States, 389 U.S. 347 (1967), and conflicts with tracking-device
decisions of three other courts of appeals: See United States v. Marquez, 603 F.3d 604, 609-10
(8th Cir. 2010); United States v. Pineda-Moreno, 591 F.3d 1212, 1216-17 (9th Cir. 2010); United
States v. Garcia, 474 F.3d 994, 997-98 (7th Cir. 2007).
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historical CSLI revealed information about the interior of a home.? See id. at 313. Likewise, the
Subscribéfs have presented no evidence that Twitter’s IP address records would reveal
information about the interiors of their homes. Furtheymore, even ifthe T l;ird Circuit’s opinion
were persuasive and binding on this Court, of 620 F.3d at 320 (Tashima, J., coneurring) (noting
that majority opinion “vests magi'stratejl;xdges with arbitrary and uncabined discretion to grant or
deny issuance of § 2703(d) erders at the whim of the magistrate, even when the conditions of the
statute are met” (footnote omitted)), its reasoning is inapplicable to the collection of IP addresses
because such addresses are much more analogous o the phone numbers collected in Smith v.
Maryland than they are to CSLI, Accordingly, even though the Third Circnit concluded that
Smith is inapplicable to CSLI (a conclusion with which the government disagrees), it does not
follow that Smith is inapplicable to [P address records.'? Tn fact, just eight days after issuing the
Third Circuit Opinion, the Third Circuit cited Smith in support of its conclusion that “no
reasonable expectation of privacy exists in an P address.” United States v; Christie, 624 F.3d _
_558, 574 (3d Cir. 2010).

In summary, for all of these reasons, the Order does not implicate the Subscribers® Fourth
Amendment ri ghté, and cannot be vacated on that ground.

"D "Having Properly Issued thé Order, This Court Need Not

9Records of CSLI reveal among other things the location of the antenna tower that carried a given
call at a particular date and time. See Third Circuit Opinion, 620 F.3d at 308.

0Fhe Third Circuit distingnished Smith on the ground that cell-phone customers do not
“yoluntarily” share CSLI with their phone providers. See Third Circuit Opinion, 620 F.3d at
'317-18. This basis for distinguishing Stnith is not available to the Subscribers because, as
discussed above, they voluntarily conveyed their I address information to Twitter when they
logged into their Twitter accounts. Moreover. in an increasingly tech-savvy world, the notien,
baldly asserted by the Subscribers, that a typical Internet user has no awareness that his IP
address is transmitted to the Internet sites with which he or she communicates (such as Twitter),

is dubious at best. (Mot. Vacate at 14.)
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Reconsider Its Decision and Should Reject the Subseribers’
Constitutional Avoidance Argument.

The Subscribers next ask the Court to apply the doctrine of constitutional avoidance in
light of a § 2703(d) application that supposedly “‘raises serious constitutional questions,” and to
vacate the Order and require that the government instead obtain a waﬁant based on probable
cause. (Mot. Vacale at 16)) Butas demonstrated supra, although the-Subscribers try gamely to
conjure them, no “serious constitutional questions” attend the government’s straightforward §
2703(d) application i1 this case. And even if, as Subscribers claim, § 2703(d) gave courts the
discretion to “deny applicétions for § 2703(d) orders™ that satisfy the § 2703(d) standard (Mot.

‘ Vacate at 14), that discretion would be inapplicéble here, since the Court is not being asked to
rule on a pending application, but instead to vacate its already-issued otder. The Subscribers
have identified no provision of the SCA that gives courts the discretion to vacate valid orders in
order to avoid deciding constitutional challenges. Indeed, as detailed supra in Section TI(A), the
Subscribers are seeking yet another improvised remedy not authorized by the SCA. Accordingly,
the Coutt should decline the Subseribers’ invitation to vacate the Order.

Additionally, the alternative reading of § 2703(d) advanced by the Subscribers is contrary
to ;hc stg@te’s 1a1}guage and str_ggture. The quscribers’ argument relies on a Third Cir‘cuit case
interpreting the “only if”? lénguage of § 2703(d) to mean th'ait the “specific and articulable facts™
requirement is a necessary cgndition for obtaining a 2703(d) order, butnota sufficient one. See
Third Circuit Opinion, 620 F.3d at 319 (stating that §.2703 (d) “gives the MJ the option to require
a warrant showing probable cause,” although such a requirement was “an option to be used

sparingty™). This alternative interpretation of § 2703 (d) should be rejected because it renders



superfluous the phrase “and shall issue” in § 2703(d). The Subscribers’ “necessary but not
necessarily sufficient” interpretation of § 2703 (d) is equivalent to the following formulation,
which ornits the critical “and shall issue” language of § 2703(d): a § 2703(d) order “may be
issued by any court that, is a court of competeit jurisdiction only if the governmental entity offers
specific and erticulable facts . . ..” The Subscribers’ iriterpretation therefore viglatés the cardinal
principle of statutory consiruction thiat a statute ought whenever possible be construed in such a
way that no “clause, sentence, or word shall be superfluous, void, or insignificant.” Gunnells v.
Healthplan Servs., 348 F Jd 417; 439-40 (4th Cir. 2003) (quoting TRW Inc. v. Andrews, 534 U.S.
19, 21 (2001) (internal quotation marks omitted)). Furthermore, the word “shall” has critical
importance in a statute: “[t]he word ¢shall’ is ordinarily ‘the language of command."” Alabama
. Boseman, 533 US. 146, 153 (2001). Because the Subscribers” interprefation of § 2703(d)
improperly renders “shall” superfluous, it offers no basis for the Court’s reconsidetation of the
Order.

Moreover, as Judge Tastiima stated if1 his concwirence in Third Circuit Opinion, the
Subscribers® construction of § 2703(d) “provides na standards for the approval or disapproval of
an application™ for a § 2703(d) order. 620 F.3d at 319 (Tashima, J., concurring). Their
interpretation would permit a magistrate judge to arbitrarily deny an application under § 2703(d)
without any reasoned basis. As Judge Tashima stated, such an interpretation “is contrary to the
spirit of the statute.” Id. The Subscribers divine a “sliding scale” at work in § 2703(d),
Subscribers’ Brief at 15, but fail to delimit how far the scale may slide: indeed, under the
Subscribers’ interpretation of the language of § 2703(d), a court could reject a § 2703(d) order

even if the government established probable cause. In enacting the SCA, Congress could not
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have intended such a chaotic and standard-less regime.

Furthermore, the Subscribers’ argument that their interpretation: of § 2703(d) is required

by the doctrine of constitutional avoidance is niistaken.” Under this doctrine, “when an Act of

Congsress raises a serious doubt as to its constitutionality, [courts should] first ascertain whether a

construction of the statute is fairly possible by which the question may be avoided.” Zadvydas v.

Davis, 533 U.S. 678, 689 (2001) (internal citations omitted). Here, as shown supra, the

Qubscribers have utterly failed to raise serious doubts about the constitutionality of § 2703(d),

rendering that doctrine inapposite.

Thus, there is no reason for this Court to avoid any constitutional challenges, serious or

otherwise, raised by the Subscribers. “[Ijna field like search and seizure law, where lawmakers

are continually struggling to update legislation to cope with changing technology, the

presumption, inherent in the doctrine of constitutional avoidance, that Congress did not intend to

promulgate legislation which ‘raises serious constitutional doubis,” has little applicability.” Inre

Application of the United States, 632 ¥. Supp. 2d 202,210 (ED.N.Y. 2008) (internal citation

omitted). For all of these reasons, the Court should reject the Subscribers’ constitutional

avoidance argument and decline to vacate the Order,

. Subscriber Jonsdottir’s Statos as a Member of Iceland’s - S = e
Parliament Does Not Insulate Twitter’s Reeords From
Disclosure Under ile Order.

Lastly, the Subscribérs claim that Ms. Jonsdottir’s status as a member of the Icelandic

parliament means that the Order “appeass to violate Teelandic law,” since she is “protected by a

strong constitutional immunity in Iceland.” (Mot. Vacate at 16.) The Subscribers protest that the

government “is condueting a criminal investigation which sweeps in Ms. J onsdottir’s
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publica’gions in Icelandic on topics of Icelandic concern — records that could not be obtained
under Ieelandic law.” (Mot. Vacate at 16-17,) The Subscribers also darkly wam that this
investigation “creates a perilous precedent for foreign government efforts to seek information
about members of the U.S. Congress,” and urge that the Order be vacated. (Mot, Vacate at 17.)
In raising their legislative immunity claim, the Subseribers invoke the Speech or Debate
Clause, (Mot. Vacate at 16 n.12). It provides, “for any Speech or Debate in either House,
[Senators and Representatives] shall not be questioned in any other place.” U.S. Const, art. [, §
6, cl. 1. The Speech or Debate Clause “serves to immunize a member of Congress from being
questioned about his legislative acts.” United States v. Jefferson, 546 F.3d 300, 304 n2 (4" Cir.
2008). “Put simply, the Clause provides legislators with absolute immunity for their legislative
activities, relieving them from defending those actions in court.” Id. at 310, But the
constitutional protections affofded legislators are limited arid circumsetibed. The Speech or
Debate Clause prohibits “inquiry only into those things generally said or done in the House or the
Senate in the performance of official duties and into the motivation foi those acts.” United States
v. Brewster, 408 U.S. 501, 512 (1972); United States v. Jefferson, 534 F. Supp. 2d 645, 651 (E.D.

Va. 2008) (“[Tlhe privilege applies only to those activities integral to a Member’s legislative

function; i .e., activities that are integral to the Member’s parti¢ipation in the drafting,-- - -————

consideration, debate, and passage or defeat of legislation” '(footnotes omitted)). But the Clause
does not bar an “inquiry into activities that are casually or incidentally related to legislative
affairs but not a part of the legislative process itself” Brewster, 408 U.S. at 528. And, of course,
“the Speech or Debate Clause is not a license to com-n.lit erime.” Jefferson, 534 F. Supp. 2d-at

652.
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Here, the Subscribers’ assertion of legislative immunity based on Ms. Jonsdottir’s status

as a foreign legislator is fatally flawed, in several respects. First, of course, Ms. Jonsdottir is not

a member of Congress, and thus cannot claim the protections of the Speech or Debate Clause,

That Clause by its terms applies only to “Senators and Representatives.” See Uhited States v.

Gillock, 445 U.S. 360, 366 n.5 (1980).

Second, even if apart from the Speech or Debate Clause Ms. Jonsdottir qualifies for

“legislative immunity” in courts of the United States, see E.E.O.C. v. Wash. Suburban Sanilary

Comm., —F.3d—, 2011 WL 228591 (4" Cir. 2011) (protected legislative acts “gencrally bear

the outward marks of public decisionmaking, inchiding the observance of formal legislative

procedures”), in this preliminary investigative proceeding there is no occasion to assert that

doctrine. The Order seeks business records from Twitter, not Ms. Jonsdotir. It does not require

Ms. Jonsdottir’

s participation or presence, or ihat she do anything at all. The Order does not seek

sensitive or conifidential information, but rather data that Ms. Jonsdottir voluntarily provided to

an American corporation, and in which she has no privacy interest. The Order does not compel

testimony - fiom any person. Cf US. Const. art. 1, § 6, cl. 1 (legisfators “shall not be questioned

... ). It does not seek content - S0 it is irrelevant whether Ms. J onsdoftir™s Tweets were

—— —— —=predominantly in Icelandic,” or in any other language.—(Mot. Vacate at-16.) It does not seek

information about aﬁy aspect of parliamentary affairs in Iceland, inéluding any of Ms.

Jonsdottir’s legislative acts or activities. It Jdoes not seek information regarding other Twitter

accounts known to be used by members of lceland’s parliament; the other Subscribers do not

held such status. In shoit, upon éxamination, the Subscribers’ claim that Ms. Jonsdoftir’s status

as a parliamentarian gives sise to “concerns” in this § 2703(d) proceeding is vacuous. Cf. Wash.
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Suburban Sanitary Comm., 2011 WL 228591, at £ (refusing to quash administrative subpoena
at preliminary stage of investiéation where it was unknown whether investigation would evolve
into lawsuit or whether defending such a suit would require 1égislators’ testimony or
involvement). |

Third, even if Ms J onsdottir could ifivoke 1egislétiw imyiumity here, and further could
show that she used her Twitter account to communicate with her constituents about matters in
Tceland’s parliament, that factor is of o moment, since her Tweets to constituents were not
protected legislative acts. The Founders never intended to grant legislative immunity “for
defamatory statements scattered far and wide by mail, press, and the electronic med.i‘a.”
Hutchinson v. Proxmire, 443 U.8. 111, 132 (1979). Moreover, legislator’s public statements,
including newsletters and press releases, are “not par’_& of the legislative function or the
deliberations that make up the legislative process.” Id at 133. Accordingly, “transmittal of such
information by press releases and newsletters is 1_10t protected by the Speech or Debate Clause.”
1d.- Tt follows that the Subscribers cannot hope to demonstrate that Ms. Jonsdeftir is entitled o
legislative immunity - whatever that might mean in this § 2703 (d) proceeding - based on her
public Tweets.

— —-— Fourth, and finally; a legislator cannot decline to patticipate ina lawful criminal L

investigation, or prevent others from doing so, based on his or her status. In Gravel v. United
States, 408 U.S. 606 (1972), a United States Senator moved to quash a federal grand jury
subpoena served ona member of the senator’s own staff. The grand jury was investigating
possible cﬁ:’nes.relating to the release and dissemination of the Péntagon Papers. It appeared that

the Senator had read extensively to a sybcommittee from the Pentagon Papers (which were then
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classified) and had placed all 47 volumes in the public record, and had afterwards negotiated
with publishers about publishing the documents. 408 U.S. at 609-10. In the grand jury
investigation, the Senator intervened, citing the Speech or Debate Clause, and moved to quash
the subjoena and to require the government {0 specify the questions to be asked his aide.

The Supreme Court held that {he Senatot’s aide was required to testify before the grand
jury. Reflecting upon the Speech or Debate Clause, the Court stated:

[The Clause], as we have emphasized, does not purport to confer a general

exemption upon Members of Congress from liability or process in criminal cases.

Quite the contrary is true. While the Speech or Debate Clause recognizes speech,

voting, and other legislative acts as exempt from lability that might otherwise

attach, it does not privilege either Senator or aide to violate an otherwise criminal

law in preparing for or implementing legislative acts. £ republication of these

classified papers would be a crime under an Aet of Congress, it would not be

entitled to immunity under tlie Speech or Debate Clause. It also appears that the

grand jury was pursuing {his very subject in the normal course of a valid

investigation. _
408 U S. at 626. The Court further opined that it did not “perceive any constitutional or other
privilege that shields [the aide], any more than any other witness, from grand jury questions:
relevant to tracing the source of obviously highly classified documents that came into the

Senator’s possession and are the basic subject of inquiry in this case, as long as no legislative act

is implicated by the questions.” 1d. at 628 (footnote omitted).

Gravel demonstrates that a senator cannot use his status to exempt himself from a
criminal investigation, or to prevént z_lthird parfy from complying with lawful investigative
process. See Brewster, 408 U.S, at 516 (purpose of Speech or Debate Clause was not “to make
Members of Congress supet-citizens, immurie from criminal responsibility”). Here, Ms.

Jonsdottir manifestly cannot invoke her position as an [celandic parliamentarian and thereby



black Twitter’s complianee with an Order to provide non-privileged and non-content information
that she voluntarily relinguished fo that corporation months ago. Even if she were a member of
Co.ngress, she could not do s0.

M.  Conclusion

For the reasons stated, this Court should deny the Subscribers’ motion to vacate the Order

of December 14, 2010.

Respecifully submiitted,

Neil H. MacBride
United States Attorney

By: sl
John 8. Davis
Tracy Doherty-McCormick
Assistant United Statés Attorneys
United States Attorney's Office
2100 Jamieson Avenue
Alexandria, Virginia 22314
(703) 299-3700
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FILED
THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA _
201 FEB 28 P u: 50

CLERK HS DISTRICT COURT
ALEXARDRIA. VIRGINIA

Alexandria Division

IN THE MATTER OF THE 2703(d) ORDER | Case No. 1:10GJ3793
AND 2703(f) PRESERVATION REQUEST |
RELATING TO GMAIL ACCOUNT 11-DM-

UNDER SEAIL

RESPONSE OF THE UNITED STATES TO GOOGLE’S MOTION TO STAY
PRODUCTION PENDING RULING ON GOOGLE’S OBJECTIONTO
MAGISTRATE’S ORDER '

The United States, by and through Neil H. MacBride, United States Attorney, opposes
Google Inc.’s (“Google™) motion to stay production of documents (“Google Motion to Stay”)
pending this Court’s ruling on Google’s motion objecting to (“Google Motion”) Magistrate
Judge -decisions that the court-ordered legal process for business records pursuant to the

Stored Communications Act (“SCA”) (18 U.S.C. §§ 2701-12) should remain under seal and not

be disclosed for a limited period of time pending the ongoing criminal investigation.

As further .dcscribed in the factual background of the Government’s Response to
Google’s Motion (“Government Respon‘se”), incorporated here by reference, Google has
objected to Magistrate- ruling on February 9, 2011 that denied in part and granted in part
Google’s moﬁon to modify the court’s ordér of January 4, 2011 (the “Order”) requiring Google
to produce subscriber and transaction records related to the Gmail accountg
(the ‘-subscriber”) under 18 U.S.C. § 2703(d). Google had asked Judge-o unseal
and vacate the Order’s non-disciosure provisions, which the court had properly included
pursuant to 18 U.S.C. § 2705 and Local Criminal Rule 49, so that Google could “provide

immediate notice” to the ioerror subscriber. Google Mot. at 2 (emphasis added). Magistrate

1



dopted, instead, the government’s reasonable proposal to modify the Order to authorize
Google to ﬁrovide notice to t'he-ubscriber- “within (90) days of providing . . . the
information requested in [the] Order, unless the government files a motion for an extension of
that ﬁon—noﬁﬁcation period.” Roche Decl. Ex. 4. Magistrate Davis further ordered “that the
gO\‘(emment may request an extension of the [Order’s] non-notification peridd for a maximum of
sixty (60) days.” (“Order 2% Id
For the reasons set forth below, the United States opposes Google’s Motion to Stay its
production of documents and information pending the court’s consideration of its objections.
Google has failed to meet its burden to show that this Court should exercise its discretion and
grant a stay. It failed to show a strong likelihood of success on the merits and irreparable injury |
absent a stay. To the contrary, a stay will injure the United States and is cc;nh'ary to the public’s
interest.
Standard of Review
In deciding whether to stay enforcement of an order, the Court should consider the
following factors: “(1) whether the stay applicant has n;ade a strong showing that he is likely to
. succeed on the merits; (2) whether the applicant will be jrreparably injured absent a stay; 3)
whether issuance of the stay will substantially injure the other parties interested in the
proceeding; and (4) whef[re] the public interest lies.”” GTSI Corp. v. Wildflower Int'l, Inc., No.
1:09¢v123, 2009 WL 3245396 at *] (ED.Va. Sept. 29, 2009) (citing Hilton v. Braunskill, 481
U.S. 770,776 (1987) (collectiﬁg cases) and James Wm. Moore, Moore's Federal Practice §
62.06[3] (3d ed.2007)); United States v. Clark, Nos. C-79-190-G, 193G, 1980 WL 1502 at *1

(M.D.N.C. Feb. 6, 1980) (citing 11 Wright & Miller, Federal Practice and Procedure § 2904 at



316 (1973) and Long v. Robins.on, 432 F. 2d 977 (4th Cir. 1970)); see also United States v. Dyer,
750 F.Supp. 1278, 1299 n. 40 (ED.Va. 1990).

«“A stay is not a matter of right, even if irreparable injury fnighf otherwise result.” Nken v.
Holder, 129 S.Ct. 1749, 1760-61 (2009) (quoting Virginia R. Co., v. United States, 272 U.S. 658,
672 (1926)). It is “an exercise of judicial discretion,” and its issuance depends “upon the
circumstances of the particular case.” Nken, 129 S.Ct. at 1761 (citing Virginia R. Co, 272U.S. at
672-673 and Hilton, 481 U.S, at 777). The party seeking a stay bears the burden to show “that
the circumstances justify an exercise of that discretion.” Nken, 129 S.Ct. at 1761 (citing Clinton
v. Jones, 520 U.S. 681, 708 (1997); Landis v. North American Co., 299 U.S. 248,255 (1936)).

Analysis

1. Google Has Failed o Makea Strong Showing that It is Likely to Succeed on the Merits

The Court must consider the following two aspects in weighing Google’s likelihood of
success: (1) the standard of review used to determine whether to overturn Magistrate -
determination of a non-dispositive motion; and (2) the underlyir;g merits. GTSI Corp.,2009 WL
3245396 at *1.

A. Standard of Review

The parties disagree on the appropriate standard of review. See Google Mot. at 8; Gov’t
Resp. at 4-6. The United States believes that Google’s motion involves non-dispositive matters
under Rule 59(a) of the Federal Rules of Criminal Procedure. See In re U.S. for Order Directing
a Provider of Electronic Communication Service to Disclose Records to the Government, Mag.
No. 07-524M, 2008 WL 4191511, at *1 (W.D. Pa. Sept: 10, 2008), vacated on other grounds by
620 F.3d 304 (3d Cir. 2010) (reviewing objections to magistrate judge’s denial of a § 2703(d)

court order under Fed. R. Crim. P. 59(a) and 28 U.S.C. § 636(15)(1)); Inre US. for an Order



Authoriziné the Disclosure of Prospective Cell Site Information, No. 06-MISC-004, 2006 WL
2871743, at *1 (B.D. Wisc. Oct. 6, 2006) (same).

Non-dispositive orders are overturned only if “clearly erroneous or contrary {0 law.” See
FedR.Crim.P. 59(a); see also 28 US.C. § 636(b)(1)(A) (“A judge of the court may reconsider
any pretrial matter under this subparagraph (A) where it has been shown that the magistrate
judge’s order is clearly erroneous or contrary to law.”); GTSI Corp., 2009 WL 3245896 at *2
(district court should overturn magistrate judge’s civil discovery order only if it is “clearly
erroneous or contrary to law”).

Google argues for a de novo standard of review on the basis that the Orders are
dispositive as to Google, aithird-party recipient of court-ordered process. Google is wrong as
demonstrated by the plain reading of Rule 59 of the Federal Rules of Criminal Procedure.'
Further, the cases Google cites in support of de novo review are inapposite, applying to whether
a district court order is an immediately appealable final order for purposes of appellate review
under 28 US.C. § 1291, not to whether a Magistrate’s Order is dispositive or non-dispositive
under Rule 59. |

Therefore, the appropriate standard of review is the standard set forth in Rule 59(a),
clearly erroneous or contrary t0 law. In any event, even were the court to condu;zt ade novo
review, Judge -Orders are correct, not contrary to law. No exror was committéd, let alone

clear exror.

1 Rule 59(a) authorizes a party to file objections to a magistrate judge order that determines “any
maiter that does not dispose of a charge or defense,” Fed. R. Crim. P. 59(a), while Rule 59(b)
authorizes a party to file objections to a magistrate judge’s “proposed findings and
recommendations” for disposing of ¢y defendant’s motion to dismiss or quash an indictment or
information, a motion to suppress evidence, or any matter that may dispose of a charge or
defense.” Fed. R. Crim. P. 59(b)(1), ).
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B. Merits of Google’s Objections

Google objects to the Orders principally because it wishes to immediately disclose the
existence of the Order to the -subscriber before producing the réquired records instead of
waiting 90 days following its production to make the disclosure. Thus, Google disagrees with
Magistrate Judge -decision to include non-disclosure and sealing provisions in the Order.

As discussed in the Government’s Response, however, J nge - has already limited
the duration of the non-disclosure and sealing provisions, and Google has failed to demonstrate
that Magistrate-’ order of such provisions was unlawful or erroneous in any respect. Gov’t
Resp. at 10-11. Google has failed to articplate (1) how compliance with the non-disclosure and
sealing provisions unduly burdened Google under § 2703 (d)2 and (2) any other statutory
provision authorizing Google to challenge such provisions. Id.

Google’s Motion does not even discuss this issue except for proffering its opinion that
there is no need for secrecy. Google Mot. at 9-12. The Government’s Response refutes this
opinion, amply demonstrating that: (1) _the non-disclosure and sealing provisions in the Order
remain valid and warranted more than ever (Gov’t Response at 8-10); and (2) the unsealing and
disclosure of the Twitter Order has already seriously jeopardized the investigation, and
additional disclosures will exacerbate the harm caused by that disclosure. Gov’t Resp. at 16-18.

Tt is not enough that Google’s “chance of success on the merits be ‘better than
negligible.”” Nken, 129°S.Ct. at 1761 (quoting Sofinet v. INS, 188 F.3d 703, 707 (7" Cir. 1999).
Google must make a “strong showing,” GTSI Corp. 2009 WL 3245396, at *1, that it is likely to
succeed. It has not made such a showing. Google has féiled 1o show that Judge [ NEGN

2 pursuant to this section, a service provider, such as Google, may move to quash or modify an
order “if the information or records requested are unusually voluminous in nature or compliance
with such order otherwise would cause an undue burden on such provider.” 18 U.S.C. §
2703(d).




conclusions were erroneous, and it has certainly not shown that they were clearly erroneous or
contrary to law. Gov’t Resp. at 10-1 1. Google is not likely to succeed on the merits of its
objections, and its motion to stay should fail for this reason alone.

Google, however, persists in claiming that the non-disclosure and sealing provisions may
prevent the- subscriber from raising constitutional issues and that such provisions
constitute an unconstitutional prior ;estraint on Google’s free speech. Google Mot. at 11-12. To
the contrary, as is more fully described in the Government’s Response, at 11-16, Google has
failed to show -- and has not even come close to establishing a “strong” showing -- that it is
Iikely to succeed on these claims. The Orders satisfy all statutory and constitutional
requirements, and the sealing and non-disclosure provisions, which are now of limited duration,
should remain in effect. Google has established no statutory basis for it to challenge the Order
and has no meritorious First Amendment challenge to a 90-day non-diéclosure provision (with
the potential for 60 additional days), pending the ongoing investigation. Id. The I EGczc
subscriber is not entitled to notice under § 2703 (d), and the- subscriber would not have a

valid basis to challenge the Order even if Google did proﬁde him with notice. Jd.

II. Google Has Failed to Show that it will be Irreparably Injured Absent a Stay

Google has failed to show how ifs rights will be injured by producing the required
records pending a court decision on the delayed disclosure provisions of the Order. Although
Google alludes to possible injury of its First Amendment rights, this miéses the mark, Google
seeks to stay its production of records from the -subscribér account — not to stay the non-
disclosure and sealing provisions. And, Google has wholly failed to explain how production of
such records implicates its First Amendment interests whatsoever. In other words, pending this .

Court’s decision on Google’s objections, the non-disclosure and sealing provisions of the Order



apply to Google. In the meantime, Google cannot disclose the Order’s existence irrespective of
the outcome. Thus, granting or denying Geo gle’s motion to stay the production of records is
irrelevant to Google’s alleged First Amendment rights to disclosure. Denying the stay does not
irreparably injure any such right, even assuming such a right exists.

Google attempts to overcome its lack of injury by linking itself to alleged injuries that it
speculates the -subscriber might suffer. Thus, Google’s Motion to Stay primarily rests on
the claim that once Google produces the records, the Court cannot “unring the bell.” Google
Mot. to Stay at 4-5 (citing Marness v. Meyers, 419 U.S. 449, 460 (1975)). Even assuming Google
can properly step into the shoes of the-subscriber, its conclusory statements insufficiently
establish irreparable injury. The Order does not prevent Google from notifying the-
subscriber forever. It simply delays notification until after Google has produced the documents
for a reasonable period of time pending the ongoing criminal investigation. Google presumably
will notify the - subscriber at the appropriate time after the records have been produced.

. The subscriber remains free, at that time, to aftempt to challenge the disclosure or wait to
challenge any use of such records in court. Google has not asserted that the production of the
relevant records would waive any privilege or claim that the- subscriber might have. Even
if there were such a claim or privilege, the subscriber would not suffer “irreparable injury”
because he could adjudicate any such claims at another stage in the proceedings. See generally,
New York Times Co. v. Jascalevich, 439 U.S. 1301, 1302 (1978) (denying application for stay of
New Jersey Supreme Court order that refused to stay and denied leave to appeal an orderof a
state trial court refusing to quash a subpoena to New York Times and reporter issued in a
criminal trial; applicants would have a full hearing and there was no authority that a newsman

need not produce material documents; the Court would prefer to address any issues at a later



stage in the proceedings, and because the trial court viewed the documents sufficiently material
to conduct an in camera inspection, no perceptible irreparable injury); Mohawk Industries Inc. v.
Carpenter, --- U.S. -, 130 3.Ct. 599, 607 (2009) (in ruling that a disclosure order of attorney-
client privilege documents did not qualify for immediate appeal, explaining that {a]ppellate
caurts can remedy the improper disclosure ;)f privileged material in the same way they remedy a
host of other erroneous evidentiary rulings: by vacating an adverse judgment and remanding for
a new {rial in which the protected material and its fruits are excluded from evidence.”); Unitedl
States v. Myers, 593 F.3d 338, 346 (4" Cir. 2010). |

II1. The Issuance of a Stay will Substantially Injure the United States

Google argues that the government will suffer no harm if the Court grants the motion to
stay production of &e subscriber and transactional records from the - account, Google
claims that there is no risk that the records will be destroyed, so the only issue is when the
government will receive the records. Google Mot. to Stay at 5.

To the contrary, Google’s resistance to providing the records has already frustrated the
government’s ability to efficiently conduét a lawful criminal investigation. The Order was
issued by a neutral magistrate judge on January 4, 2011, Google’s compliance was due within
" three days thereafter. The two-month delay in getting the sought-after records has already
prejudiced the investigation. See Nken, 129 S.Ct. at 1757 (“[t)he parties and the public, while
entitled to both careful revie\;v and a meaningful decision, are also generally entitled to the
prompt execution of orders that the legislature has made ﬁna.ll.”). First, the delay has deprived
the govemmer;t of potential evidence. Second,. the delay has prevented the government from
sending follow-up legal process, as needed, on investigative leads from the records. For

instance, the records might identify accounts or other subscriber information of which the



government is unaware or might include transactional information helpful to obtain search
warrant(s).

Google’s attempt to stay production of routine legal process based on its unfounded
objections to the non-disclosure and sealing provisions of the Order have diverted time and
attention from the investigation. Google attempts to escape this by-claiming the government is
not harmed because it agreed to a stay on the Twitter matter and moved to continue Magistrate

-1earing until Jud'ge- coqld rule on the underlying merits of the Twitter
- subscribers’ claims.’ That is not the legal standard. The harms suffered by the government are
synonymous with the public’s interest in effective law enforcement and the efficient conduct of
the criminal justice system. Indeed, “these [two] factors merge when the Government is the
opposing party.” Nken, 129 S.Ct. at 1762. The public’s interest is addressed fu;ther below,

IV. The Public’s Interest in Law Enforcement and the Effective and Efficient

‘Administration of the Criminal Justice System is Best Served by Requiring Google to
Disclose the Records Pending the Court’s Consideration of its Objections

Google focuses on whether the public interest is serye_d by its disclosure of the Order to
the @R ubscriber. Google Mot. to Stay at 5-6 (“the public can have no interest in the
enforcement of a nondisclosure provision” where the investigation is public). Again, this isnot
at issue in the instant motion. The issue presented here is whether a stay on Google’s production
of the required records serves the public interest. It does not. Conversely, the public interest in
effective law enforcement and the efficient administration of the criminal just system has been
firmly established in a variety of contexts. See geherally, e.g., Zurcher v Stanford Daily, 436

U.S. 547, 560-62 n. 8 (1970) (recognizing the fundamental public interest in implementing the

3 The government made this motion on the basis of Google’s concern that a decision by
Magistrate -wuuld “prejudge[] any free speech or privilege objections that Google’s user
may wish to raise by describing them as meritless.” See Gov’t Motion to Continue Hearing at 1.
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and effective administration of the criminal justice system will be harmed by a stay. Thus, the

Court should deny Google’s Motion to Stay.
‘Respectfully Submitte&,

United States Attorney

By:

Assistant United States Attorney
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. FILED

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISIONg|| i -1 P i2: 01

) CLERK US DISTRICT CUURT
: ) Misc. N6 VIRGNIA
IN RE 2703(d) ORDER AND 2703(f) ) -
PRESERVATION REQUEST RELATING ) 11-DM-2
TO GMAIL ACCOUNT| . )
. ) FILED UNDER SEAL
' . )

GOOGLE INC.’S REPLY IN SUPPORT OF ITS
OBJECTIONS TO MAGISTRATE’S ORDER OF FEBRUARY 9, 2011
~ AND NOTICE OF APPEAL PURSUANT TO FED. R. CRIM. P. 59
Google Inc. (“Google”) hereby submits this Reply in Support of its Objections to

Magistrate’s Order of February 9, 2011 and Notice of Appeal Pursuant to Fed.R. Crim. P. 59.

The government has admittc;:l that the demand ai issue here (the “Order”)! and the |
unsealed Twitter Order” relate to the same investigation. The government has also
acknowledged that the subjects of the Twitter Order (including Twitter use:_-and anyone
who has heard about the highly publicized Twitter Order) already are operating under the
assumption that the government has sought information related to their Google accounts. These
facts alone demonstrate that there is no cause for the Order to have been sealed in the first place
or to remain sealed now. The government has “buyer’s remorse” for having unsealed the Twitter
Order, and wants Google’s subscriber and Google to pay for the government’s perceived mistake

by compelled silence.

Rather than demonstrating how unsealing the Order to Google will harm its well-

publicized investi'gation, the government listsa “parade of horribles™ that allegedly have already

! See Declaration of John K. Roche, Ex. 1 (“Roche Decl.”) (filed Feb. 17, 2011).

2 jd Ex. 2.



occurred since it unsealed the Twitter Order. The government fails to gstablish how any of these
past developments could be further exacerbated by unsealing this Order. The squect of the
Order likely already knows or has surmised that the government has sought the account
information. All that compelled silence would ‘gccomplish here is to prevent the user from
raisingl more informed objections and obtaining judicial review as the Twitter user-has

sought to do in regard to the Twitter Order.

Accordingly, for these reasons and those stated below and in Google’s Objections,
Google respectfully requests that the Court modify the Order pursuant to the terms of Goo gle’s

proposed order.
I ARGUMENT

A. The Court’s Standard of Review is De Novo

Judicial orders based on sealed certifications from the government must be reviewed de
novo because review of such orders is done “ex parte and thu-s unaided by the adversarial
process.” U.S. v. Rosen, 447 F. Supp. 2d 538, 545 (E.D. Va. 2006) (rejecting the government’s
contention 'ghat a reviewing district court must accord the Foreign Intelligence Surveillance
Court’s probable cause determination “substantial deference”). Neither the government nor
Judge-revealed anything to Google about what was included in the government’s ex parte
application for the drder, thus precluding any adversarial proceeding over the substance of that
application. As such, respectfully, the Court owes no deference to Judge .onclusion that
notification of the Order will “seriously jeopardiz[e] an investigation” under 18 U.S.C. § 2705.
1d. (conducting de novo review “with no deference accorded to the [Foreign Intelligence

Surveillance Court’s] probable cause determinations”).

2



Furthermore, as Google noted in its Objections, the Supreme Court and the Fourth Circuit
have found that discovery orders directed at third parties are dispositive for appellate purposes.
US. v. Myers, 593 F.3d 538, 345 (4th Cir. 2010) (discovery oraet directed at a third party is “an
immediately appealable final order.”) (quoting t’hurch of Scientology of Californiav. US., 506
US. 9,18 n.11 (1992)). Accordingly, such orders are necessarily governed by the de novo
standard of review for dispositive orders under Fed. R. Crim. P. 59(b)(3). The government
claims these cases are inapposite because they address z}ppeals from the decision of a district
court to an appellate circuit court under 28 U.S.C. § 1291, rather than appeals from a magistrate
judge to a district court judge under Fed. R. Cr. P. 59. See Government Response, at 7. This
argument elevates form over substance because a district court acts in an appellate capacity when
reviewing a‘magistrate’s order, thus making these cases rele\;ant t6 the Court’s analysis.

B. Google Has a Right to Challenge the Nondiselosure Provnsnon in the Order

- The government erroneously claims that Judg. concluded that Google has no

statutory basis to challenge the non-disclosure and sealing provisions in the Order.” See

| Govemment Response, at 10. In fact, Judge Davis partially granted Google’s motion by limiting
the nondisclosure period in the Order to 90 days, which he cel.'tainly would not have done had he |
concluded that Google had no right to brin.g the motion in the first place.

Furthermore, 18 U.S.C. § 2703(d) gives providers the right to ask a c.ourt to quash or
modify an order when compliance “would cause an undue burden oni such provider.” This right
must include the ability to challenge a provision in a § 2703(d). order that a providér believes is
not adequately supported by fact or law. Were it otherwise, providers would be forced to blindly
produce records even if they received an order'that did not make any of the requisite ﬁndings

under § 2703(d). See 18 U.S.C. § 2703(d) (requiring “specific and articulable facts showing that



there are reasonable grour-lds to believe that .. . the records or other information sought, are
relevant and material to an ongoing criminal investigation.”). The government’s interpretation of
§ 2703(d) must be rejected so as to avoid this absurd result. Aremuv. Dep’t of Homeland
Security, 450 F.3d 578, 583 (4th Cir. 2006) (“[A] court must, if possible, interpret statutes to
avoid absurd resﬁlts.”). |

C. The Government Cannot Show a Need for Secrecy of the Order or the Preservation
Request '

Regardless of what standard of review the Court applies, the government cannot satisfy
the standard set forth in 18 U:S.C. § 2705(b)(5), which provides for nondisclosure when
notification will result in “seriouély jeopardizing an investigation.”

First, the government aftempts to justify the nondisclosure provision by claiming that
unsealing this Order 'may canse the targets to “alter their modes of communication to evade
future investigative efforts.” See Government Response, at 17. However, the govemmeht has
already poncedcd that the targets of the investigation are already working under the assumption
that their Google accounts afe the subject of legal process from this grand jury investigatidn. See
Govemmem Response (dated January 28,2011), at 14; see also Governmhent Exhibits 343
Therefore, disclosing this Order will do nothing to alter anyone’s behavior, except that-
ﬁlay exercise the right to defend his or her leéal interests in court. And of course, to the extent

-has already destroyed evi.dence, unséaling the Order will not reverse those actions either.

Second, the govermnment rehashes its claim that unsealing the Order may result in

“witness htﬁddaﬁon” in the form of encouraging providers “to feel préssuré to challenge non-

disclosure orders.” See Government Response, at 18. This argument is specious for the reasons

3 Roche Decl., Bx. T; see also -etweet of Jan. 7, 2011 @ 9:26 p.m. (“Note that we can assume Google &
Facebook also have secret US government subpoenas. They make no comment. Did they fold?”),
htp://witter.corn /[ est visited Jan. 18, 2011).
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previously noted in Google’s Objections. Google will only add thatifa prbvider believes a
nondisclosure provision in an order is.unlawfl.ll, then it should chéllengé the order. The
government confises witness intimidation with a provider’s legitimate right to protect its First
Amendment rights. énd the privacy of its users.

Finally, the government claims.that its employees were harassed after the disclosure of
the Twitter Order and that the same can be expected if this Order is disclosed. See Government
Response, at 18. No public servant deserves such treatment, and in order to avoid any-such
incidents in the future, the government should request that the Court order any personal
identifiers of government personnel redacted before unsealing the Order or preservation letter.
Google would certainly agree that such a measure is appropriate here.

D. The Order May Raise Significant Constitutional and Statutory Issues

As Google noted in its Objections, three of the users identified in the Twitter Oxder,
including Twitter’s - user, filed a motion to vacate that order on Constitutional and
statutory grom&s.4 That motion was argued on February 15th, and as of this writing is still
under advisement before Judge - One can only assume that if the users’ argl;ments
were as meritless as the government claims,” Judge -would have disposed of them from
the bench, or V\Ilifhout e_ntertaining any oral argument at all, rather than considering them as Her
Honor has for the better part of a month. And one can only surmise whether knowledge of the
Order here would affect the users’ claims or J udge-s decision-making. The gag order
here sexves the purpose only of preventing the user from filly articulating objections based on

the full scope of the information sought.

4 Roche Decl., Ex. 3.

5 Government’s Response, at 13.



E. The Order is a Prior Restraint on Google’s Right to Free Speech

The government cannot seriously dispute the fact that the non-disclosure provision in the
Order is a prior restraint on Google’s First Amendment rights. I re Sealing and Non-Disclosure -
of Pen/Trap/2703(d) Orders, 562 F. Supp. 2d 876, 882 (S.D. Tex. 2008) (“a non-disclosure order
imposes a prior restraint on speech.”). The only question is whether the government caln carry its
“heavy burden of showing justification for the imposition of such a restraint.” /d. (quoting
* Capital Cities Media, Inc. v. Toole, 463 U.S. 1303, 1305 (1983).

Googlé respectfully squits that because the government’s interest in -electronic
communications is already so well-publicized and there is absolutely no risk of destruction of

‘evidence,. the balance tips decidedly in favor of Google’s First Amendment rights.
II. CONCLUSION

For the reasons stated here and in Google’s Objections, Google respectﬁlllj requests that
the Court sustain its Objections and modify the Order pursuant to the terms of Google’s

proposed order.

DATED this 7th day of March, 2011. Respectiul

By —_—r
John K. RbcheVSB## 68594)
Perkins Cdde LLP -
7 N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627
Fax: 202-654-9106
JRoche@perkinscoie.com

Albert Gidari (admitted pro hac vice)
Perkins Coie LLP :



1201 Third Avenue, Suite 4800
Seattle, Washington 98101
Phone: 206-359-8000

Fax: 206-359-9000
AGidari@perkinscoie.com

Attorneys for Google Inc.

CERTIFICATE OF SERVICE

1 hereby certify that on this 7th day of March, 2011, the foregoing document was sent via hand
dehvery and email to the following persons:

Assistant United States Attorney

United States Attorney’s Office

Eastern District of Virginia

Justin W. Williams United States Attorney’s Building
2100 Jamieson Avenue

Alexandria, VA 22314-5794

Attorneys for the United States

“700 l3th St N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627
Fax: 202-654-9106
JRoche@perkinscoie.com

Attorneys for Google Inc.
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[N THE UNITED STATES pistricT court FILED
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION
01 MR -1 P 12: 07

) | Misc. No. IOG.;JEZ@R US DISTRICT COURT

IN RE 2703(d) ORDER AND 2703(f) ) ALE XANDRIA. VIRGINIA
PRESERVATION REQUEST RELATING ) 11-DM-2
TO GMAIL ACCOUNT

) .
) FILED UNDER SEAL
)

GOOGLE INC.’S REPLY IN SUPPORT OF ITS
MOTION TO STAY PRODUCTION PENDING APPEAL, OF MAGISTRATE’S ORDER

Google Inc. (“Google”) hereby submits this Reply in Support of its Motion to Stay
Production Pending Appeal of Magistrate’s Order.

'Google respectfully submits that a stay should be granted because, as demonstrated in its
Objections and Reply in support thereof, it has made a strong showing of likely success on the
merits. Furthermore, Google’s subscriber and Google will suffer irreparable injury absent a stay
because without a stay the; very injury that Google seeks to avoid — production of documents and
information without notice to its subscriber — will occur. Moreover, tﬁe issuance of a stay will
no't injure the govemment or harm the public interest, as illustrated by the fact that the
government previously sought to continue Google’s original motion to modify this Court’s order
of January 4, 20 l‘l (the “Qrder”)" until after Judge -;esolved a similar motion related to
the Twitter Order.of December 'l 4, 2010.2 Finally, the issuance of a stay is in the public’s
intereslt because the public can have no interest in the enforcement of an unjustified
nondisclosure provision and a stay will ensure that the user is affordedlan opportunity te assert

any constitutional or statutory rights he or she may have with regard to the Order.

! See Declaration of John K. Roche, Ex..1 (“Roche Decl.”) (filed Feb. 17, 201 1).

2 Roche Decl., Exs. 2-3.



L ARGUMENT

A.  TheCourt Should Grant a Stay of Production Pending Google’s Appeal

1. Google Has Made a Strong Showing of Likely Success on the Merits

There is no dispute that the govemmeﬂt’s investigation of Wikileaks generally, and its
interest in the (Y user name specifically, is a matter of public record. Moreover, as noted in
Google’s Reply in Support of its Objections, the gov_enurient has offered no plausible
justification for its assertion that disclosure of the Order will seriously jeopardize its
invesﬁgaﬁ(lm. Accordingly, Google respectfully submits it has a strong likelihood of success on
the merits of this Court’s de novo’ review of Judge .ul\ng on Google’s motion to modify

the Order.

2. Google’s Subscriber and Google Will Suffer Irreparable Injury Absent a
Stay

The government claims that Google will not be injured absent a stay because “[tJhe Order
does not prevent Google from notifying th.ubscribcr forever.” See Government

Response, at 7. The point of Google’s motion is to permit Google to notify its user before it

produces anything to the government. Notification after the fact will be small solace to Google’s
user because by then the government will have spent the previous 3-5 months po_ring over his or
her account records in the hope of finding “jnvestigative leads” and “other subscriber
information of which the government is unaware [which] might include transactional
information helpful to obtain search warrant(s).” See Government Response, at 8-9. Moreover,
despite the government’s claims to thie contrary, it is not at all clear that the user will in fact be

able to challenge the introduction of these records in court at a later date. U.S. v. Qing Li, No. 07

3 1S v. Rosen, 44T F. Supp. 2d 538, 545 (E.D. Va. 2006) (judicial orders based on sealed certifications from the
" government are reviewed de novo).
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CR 2915 JM, 2008 WL 789899, at *3 (S.D. Cal. Mar. 20, 2008) (holding that the Stored
Communications Act provides no suppression remedy) (collecting cases).

Furthermore, the government cannot seriously dispute the fact that the non-disclosure
provision in the Order is a prior restraint on Google’s First Amendment rights. In re Sealing and
Non-Disclosure of Pen/Trap/2703(d) Orders, 562 F. Supp- id 876, 882 (S.D. Tex. 2008) (“a
non-disclosure order imposes a prior restraint on speech.”). The only question is whether the
government can carry its “heavy burden of showing justification for the imposition of such a
_ restraint.” Id. (quoting Capital Cities Media, Inc. v. Toole, 463 U.S. 1303, 1305 (1983).

Google respectfully submits that because the ‘government’s intere.st in - electronic
communications is already‘so well-publicized and there is absolutely no risk of déstruction of
evidence, the balance tips decidedly in favor of Google’s First Amendment rights. Accordingly,

Google and its user will suffer irreparable injury absent a stay.

3. A Stay Will Not Injure the Government or Harm the Public Interest

The govemment conceded it would not be injured by a stay when it moved to delay the

_ hearing on Google’s original motion until after Judge -.had an opportunity to rule on the
motions raised in regard to the Twitter Order. J udge- has had those motions under
a&visement for nearly three weeks now, and the government utterly fails to explain why it
suddenly needs the documents immediately when it previously indicated it would be satisfied to
wait until a ruling f;'om J'udge-n the Twitter matter. This unexplained contradiction is
enough to establish that the government has no urgent need for these records and will not be
injured by a stay. In addition, Google has preserved the responsive records so there isno d;nger
that the data will be lost while this Court addresses the underlying Objections. It follows then

that if the government admittedly has no urgent need for these records and the records are not at



sisk of loss, there will be no harm to “the public interest in effective law enforcement and
efficient administration of the criminal justice system” as the government claims. See
Government Response, at 9.

JI. CONCLUSION

For the reasons stated, Google requests an order to stay production of records and

information in response to the Order while its concurrently filed Objections are pending.

DATED this 7th day of March, 2011. Respectfully submitted

John K\RGche (VSB# 68594)
i e LLP

700 13th St., N.W., Suite 600

Washington, D.C. 20005-3960

Phone: 202-434-1627

Fax: 202-654-9106

JRoche@perkinscoie.com

Albert Gidari (admitted pro hac vice)
Perkins Coie LLP

1201 Third Avenue, Suite 4800
Seattle, Washington 98101

Phone: 206-359-8000

Fax: 206-359-9000

AGidari@perkinscoie.com

Attomeys for Google Inc.
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THE UNITED STATES DISTRICT CQURT T -
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria les1on

ED

P 333
IN THE MATTER OF THE 2703(d) ORDER | Case No. 1; lOGJ?J%]} “hﬂ %%VI

TRICT COURT

AND 2703(f) PRESERVATION REQUEST CLERK US DIS AR\J REINIA

UNDER SEAL " R[ EXANDRI

RELATING TO GMAIL ACCOUNT

NOTICE OF RELEVANT DECISION

The United States hereby provides the Court and opposing c'owzseg

decision relevant to Google Inc.’s objections to Magistrate Judge -de

Hearing: March 24, 2011 (TSE)

with notice of a

cision (“Google’s

Objections™) that the court-ordered legal process for business records purstant to the Stored

Communications Act (“SCA™) (18 U.S.C. §§ 2701-12) should remain unde
disclosed for a limited period of time pending the ongoing criminal investigatio

In support of Google’s Objections, Google explained that “three of the
the Twitter Order, including Twitter’s -usgr, filed a motion to vac
Constitutional and statutory grounds.” Google Obj.-at 12; Google Reply. 4

argued that it is “reasonable to assume that the user may wish to assert similaz

© Order.” Google Obj. at 13. Therefore, the United States provides notice that on March 1 1, 2011,

r seal and not be
n.

users identified in
ate that order on
t 5. Google also

objections to this

Magistrate Judge - issued the attached Memorandum Opinion and OrTlcr concerning the

Twitter Order.

Respectfully Submitted,

States Atto.

By:

Assistant United States Attorney
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Perking Coie LLP

700 13th St., N.W,, Suite 600
Washington, D.C. 20005-3960
PHONE: 202.434.1627 ’
FAX:202.654.9106

E-MAIL: JRoche@perkinscoie.com
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IN THE UNITED STATES DISTRICT COQURT FOR THE
BASTERN DISTRICT OF VIRGINIA )
Alexandria Division

In Re: §2703(d) Order; 10GJ3793 Miscellaneous No. 1:11dm00003

—— S S St St St st St it St St St

MEMORANDUM ORINION

This matter came before the Court the Motion of Real Parties
in Interest Jacob Appelbaum, Birgitta Jonsdottir, and Rop
Gonggrijp to Vacate December 14, 2010 Order (“Motion to Vacate”,
Dkt. 1) and Motion of Real parties in Interest Jacob AppelBaum,
Rop Gonggrijp, and Birgitta Jonsdottir for Unsealing of Sealed
Court Records. {(“Motion to Unseal”, Dkt. 3). For the followingli
reasons, petitioners’ Motion to Vacate is DENIED, and
petitioners’ Motion to Unseal is DENIED in part, GRANTED in part,
and taken under.further consideration in part.

BACKGRQUND

Petitioners are Twitter usexrs associated with account names
of interest to the government. Petitioner Jacob Appelbaum
{(Twitter name “wioerror”) is a United States citizen and resident,
described as a computer security researcher, (Pet. Motion to
Unseal at 3). Rop Gonggrijp (Twitter name “rop_g”) is a Dutch

citizen and computer security specialist., Id. Birgitta
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Jonsdottir (Twitter name “birgittaj”) i; an ILcelandic citizen and
resident. She currently serves as a membexr 6f the Parliament of
Iceland. Id.
On December 14, 2010, upon the government’s ex parte motion,
the Court entered a sealed Ordgr ("Twitter Order”) pursuant to 18
v.s.c. § 2703(d) of the Stored Communications Act, which governs
government access to customer records stored by a service
" provider, 18 U.5.C. §§ 2701-2711 (2000 & Supp. 2009). The
Twitter Order, which was unsealed on January 5, 2010,'required
Twitter, Inc,, a social metwork sexrvice provider, to turn over to
the United States subscriber information concerning the following
accounts and individuals: Wikileaks, rop g, ioerror, birgittaj,
Julian Assange, Bradely Manning, Rop Gonggrijp, and Birgitta .
Jonsdottir. In particular, the Twitter Orxder démands:
A. The following customer OT subscriber account information for
each account registered to or :associated with Wikileaks;
rop_g; loerror; birgittaj; Julian Assange; Bradely Manning;

Rop Gongrijp [sic.];i Birgitta Jonsdottir for the time pexriod
November- 1, 2009 to present:

1. subscriber names, User names, screen names, or otherxr
identities; .

2. mailing addresses, residential addresses, business
addresses, e-mail addresses, and other contact
information;

3. connection zecords, oOr records of session times and

durations; )

4. length of service (including start date) and types of
service utilized; :

5. - telephone or instrument number or other subscriber

' number or identity, including any temporarily assigned
network address; and

6. means and source of payment for such service (including
any credit card or bank account number) and billing

records.
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B. all records and. other information relating to the account(s)
and time period in Part A, including:

1. records of user activity for any connections made to or
from the Account, including date, time, length, and
method of connections, data transfer volume, user name,
and source and destination Internet Protocol
address(es); o

2. non-content information associated with the contents of
any communication Qr file stored by or for the
account(s), such as the source and destination email
addresses and IP addresses.

3. correspondence and notes of records related to the
account(s).

on January 26, 2011, petitioners filed the ipstant motions
asking the Court to vacate the Twitter Order, and to unseal all
orders and supporting documents  relating to Twitter and any other
service provider. Moreover, petitioners request a public décket
for each related order. On February 15, 2011, the Court held a
public hearing .and took petitioners’ motions -undexr considexation.
For the following reasons, the Court declines to vacate the
Twitter Order, and orders that only documents specified below

"shall be unsealed.

ANALYSIS
I. Motion to Vacate
Petitioners request that the Twitter Order be vacated. The
parties have raised the following issues in their briefs: (1)
whether petitioners have standing undér the Stored Commﬁnications
Act (“SCA”) to bring a motion to vécate, (2) whether the Twitter

Order was properly issued under'18 U.s.C. §2703, (3) whether the

Twitter Order violates petitioners’ Pirst Amendment rights, (3)
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whether the Twitter Order violates petitioners' Fourth Amendment
rights, and (4) whether the Twitter Order should be vacated as to
Ms. Jonsdottir for reasons of international comity.
(1) Petitioners’ Standing Under 18 U.S.C. §2704 (b)

Pursuant to §2704(b) (1) (A), a customer may challenge a
§2703 (d) order only upon an affidavit “stating that the applicant
is a customer or subscriber to the service from which the
contents of electronic communications maintained for him have
been sought.” {(emphasis supplied}. The Court holds that targets
of court orders for non-content or records information wmay not
bring a challenge under 18 U.s.C. §2704, and therefore,
petitioners lack standing to bring a mbtion to vacate the Twitter
Order.

- The SCA provides greater protection to the “contents of
electronic communications”, sought pursuant to §2703 (a) and
§2703 (b), than to their “records” (§2703(c)). The statutory
definition of ‘“contents” is “any information concerning the
substance, purport, or meaning of that communication.” 18 U.S.C.
§2711(1); 18 U.S.C. §2510(8) (2002) . Targets of content
disclosures are authorized to bring a customer challenge under
§2704. Conversely, §2703(c) (1) describes wrecords” as “a record
or other information pertaining to a subscriber to or customer of
such service (not the contents of communication),"‘ According to
§2703 (c) (2}, records include:

(A) name;
(B) address;
{¢) 1local and long distance telephone connection

records, or records of sesgion times and
durations;
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(D) length of service (including start date) and types
of service utilized;

(E) telephone or instrument number or other subscribexr
number or identity, including any temporarily
assigned network address; and

(F) means and source of payment for such service
(including any credit card or bank account
number), of a subscriber to or customer of such
service when the governmental entity uses,..any
means available under paragraph (1) (emphasis
supplied) .

The Twitter Order does not demand the contents of any
communication, and thus constitutes only a request for records
under §2703(c). Even though the Twitter Order seeks information
additional to the specific records listed in §2703(c) -~ data
transfer volume, source and destination Internet Protocol
addresses, and [Twitter’s] correspondence and notes of records
ralated to the accounts -- these, too, are non-content “records”
under §2703{c) (1). Therefore, as the targets of mere records
disclosure, petitioners may not bring a customer chailenge under
§2704.

Petitioners, unable to overcome the language of §2704,
assert in reply that they have standing based on general‘due
process, but cite no authority on point. Moreover, §2704 seems
to recognize that only targets of content disclosures would have
a viable constitutional challenge to the compelled disclosure of
private communications. Customers who voluntarily provide non-
content records to an internet service provider would not enjoy

the same level of protection.

{2) Proper Issuanée of the Twitter Order
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Notwithstanding petitioners’ lack of standing to bring their
motion to vacate, the Court finds that the substance of their
motion is equally unavailing.

The Twitter Ordexr came before the Court upon the
government’s motion and supporting application for an order
pursuant to 18 U.S.C. §2703(d). Section 2703(d) provides in
pertinent part:

% (d) Requirements for court order.--A court order for

disclosure under subsection (b) or {c) may be issued by any

court that is a court of competent jurisdiction and shall
issue only if the governmental entity offers specific and
articulable facts showing that there are reasonable grounds
to believe that the contents of a wire or electronic
communication, or the records or other information sought,
are relevant and material to an ongoing criminal
investigation.” (emphasis supplied).

Oon December 14, 2010, the Court found that the application
satisfied §2703(d) and entered the Twitter Order. Petitionerxs
now ask the Court to reconsider the sufficiency of the underlying
application pursuant to §2704 (b) (1) (B), which authorizes
customers to move toc vacate an order upon a showing “that there
has not been substantial compliaﬁce" with §2703(d). Because the
application remains sealed, petitioners face the difficulty of
challenging a document they have not seen. Wevertheless,
petitioners speculate that regardless of the application’s
factual support} it could not have justified the scope of the
Twitter Order. That is, petitioners contend that because their
publically posted “tweets” pertained mostly to non-Wikileaks
topics, the Twitter Order necessarily demands data that has no

coﬁnection to Wikileaks and cannot be wrelevant or material” to

any ongoing investigation as §2703 (d) requires. WNotwithstanding
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petitioners’ questions, the Court remaing convinced that the
application stated vgpecific and articulable” facts sufficient to
issue the Twitter Order under §2703(d) . The disclosures sought
are “relevant and material” to a legitimate law enforcement
inquiry. Also, the scope of the Twitter Order is appfopriate
even if it compels disclosure of some unhelpful information.
tndeed, §2703(d) is routinely used to compel disclosure of
records, only some of which are later determined to be essential
to the government’'s case. Thus, the Twitter Order was properly
issued pursuant to §2703(4d) .

As an alternative, petitioners propose that, even if the
government has stated facts sufficient to meet the §2703(d)
vrelevant and material”’ standaxd, the Court should use its
discretion to require the government'to meet the probable cause
standard required for a search warrant. See In re Application of
the United States for an Order Direéting a Provider of Elec.
Commc’n Serv. to Disclose Records to Gov‘t, 620 F.3d 304, 315-17
(3@ Cir. 2010). The Court declines to deviate from the standard
expressly provided in §2703(d)v At an early stage, the
requirement of a higher probable cause standard for non—confent
information voluntarily feleased to a third party would
needlessly hamper an investigation. See In re Subpoena Duces
Tecum, 228 F.3d 341, 348-39 (4th Cir. 2000). Therefore, the
Court finds that the Twitter Order was properly igsued.

(3) First Amendment Claim
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petitioners claim the Twitter Order allows the government to

create a “map of association” that will have a chilling effect on
their First Amendment rights.' -

_The First Amendment guarantees freedom of speech and
assembly.? Recognizing the “close nexus between freedoms of
speech and assembly”, the Supreme Court has established an
implicit First amendment right to freely associate. N.A.A.C.P.
v. Alabama ex rel. Patterson, 357 U.S. 449,460 (1958). The
freedom of association may be hampered by compelled disclosure of
a political or religious organization’s membership. Id. at 462
(preventing compelled disclosure of NAACP membership list).
However, the freedom of association does not shield members féom
cooperating with legitimate government investigations. United
States v. Mayer, 503 F.3d 740, 748 (9th Cir, 2007). Othex Firét
Amendment interests also yield to the investigatory process.

Brazenburg v. Hayes, 408 U.S. 665, 682, 691 (1972) (fxeedom of the

'though they assert First and Fourth Amendment claims,
petitioners cite no authority as to the applicability of the
United States Constitution to non-citizens residing and acting
outside of the U.8. See United States V. verdugo-Urquidez, 494
U.S. 259, 265 (1990) (Fourth Amendment inapplicable where Angerican
authorities searched the home of a Mexican citizen and resident,
who had no voluntary attachment to the United States; Wang V.
Reno, 81 F.3d 808,817-18 (9th Cir. 1996) (alien entitled to S5th
Amendment due process rights only after government created
“special relationship with alien” by paroling him from China to
U.S. to testify at drug trial). The Court has serious doubts as
o whether Ms, Jonsdottixr and Mr. Gonggrijp enjoy rights under
the U.S. Constitution.

2wcongress shall make no law respecting an establishment of
religion, or prohibiting the free exercise thereof; or abridging
the freedom of speech, OX of the press; or the right of the
people peaceably to agsemble, and to petition the Government for
a redress of grievances.” U.S. Consr. amend. I.

8
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press) ; University of Pennsylvania v. E.E.O0.C., 493 U.S. 182,
197-98 (1990) (academic freedom). In the context of a criminal
investigation, a district court must “balance the possible
constitutional infringement and the government’s need for
documents...on a case-by-case basis and without putting any
special burden on the government”, and musﬁ alsa prevent abuse.
In re Grand Jury 87-3 Subpoené Duces Tecum, 955 F.2d 229,234 (4th
cir. 1992).° Accordiungly, & sﬁbpoena should be quashed where the
underlying investigation was instituted or conducted in bad
faith, maliciously, or with intent to harass. Id.°

The Court finds no cognizable First amendment violation
here. Petitioners, who have already made their Twittex posts and
associations publicly available, fail to explain how the Twitter
Order has a chilling effect. The Twitter Order does not seek to
control or direct the content of petitioners’  speech or
association. Rather, it is a routine compelled disclosure of
non-content information which petitione}s voluntarily provided to

Twitter pursuant to Twitter’s privacy Policy. additiocnally, the

Jother circults have adopted a wgubstantial relationship”
test, whereby the government must show its subpoena serves &
compelling interest that outweighs any alleged chilling effect.
But even courts that have adopted the test regularly refuse Lo
guash subpoenas on First Amendment grounds. See In re Grand Jury
proceedings, 716 F.2d 1099,1103 (24 Cir. 1,985) (requiring '
cooperation with pre-indictment proceedings) ; In re Grand Jury
Subpoenas Duces Tecum, 78 F.3d 1307, 1312~-13(8th Cix.

1996) (same); In re Grand Jury Proceedings, 842 F.2d 1229,1236-37
(11th cir. 1988) (same).

“Most cases dealing with First Amendment challenges in the
pre—indictment phase involve subpoenas, not §2703(d) court '
orders. HoweveXr, §2703(d) oxders resemble subpoenas because they
also compel disclosure of documents.

o
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Court’s §2703(d) analysis assured that the Twitter Order 1is
reasonable in scope, and the government has a legitimate interest
in the disclosures sought. See In re Grand Jury 87-3 Subpoena
Duces Tecum, 955 F.2d at 234. Furthermore, there is no
indication of bad faith by the government. Id. Thus,
petitioners’ Firsf Amendment challenge to the Twittexr Order
fails.

{4) Fourth Amendment Claim

Petitioners argue that the Twitter Order should be vacated
" because it amounts to a warrantless seaxch in violation of the
Fourth Amendment. In particular, petitioners challenge the
instruction that Twitter, Inc. produce the internet protocol
addresses (“IP addresses”) for petitioners’ Twitter accounts for
specified dates and times. Petitioners assert a Fourth Amendment
privacy interest in their IP address information, which they
insist are-“intensely revealing” as to loecation, including the
interior of a home ard movements wilthin.

The Fourth Amendment provides that vthe right of the people
to be secure in their persons, houses, papers, and effects
against unreasonable gsearches and seizures, shall not be violated
and no warrants shall issue, but upon prokable cause...” U.S.
consT. amend. IV. Not all investigatory techniques by the
governmeﬁt implicate the Fourth Amendment., A government action
constitutes a “search” only if it infringes on an expectation of
privacy that society considers reasonable. United States v.
Jacobsen, 466 U.S. 109,113 (1984) . Thus, the government must

obtain a warrant before inspecting places where the public

10
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traditionally expects privacy, 1ike the inside of a home or the
contents of a letter. Uﬁited Srates v. Karo, 468 U.S5. 705, 714
(1984) (warrant required to use electronic location-monitoring
device in a private home); Kyllo v. United States, 533 U.5. 27,
34 (2001) (warrant required to use publically unavallable, sense-
enhancing technology to gather information about the interior of
a home); Jaccbsen, 466 U.S. at 114 (warrant required to inspect
the contents of sealed letters and packages); See also United
States v. Warshak, 2010 WL, 5071766 at 13-14 (6th Cir.
2010) (extending Fourth Amendment protection to the contents of
certain email communications).

on the other hamnd, the Fourth Amendment privacy expectation
does not extend to jnformation voluntarily conveyed to thirxd
parties. Fox example, a warrantless search of bank customers’
deposit information does not violate the Fourth Amendment,
because there can be no reasonable expectation of privacy in
information voluntarily cqnveyed to bank employees, United States
v. Miller, 425 U.S. 435, 442 (1976). similarly, the Fourth
amendment permits the government to warrantlessgly install a pen
register to record numbers dialed from a telephone because a
person voluntarily conveys the numbers without a legitimate
expectation of privacy. Smith v. Maryland, 442 U.S. 735 (1979) .

With these principles in mind, the Fourth Circuit has held
that no legitimate expectation of privacy exists in subscriber
information voluntarily conveyed to phone and internet companies.
vnited States v. Bynum, 604 F.3d 161, 164 (4th Cir. 2010) (citing

smith v. Maryland, 442 p.8. at 744). In Bynum, the defendant,

11
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who was convicted of child pornography charges, challenged the
constitutionality of administrative subpoenas the government used
to collect information from his internet and phone companies,
including his name, email address, phone numbei, and physical
address. Id. Holding that the subpoenas did not violate the
Fourth Amendment, the Bynum Court reasoned that the defendant had.
no expectation of privacy in information he voluntarily conveyed,
and that in doing so, he assumed the risk that the companies. ‘
would turn it over to authorities. Id. Mﬁreover, “every federal
court to address this issue has held that subscriber informétion
provided to an intermet provider is not protected by the Fourth
Amendment.” Id. at 164. Accordingly, several circuits have
declined to recognize a Fourth Amendment privacy interest in IP
addresses.’ United Stateé v. Christie, 624 F.3d 558,574 (3d Cir.
2010) (*no reasonable expectation of privacy exists in an IP
address, because that information is also conveyed to and,
indeed, from third parties, including ISPs"); United States v.
Forrester, 512 F.3d 500,510 {(9th Cir. 2008); United States V.

Perrine, 518 F.3d 1196, 1204-05 {Loth Cir. 2008); see also Bynum

5 petitioners highlight the Supreme Couxrt’s admonition that

courts should aveid unnecessary rulings on how the Fourth
Amendment applies to new technologies. City of Ontario v. Quon,
130 S. Ct. 2619, 2629, 177 L. Ed. 2d 216 (2010). There, in a case
involving employer-provided electronic communication devices, the
Court said “the judiciary risks error by elaborating too fully on
the Fourth Amendment implications of emerging technology before
its role in society has become clear”., Here several courts have
encountered IP address issues. This is not “emerging technology”
worthy of constitutional avoidance,

12
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604 F.3d at 164 n.2 (stating that defendant’s IP address amounts
to numbers that he “never possessed”). ‘

Here, petitioners have no Fourth Amendment privacy interest
in their IP addresses. The Court rejects petitioners’
characterization that IP addresses and location information,
paired with inferences, are “intensely revealing” about the
interior of their homes. The Court is aware of no authority
finding that an IP address shows location with precision, let
alone provides insight into a home’s interior or a user's
movements. Thus the Kyllo and Karo doctrines are inapposite.
Rather, like a phone number, an IP address is a unique
identifier, assigned through a service provider. Christie, 624
F.3d at 563; Smith v. Maryland, 442 U.S. at 744. Each IP address
corresponds to an interrnet user’s individual computer. Christie,
624 F.3d at 563. When a user visits a website, the site
administrator can view the IP address. Id. Similarly,
petitioners in this case voluntarily conveyed their IP addresses
‘to the Twitter website, thus exposing the information to a third
party administrator, and thereby relinquishing any reasonable
expectation of privacy.

In an attempt to distinguish the reasoning of Smith v.
Maryland and Bynum, petitiomners contend that Twitter users do not
directly, visibly, or knowingly convey their IP addresses to the
webgite, and thﬁs maintain a legitimate privacy interest. This
is inaccurate. Before creating a Twitter account, readers are
notified that IP addresses are among the kinds of “Log Data” that

Twitter collects, transfers, and manipulates. See Warshak, 2010

13
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WL 5071766 at *13 (recognizing that internet service provider’s
notice of intent to monitor subscribers’ emails diminishes
expectation of privacy). Thus, because petitioners voluntarily
conveyed their IP addresses to Twitter as a condition of use,
they have no legitimate Fourth Amendment privacy interest.
Smith, 422 U.S, at 744; Bynum, 604 F.3d at 164.°
(5) Internatiomal Comity

Petitioners argue the Twitter order should be vacated as to
Ms. Jonsdottir, a wember of the Icelandic Parliament .’
petitioners warn of a threat to international comity, which is
defined as “the recognition which one nation allows within its
territory to the legislative, executive ox judicial acts of
another nation, having due regaxrd both to international duty and
convenience, and to the rights of its own citizens or of other
persons who are under the protection of its laws.” In re French
v. Liebmann, 440 F.3d 145,152 (4th Cir. 2006) {(citing Hilton V.

Guyot, 159 U.S.-113, 164 (1895} .

épt the hearing, petitionexrs suggested that they did not
read or understand Twitter's privacy Policy, such that any
conveyance of .IP. addresses to Twitter was involuntary. This is
unpersuasive. Internet users are bound by the terms of click-
though agreements made online. A.V. ex rel. Vanderhye V.
iParadigms, LLC, 544 F.Supp.2d 473,480 (E.D. Va. 2008) (finding a
valid “clickwrap’ contract where users clicked "I Agree” to-
acknowledge their acceptance of the terms) (aff‘d A.V. ex rel v.
iparadigms, LLC, 562 F.3d 630,645 n.8 (4th Cir. 2009). By
clicking on "create my account", petitioners congented to
Twitter’'s terms of use in a binding “clickwrap” agreement to turn
over to Twitter their IP addresses and more.

The Court thanks the Tnter-Parliamentary Union for its
Amicus Brief on this issue.

14
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The threshold guestion in international comity analysis is
whether there is a conflict between foreign and domestic law.
Société Nationale Industrielle Aérospatiale v. U.§. Dist., Court.,
482 U.S. 522, 555 (1987). A corollary of jnternational comity is
the established presumption against extraterritorial application
of American statutes In re French, 440 F.3d at 149, 151.

Here, petltloners have not asserted any conflict between -
American and Icelandic Law 1mpl;cat1ng international comity
concerns. Instead, petitioners assert that the disclosures
sought -could not be obtained under Icelandic law, which affords
strong immunity to members of parliament. According to the
Inter Parliamentary Union, Icelandic parliamentary immunity
sensures that members of parliament cannot be held to account for
the opinions they express and the votes they cast...” (Sears
Decl. Ex, 6). Here, the Twittex Oorder does not violate this
provision. It does not ask Ms. Jonsdottir to account for her
opiniens. _Itldoes not seek information on parliamentary affairs
in Iceland, or any of Ms. Jonsdottixr’s parliamentary acts. Her
status as a meiber of parliament is merely incidental to this
investigation. Also, neither petitioners nor the Inter-
pParliamentary Union have cited authority to support theix
assumption that Icelandic jmmunity extends to public “tweets”.
In the United States, such public statements are not regarded &as
part of the legislative function or process, and thus would not
invoke the,iegislative imounity of the Constitution’s Speech and
Debate Clause, Hutchinson v. Proxmire; 2443 U.S8. 111, 132

(1979) (ro legislative immunity for statements vgoattered far and

15
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wide by mail, press, and the electronic media”); United States v.
Gravel, 408 U.S. 606, 616 (1972). DNor would a member of Congress
be permitted to invoke her position to avoid being a witness in a
criminal case. Gravel, 408 U.S. at 622. Thus, the Court rejects
the assertion that the Twitter Orde; is a clash of American and
Icelandic law that threatens international comity.

Moreover, in accordance with international comity, the
Twitter Order is not an extraterritorial application of American
law. Rather, it is a routine request for information pursuant to
a valid act of the United States Congress, the Stored
Communications Act. It compels disclosures from Twitter, an
American corporation, and requires nothing of Ms. Jonsdottir.
When Ms. Jounsdottir consented to Twitter’s Privacy Policy she
assumed the risk that the United State’s gofernment could requestk
such information. For these reasons, the Court declines to vacate
the Twitter Order as to Ms, Jonsdottir.

IXI. Motion to Ungeal

The documents in this matter, 1:11-dm-00003, werxe initially
gsealed by the Clexk’s office. Petiﬁioners now ask that all
documents within this file be unsealed. According to the
parties‘ agreewment, sealing is no longer necessary for the 1;11-
Idm—00003 docket, with the exception of Government’s Response in
Opposition to the Real Parties’ in Interest Motion for Unsealing

of 8ealed Court Records (Dkt. 22) and Twitter’s Motion for
Clarification (Dkt. 24), to which the government still objects.

Petitioners further request the unsealing of the application

in support of the Twitter Order and all other documents in case

16
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number 10-gj-3793. ‘Additionally, to the extent any other
companies received similar orders, petitioners request the
unsealing of those ofders and their applications., Petitioners
also request a public docket of such material. .

Petitioners have no right of access to the sealed documents
supporting the Twitter Order in case number 10-gj-3793. At the
pre-indictment phase, “law enforcement agencies must be able to
investigate crime without the details of the investigation being
released to the public in a manner that compromises the
investigation.” Va. Dept. of State Police v. Washington Post, 386
F.3d 567, 574 (4th Cir. 2004). Secrecy protects the safety of
law enforcement officers and prevents destruction of evidence,
Media General Operations v. Buchanan, 417 F.3d 424,429 (4th Cir.
2005). It also protects witnesses from intimidation or
retaliation. In re Grand Jury Investigation of Cuisinarts, Inc.,
665 F.2d 24, 27-28 (24 Cir, 1981). Additionally, secrecy
prevents unnecessary exposure of those who may be the subject of
an investigation, but are later exonerated. Douglas 0il Co. V.
Petrol Stops N.W., 441 U.S. 211, 219 (1979). For these reasons,
gsensitive investigatory material is appropriately sealed. Va.
Dept. of State Police, 386 F.3d at 589.

In spite of these considerations, petitioners claim this
material should be accessible pursuant to the common law
presumption that public documents, including judicial records,
are open and available for citizens to inspect. Media General
Operations:v. Buahanan, 2417 F.3d 424, 429 (4th Cir. 2005) (citing

Nixon v. Warner Ceommunications, Inc., 435 U,S. 589, 597-98
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right of access only when (1) the place oxr process to which
access is sought has been historically open to the public, and
(2) public access plays a significant positive role in the
particular process. Baltimore Sun v. Goetz, B8B& F.2d 60, 63-64
(4th .Ccir. 1989). As set forth above, there is no history of
openness for documents related to an ongoing criminal
investigation. Additionally, there are legitimate concerns that
publication of the documents at this juncture will hamper the
investigatory process. Thus, there is no First Amendment
justification for unsealing the 10-gj-3793 documents.

Concerning petitioners’ request for public docketing of 10-
gj-3793, this requires further review and will be téken under
consideratior.

Regarding case number 1:11-dm-00003, the Court has reviewed
the redactions requested by the government as to docket numbers
22 and 24. As to the Government’'s Response in Opposition to the
Real Parties’ in Interest Motion for Unsealing of Sealed Court
Records {(Dkt., 22), the Court finds that the proposed redactions
do not reveal any sensitive investigatory facts which are not
already revealed by the Twitter Oxder. Therefore,.it shall be
unsealed, The government'’s remaining proposed redaction is the
email address of a government attorney appearing on Twitter,
Tfnc.'s Motion for Clarification. (Dkt. 24). The Court finds that
this redaction is appropriate, and the redacted version of

Twitter Inc.’'s motion shall be released.

CONCLUSION
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
ALEXANDRIA DIVISION

)
) Misc. No. 10GI3793
IN RE 2703(d) ORDER AND 2703(f) )
PRESERVATION REQUEST RELATING ) 11-DM-2

TO GMAIL ACCOUNT )
) FILED UNDER SEAL

)
GOOGLE INC.’S RESPONSE TO NOTICE OF RELEVANT DECISION'

Google Inc. (“Google”) hereby responds to the government’s Notice of Relevant

Decision regarding Judge - Order and Memorandum Opinion denying the motion to

vacate the Twitter Order.”

At the outset, Google notes that the Order and Memorandﬁm Opinion do not affect
whether the government met the § 2705(b) nondisclosure standard here when it unsealed an

order the day before seeking the same information on the same account name from another

provider.

Furthermore, at page 9, Judge -found “no cognizable First Amendment
violation” because the Twitter users “have already made their Twitter posts and associations
publicly available . . . 7 Google respectfully submits this analysis woul& not apply to any First
Amendment challenge brought by Google’s-user because emails and contact lists in a

Gmail account are not in any sense publicly available.

! 1n the absence of a formal rule govemning supplemental authority, Google adheres to the 350-word count limitation
in Fed. R. App. 28()). -

2 Goe Declaration of John K. Roche, Ex. 2 (“Roche Decl.”) (filed Feb. 17,2011).




Finally, Google also respectfully submits that Iudge conclusion that the
Twitter users lack standing under 18 U.8.C. § 2704 (see Memorandum Opinion, at 4-5) would
not foreclose a First Amendment challenge by Google’s - user to the gove-nment’s
atternpt to obtain his or her non-content cecords. In re First Nat. Bank, Englewood, Colo 701
F.éd 115, 118-19 (10th Cir. 1983) (organization and members had standing to challenge on First
" Amendment association grounds a grand jury subpoena iséued to their bank); Paton v. La Prade,
524 F.2d 862,873 (3d Cir. 1975) (individual had standing to raise First Amendment challenge to
Postal Regulation authorizing “mail covers,” i.e., process by which Post Office copies address
information on a suspect’s mail and forwards to law enforcement); cf. Amnesty International
USA v. Clapper 09-4112-cv (2d Cir. Mar. 21,201 1) (slip op.) (individuals and organizations

. have standing to challenge § 702 of FISA on First and Fourth Amendment grounds).
At bottom, the user should have a chance to fully raise these arguments.

DATED this 23rd day of March, 2011 Respectfullysubmifte

By

John KYRoche (VSB# 68594)
Perkifis-€oie LLP ;
700 13th St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax; 202-654-9106
JRoche@perkinscoie.com

Albert Gidari (admitted pro hac vice)
Perkins Coie LLP

1201 Third Avenue, Suite 4800
Seattle, Washington 98101

Phone: 206-359-8000

Fax: 206-359-9000

AGidari@perkinscoie.com

Attorneys for Google Inc.
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CERTIFICATE OF SERVICE

I hereby certify that on this 23rd day of March, 2011, the foregoing document was sent via hand

delivery and email to the following persons:

Assistént United States Aftorney
United States Attorney’s Office
Eastern District of Virginia

Justin W. Williams United States

2100 Jamieson Avenue
Alexandna VA 22314—5794

Attorneys for the United States

Attorney’s Building

ﬁ/@

John ¢he (VSB# 68594)
Perkifis Coie, LLP

700 13th St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com.

Attorneys for Google Inc.
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division
IN THE MATTER OF THE 2703(d) ) Mise. No. 1:10GJ3793
ORDER AND 2703(f) PRESERVATION )
REQUEST RELATING TO GMAIL ) 11-DM-2
ACCOUNT )
: ) UNDER SEAL

MEMORANDUM OPINION

At issue in this sealed matter is whether the magistrate judge erred in issuing an order in
connection with a grand jury investigation and pursuant to 18 U.S.C.'§ 2703(d) directing Google,
Inc., an electronic communications service provider and remote computing service, to disclose
certain noncontent business subscriber and transaction records concerning a particular subscriber
of its service without disclosing the existence of the order to anyone, including the subscriber;
for at least ninety days. For the reasons that follow, Google’s objecﬁons to the maéistrate
judge’s ruling are overruled in all respects.

L
“This matter arises out of the government’s ongoing grand j_ury investigation of the alleged
unlawful disclosufe of state secrets throuéh the website known as WikiLeaks (the “WikiLeaks
investigation™). On January 4, 2011, the government applied for and was granted an order
(“Google Order”) from a United States magistrate judge pursvant to 18 U.S.C: § 2703(d)
directing Google to provide the government the noncontent business subscriber and transaction
.records for the account associated with the email address ‘_
account™), covering the time period from November. 1, 2009 to present. Inre Application of the
United States of America for an Orc.Ier“Pursuant to 18 U.S.C. § 2703(d), No. 1:10GJ3793 (E.D.

Va. Jan. 4,2011) (Order). More specifically, the information ordered disclosed by the Google



Oxder includes, inter alia, contact information associated with the-account, records of
user activity, and source and destination email addresses for any emails stored on the account—
but not the actual content of any emails. The govermment also requested a provision in the
Google Order pursuant to § 2705(b) barring Google from disclosing the existence of the order to
anyone, a request thé magistrate judge granted after finding that disclosure would “seriously
jeopardiz[e] [the] investigation.” See § 2705(5)(5).

The Google Order is not the only § 2703(d) order arising out of the government’s
WikiLeaks investigation. On December 14, 2010, before the issuance of the Google Order, a
separate magistrate judge issued an order requiring Twitter, Inc. to disclose noncontent records
for several Twitter acéounts, including the account -” (“Twitter Order”). Like the
Gooéle Otxder, the Twitter Order originally barred disclosure of the order’s exist;ance, but at
Twitter’s request, the government subsequently consented to unsealing the order. Aﬁ‘er the
Twitter Order was unsealed, Google then requested that the government consent to unsealing the
Google Order as well. T'ﬂe govemment, however, did not consent to unsealing the Google Order
entirely, agreeing instead to limit nondisclosure of the éoogle Order to ninety days, with an
option for the govemment to extend the hondisclosure period an additional sixty days.
Accordingly, on February 9, 2011, the magistrate judge modified the Google Order to include
the ninety-day nondisclosure period with an optional sixty-day extension and rejected Google’s
argument that the order should be unsealed entirely. I re 2703(d) Order and 2703(f)
Preservation Request Relating to Gn.zaz'l Account-No. 1:10GJ3793 (E.D. Va. Feb. 9,
2011) (Order). Google objects to the magistrate judge’s ruling, contending that the Google order

should be unsealed and that Google should be permitted to notify the subscriber—in this



instance, -—of the order immediately. The government argues thaf the magistrate
judge’s ruling was appropriate in all respects and should not be modified.
II.

As always when reviewing a magistrate judge’s order, it is appropriate to beg‘in by '
identifying the proper the standard of review. Although the parties agree that the magistrate
judge’s ruling must be reviewed under Rule 59, Fed. R. Crim. P., they disagree about which
subsection applies. The government c;ontends that the ruling can onl)-r be modified if the ruling is
“clearly erroneous or contrary to law standard,” based on Rule 59(a). Google, on the other hand,
contends that the ruling must be reviewed de novo, based on Rule 59(b).

Although the issue is one of first impression, a carefill examination of Rule 59°s text
resolves the conflict in favor of the government. Rule 59(a) provides that objections to the
determination of a magistrate judge on “any matter that does not dispose of a éharge or defense™
must be reviewed by tiie district court under a clearly erroneous or contrary to law standard. By
contrast, Rule 59(b) provides that objections to dispositive matters—including “a defendant’s
mot.ion to dismiss or éuash an indjctment or binformaﬁon, a motion 1o suppress evidence, or any
matier that may dispose of a charge or deﬁ;nse”— must be reviewed by a district court de rovo.
Id, The government correctly recogniz_es that the magistrate judge’s issuance of a § 2703(d)
order is not a dispositive matter, a_nd thus, under Rule 59(a), the order may be modified by the
district court only if the order is clearly erroneous or contrary to law. As the government points
out, the § 270_3(d.) order does not dispose ofa charge or defense; rather, it merely orders the
disclos;nc of material by a third party m the course of an ongo.in;g investigation. As such, the

order falls squarely within the scope of Rule 59(a): It is equally clear that the order does not fall

within the scope of Rule 59(b) based on the text of that subsection, as the Google Order is not



analogous to an order on any of the matters enumerated in Rule 59(b), ilamely a motion to
dismiss, a motion to suppress evidence, or a motion to quash an indictment."

Google offers two additional arguments in support of its assertion that the magistrate
Judge’s ruling concemned a dispositive matter under Rule 59(a). First, Google notes that in
United States v. Myers, 593 F.3d 338 (4th Cir. 2010), the Fourtii Circuit held that it had
jurisdiction to hear the interlocutory appeal of a discovery order directed at a disinterested third
party because such an order is treated as an immediately appealable final order as to that third
party. Id. at 345. Yet, the mere fact that an order is considered final as 10 a third paity and thus.
subject to interlocutory appeal is irrelevant to whether the matter is “dispositive” within the
meaning of Rule 59, Fed. R. Crim. P. The question here is simply whether the magistrate
judge’s ruling disposes of a charge or defense, and it clearly does not. Whether Google may
seek an interlocutory appeal in this matter is a separate issue entirely that is neither raised nor
necessary to address here.

Next, Google cites United States v. Rosen, 447 F. Supp. 2d 538 (E.D. Va. 2006), which,
inter alia, reviewed a probable cause determination of a Foreign Intelli gence Surveillance Court
(“FISC”) de novo. As an initial matter, Rosen did not conduct any analysis of the standard of
review, noting instead that even under the least deferential standard of review—i.e., de novo
review—the FiSC judge’s probable cause determination in that case was correct. Jd. at 545,

More importantly, the statutory scheme governing Foreign Intelligence Surveillance Act

! The government also notes that a court’s decision to seal is generally reviewed only for abuse
of discretion. See Baltimore Sun Co. v. Goetz, 886 F.2d 60, 65 (4th Cir. 1989) (“The judicial
officer’s decision to seal, or to grant access, is subject to review under an abuse of discretion
standard.”). Yet, the magistrate judge’s ruling here is not simply an order sealing a pleading, but
rather a broader nondisclosure order pursuant to 18 U.S.C. § 2703(d). Accordingly, as the
parties agree, it is appropriate to review the magistrate judge’s ruling under Rule 59 rather than
principles governing sealing orders under Baltimore Sun.
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warrants is entirely distinct from the statutory scheme in issue here. Compare 50 U.S.C. §§

1805, 1806, 1825 with 18 U.S.C. §§ 2703, 2705. Thus, the Rosen decision does not inform the

analysis here. Instead, the analysis is appropriately guided by the plain langnage of Rule 59,

Fed. R. Crim. P. Accordingly, the\GoogIe Order will only be modified if it is clearly erroneous

or contrary to law.” |
.

Analysis of Google’s objections to the magistrate judge’s ruling begins with a brief
review of the relevant provisions of the Stored Communications Act (“SCA™), 18 U.S.C. §8
2701 et seq. The SCA permits the government to seek access to customer records stored by the
providers of electronic communication or remote computing services. See 18 U.S.C. § 2703.
Under § 2703(c)(1), a governmental entity may

require a provider of electronic communication service or remote computing

service . . . to disclose a record or other information pertaining to a subscriber to
or customer of such service (not including the contents of communications) . . ..

The SCA further provi(‘!es that the government may apply for an order compelling service
providers to disclose thislinfonnation by demonstrating to a court “specific and articulable facts
showing that there are reasonable grounds to believe . . . the records or other information sought,
are relevant and material to an ongoing criminal investigation.” § 2703(d). If the goveriment
seeks only noncontent information, the government is not required to notify the subscriber of the
account in issue of the order’s existence. See § 2703(c)(3). Importantly, under § 2705(b), the
govemment may also request—as it did here—that the court bar the service piqvider from

disclosing the existence of the § 2703(d) order. Such a request may be granted if the court

2 Nevertheless, while it is not necessary to review the magistrate judge’s ruling de novo, such a
review has been conducted here and reveals no basis on which to modify the magistrate judge’s
ruling. Thus, as explained infra, even were Google correct about the standard of review, its
objections would be overruled.



“determines that there is reason to believe that notification of the existence™ of the order “will
result” in, inter alia, “seriously jeopardizing an investigation.” § 2705(b).> The statute aiso
allows a service provider to move to quash or modify the order “if the information or records
requested are unusually voluminous in nature or compliance with such order otherwise would
cause an undue burden on such provider.” § 2703(d). Significantly, the statute allows no other
grounds on which the service provider may challenge the oxrder.

There is no dispute tilat the appropriate statutory procedures were followed by the
government in obtaining the Google Order and the accompanying nondisclosure provision. The
magistrate judge found that a disclosure bar was appropriate only aﬁer the government
demonstrated that disclosure would seriously jeopardize its investigation. Nevertheless, Go;)gle
objects to the magistrat:e judge’s ruling barring disclosure of the Google Order on three grounds.
First, Google argues that because the Twitter Order has already been unsealed, the investigation
cannot be further jeopardized by disclosure of the Google Order. Second, Google contends that
the Google Order may raise significant constitutibnal and statutory issues that the -ccount
holder should have an opportunity to assert before the order is executed. Finally, Google argues
that the nondisclosure provision constitutes an unlawful prior restraint on Google’s F‘irst
Amendment right to free speech. In response, the government contends that the statute does not
permit a service provider to challenge a § 2703(d) order on the grounds asserted by Google, and

in any event, that Google’s arguments are meritless. A careful examination of the statute and the

-3 The statute recognizes that a nondisclosure order may be justified if disclosure would result in
any of the following: (i) endangering the life or physical safety of an individual; (ii) flight from
prosecution; (iif) destruction of or tampering with evidence; (iv) intimidation of potential
witnesses; or (v) otherwise seriously jeopardizing an investigation or unduly delaying a trial. See
§ 2705(b). The government relies on the fifth ground—seriously jeopardizing an investigation—
to justify the nondisclosure provision in issue here.
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record confirms that the government is correct, both as to Google’s limited standing to challenge
the nondisclosure provision and as to the merits of Google’s arguments.

Itis appfopriate to begin with the government’s argument that Google’s objections to the
nondisclosure provision are not permitted by the statute. Section 2703(d) states that a service
provider may move to quash or mo;iifj the given order on two grounds, namely that the .
requested records are “unusually voluminous” or that éomp]ignce with the request would cause
an “undue burden.” The government argues that these enumerated grounds for a motion to quash
or modify are the only grounds available to service providers for challengiﬁg a § 2703(d) order.
The text of the statute supports the govemment’s conclusion. Section 2703(d) plainly states that
the motion to quash or modify may be brought “if” one of the two enumerated grounds are
applicable. The enumeration of two, and only two, grounds for challenging the order implies—
under the “time-honored maxim” expressio unius est exclusio alterius'—that no other grounds
may serve as the basis for a motion to quash or modify the order. Had Congress wished to
authorize a service provider to assert other grounds to challenge the order, it easily could have
done so either by enumerating those ad&itional grounds or by noting that the list was not-
exhaustive.” Congress did neither in the SCA, and its failure to do so must be regarded as a clear

statement of its intent not to recognize further bases for service providers® challenges to a

§ 2703(d) order.

4 See dyes v. U.S. Dep’t of Veterans Affairs, 413 F.3d 104, 111 (4th Cir. 2006) (applying the
“time-honored maxim expressio unius est exclusio alterius (‘the expression of one thing implies
the exclusion of another’)” to find that Congress’s failure to include veteran guaranty
entitlements from among the list of grants enumerated in the antidiscrimination provision of the
Bankruptcy Code, 11 U.S.C. § 252(a), meant that such entitlements were beyond the scope of
that statute).

> For example, statutes often insert the word “including”™ before a list of examples when the list is
nonexclusive. See, e.g., West v. Gibson, 527 U.S. 212, 218 (1999) (in analyzing the Title VII
remedies statute, noting that Congress’s use of the word “including” makes clear the list is not
exhaustive). )
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Without conceding this conclusion, Google argues that evén if the “voluminous records”
and “undue burden” grounds are the only acceptable bases for challenging the magistrate judge’s
ruling, Google’s arguments nonetheless may be heard because they fit within the scope of the
“undue burden” pr(-)vision. To reach this result, Google repackages its arguments as supporting
the brc-)ad proposition that Google would suffer an undue burden if it were forced to comply with
a nondisclosure order that is not adequately supported by fact or law. Google Reply Br. at 3.

The SCA’s clear text fully refutes this argument. Signiﬁcant in this regard is the
placement of the word “otherwise” in the statutory text. Thus, the statute states that 3 service
provider may move to quash or modify the order “if the information or records requested are
unusually voluminous in nature or compliance with such order otherwise would cause an undue
burden on such provider.” § 2703(d) (emphasis added). The use of “otherwise” following the
reference to “unusually voluminous” indicates-—based on the max_im of ejusdem generis—that
the only types of burdens contemplated by the statute are those similar in nature to the burdens
imposed by a'»request for unusually voluminous records.® Such burdens would ostensibly include
technical aﬁd‘logisﬁcal burdens involved in complying with the § 2705.3(d) order, but notl
Google’s purported “burden” of complying with an order that, in 1is view, lacks a firm basis in
law or fact. Were the statute read as Google suggests, the phrase “undue burden” would be
broad enough to encompass any objection a service provider might imagine, thus rendering the
conditional language of § 2703(d) a nullity. Accordingly, because none of Google’s grounds for
challenging the order are .technical or logistical in nature, Google’s objections to the maéistrate

judge’s ruling must be overruled.

¢ See id, at 109 n.3 (“When general words follow specific words in a statutory enumeration, we
apply the interpretive principle of ejusdem generis (‘of the same kind’) and construe the general
words to embrace only objects similar in nature to those objects enumerated by the preceding
specific words.”) (quotations and ellipsis omitted).
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Nevertheless, even if one considers the merits of Google’s objections, it is clear that the
objections must be still overruled. Google’s first objection—and certainly its most vigorously
advanced objectibn—is that, as a factual matter, the government has failed to meet its burden of
showing that disclosure of the Google Order would seriously jeopardize the g;)vemment’s
ongoing investigation. Google essentially argues that no further injury to th_e government’s
investigation can occur beyond that which has already occurred owing to pubiication of the
Twitter Order. Consideration of this argument must begin with an understanding of the harm
purportedly caused by the unséa]ing of the Twitter Order itself, harm tl;e government asserts
would i)e compounded if the Google Order were also uns‘caled. |

The recor‘d reflects that aftqr the Twitter Crder was unsealed, the holder of théf-
Twitter account posted an online message indicating that other Twitter users should not send him
or her direct messages over the Twitter service because the account was being monitored by the
government.! Given this, the government contends that because unsealing the Twitter Order
apparently caused the subscriber to alter his or her behavior, it follows that unsealing the Google
Order coula similarly lead to a change in the email usage of whatever entity or person operates
th mail account with Google.® This concem is well f"ounded. Even if the ||l

account holder already suspects that the government seeks information from his or her email

7 Direct messages must be distinguished from general messages—or “tweets™—on the Twitter
website. A direct message is a message sent privately from one Twitter user to another. Tweels
are messages broadcasted publicly by one Twitter user to any and all users who may wish to
view—i.e., “follow”—the user’s tweets.

8 Although the government and Google suggested in oral argument that it may be likely that the
same individual maintains both the{jJjiil] Twitter account and th ail.com email
account, this fact is not confirmed in this record, and in any event, is immaterial to the analysis
here.



account, it is reasonable to expect that confirmation of this fact would prompt yet additional |
steps by this subscriber to avoid government monitoring of his or her accounts or other activities.

In response, Google notes that the Google Order only seeks historical, not prospective,
data, and that Google has already preserved this data, such that any potential change in the
subscriber’s future email behavior caused b‘y unsealing the Google Order is immaterial. What
this argument critically fails to recognize is that the government’s investigation is ohgoing, and
any change in t.he suspect’s behavior, whether with respect to internet usage or otherwise, may
impact or impede subsequent stel;s in the invc':stigation. For example, if the Google Order were
revealed immediately, the govemnment may be unable to obtain useﬁh information from Google
or other sexvice providers in the ﬁlture. because the subjects of the investigation may alter their
habits or simply destroy relevant information.

It is also important to note that revealing the existence of the Google Order might well
disclose to subjects of the investigation additional information or clues about the speed, scope,
and directihon of the govemment’s investigation, information the subjects could use to attempt to
ob.struct or frustrate the government’s investigative efforts. Google counters that publication of
the Google Order would result in only a trivial increase in the amount of information a]ready-
publicly known about the WikiLeaks investigation. Were this argument adopted, the
implications for future investigative actions by the government pursuant to the SCA would be
dire. Google’s argument, if followed to its logical end, would lead to the disclosure of every
§ 2703(d) order in the gove.mment’s WikiLeaks investigation after a single initial public
disclosure. Google’s argument ignores this potential ripple effect. Therefore, even though the
Twitter Order is already public, the government is correct in noting tl)at disclosure of the Google

Order may nonetheless further impede the WikiLeaks investigation.
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In addition fo éoncems about the subjects of the investigation a]teri.ng their behavior, the

government also cites witness intimidation as a potential negative effect of unsealing the Google
Order. In this regard, the government notes that the unsealing of the Twiiter Order led to a wave
of public criticism urging service providers to resist the government’s requests for content and
noncontent subscriber information. In the govemment’slview, disclosure of the Google Order
would further fuel this type of witness in;timidation. Addiﬁonal_ly, the government points out that
service providers may face retribution for cooperatix;g with the government in connection with
SCA requests in the form of illegal attacks on the service providers’ computer systems by
supporters of WikiLeaks. The government notes that following disclosure of the Twiiter Order,
purported WikiLeaks supporters attacked the computer systems of various companies, including
banks, that the supporters believed cooperated with the .govemment’s WikiLeaks investigation .
This mode of witness intimidation, the govemmént points out, would also be fueled by the
disclosure of the Google Order. Given the events that occurred following disclosure of the
'Twitter Oxder, the government is. correct to be concemed about the potentia! for increased
witness intimidation that could result from disclosure of the Google Order. If the Google Order
were unsealed, ﬁlture: service providers may do precisely what Google has done in this instance,
namely resist cpmpﬁance with a lawful § 2703.(d) order by bringing baseless legal challenges
that have the effect of impeding the government’s progress in the WikiLeaks investigation.”

| In sum, the government has persvasively demonstrated adequate and legitimate grounds
for a court to conclude, as the magistrate judge did, that there is reason to believe that disclosure

of the Google Order to the subscriber in question will seriously jeopardize the government’s

? Given the reaction to the publication of the Twitter Order, it appears that the government may
now regret consenting to disclosure of the Twitter Order.
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ongoing investigation.w Thus, the magistrate judge’s imposition of a ninety-day disclosu.re bar
pursuant to § 2705(b) was neither clearly erroncous nor contrary to law. Nor does a de novo
review of the record as a whole reveal any basis on which to modify the Google Order’s
nondisclosure provision. Tflerefore, under either standard of review, doogle’s objection in this
regard must be overruled.

In addition to arguing that the government has failed as a factual matter to demonstrate
that disclosure of the Google Order would serionsly jeopardize the investigation, Google also
asserts two legal grounds for rejecting the disclosure bar. First, Google contends that the order
raises potential constitutional and statutory issues that an affected subscriber may wish to raise, -
but which cannot be raised at this time because the affected subscriber is unaware of the order’s
existence. The short answer to this argument is that if an individual whose information is sought
by the Google Order wishes to attack the validity of the order, there will be opportunities for
such a challenge after the order is made public. For example, if the information obtained is
offered by the govémment in a subsequent criminal proseciltion, a defendant with standing may
seek exclusion of the evidenc_el" And of course, if no one-is prosecuted based on the
information obtained from Google, a § 1983 action might be available if the subscriber can

demonstrate the requisite elements of the § 1983 action, including, most notably, a “deprivation

19 The govemment also asserts that its investigation has been impeded following unsealing of the
_Twitter Order by diverting resources (i) to addressing public criticism of its investigatory tactics,
and (ii) to defending its aftorneys from harassment. The government contends that unsealing the
Google Order would further exacerbate these conditions. The SCA does not include criticism of
the government or harassment of government attormeys in the § 2705(b) calculus, Indeed, it is
the integrity of the investigation itself, not the government’s interests in protecting its image or
defending its attorneys against barassment, that are the subject of § 2705(b).

11 Of course, this is not to say that the defendant would have standing to challenge the
admissibility of the evidence, or even that a defendant with standing could properly invoke the
exclusionary rule in the circumstances. Those issues need not be and are not addressed here.
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of any rights, privileges, or immunities secured by the Constitution and laws.” 42 U.S.C. § 1983.
Although it does not appear that a § 1983 action based on the Google Order would have any
merit,'? questions raised by such an action need not be addressed here.

Google’s final objection to the Google Order’s nondisclosure provision rests in the First
Amendment. In essence, Google argues that the nondisclosure provision is an unlawful prior
restraint on its own fiee speech rights inasmuch as the order prevents Google from discussing the

| existence of the order with anyone. Before addressing the merits of this argument, it is important ‘
to note initially that orders barring third parties from disclosing government surveillan(_:e tactics
during the course of an investigation are hardly new. The g‘ovemment has long held the power to
compel the assistance of, inter alia, telephone and internet service providers in monitoring
communications. See United States v. New York Tel. Co., 434 U.S. 159, 168 (1977) (recognizing
the authority for the installation of a pen register); United §'tates v. Talbert, 706 F.2d 464, 467
(4th Cir. 1983) (recognizing the authority for wiretaps); see also 18 US.C. § 3122 (authorizing
statute for pen registers and trap and trace devices). Indeed, the statute invoked by the ‘
government here is nearly twenty five years old. See Electronic Communicat.ions Privacy Act of
1986, Pub. L. 99-508, § 201(a), 100 Stat. 1864, (1986). And when the govemnent invokes its
power to obtain information from service providers, cburts' routinely bar the providg_rs from
disclosing the existence of the order to anyone, inéluding the relevant subscriber. See, e.é., 18
U.S.C. § 3123(d) (barring disclosure of the existence of pen registers and trap and tr'ace devices
unless otherwise directed by a court); 18 .U.S.bC. § 2511(2)(a)(ii) (barring disclosure of the

existence of wiretaps, unless otherwise directed by a court).

12 See In Re: §2703(d) Order, Misc. No. 1:11dm00003, 2011 U.S. Dist. LEXIS 25322, at *10-19
(E.D. Va. Mar. 11, 2011) (Memorandum Opinion) (rejecting subscribers’ First and Fourth
Amendment challenges to the Twitter Order).
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Google’s First Amendment argument amounts to an as-applied attack on the SCA’s
constitutionality. Yet, Google cites no case—and none has been found-—striking the e:xercise of
such power as an improper prior restraint under the First Amendment. Nondisclosure provisions
of this sort are so routine that Google’s argument borders on frivolous. Nevertheless, it is not
difficult to perform the required constitutional analysis under the First Amendment, which makes
clear that the nondisclosure provision in the Google Order passes constitutional muster,

It is true, of course, that the nondisclosure provision il; issue does constitute a lﬁﬁor
restraint on Goc; gle’s right to free sliaeech,13 but it is equally clear that a prior restraint is
permissible where the government demonstrates that the restraint is narrowly tailored to serve a
compelling govemmental interest. See Va. Dep't of State IP'olice v. Wash. Post, 386 ¥.3d 567,
573 (4th Cir. 2004) (analyzing prior restraints in the context of sealed court documents). It is
well settled that the govemmént has a compelling interest in maintaining the integrity of an
ongoing criminal investigation. Wash. Post, 386 F.3d at 579 (“We note initially our complete
agreement with the general principle that a compelling governmental interest exists in protecting
the integrity of an ongoing law enforcement investigation.”); In re Sealing & Non-Disclosure,
562 F. Sﬁpp. 2d at 895 (“As a rule, scaling and non-disclosure of electronic surveillance orders
[that are not permanent or indefinite] are presumptively justified while the investigationis
ongoing . . . ."). Of course, “whether this general interest is applicable in a given case will
depend on the specific facts and circumstances presented.” Wash. Post, 386 F.3d at 579. In
conducting such an analj(sis, consideration must be given to “whether the granting of access.. . .

will disclose facts that are otherwise unknown fo the public.” .

B See In re Sealing & Non-Disclosure, 562 F. Supp. 2d 876, 882 (S.D. Tex. 2008) (noting that a
nondisclosure provision in a § 1703(d) order “imposes a prior restraint on speech”).
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These principles, applied here, po;'nt convincingly to the conclusion that the -
nondisclesure provision in the Google Order does not infringe any of Google’s First Amendment
rghts. Herc, it is clear that unscaling the Google Order will reveal steps in thx;. govemmen-l's
: inve;sti-gatiun that arc not currently public. Although the public may speculate that the
govenument is seeking or has sought access to noncontent subscriber information with respect to
thq-eeoum, such access has ever been publicly confirmed. Moreox}er, ag noted infra,
there is reason to believe th.at such release will seriously jeopardize the government’s ongoing
criminal invesligation. The govermment’s interest in maintaining the integrity of its Wikil.éaks
investipation canndt be understated, and the temporary priér testraint on Google’s free speech is
narrowly tailored to sexve this compelling interest. ﬁmfom, Google’s First Amendmient
challenge te the nondisclosure provision in the Goople Order fails.

Accordingly, for the aforementioned reasons, the magistrate judge’s ovder sealing the
Google Order and baming disclosurc of the cxistence of the Gaogle Order for ninety days, with
an optional sixty day t_:xtcnsion, is neither clearly erroneous nor confrary to law. Additionally, a
de nove mvic@v of the record similarly confirms that the mapistrate judge’s mling was correct in

all respects. Thus, Google™s objections must be overruled.

The Clerk is directed to place this matter under seal and to send a copy of this
Memorandum Opinion to all counsel of record.

Alexandria, Virginia
March 30, 2011
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division
IN THE MATTER OF THE 2703(d) ) Misc. No. 1:10GJ3793
ORDER AND 2703(f) PRESERVATIOCN )
REQUEST RELATING TO GMAIL ) 11-DM-2
ACCOUNT )
) UNDER SEAL

ORDER

The matter is before the Court on Google, Inc.’s motion to stay and 'objections to
the magistrate judge’s ruling that the order issued to Google pursuant to 18 U.S.C.

§ 2703(d) remain under seal and that Google be ordered .not to disclose the existence of
the order to anyone. See In re Application of the United States of America for an Order
Pursuant to 18 US.C. § 2703 fd), No. 1:160]3793 (E.D. Va. Jan. 4, 20Il 1) (Qrder), as
modified by In re 2703(d) Order and 2703 (f) Preservation Request Relating to Gmail
account [ No. 1:10G33793 (ED. Va. Feb. 9, 2011) (Order).

For the reasons state& in the accompanying Memorandum Opinion of even date, a
de novo review of the record as a whole demonstrates that the magistrate judge’s ruling is
correct in all respects, aJ;d that the ruling is not contrary to law, clearly erroneous, oran
abuse of discretion.

Accordingly,

It is hereby ORDERED that Google’s objections (Doc. Nos. 15 and 16) are
OVERRULED in all respects.

It is further ORDERED that Geogle’s motion to stay (Doc. No. 17) is DENIED

ASMOOT.



It is further ORDERED that this Order and the e.lccOmpanyi'ng Memorandum
Opinion shall REMAIN UNDER SEAL until further order of the Court

T is further ORDERED that once the undeﬂying grand jury jnvestigation is
completed, the government is DIRECTED to advise the Court whether it would then be
appropriate 1 lift the seal on this Order and the Memoranduvm Opinion.

Itis further O@ERED that Google promptly comply with the magistrate judge’s.
§ 2703(d) order compelling the disclosures described therein and comply with the
accompanying nondisclosure provision in all respeets.

The Clerk is directed to place this matter under seal and to send a copy of this

Onder to all counsel of record.

Alexandria, Virginia
March 30, 2011
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

AND 2703(F) PRESERVATION REQUEST

)

IN THE MATTER OF THE 2703(D) ORDER )  Criminal No. 1:11-DM-2
)

RELATING TO GMAIL ACCOUNT )

UNDER SEAL

CONSENT MOTION TO UNSEAL

The United States of America and Google Inc. (Google) through undersigned counsel file
this consent motion to unseal the redacted versions of the orders and pleadings in 1:11-DM-2
enclosed as Attachments A through O.

L Background

On January 4, 2011, upon application of the United States pursuant to 18 U.S.C.
§2703(d), Magistrate Judge_ issued an order, requiring Google to disclose non-
content subscriber and transactional records for a Google account. (Section 2703(d) Application;
Section 2703(d) Order)

The Section 2703(d) Order provided that the “application and [ ] Order are sealed until
otherwise ordered by the court, and that Google shall not disclose the existence of the application
or [ ] Order . . . or the existence of the investigation to the listed subscriber or to any other
person, unless and until authorized to do so by the Court. See ex parte, under seal Attachment.
On February 9, 2011, Judge - denied in part and granted in part Google’s Motion to Modify
the Section 2703(d) Order. Google was authorized to provide notice of it to its subscriber within
90 days of providing the required information to the government, unless the government filed a
motion for an extension, with a maximum sixty-day extension period. The clerk was directed to

file the order under seal. (“Modified Disclosure and Sealing Order 1”).



On March 30, 2011, Judge- overruled Google’s objections to Judge-
ruling, and ordered that the Order and accompanying Memorandum of Opinion remain under
seal until further order of the Court. The United States was directed to advise whether it would
be appropriate to lift the seal once the underlying grand jury investigation was completed. The
clerk was directed to place the matter under seal. (“Modified Disclosure and Sealing Order 27).
On July 29, 2011, Google provided notice of the Section 2703(d) Order to the subscriber
following expiration of the non-disclosure period.

II. Discussion

The Section 2703(d) Order and Section 2703(d) Application, which contains specific and
sensitive details of the investigation, remain properly sealed while the grand jury investigation
continues.

The United States believes, however, that alternatives less drastic than sealing will now
suffice to protect the investigation with respect to the Modified Disclosure and Sealing Orders 1
and 2 and related pleadings in matter 1:11-DM-2 (except ex parte pleadings), which pertain to
sealing and non-disclosure issues.

Specifically, the United States believes that those Orders and pleadings may be unsealed
if “matters occurring before a grand jury” (i.e. accounts and individuals) and personal identifiers
of government officials (i.e. names and contact information)! are redacted. The United States
also will not seek to prevent Google from disclosing the account name at issue in matter 1:11-

DM-2 to the subscriber of that account.

I The Attachments reflect redactions to the names and contact information of government and
judicial officials. The United States and Google defer to the Court’s preference in redacting the
names of judicial officials.



I111. Conclusion

‘ Therefore, the United States and Google respectfully request that the following, redacted

in accordance with Attachments A through O, be unsealed:

A.

©

m Y 0

@ =

—

Google’s Motion to Modify 2703(d) Order for Purpose of Providing Notice
(1/18/11)

Government’s Response (1/28/11)

Google’s Reply (2/1/11)

Government’s Motion to Continue (2/3/11)

Modified Disclosure and Sealing Order 1 (Judge -) (2/9/11)
Google’s Objections to and Appeal of Judge- Order (2/17/11)
Google’s Motion to Stay Production Pending Appeal (2/17/11)
Government’s Response to Google’s Objections (2/28/11)
Government’s Response to Google’s Motion to Stay (2/28/2011)
Google’s Reply in Support of Objections (3/7/11)

Google’s Reply in Support of Motion to Stay Production Pending Appeal (3/7/11)
Government’s Notice of Relevant Decision (3/22/2011)

Google’s Response to Notice of Relevant Decision (3/23/2011)

Modified Disclosure and Sealing Order 2 (Judge -) (3/30/11)



0. Redacted Consent Motion to Unseal and Order

Dated this 1* day of April 2015.

By:

Resiectfulli submitted,

Assistant United States Attorney
United States Attorney’s Office
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: (703) 299-3700

Fax: (703) 299-3980

Attorneys for the United States

John K. Roche (VSB# 68594)
Perkins Coie LLP

700 13™ St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com

Attorneys for Google Inc.



CERTIFICATE OF SERVICE
I hereby certify that on this 1* day of April 2015 the foregoing was sent via email and

hand deliver to the following persons:

John K. Roche

Perkins Coie LLP

700 13™ St., N.W., Suite 600
Washington, D.C. 20005-3960
Phone: 202-434-1627

Fax: 202-654-9106
JRoche@perkinscoie.com

By:

Assistant United States Attorney
United States Attorney’s Office
2100 Jamieson Avenue
Alexandria, Virginia 22314
Phone: (703) 299-3700

Fax: (703) 299-3980



IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division
IN THE MATTER OF THE 2703(D) ORDER

)
)
AND 2703(F) PRESERVATION REQUEST )
RELATING TO GMAIL ACCOUNT )

Criminal No. 1:11-DM-2
UNDER SEAL

CONSENT ORDER

WHEREAS, the United States obtained a 2703(d) Order directed to Google Inc.
(Google);

WHEREAS, the United States and Google engaged in litigation regarding the sealing and
non-disclosure of the 2703(d) Order in the matter 1:11-DM-2; and

WHEREAS, based on the record before the Court, alternatives less drastic than sealing
will now suffice to protect the investigation with respect to the documents specified below,
which pertain to sealing and non-disclosure issues; it is hereby

ORDERED that the following, redacted in accordance with Attachments A through O, be
unsealed:

A. Google’s Motion to Modify 2703(d) Order for Purpose of Providing Notice
(1/18/11)

Government’s Response (1/28/11)
Google’s Reply (2/1/11)

Government’s Motion to Continue (2/3/11)

= o 0w

Modified Disclosure and Sealing Order 1 (Judge -) (2/9/11)

™

Google’s Objections to and Appeal of Judge- Order (2/17/11)

G. Google’s Motion to Stay Production Pending Appeal (2/17/11)



N.

0.

Government’s Response to Google’s Objections (2/28/11)

Government’s Response to Google’s Motion to Stay (2/28/2011)

Google’s Reply in Support of Objections (3/7/11)

Google’s Reply in Support of Motion to Stay Production Pending Appeal (3/7/11)
Government’s Notice of Relevant Decision (3/22/2011)

Google’s Response to Notice of Relevant Decision (3/23/2011)

Modified Disclosure and Sealing Order 2 (Judge -) (3/30/11)

Redacted Consent Motion to Unseal and Order

ORDERED that Google may disclose to the subscriber the account at issue in the sealing

and non-disclosure litigation relating to 1:11-DM-2, and the subscriber is not prohibited from

further disclosing that information.

ORDERED the record in matters 1:11-DM-2 remain under seal, and no part of them may

be disclosed without court order except to the extent provided above.

It is so ORDERED.

ENTERED this __ day of April 2015, at Alexandria, Virginia.




