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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

5 Septernber 2006
IG-10693-08

TO: DISTRIBUTION

SUBJECT: F5/5H¥FF Report on the Assessment of Management Controls
for Implementing the Foreign Intelligence Surveillance Court (FISCH Order:
Teiephony Business Records (ST-06-0018}—ACTION MEMORANDUM

1. “FSAHSHES This report suinmarizes the results of our assessment
Managemcm Conirols for Implementing the FISC Order: Telephony
Business Records. The report incorporates management's response to the
draft report.

2. {(U//FOH6F As required by NSA/CSS Policy 1-80C, NSA/CSS Office of
the Inspector General, actions on CIG audit recommendations are subject to
motitoring and followup unti completion. Conseguently, we ask that you
provide a written status report concerning each planned corrective action
categorized as "OPEN.” The status report should provide sufficient
information to show that corrective actions have been completed. If a planned
action will not be completed by the original target completion date, please state
the reason for the delay and give a revised target compiletion date. Status
reports should be sent tol IAS sistant Inspector General, at
OPS 2B, Suite 6247, within 15 calendar days aftéieach, tfu‘det completion
date.

“(b)(3)-P.L. 86-36
3. (U/ e85 We appreciate the courtesy and coaperatmn extended tn

the auditors throughout the review. If vou need clarification or additional
information, please contact] o “|Assistant Inspector General,
on 963-2088 or via e-mail at| [

;,’f‘

/ /r‘f #fa:i/}/)//W (— /sz/ﬁéj’ r '/ v e
BRIAN R. MCANDREW
Acting Inspector General

Derived From: NSA/CSSM 1-52
Dated: 20041123
Declassify On: MR
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ASBESSMENT OF MANAGEMEN
@ﬁ?‘%‘?‘ﬁ%ﬁﬁm FOR IMPLEMENTING THE FQE’QFE’@%
ENTELLIGENCE SURVEILLANCE COURT (FISC) ORDER:

TELEPHONY BUSINESS RECORDS

(b)(3) P.L. 86-36
(b)(3)- 50 USC 3024(j)

W Background: The Order of the FISC issued 24 M5 2006
in In re Application of the Federal Buregu of Investigation for an Order Requirir m *hc
|Pmdupfmn of Tanaible Things| 2] l
No. BR-06-05 (the Order} states that “lifhe Inspector General and the General
Counsel shall submit a report to the Director of NSA (DIRNSA) 45 devc after the
initiation of activity [permdtted by the Order] assessing the adequacy of
management controls for the processing and dis semmahon of U.S. person
information. DIRNSA shall provide the findings of that report to the Attorney
General.,” The Office of the Inspector Gerneral (OIG), with the Office of the General
Counsel's {OGC) concwrence, issued the aforementioned report on 10 July 2006
in a memorandum with the subject FISA Court Order: Telephory Business Records

v {ST-06-0018). Subseguently, DIRNSA senit the memorandum to the Attorney
General. This report provides the details of our assessment of management
confrols that was reported to DIRNSA and makes formal recommendations (o
Agency management.

FINDING

: - ; A The management conirols designed by e
@gﬁm}}f m g@mpﬁ fmzz procassing, Jissemination, dels securily, and
oversigiit of tefephony motadata and L8, parson informalicn obtained
under the Qrder are adeguate snd in several aspacts exceed ihe torms of
ihe Order. Due fo the risk assadiated with ihe colleciion and processing
of efephony metadats involving L5, person information,. three agoitionst
conirofs should e pout in place, Speciticaily, Agency managsemanit siould:

{3} design procodures io provide » higher level of assusancs that
ﬁiiﬁf“&fﬁ?‘”@ffﬁﬁ? datz will not be collected snd, F insdverfenify

aitected, will be swilftly expunged and nol made svailable for
@ﬁggﬁs b,

(2} separaie the autfhorfty o apurove meladstls quaries from iHe
mpnwyfrgf to conduct guaries of mniadais vnder (e Order.
LA LS B AR T R WA T U i Bt AR A AL W T U N2 00 3 N I T AR Y 73 ':s AT L0 S N2 DA W

RN MON X I S NOL Wk o S A L LR N K L } ENE A S SR P R ) \ AL IS,
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{2} conduct periodgls reconcifiation of aporoved felephone
RETIRers Wkl BN 10gs of guaried numbers to verity st only
authosized guerics fave been made under the Orides.

(4 Criteria

T ¥ The Order, The Order authorizes NSA& to
collect and retain h_le.“pnm 1y metadata to protect against international
terrorism and 1o process and disseminate this dais |

To pmtec"c 1.5 privacy rights, the Order states 5;:: «“mc terme
and restdctiohs regar dmg the miicctm*’ processing, retention,’

~issemination, dq security, and ﬁv:?rux:ght of te iepanrv metabas,a
. and U.S. person information obtained under the Qrder. To ensurs
(b)(1) oc rzmhqmﬁ with these tenms and restrictions, the Order alse
(b)(3)-P.L. 86-36 mandates Agency management {o implement a series of procedures

(b)(3)-50 USC 3024(i) to control fhe access to and use of the archived data collected

pursuanti to the Order. These conirel procedures are clearly stated
i the Order. Appendix B includes a summary of the key terms of
the Order and the related mandated control procedures.

(1) Standards of lnternad Conlrol. nternal control, or management
control, comprises the plans, methods, and procedures used to meet,
missions, goals, and objectives. Ii provides reasonable assurancs
that an entity is effective and efficient in its operations, veliable i #5
reporting, and compliant with applicable laws and regulations. The
Generad Accounting Office’s Standards for Idernal Control inthe
Federal Government, Woverber 1899 {the Standards), presents the
standards thet define the minimum level of quality acceptabie for
managementt contrel in government. NSA/CSS Pelicy 7-3. indermnal
Control Progrorm, advises that ev, ahntiem of nternal contro! should
consider the req\mﬁm*mm gutiined by the S{andards. The OWJ 11SE3
the Standards as the basis against which management control is
evaluated.

—SEESHSHFEE Documented Procedures are Meeded 1o Govers the
Collaction of Telephony Meladala

Couirol procedures for collecting telephony metadats
1 der ‘mt '\.}1'35‘1‘ were not forrnally de&agneu and are nol clearly
documenied.  As a resull, management controls de not provide
reasonable assurance that NSA will compl v with the fo *ilcv,m?. term
of the Ocder:

LLESHEBW e did not assess the controls over retention at this time as the Order allows data vo be retgined for
five veass.

'r' 1»} ENE AT A vl LA Y NNk G 0 i 3 KE R S AR S R A T R RS R R LA F A RS A VAR R Y
A -

R v R P N NSV e o S e ST AR RS AN L O Y
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MN3A may obtain telephony metadata, which includes
comprehe”]swe communications, routing information,
inecluding but not Umited to session identifying miorm'adjom
trunk identifer, and time and duration of a call. Telephony
metadata does not nclude the substantive cont ent of any
compunications, or the name, address, or financial
information of a subscriber or customer.

~PSASH As required by the Order, OGC plans to examine

periodically a sample of call detail records o ensure NSA is receiving
only data authorized by the court. (This is the only coniyol
procedure related to collection that is mandated by the Order.)
Although this will detect unauthorized data that has been loadec

inte the archived database, there should also be contrals in place tc)
preveni unauthorized data from being loaded into the datahase. In
addition, good internal comnirel Wrd.(_ilCC‘i require that d\)cument tion
of internal control appear in management directives, administrative
policies, or operating manuals. Al a minimmum, procedures should
be established to:

s« nonitor incoming data on a regular basis,

o upon discovery of unautthorized data, suppress unauthorized
daia from analysts’ view, and

s ecliminate unauthorized data from the incorming data sirear.

— RS S -FEFER AR With these proposed control procedures in

place, the risk that Agency personnel will mistakenly collect types of
data that are not authorized vnder the Order will be minimized.
Although the primnary and secondary orders prohibit the providers
from passing specific types of data to NSA, mistakes are possible.
For example, in responding to owr request for inforrnation, Agency
management discovered that NSA was obtaining two types of data
that rnay have been in violation of the Order: a 16-digit eredit card
number and name/partial name in the record of Operator-assisted
calls. (it should be noted that the name/partial name was not the
name of the subscriber from the provider's records; rather, a
telephone operator entered name at the time of an Operator-assisted
call)

E IIn the case of the credit card number, SGC
advised .(‘hai in its epinion, collecting this data is not what the Court
*ougjt to prohibit in the Order; but *‘Lmnmlumed that it still ixe
suppressed on the incoming data fow if not needed for contact
chaumw’ purposes. In the case of the name or partial name, DGC
advised that, while not what it believed the Court was concerned
about when it issued the Order, collecting this information was not
i keeping with the Qrder’s specific terms and that it should also be
suppressed from the incoming data flow. GGC indicated that i will
report these issues to the Court when it seeks renewal of the
authorization. Agency management noted that these data types weye

SATFWTE™S & e b AR P N YN T R T A
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biocked frorn the analysts’ view. Management also stated that i wil
take immediate steps to suppress the data from the incoming data
fiow. These steps should be completed by July 31, 2006.

—-EFEHSE Degign and document procedures (o provide a higher leve!l of
assurance that non-compliant data will not be collected and, If inadveriently
collected, will be swillly expungsd and nol made avallable for analysis.

(ACTION:

(b)(3)-P.L. 86-36

{3 Maﬁag ament Heaponse

CONCUR, = Managerment concurred with the
finding and rtmmmundai@n and has already partally implemented
the recommended procedures to biock the questionable data from
the providers’ incoming dataflow. A fnal system upgrade to hlock

the questionable data frorn one remaining provider is schediled for
| Testing is currently ongoing.

{4) OIG Comment

1) Planned action meets the intent of the recommendation.

RSN Additional Controls are Meeded to Govern the
rocessing of Telephony Metadata

EYAPA Y GBI R S g S TR et QST F A TATATY AT O J S R i BT

toe Adfency mmaét:ment designed, and in some ways
E‘K('EP@P‘(* the series of conirol procedures over the pr nwsssf:cw af
telephony metadats that were mandated by the Order; | tewever,
there are currently nic means to prevent an individual who i
authorized aocess the telephony metadata from quearving, c;fi er by
er7ory ov ntent, a teiephone number that is not compliant with e
Crder. xhtli“fj_ﬁ, additiona! controls are needed to reduce the risk of
unauthorized processing,

S Processing refers to the querying, ss zux:‘
and anal mS of _ﬂf'ph‘ Y meta« ;am To protect the privacy of U5,
persons, the Ouder resiricts the telephone numbers that may he
qw:ﬁed:

RN ST T o A D
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Based on the factual and practical considerations of
everyday bfe on which reasonable and prudent persons act,
there are facts giving rise o a \“easonabxc, zriculable

................ suspicion that the televhone nupnber ]

.

Eg;g; EOL{JgeC:afOM(l) A telephisiie mumber believed t 0 be used, S, persn

e ' j

* shall not be regarded as asgociatéd with

- solely on the basis of
ACEVILeS Ihat are prolecied by the First Amendment to the
Constitizion.

— (S-S T Agency management designed the series of condrol
procedures over the processiug of telephony metadats that were
mandated by the Order. In a short amount of time, Agency
management modified existing systems and designed new processes
for

e - decument justifications for querying a particular
teiephone number,

& obtain and document OGC and other authorized
approvals to query a particular telephone nuinber, and

« maintain auvtomatic audit logs of all queries of the
telephony metadata.

55} These controls are adeguate to provide reasenabie
assurance that justifications are sound, dpprova}.s are given and
documented, and that there is a record of all queries madL Agency
management even exceeded the intent of the Order by fuily
documenting the newly developed processes in Standard Operating
Procedures and by developing enhianced logging capability that will,
once completed, generate additional reports that are more usabile for
audit purposes.

SRR Two additional control procedures are needed to
provide reasonabie assurance that only telephone numbers that
meet the terms of the Order are gueried.

—FRHEHAHT The authorily 1o approve metadala guerles should bhe
segragated from the capability to conduct metadals gueriss.

7 The Chief and Deputy Chief of the Advanced Anelysia
Dim._ﬁon {AA“)} and five Shift Coordinators® each have bath the
authority to approve the guerying of telephone numbers under the
Order and the capability to conduct queries. The Standards of

LRSS The Order grants approval anthority to seven individuals: the SID Program Manager for €T
Special Projects, the Chief and Deputy Chief of the AAD, and four Shift Coordinators in AAD. In practice,
Agency management transferred the authority of the SID "mgram Manager for CT Special Projects to one
additional Shifi Coordinator. Agpproval authority therefore remains limited to seven ind vxdunis ag intended by
the Order.
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Infernal Contrel in the Federal Governanent require that key dutiss
and responsibiliies be divided among different people to reduce the
risk of ervor or fraud. In parlicular, responsibilities for authorizing
ransactions shiould De separate from processing and recording
thern. This lack of segregation of cuties ncreases the risk that Shift
Coordinators and the Chief and Deputy Chief of AAD will approve
and fquery, either by error or intent, telephone numbers that do not
meet the terms of the Order.

sxEn

—CFSHEY Separate the authority to approve meladata gueries from the

capability io conduci gueries of msiadata under the Ordery.

{ACTION: Chief, Advanced Analysis Division)

(U} Management Responss

CUNCUR. —Cre N Management conouted with the
finding but stated that xi could not implement the recommendation
hecause of constratns 1 maripower and analytic expertise. As an
alternative, managerent recommended that SID Over sight &
Complance (O&C] routinely review the audit logs of the Chief and
T‘3epu‘cv Chief of the Advaneed Analysis Division and Shift
oordinators to verify that thelr queries comply with the Order. This
mtf:mamfe would be developed in conjunction with actions taken to
address Recommendation 3 and is contingent op the approval of 2
pending request o SID management to detail [:___]m;npmer
prograrmmers to the teamn. Manegement is also negotiating with
&L 1o accept the responsibility for conducting the ru_wnmmﬁtd
reconciliations. -

Statliﬁ: @F‘?Eﬁ .................................
Target Completion Date: | o (b)(3) -P.L. 86-36

{1} O1G Comment

= Although not ideal, management's aliernalive

rccs:;mnﬂnd t*on o moniter audit logs to detect ervors vvﬁl ata
minimum, mitigate the risk of querving telephone numbers thad do
not meet the terms of the Order, Therefore. givery the exlsting
manpower constraints, management’s suggesied alternative
recommendation meets the nﬁent of the recommendation.
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A A xln(’ﬁl,

Rk Aot fogs should be routinely reconcifed fo the records of
fa«!@ ':‘fwﬁf@ nmibrars approved for guerying.

—FSASHF Management controls are not in place to verify that
those telephone numbers approved for querying pursuant to the
Order are the only numbers gqueried. Although audit Jogs docurnent
all queries of the archived metdd ta as mandated by the Gz‘dﬂ' ‘x“he
logs are not currently generated in a usable format, and Agena
management does not routinely use those logs to audit the ekp‘mne
numbers qgueried. The Standards of h“rem& Conrtyol in: the Federal
Goverrmment recommends ongoing reconciliations o “make
management aware of inaccuracies or exceptions that could indicate
internal control problems.” The lack of routine reconciliation
procedures increases the risk that errors will go undetected.

~STEHASH Conduet periodic reconcitiation of approved felephone numbers with
the logs of queried numbers to verify that only suthorized gueries have been
made under the Order,

{(ACTION: SID Special Program Manager for CT Speeial Projects)

{1} Management Response

CONCUR. FSH5HSTEW7 T Management concurred with the
finding and recormmendation and presented a plan to develop the
necessary tools and procedures to implement the recommendstion.
However, management stated that completion of the plamed actions
is contingeny on ﬂae appioval of a pending request to SII}
management te detail computer pmgmmxer‘ £5 the teamm.
Managerment is also negotiating with G&C 1o accept the
responsibility for conducting the recommended r'ecenr.:i}ja‘dzms.

“(b)(3)-P.L. 86-36

Status: OPEN (Y

{U) Planned action meets the inient of the recommendation.
However, should SID management not grant the reguest for

additional computer programmers or O&C not accept responsibility
for conducting the lGCOH(‘lh stions, management must promptly
informa the OIG and present an alternative plan.

r [" 23 (:'L¢~ Eyy P EY //‘v ‘f" :E"Z“}‘P"" COTPEY T OAFTEAFERITL L I’}.-‘"Y.""r'fs L R TR S ARR R  ALT ar
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Dhsarvation

—FSHSHAIS AL the ime of our revigw, there was no policy in placs
o pericdically review telephone numbers aporoved for qusrying
tinder the Order to ensure that the telephorie numbsis stifl met the

crfteriz of the Order. Although the Order is silent on the lengih of

time & teisphone number may be Gueried once approved, Jue
diligance requirss that Agency management issug a palicy
decision on this matter and develop procedures o exscute the
dacision.

—FEFSHFE-Management Comirofs Governing the Disssmination of
13.8. Person Information are Adeguate

—FFSAFSAER Agency manageiment implemented the serles of control
procedures goverming the dissemination of U.S. person information
mandated by the Orvder. O&C designs and implements controls {o
enisure USSID SPOOIE complianice across the Agency, tn nclude
obtaining the approval of the Chief of Information Sharing Sexvices
and maintaining records of dissemination approvais, as required by
the CGrder. No additional procedures are needed {o meet the intent of
the Order. Furthermore, these procedures are adeguate to provide
reasonable assurance that the following terms of the QOvder are metl:

Dissemdnation of U.8. person information shall follow the
standard NSA minitnization procedures found in the
Attorney Genersd-approved guidelines (USSID 18).

AT Management Conlrols Governing Data Securlly are
Adeguate
LFS-LASH-2HS Ageniey management implemented the serles of control
precedures governing the data security of ULS. person inforimation as
mandated by the Order, such as the use of user IDs and pazswords.
Agency management exceeded the terms of the Order by moaindaining
additional control procedures that provide an even higher level of
assurance that access o telephony metadata will be Hmited to
authorized analysts. Most of these controls had been in place prior
to and aside from the issuance of the Order. Only the requir )
ihat OGC periodically roonitor individusds with access 0 the archive
was designed in response to the Order. Combined, these provedures
are adequate to provide reasonable assurance thai Agency
management complies with the following termos of the Ovder:

DIRNSA shall establish mandatory procedures sirietly to
contvel access to and use of the arciived metadata collected
pursuant to this Order,

N AT
EAENCE T VE
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—FSAEHET Additionally, O&C plans to reconcile the list of

approved analysts with a Het of authorized users to ensure
only approved analysts have access fo the metadata.

—Wﬁmna&mw&a Controls Governing the Qversight of
Activities Conducted Pursuani io the Ovder are Adeguste
57 As mandated by the Order, Agency management
desm h:d planq to provide general oversight of activities conducted
pm‘sgzant to the Orde}:. The Crder states that,

The N3A Inspector General, the NSA General Counsel, and
the Signals lntehxgaence Directorate Oversight and
Compliance Cffice shall periodically review this program.

. Fr-Specifically, Agency management designed
thc seﬂowmg planﬂ that are adequate to ensure compliance with the
Order.

v ~FSAHSHAE The OGC will report on the operations of
the program for each renewal of the Order.

o FESFSNTO&C plans to conduct periodic audits ¢
the gueries.

~ESAHASHE OIG planned to audit telephony
metadata collected and processed under the
Presidential Authorization. Upon issuance of the
Order, the audit was put on hold {o complete the
court-ordered report. OIG will modify the audit plan o
include the new requirements of the Order. Once
sufficient operations have occurred under the Order to
allow ior a full range of corapliance and/or substantve
testing, the audit will proceed.
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iy Conclusion

LS g

ROy J LN

A The activities conducted under the Order ave
extremely sensitive given the risk of encountering U.S. person
iformation. The Agency must take this resporsibility seriously and

show good fith in #s execuiion. Much of the foundation for o strong
control system is set up by the Order iself, in the form of maadated

control procedures. In many ways, Agency managem?m has made

L;P controls even stronger. Our recammendations will addyess
control weaknesses not coverad by the Order or Agency management
and will meet Federal standards for internal control. Onece d}f noted
wealknesaes are addressed, and additional controls are implementied,
the management control systeo will provide reasonable assurance
that the texrms of the Order will net be violaied,
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(U ABOUT THE AUDIT

() Ghjectives

~{ReAASE The overall objective of this review was to determine
whether managernent controls will provide reasonable sssurance
that Agency management cornplies with the terms of the Order.
Specific objectives were to:

=  verify that Agency management has designed the conirol
procedures mandated by the Order.

e assess the adequacy of all management controls in

accordance with the Standards of Internal Condrol in the
Federal Government.

{U) Scope and Methodology

U/ /A8y The audit was conducted from May 24, 2006 to July 8,
20086.

{11/ ey We imterviewed Agency personnel and reviewed
documentation to satisfy the review objectives.

—55758 We did not conduct a full range of compliance and/or
substantive testing that would allow us to draw conclusions on the
efficacy of management controls. Our assessment was lmited to the
overall adequacy of management controls, as directed by the Order.

PS5 As footnoted, we did not assess conirols related to the
retention of telephony metadata pursuant to the Order. As the Crder
authorizes NSA fo retain data for up to five years, such controls
would not be applicable at this time.

(U} Prior Coverage

1. U/ /FeHor nterim Report of the STELLARWIND Programy
Need jor Documentalion and Development of Rey Processes, 14
May 2004

2. &2 Interim Report of the STELLARWIND Program: Need for
Increased Attention to Security-Related Aspects of the
STELLARWIND Progromm, 13 September 2004

E o P Wit -*fr‘u"\'rv i LS 30 2 WL LA TR L0 2 AR T - W D 2 WIS AT A LR LT AR AT P s N AN Y
PAENCH R N YN OO M I R APEICL R A0 S g N ANEAT S 0 A i M S B W L o e e

13

Al
IR e



DOCID: 423024 REF_ ID:RA4177249%

£ m; PR AN T D SR B SR W e e ¢ BT B T T S go s e Roed

KAV WERTIP AN A2 R WS WEE LRI SN JE SO I H"~ ”?« EEAE W a Wi W ‘.z.l‘v.imﬁx i).i\ "»,"/"}',:i.-";';‘

S5T-06-0018




. DOCID: 423"Q‘g}'é Aot )rki':f'.’ .1":: it Lv.z REF ].:DTP A41,?1?\242 ‘.' —~ Cﬁf - /,ix:
" ST-06-0018

Appendix B

S Telephony Business Recerds FI8C Qrder -
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(u) Busme ] Reccrdm FESG Order

(U} Kﬁanﬁamd Term&s amd G@nim Pmmﬂduma&

—FSHSAF—
Control Ternis of the Grder Responsibie Control Procedures
Area ' ' Entity
Collection of | NSA may obtain telephony metadata, which 0oGC At least twice every 90 days, OGC shall conduet random spot

Metadata includes comprehensive communications routing checks, consisting of an examination of a sample of call detail
information, iuchding but not limited to session records obtaiued, to ensurc that NSA is receiving only data as
identifying information (e.g., originating and authorized by the Court and not receiving the substantive
terminating telephone number, cominunications content of the conmunications {pg. 10, para (4)J).

device identifier, elc.), trunk identifier, and time
and duration of call, Telephony metadata does
nol include the substantive content of any
conununication, as defined by 18 USC 2510(8) or
the name, address, or fnancial information of a
subsecriber or custoiner (pg. 2, para 2).

BRI AT PR N ATV, R XA MK 00 S DAL TR BN E B STI R VRN AN
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Contrel Terms of the Order Responsible Control Procedures
Arca Entity

Processing Although data collected under this order will be 0GC OGC shall review and approve proposed queries of archived
broad, the use of that information for analysis metadata based on seed account numbers reasonably believed to

(Search & shall be strictly tailored to identitying terrorist be used by U.S. persous (pg. 6, para (4)C).

, H . E shatl acenr eolelv aoeordi . . . .
;A).ndl.yys, O;.- tm:lu:l:u.]lt?i;onsnggsSJ-%‘_{(;‘-LCL,I; : \)‘k;li d(' luil ding PM, Chiefor | Queries of archived data must be approved by one of seven
(gex{{nﬁ) (20 ]é p XOL,('L(,?)%) cribec n e apphication /Chiefof | persons: SID PM for CT Special Projects, the Chief or Deputy

Mr(; 1cli\—,;’ e b para L AAD, Shift Chief, Counienerrorisin Advanced Analysis Division, oroneof
etadate) Any search or analysis of the data archive shall Coordinators | the four specially authorized CT Advanced Analysis Shift

(
{b)
(b)

oceur only after a particular known telephone
number has been associaled with

3)-50 USC

. %
.3024(i)

S by a U.S-person shall not be regarded as
*.. _associated with] |

J(pg. 5, para ()A).

““Based on the factual and practical
considerations of everyday life on which
reasonable and prudent persons act, there
arc facts giving rise to a reasonable,

“articulable suspicion that

the telephone
number is associated With

[pg.

Kl

T ... para (HA), (b

° A""tclc_phone number believed to be used

folely on the basis
of activities that are prowected by the First
Amendiment to the Constitulion (pg. S,
para (4)A).

DIRNSA shall establish mandatory procedures
strictly to control access to and use of the archived
data collected pursuant to this Order (pg. 5, pura
{(DA).

PM; Chief &
D/Chief of
AAD, & Shift
Coordinators
AAD Analysts
(3)-P.L. 86-36
and Technical

Support

oGe

0GC

Coordinators in the Analysis and Production Directorate of SID)
(pg. 7, para (4)D).

SID PM for CT Special Projects; Chief and Deputy Chief, CT
Advariced Analysis Division, and CT Advanced Analysis Shift
Coordinators shall establish appropriate management controls
(e.g., records of all tasking decisions, audit and review
procedures) for avcess to the archived data (pg. 8, para (4)G).

Maintain a record of justifications because at least every ninety
days, the Department of Justice shall review a samplc of NSA's
Jjustifications for querying the archived data (pg. 8, para (4)E).

When the metadata archive is accessed, the user’s login, [P
address, date and time, and retrieval request shall be
automatically legged for auditing capability (pg. 6, para (4)C).

OGC will monitor the functioning of this automatic logging
capability (pg. 6, para (4)C).

Analysts shall be briefed by OGC concerning the authorization
granted by this Order and the limited citcumstances in which
queries to the archive ave permitted, as well as other procedures
and restrictions regarding the retrieval, storage, and
dissemination of the archived data (pg. 6, para (4)G).

i A 3 g i )
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Control Terms of the Order Responsibie Control Procedures
Area Entity
Digsemination | Dissemination of U.S. person information shall Chicf of Prior to the disscmination of any U.S. person identifying
of U.S. Person | follow the standard NSA minimization procedures information | information, the Chief of Information Sharing Scrvices in SID
Information | found in the Attorney General-approved Sharing must deterinine that the information identifying the U.S. person
guidelines (USSID 18) (pgs. 6-7, para (4)D) & pg. | Services in SID | is in fact related to Counterterrorism information and that it is
8, para (4)G), : necessary to understand the Counterterrorism information or
assess its importance {pg. 7, para (4)D},
A record shall be made of every such determination {pg. 7. para
4D).

Metadata Metadata collected under this Order may be kept .| None

Retention online (that is, accessible for aueries by cleared and Technical |-
analysts) for five years, at which time it shall be Support /(b)3)-P.L. 86-36
destroyed {pg. 8, para (4)F). :

Data Sccurity [“(FEAOHAEY DIRNSBA shall establish maendatory The metadata shall be stored and processed on a secure private

procedures strictly to coatrol access to and use of and Technical | network that NSA cxclusively will operate (pg. 5, para (4)B).
Ehe aicluved(isxl)collccted pursuant to this Order Support Access to the metadata archive shail be accomplished through a
PE. 2, para {4, software interface that will limit access to this data to

authorized analysts controlled by user name and password

(pg. 5, para (4$)C).

OGC shall monitor the designation of individuals with access to

0aGe & L Tomior te Ceste

the archive {pgs. 5-6, para (4)C).

Oversight The IG, GC, and the 81D Oversight and IG, GC,and | The IG and GC shall submit a report to DIRNSA 45 days after
Compliance Office shall periodically review this SID Oversight | the initiation of the activity assessing the adequacy of the
program {pg. §, para (4)H), and Compliance | managetent controls for the processing and dissemination of

Office U.8. person information (pg. 8, para (4)i]}.
DIRNSA shall provide the findings of that report to the
DIRNSA Attorney General {pg. 9, para (4)1).
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Text of Management Comments
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PROGRAM MEMORANDURM

PM-031-06 Reissusd
29 Aug 2006

To: Office of the Ix)spector Genma)[:

Counterterrorism Production Center |
Chief, SID Oversight and C onzplunr_c:] .................. l
86G1

SUBJECT #5555 PMO Response to 1G-10681-06, Subject Draft Report on the
Assessment of Management Controls for implementing the FISA Court Order: Telephony
Business Records (ST-06-0018)

(U//Ee/gey The SIGINT Directorate Program Office appreciates and welcomes the
Inspector General Office’s review of program operations as required by the sobject court
order. The Program Office offers the following response.

2. CESAHSEAERT This report presents three findings/recommendations. Fmdmg one
pertains to procedures to provide a higher level of assurance that non-compliant data will '
not be collected and, if inadvertently collected, will be swiftly expunged and not made
available for analysis, F‘indini, two pertains to the goal to separate the authority to

approve metadata queries from the capability to conduct queries. Finding three pertains
to the requirement to conduct periodic reconciliation of approved telephone numbers with
the logs of queried numbers to verify that only authorized gueries have been made.

3. —FEASHSTFERA AR With respect to Finding One, the Program Office acknowledges
that the item is factually correct and concurs with the assessment with comment. I
should be noted that internal management controls, known as software rules that are part
of mel::_—___] database, do prevesnt the data in question from ever being loaded into

“"fhe operational contact chaining databases. Still, the data in question did exist in the

dataflow and should be suppressed on the provider-end as the OIG recommends.

8. EFSHSHHEFEREY Corrective Actions: Although already pafciaﬁy implemented
among the providers, the final system upgrade necessary fo block the data inquestion
from one provider on the incoming dataflow is scheduled to be in place] J """"""""""""""""
Testing continues at this time.

4, —PEHEHANS Finding Two recommends two additional controls. With respect to the
ﬁm “The authority to approve metadata queries should be segregated from the capability
o conduct metadats queries”, the Program Office agrees the assessment bas ment, bus
cannot implement the required correciive actions. In theory, the OIG recorumendation is
sound and conforms frlly 1o the standards of internal conirol in the Federal Government.
in practical tenms, it is not something that can be easily implemented given the

Derived From: NSA/CESM 15
Duated: 2004112
Declassify On: 20301115

U) !‘ )

"(b)(3)-P.L. 86-36

(b)(3)-P.L. 8
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risk/benefit tradesfl and real world constraints. Manpower ceilings and available analytic
expertise are the two most significant limiting factors.

5. (PSHSHRHIS The Advanced Analysis Division (5215} is comprised of personnel of
varying grades and experience levels. Given the requirements of the court order, the Shift
Coordinators are required to be the most experienced intelligence analysts, have the most
training and consequently hold the most senior grade levels. They therefore are given the
authority to approve data queries, and because of their status can also execute queries.
Removing this dimension of their suthorities would severely limit the versatility of the
most experienced operations personnel. Also, as their title implies, they are also the maost
senior personnel present during each operational shift and in effect control the ops tempe
on the operations floor. Replicating that senior structure to accommodate the OIG
recommendation is not possible given current manning authorizations and ops tempo.

a. CFSHEHAES However, there are checks dnd balances already in place to help
mitigate the risks cited. For example, the Shift Coordinators routinely approve queries
into the database based on selectors meeting a reasonable articulable suspicion standard
1AW with NSA OGC wriiten guidelines and verbal briefings. Any gueries initiated from
probable U.S. selectors must be individually approved by the OGC. In this way, the risk
of error or fraud associated with the requirements of the court order is acceptably
mitigated within available manning and analyfic talent constraints.

b, EPEHSLAED Corrective Actions: Corrective actions cannot be implemented
without significantly increasing manning levels of senjor, highly skilled analysts. In our
view, the benefit gained will not justify the manpower increase required. However, it
may be possible to implement additional checks and audits on the query approval
process. As recommended in the response to Finding Three below, Gversight and
Compliance could, if they accept an expanded role, use (yet to be developed) new
automated software tools to regularly review the audit logs of all shift coordinators. With
software changes to the audit logs it would be possible to easily compare numbers
approved and their accompanying justifications against numbers chdined. In this way, it
would be possible to review the shifi coordinator's actions against the standards

“established by the cowrt. The Program Gffice recommends that this corrective action be

pursued as part of the long term goal discussed below.

6. FSHEHATES Finding Three reads "conduct periodic reconciliation of approved
telephone numbers with the logs of gueried numbers to verify that only authorized
queries have been made under the order™. The Program Office agrees with thig
assessment. However, competing priorities for the software programming talent
necessary to implement improvements to the audit logs, as well as to perform the
programming necessary to create autemated reconciliation reports, require that this issue
be addressed as a lopg term goal.

+ I SID management approves a pending Program Office request to
detai computer programmers to the team for six-to-nine month rotations, suitable
pracedures and software tools could be implemented. Also, the Program Office has
approached the office of Oversight and Compliance about accepting the responsibility of
conducting the recommended andits. That negotiation is ongoing.

" b)(3)-P L. 86-36
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b, —FSH - Correciive Action: Acceptable fools
kY J

Tequest is granted, this initiative can be completed]

action will include:

nd procedures can bz developed
“Assuming the Program team’s
“The corrective

(b)(3)-P.L. 86-36

1. (U//FSY63 Improvements to the audit logs to make them more user friendly

2. (U/#SY55 Reporis that provide a useable audit trail from requ

ester, to approver,

to any resulting reports. These reports'will be used to automatically identify any
discrepancies in the query process (i.e. queries made, but not approvesd).

3. (U/FSYST Compiete the negotiations with SID Oversight & Compliance
7. (/A Please contact me if you have additional questions.

(b)(3)-P.L. 86-36

Y SiD Program Manager
CT Special Programs
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY
SERVICE

INSPECTOR GENERAL REPORT

—FSHSEHANTS NSA Controls for FISC Business Records Orders

ST-10-0004
12 May 2010

Derived from: NSA/CSSM 1-52
Dated: 20070108
Declassify on: 20320108

—FOP-SEERETCOMANT NOTFORN—
Bpproved for Release by NSA on 08-06-2015. FOIA Case # 80120 (litigation}
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectivene ss and efficiency of entities and programs and
assesses whether program objectives are being met and whether operations comply with law

and regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organiza tional and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY-
'CENTRAL SECURITY SERVICE -

TO DISTRIBUTION

‘\

SUB]ECT -(Tshﬁifﬁﬁ?Advmory Report on the Audit of NSA Controls to Comply with

the Forelgn Intelligence Surveillance Court Order Regardmg Busmess Records (ST~10-
0004)—ACTION MEMORANDUM S

1. —(‘i’Sﬁ%H-;‘NF-) This adv1sory report summarizes results of. pﬂot testmg by the

~ Office of the Inspector General in support of the Audit of NSA Controls to Comply with
the Foreign Intelligence, Surveﬂlance Court Order Regardmg Busmess Records (ST-lO-

0004)

and no‘management resportée 18 requrred However, we will momtor the sﬁua‘aon
and make formal recommendations as appropnate Also, while the IG will not formally

tlme,

‘track these suggestions in ac:cordance with our current pohcy, they W1H be sub]ect to _

review in future audlts

) (U/ fFFOHOY To discuss this report further, vlease contact As,s_istantmspect'or
General[ Ion 963-2988(s)-or-by. e-mail af

T b)(3)-P.L. 86-36

4. (U) We apprec:late the courtesy and cooperation extended to the audit team

vge Elat

GEORGE LLARD
Inspector General .

- throughout the review.
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cc:
IG
D/IG
D13
D14
D1 AIG for Follow-up
Chief, SV
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(b)(3

“P.L-86.
(b)(3i-50 USC 3024(|) —{-"%SﬁShLy‘NF)- The-BR-Order provides NSA access to bulk call detail

Hi kY3
TU/L

JLLI\LJ// TONY 1//1vuru1uv

XECUTIVE SUMMARY

t provides the results and related findings

controls to. comply with the Foreign S
] ourt (FISC) Order regarding Business
Its Wll/ be used to des:gn test objectlve_

_s covered Although we found no o
mpliance; pilot testing disclosed Weaknesses m S
I the uerying - of certain types of selectors, as well as

1 Semlnatlon of BR information that
nagement ’s aftention. Because
querying should be resolved with NSA’s
-application to track BR selectors in =~
osely monitor the implementation of thls
,‘onthly testing and make formal

S necessary :

(U) Background

~t¥877S1/7NF] The Business Records Order
PSS Pursuant to a series of Orders issued by the FISC
beginning in May 2006, NSA has been receiving and analyzing certain

call detail records or telephony metadatal

“N'SA fefers to the Orders collectively as the “BR Order” or “BR

' - suspicion (RAS) that an identifier is

..records that primarily include recéids-of telephone calls between the

Umted States and abroad or wholly within the United States;

. To access this data, NSA must conclude that, based on the
factual and practical considerations of everyday life on which reasonable
and prudent persons act, facts give rise to a reasonable articulable

| This collection of information is not
available to NSA through its other foreign intelligence information
collection. Itis valuable to NSA analysts tasked with identifying potential
threats to the U.S. homeland and interest abroad by enhancing the
analyst’s ability to identify, prioritize, and track terrorist operatives and

—FOP-SECRET/7COMINT//NOFORN—
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their support networks in the United States and abroad using call
chaining] kechniques.

b)(1
gb;zsg-P.L. 86-36 —{TS77SH/NF} The primary BR Order in effect during pilot testing was
(b)(3)-50 USC 3024(i) signed on 16 December 2009 and expired on 12 March 2010. Because

the bulk call detail records provided to NSA include primarily records of
telephone calls that either have one end in the United States or are
purely domestic, the Order defines a series of requirements NSA must
follow to protect the privacy rights of U.S. persons.

(U) Continuous Auditing

—tESASH-AE To assess NSA's controls for complying with the BR Order,
we will use a continuous auditing methodology by performing monthly
testing of NSA’s compliance with certain requirements for a period of
12 months. Continuous auditing is one of many tools used within the
audit profession to provide reasonable assurance that the control
structure surrounding an operational environment is suitably designed,
established, and operating as intended. The results of pilot testing
reported here will be used to design monthly test objectives.

(U) Pilot Test Results and Related Findings

— S+ NSA complied with the BR Order for the six pilot test
objectives within the stated time periods and scope limitations.!
Appendix B includes detailed test results and related scope limitations
for each test objective. Although we found no instances of
non-compliance, we identified control weaknesses related to querying
that increase NSA’s risk of non-compliance and will limit future testing if
not addressed. We also identified concerns related to dissemination that
should be brought to management’s attention.

~F37SH-NF) Control Weaknesses Related to Querying

P55 The BR FISA Database used to track the approval status
and justifications of BR selectors does not adequately track information
necessary to implement effective preventive and detective controls to
ensure compliance with the following requirements:

» —tFS//8H-H The NSA Office of General Counsel (OGC) must
review selectors associated with U.S. persons to verify that RAS
determinations are not based solely on activities protected by the
First Amendment to the Constitution;

o {FSHLSLLINE] Authorized officials must revalidate RAS

determinations of foreign and U.S. selectors within one year and
180 days, respectively; and

" (b)(3)-P.L. 86-36

'"We do not include here] __Jiristances of non-compliance with dissemination rules that NSA had already reported
in June 2009 and for which NSA had taken appropriate corrective action.

—F P S CRE A OMINTAAOF ORI
2



DOCID: 4230244 REF ID:A4197238

S L T S RAAIDTL //I\Il TWAT?2N
LI [0 3L W A W IV I0 Ay e v s A iy e e e 2

o —{FSAASHLM Analysts who query time-restricted selectors must
be made aware of the time period for which the RAS
determination applies so that the information may be minimized.

—{F8/+SH-HY Specifically, the database is not designed to tag and track
selectors associated with U.S. persons, revalidation dates, or time-
restricted selectors as separate and distinct fields. Though analysts
might include such information in the “comments” field, that field is not
easily searchable or usable in designing controls. Separate fields are
needed to integrate preventive controls mtol and ensure the
completeness of detective controels; “§uch as weekly audits by the SIGINT
Directorate (SID) Office"of Oversight and Compliance. As a result, NSA
increases.its” tisk of non-compliance with these requirements, and the

~8COPE of testing on selectors associated with U.S. persons and
revalidation dates may be limited.?

—FSHSH- Management stated that the Homeland Security Analysis
- Center (HSAC/S214) and Technology Directorate representatives decided
not to-eorrect control weaknesses because such modifications could take
enough time s6 &5 to. averlap with the release of a new selector
, management application called now planned for May 2010.
i, Initial demonstrations and requirements documents suggest that

will resolve these weaknesses. Not only will key data be
.. tracked to enable controls that will detect instances of non-compliance,
""-..,but centrols will also be added to prevent querying of selectors that have
_ not beeti- properly approved by OGC or revalidated within appropriate
“. timeframes: t%has also been designed to track time-restricted
""u.,selectors, and SIGINT managers are defining related requirements to
copﬁgurer____jwﬁh appropriate preventive and detective controls.3

+FS/+SLME) Because NSA recognizes these weaknesses and plans to
release’ in May 2010, we will not make formal
recommendations to correct control deficiencies in the existing database.
Time-restricted selectors are not currently a compliance risk because
.A...“..,.l.'.lfl.all@g@.mﬁnt_remeved~-a1—l—D time-restricted selectors from querying as
S T they were determined to no longer have intelligence value. We suggest
(b)(3)-P.L. 86-36  that management not reinstate time-restricted selectors until
is in place and[: can.be configured with appropriate preventlve
and detective controls. TSR
(b)(3) P.L. 86-36
—F A SM-The HSAC/S214 is managing the risk associated with
revalidations by implementing temporary manual processes to track
revalidations and by using more stringent timeframes than those
required by the Order. We will use the manual process to test
revalidation dates as part of our monthly testing and will make formal
recommendations as necessary.

/(b)(3)-P.L. 86-36

LESHSHANEY We did not inqﬁxde time-restricted selectors in pilot testing because determining compliance with the

requirement was too subjective to apply the continuous auditing methodology.
CFSHITNF) [f]’is NSA's corporate contact chaining system used to store and analyze BR data,

—Aop— SRR ET A OMINTANORO RN e —
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— procedures and training. However, without preventive controls in place,

SECRET7COMTN 77 INOFORIN

~{F57-5H-¥F After NSA reported- l:lmmdents in 2009 when selectors

gssociated with U.S. persons had been queried without havmg been

reviewed by OGC, HSAC/S214 reiterated this requirement in its

NSA temains at risk for non- comphance and our monthly testing will

continue to be lifiited] |

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

o I Irelease as part of our monthly testing and make formal |

| We will closely monitor

recommendations as necessary.

—{TS7 St Concerns Related to Dissemination

~FSHSH- With the exception of exculpatory material used in
litigation, the BR Order requires that all disseminations of U.S. person
information derived from BR metadata made outside NSA, whether in
formal reporting or in response to requests for information or other forms
of communication, be approved by one of five NSA officials. The BR
Order does not state that the authority may be further delegated. The
Order also requires that NSA provide the FISC with a weekly report of all
dissemination.

—FS-SH-FS As described in Appendix B, pilot testing showed NSA to be
compliant for the two dissemination objectives tested, with the exception

-------------- of| instances in which the Deputy Chief of Information Sharing

Services (ISS/S12) signed dissemination authorizations in the Chief’s
absence. Because these instances were known and reported by NSA in
2009, we are not reporting them as compliance incidents here. However,
we found two areas for improvement and management consideration:

» —{FS/SHNF} The process to obtain and document dissemination
authorizations for serialized SIGINT reports signed by the Chief of
ISS/S12 and compile Weekly Dissemination Reports was largely
manual and, therefore, dependent on the diligence of the staff and
the strength of standard operating procedures. Because of the
relatively small amount of information d1ssemmated
during 2009), the risks of using a manual process were
manageable, but management should consider automatin
dissemination approvals and tracking, should BR- rela{ ¥
dissemination increase. E (3)-P.L.. 86-36

o —FSASHAE-1ISS/S12 did not maintain individual dissemination
authorizations for non-serialized disseminations made outside
NSA, such as briefings, as required by its standard operating
procedures. Though such approvals could be tracked to e-mails,
it would be more prudent to maintain formal documentation, as
required in the procedures, so that NSA can easily demonstrate
compliance with the BR Order.
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(U) Plans to Continue Monthly Testing

—{FS-SH-ANEY We will continue to test these objectives as part of monthly
testing starting with January 2010 data and with the following additions:

» —{TS7/SH+¥- Verify that RAS approvals are made by Homeland
Mission Coordinators or other authorized officials.

~E3/SHNFY Verify that RAS approval or revalidation dates are
within authorized timeframes (180 days for domestic selectors and
one year for foreign).

» —{TS77SH+MF Include queries|
| [Database to test access, RAS approvals, OGC

Teviews, and number of hop§.™

—(FS-+SH-NF;-Because the transition to[:_—:wﬂl"éféé'tﬁé"g new (PN3)-P.L.86-36
control environment, we might extend testing past the planned year to
ensure the reliability of results. We will test selector revalidations using
the temporary manual process currently in place. However, limitations
to test selectors associated with U.S. persons will remain until
is implemented.
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APPENDIX A

(U) About the Audit
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(U) ABOUT THE AUDIT

(U) Objectives

—tFS/7SH - The objective of this audit is to test whether controls to
ensure NSA compliance with key terms of the BR Order are operating as
intended. Specifically, we tested the following objectives to determine
NSA compliance and assess the feasibility and reasonableness of
including these objectives in monthly testing: |

1. ~FS4+SH-HS Only authorized individuals accessed BR
data in December 2009.

2. AFSf4 ST Selectors queried in December 2009 were
documented as either approved to have met the RAS
standard or were queried for data integrity purposes.

3. ~FSASHANEL Selectors queried in December 2009 that
were associated with a U.S. person were documented as
having been verified by OGC that RAS determinations
were not based solely on activities protected by the First
Amendment to the Constitution.

4., (TST/SHM¥- Selectors queried in December 2009 were
chained to no more than three hops.

S. ~FSASEANE) BR-related information disseminated
outside NSA in serialized SIGINT reports during 2009
was approved by the Chief of Information Sharing
Services or other authorized official.

0. -FSHSH-NE) Weekly Dissemination Reports issued in
2009 completely and accurately reported BR-related
information that was disseminated in serialized SIGINT
reports.

—AFSSHSH-AN4F) Of the 58 NSA requirements in the BR Order signed on
16 December 2009, we decided to pilot test these six objectives because
they were relatively stable, at risk for technical non-compliance or
violation of privacy rights, and testable using the continuous auditing
methodology. For a requirement to be testable, compliance must be
clearly objective and verifiable by supporting data.

(U) Scope

(U/ o6+ We conducted pilot testing from January to March 2010.

We reviewed. the. following-data: I:::l audit logs for
b)(3)-P.L. 8636 December 2009, RAS approval dates from the BR FISA database,
RAS-approved U.S. person selectors, and access lists maintained on the

—FOR-SECRETAHCOMINT/ANOFORN—
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| ISharePoint website. We verified that serialized SIGINT
reports issued in 2009 were supported by dissemination authorizations.
We also reviewed Weekly Dissemination Reports and supporting
documentation.

(b)(3)-P:L::-86-36__ ....,,.(U / ;LFG-U-@} We me’c with individuals from OGC SID, and the Technology

Capablhhes (T12), Structured Repos1tor1es (T132); and
Operations (T1222).

(U) Scope Limitations
(U/ /[FOH6} As described in the findings and Appendix B, we had three
significant scope limitations during pilot testing:

o —F5H8HNF) We did not test whether OGC had reviewed RAS
determinations of queried non-U.S. selectors associated with
U.S. persons, as mandated by the Order, because existing
databases did not definitively identify these selectors.

o —{PSHHSH-AFWe did not test whether selectors had been
revalidated within the authorized timeframes because existing
databases did not track revalidation dates.

* ~FS/SHNF We did not test whether non-serialized
dissemination was approved by the Chief, ISS/S12, or other
authorized officials because approvals were documented in
e-mails rather than formal dissemination authorizations. For the
same reason, we did not test whether Weekly Dissemination
Reports accurately and completely reported non-serialized

(b)(1) ..................................... dissemination.
(D)(3)-P.L. 86-36 T .
(b)(3)-50-USC 3024(i) PO FBEfFRFY| |

(U) Methodology

—FSFSHFRFF To test NSA’s compliance with ?uerying requirements, we

compared all selectors. documented-in audit logs that had
(b)(3)—PL86-36 “"""been queried in December 2009 against access lists, RAS approvals

documented in the BR FISA database, and OGC reviews documented in

the Homeland Requests Database. We also counted the number of hops

~“FOP-SECRET//COMINT /7 NOFORN
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chained,,,for....eachAS@l‘eetor«in‘-th'eS audit logs. We researched any

requiiements, we identified all serialized SIGINT reports with the

BR-related QTGINTI |that were issued in
(b)(1) 2009 and documented in the] |[NSA’s management information
(b)(3)-P.L. 86-36 system that contains statistical information about serialized SIGINT

reports. We verified that each report had been documented in a

dissemination authorization signed by the Chief, ISS/S12 or other
authorized individual. We then used this information to verify the
completeness and accuracy of the Weekly Dissemination Reports.

(U) We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence
to provide a reasonable basis for our findings and conclusions based on
our audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit
objectives.

(U) Prior Coverage

—FS/-SHS On 10 July 2006, in a memorandum entitled FISA Court
Order: Telephony Business Records (ST-06-0018), the OIG issued "a
report to the Director of NSA 45 days after the initiation of the activity
[permitted by the Order] assessing the adequacy of the management
controls for the processing and dissemination of U.S. person
information.” We issued this report with the OGC's concurrence and as
mandated by the Order. We issued a separate report on 5 September
2006 that provided the details of the findings and made formal
recommendations to management.
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(U) PILOT TEST RESULTS
—{ES77SHNET
Area Test Results Scope Limitations Te_s t
Period
None; however, we limited our

Using, unique seed selectors, testing to queries made in

1. Access all] queries were made by [ |T1g did_not test gggﬂ es Dec 2009
_aitthorized personmel. made to the _

2. RAS Ap"f;roval ]

All[jseed selectors queried for
-intelligence analysis purposes were
| documented as RAS approved.

Of the seed selectors not RAS
approved, all were queried for

“demonstration or data integrity

purposes and only one resulted in
contact chaining. The exception
was conducted by a Data Integrity
Analyst who had permission to
query outside the existing control
structure.

We verified RAS approvals ‘nat
revalidation dates, and did ot~
verify that the approving official
was a Homeland Mission

Coordinator or other official .
authorized to make RAS appr als. |

We also limited ing to" 7 ;
queries made i X:
not test gueries made to the

36

ip)(3)-P.L. 86

Dec 2009

2] Selectors
“Associated with
U.8, Persons

3. OGC Review of

w1th U S. persong were reviewed by
OGC. In one case, the. approval
was documented as “verbal.”-

We limited testing to selectors
presumed to with
ns

|' Therefore,
we did not test OGC reviews of
non-U.S. selectors associated with
U.S. persons because the existing
database does not track this
information. Management has

[ijﬂce estimated there to be about

of these selectors.
We also limited ing to
queries made in £ i
not test gueries made to

Dec 2009

4, Chaining-.

‘A]l _queries were chained to no
‘I.mote than three hops from the

seed selector

None; however, we limited " qur

ueries made in . %
and did not test uerles
made 10 el I i

Dec 2009

5. D1ssemmat10n
of Serialized:,
SIGINT Repo;ts

.| Of the sér-ia i SIGINT reports
"1 issued, but) were approved
“by the Chlef or Acting Chief of

1SS/812. We are not considering
the instances as non-
compliant because they were
known and reported by NSA in the
end-to-end report issued in 2009.
In those instances, the Deputy
Chief of IS5/S12, who was not
stated in the BR Order as being
authorized to approve BR-related
dissemination outside NSA, signed
the dissemination authorizations in
the Chief’s absence. ISS/S12 has
since revised procedures to

“| designate the Deputy Chief as
*-.,{Acting Chief in the Chief’s absence.

We limited our testing 5 serialized

ports that were.tracked-
-Other types of
issemination, such as briefings

and responses to requests for
information, were not easily
testable because ISS/S12 used
e-mails rather than d1ssemmat10n
authorizations to document

o)3)P.L. 86-36

6. Weekly
Dissemination
Reports

Weekly Dissemination Reports

co; tely and accurately reported
alll _|serialized SIGINT reports
issued, except for one issued before
weekly reports became mandated
in June 2009,

approvals formally. 2009
To maintain consistency twith our
tests of dissemination /
authorizations, we limitéd testing 2009
to serialized SIG yorts that
were tracked in

~{FSSHNF)

—FOP-SECRETACOMINTAMNOEORN-
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectivene ss and efficiency of entities and programs and
assesses whether program objectives are being met and whether operations comply with law
and regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organiza tional and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

01 June 2010
1G-11160-10

TO: DISTRIBUTION

SUBJECT: —{FSASH-FT Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records — January
to March 2010 Test Results (ST-10-0004A)

1. (U/ /£ This report summarizes the results of our January, February,
and March 2010 testing using the continuous auditing methodology.

2. ~FS/HSH-NFAudit Objectives We are conducting monthly testing of
NSA controls to comply with the Foreign Intelligence Surveillance Court Business
Records (BR) Order to determine whether these controls are operating as intended.

3. (FS/+SH-ES Pilot Testing The Pilot Test Report (IG-11154-10) was
issued on 12 May 2010. It concluded that NSA had complied with the BR Order for
the six pilot test objectives tested and within the time periods covered. Although no
incidents of non-compliance were found, pilot testing disclosed weaknesses in
controls over querying certain types of selectors, as well as concerns related to the
dissemination of BR information. Weaknesses related to querying should be
resolved with NSA’s implementation of a new application to track BR selectors,
which NSA now hopes to release in June 2010. We will monitor the situation as part
of our monthly testing and make formal recommendations as needed.

4. (U//F2H0) Monthly Test Objectives See Appendices A - C for details of
January, February, and March 2010 monthly test results for the following objectives:

» ~{FSAHSEHFINEY Access: Were all queries to the Business Records FISA
BRF metadata made by authorized individuals (e.g., analysts and data
integrity analysts)?

- (U//FOBOY Reasonable Articulable Suspicion RAS Approval of
Queried Selectors: Did all queries use RAS-approved seed selectors?

—FOLSECRETUCOMINTANOEORN -
I
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- (U/ /#2868 OGC Review of U.S. Person Selectors: Did OGC verify that
RAS determinations of all queried seed selectors associated with U.5.
persons had not been based solely on activities protected by the First
Amendment to the Constitution?

s AHREETFOYSATVYEYS Chaining: Were all queries chained to no

more than three hops?

- (U/ OB} Revalidation of Queried Selectors: Were all queried foreign
and U.S.-person seed selectors revalidated within the Court’s
timeframes —one year and 180 days, respectively —and approved by
an authorized Homeland Mission Coordinator (HMC)?

o —(FS/ASEAAE Weekly Dissemination Reports: Did NSA accurately and
completely report serialized dissemination of BRF metadata outside
NSA?

o (S Dissemination of Serialized SIGINT Reports with BRF
Metadata: Was all information disseminated through serialized SIGINT
reports approved by the Chief of Information Sharing Services (512) or
one of the five other authorized individuals?

~#(b)(3)-P.L. 86-36

(U/ /FO66) Monthly Test Results We found no instances-of ;
comphance for the months of January and February 2010. However Significant
scope limitations remained for all months in testing, Office of General-Ca
(OGC) reviews of selectors associated with U.5:persons because .Q
weaknesses reported in the Pilot Test Report. Also, S ,
expired selector marked as approvedl Ia.nd quemed for foreign
intelligence purposes. Thé U.S. person selector | |

]and was due for revalidat 1on| I‘based on the Court

mandated 180-day requirement for revahdatlon of a.U.S. person selector. This
selector was then queried after-it had expired. The selector
was changed to NOT APPROVED| .-~ |'After being notified of this
non-compliance, Special FISA, Oversight, Processing and Support (SV4) issued an
incident report I | This error underscores the control weakness in
selector revalidations that we reported in the Pilot Test Report. It also raises a
question regarding separation of duties when Data Integrity Analysts (DIAs) are
able to query for data integrity and foreign intelligence purposes. We will make
formal recommendations to address these findings in a separate report.

ko
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- 6. (U// FOUO) We appreciate the courtesy and cooperation extended to the
auditors throughout the review. If you need clanflcatlon or additional information,
please coritactf jon. 963-2988(5) or via e-mail at] |

Assistant Inspector General
for Intelligence Oversight
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(U) January 2010 Test Results

~FSA-BH7HF) Test results show that NSA complied with the requirements of the BR
Order, with noted scope limitations, for the time period 1-31 January 2010. The
rating definitions are included in Appendix D of this report.

ST-10-00044

- SHSHNE
Area Test Results Scope Limitations Rating
queries fromi land
1. Access from the|

ere. made by authorized
individuals.

- |-None

) 7. RAS Approval
‘I of Queried
Selectors

Of th ueries performed in _

quenes were for data .

......................... €. Temaining
~queties Were for data integrity
purposes.

y -the-seed-selectors: of-
were validated as approved “The

(b)(3)-P.L. 86-36

- [3. OGC Review of
1. U.8xPerson
Selectars

Al

RAS approved“" S
seed selectors-quefied-in

were reviewed by OGC forFirg

Amendment concems as required.

No U.8. persqr fe
Ic:uem'-:d in h i

cause of a control weakness
ported in the Pilot Test Report,
had to fimit testmg to seed

pprovals ot
foreign selectors associated with
U.S. persons because the existing
database does not track this
information.

Alll-__laueries from and
- | the [were
~.] chafed t6.no more than mree nops

Queried Seledtgrs

“selectors that were not RAS

approved were queried for data

4, Czhgiﬁ'in_g None
~from the seed. selector
The[]seed selectors queried for
.. | foreign mtelhgenﬁe plrposes wereh
o ~.1 approved by authorized HM ithin
5. Revalidation of “| y"cits timeframes. The] keed | None

6. Weekly
Dissemination
Reports

integrity purposes.

.‘Weekly' Dissemination Reports

completely and accurately reported
the['_’;senallzed SIGINT reports

1SSUe!

We decided to fimit testing to
serialized SIGINT reports because
briefings, litigation, and other
types of dissemination were not
easily testable.

7. Dissemination
of Serialized
SIGINT Reports
with BRF
Metadata

The Chief of Informatio
Services approved the
SIGINT reports issued.

aring.
erialized

We decided fo limit testing to
serialized SIGINT reports because
briefings, litigation, and other
types of dissemination were not
easily testable.
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APPENDIX B

(U) February 2010 Test Results



DOCID: 4230247 REF ID:A4127240
—TOPSECRET//COMINT/NOFORN— ST-10-00044

(U) This page intentionally left blank.



DOCID:

4230247

REF ID:A4127240
—TOPSECRET//COMINT//INUFORN-

ST-10-00044

(U) February 2010 Test Results

~FSA-SH-F Test results show that NSA complied with the requirements of the BR
Order, with noted scope limitations, for the time period 1-28 February 2010. The

rating definitions are included in Appendix D of this report.

TS SHAN-
Area Test Results Scope Limitations
All lqueries froml Jand
gueries from th
1. Access - are riiade by None
,,,, authorized ndividuals,” .. e
Of the] queries performed in

2, RAS Approval
csf Queried™
- Selectors

| The Temaining’

-the-seed selectors of

were validated as approved
queries were for
data integrity plTposes.

:- -

[qUeries were .

b)(3)-P.L. 86-36

-36

U8, Person
e Selectors

3. OGC Review of

s queri d,rii'i"the
E'it was app
reviewed by OGC for First

Amendment concerns as required.

I Bue to a control weakness
/| reported in the Pilot Test Report,
‘we limited testing to seed

n

foreign selectors associated with
U.S. persons because the existing
database does not track this
information.

4‘.-."Qh aining

Al loueries fromf  fand
U S
chalfed-1o no more nan mree nops

Quened Selectors

None
“|.from the seed selector.
TheDseed selectors queried for
. . foreign intelligence purposes wereh
approved by authorized HMCs_within
5. Reva!ldatron of | the Court's timeframes. Theg_ﬁj None

seed selectors that were not RAS
approved were queried for data

integrity purposes.

6. Weekl;}
Dissemin atlon
Reports -

“Weekly Dissemination Reports

completely and accurately reported
the’i]serialized SIGINT reports

issue:

We decided to limit testing to
serialized SIGINT reports because
briefings, litigation, and other
types of dissemination were not
easily testable.

7. Dlssemmatlon
of Serialized

with BRF
Metadata

SIGINT Reports

The Chief of Information Sharing
Services (S12) or the S12 Deputly
with authority granted in a Staff

‘iﬁcessing Form (SPF) approved the

serialized SIGINT reports issued.

We decided to limit testing to
serialized SIGINT reports because
briefings, litigation, and other
types of dissemination were not
easily testable.
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APPENDIX C

(U) March 2010 Test Results
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(U) March 2010 Test Resuits - T

(b)(3)-50-USC 3024(:)
—{PS77 St/ Test results show that NSA complied with- most requiremerits_of the B

Order, with noted scope limitations, for the t1me perlod 1-31 March 2010. I |

|"The ratlng definitions are included in

Appendix D of this report.

~(TSHSHNF—
Area Test Results Scope Limitations

And queries fro nd
1. Access laueries from thej I—_‘I -

i | [were miade by
1 authorized Iindividuals, ™. g

Ofthel queries performed i
-the. sged selectors of
ere validatéd as-approyed.

¥ The temaining|_lqueries were for—

2.RAS Approva}.»-'i::"
of Quefied . data mtggnty purposes.

Selgptors

~| None

A RAS. 4 Us =g BecauSéa of 3 con‘trol wealéness
Al -approve pe .| reported i the Pilot Test Report,
seed selectors queried in " we limited testing to seed

were reviewed by OGC for-First ¥ selectors presumed to be
Amendment concerns.as requsred S persons] |

ResEe 0o [1LSeed: o]
fﬁﬂ : app
and reviewed by OGC for First

Amendment concerns as required.

OGC Review of

We did not Teview app

foreign selectors associated with
“U.S. persons because the existing
1 database does not track this
information.

.| T ueries from Jand
.. }-the vere
A4-.Chaining .. | fiaTed To o more Than Three Riops | e
o - ‘from. the seed selector.

of thel;]seed selectors
— quene or orelgn Intelligence
o, purposes were approved by
5. Revalidation-of | authorized HMCs within- the urt's
Queried Selectors | timeframes. The remaining|__|seed
-~ | selectors that were not RA
~approved were queried for data

None

integrity purposes.

' We decided to limit testing to
6. Weekly \é\é?r?kllgtglssairg'ggggnagfpgt%ned serialized SIGINT reports because :
Dissemination e genauzed SBINT hoors briefings, litigation, and other . Compliant -
Reports iSSUE , P types of dissemination were not T

easily testable.

7. Dissemination Testing was limited to serialized
of Serialized The Chief of lnformatlon Sharing SIGINT reports because briefings,
SIGINT Reports Services approved thel litigation, and other types of
with BRF serialized SIGINT reporis issued. dissemination were not easily
Metadata testable.
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APPENDIX D
(U) Rating System
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(U) Rating System
—~(FSHOMINF—

Description Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectivene ss and efficiency of entities and programs and
assesses whether program objectives are being met and whether operations comply with law
and regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organiza tional and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

10 June 2010
1G-11163-10

TO: DISTRIBUTION

SUBJECT: {TS7/St/7NF Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business
Records - April 2010 Test Results (ST-10-0004B)

1. (U//¥286y This report summarizes the results of our April 2010
testing using the continuous auditing methodology.

2. F5/5HNE Audit Objectives We are conducting monthly
testing of NSA controls to comply with the Foreign Intelligence Surveillance
Court (FISC) Business Records (BR) Order to determine whether these
controls are operating as intended.

3. (U/ /SO Monthly Test Results and Objectives We found no
instances of non-compliance for the month of April 2010. However,
significant scope limitations remained in testing Office of General Counsel
(OGC) reviews of selectors associated with U.S. persons because of control
weaknesses reported in the Pilot Test Report issued on 12 May 2010 (IG-
11154-10). This report details April 2010 monthly test results for the
following objectives:

s ~FS/#5HNF Access: Were all queries of the Business Records
(BR) metadata made by authorized individuals (e.g.,
intelligence analysts and data integrity analysts)?

- (U/ /OSB8OSy Reasonable Articulable Suspicion (RAS) Approval of
Queried Selectors: Did all queries use RAS-approved seed
selectors?

« (U//Fe86 OGC Review of U.S. Person Selectors: Did OGC
verify that RAS determinations of all queried seed selectors
associated with U.S. persons had not been based solely on
activities protected by the First Amendment to the Constitution?

I
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no more than three hops7 e

e (U7 /LFGHG) Revalzdaﬂon of Querzed Selectors: We
-foreign and U.S.-person seed selectors revalidates
- Court’s timeframes — one year and 180 days, respectlvely and
approved by an authorized Homeland Mlssmn Coordmator
(HMC)’ ’ : ‘

—(TSffSTffNF) Weekly Dzssemzmlhon Reports Did NSA

accurately and completefy report ser1a11zed d1ssem1nat10r1 of BR

metadata outside NSA?, . .

—(—"PS#SE#NF) Dlssemmatzon of Semzlzzed SIGINT Reports wzth BR
SIGINT reports approved bj'r'the Chlef of Informatron Sharmg
Serv1ces (S12) or one of the f1ve other authorlzed ‘individuals?

4. (U / /‘F@’b‘@)’ We apprec1ate the courtesy and cooperatlon extended
to the audltors throughout the review. If you need clanﬁca‘apn or addltlonal
_information, please contact] lon 963-2988(3) or via e-maﬂ at -
|or| ]on 952-2171 (s) or via. e—ma11 at

Assistant Inspector General ~
 for Intelligence Oversight -
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(U) April 2010 Test Results

Test results show that NSA complied with the requirements of the
BR Order, with noted scope limitations, for the time period 1-30 April 2010.

lwere None

—~CFSHSHINFT
Area Test Results Scope Limitations Rating
AII queries_from| |..and| l
1. Access yerles irom the .

queries performedl R
-the seed selectors. of_'

were validated .a% approved The .
remainifig_gueries were for- data mtegrlty

purposes or were "ident RS
| The.seed.selectors-of

uli lg were RAS
approved. ine remammgﬁquenes

were for data integrity purposes.

b)(3)-P.L. 86-36

- "'Becahse of a control weakness
reported in the Pilot Test Report, we

. 3 "QGC Review rev;ewed by OGC for-£ me‘n‘dr‘ﬁent 'hfgsfjomlgilttéeggngs;%;:?gdsv?lll?l?tgrg
-,,Qf Us. Person concerns-as. reqwred persens

reviewsd By OGC Tor First Am endment‘ oreign selectors associated with U.S.

persons because the existing database
concemns as required. does not track this information.

All ueries from ‘and

S | e ‘were
4"*9”’"‘“9 "} chained-io no more than three hops from None

“the seed selector.

The[_lseed selectors queried for
k - | foreign intelligence purposes were
5. Revahda’non »| approved by authorizé Cs within the

of Queried ~Court’s timeframes. The[_Jseed None
Selectors selectors that were not RAS approved

were quened for dqta integrity or “ident
Iookup purposes.

' - . o We decided to limit testing to serialized
6. Weekly ~, | Weekly Dissemination Reports h
Dissemination ] completely-and accurately reported the SIGINT reports because briefings,
Reports —

A ) litigation, and other types of
erlallzgd SIGINT reports issued. dissemination were not easily testable.

7. Dissemination

S : . We decided to limit testing to serialized
of Serialized The Chief of Information_Sharing h .
SIGINT Reports | Services approved the serialized ﬁ!g;wgn re:nodrtitgggetlysgsbélfeﬂngs, Compliant
I‘(VAlgza%;{ta SIGINT reports issued. dissemination were not easily testable.
; ‘

(0)(3)-P.L. 86-36

: “|dent lookup” refers to querying a selector usin@'{:_:]to determine
the approval status of a selector. In such cases, the Emphatic Access Restriction controls will prevent
chaining of a selector that is not marked as approved for querying, and return an error message to the
analyst. Because the selector was not actually chained, there is no violation of the Order.

5
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Description Rating

Arating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.

—~FSHEHNE—
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity,
efficiency, and effectiveness of NSA/CSS operations, provide intelligence oversight, protect
against fraud, waste, and mismanagement of resources, and ensure that NSA/CSS activities are
conducted in compliance with the law, executive orders, and regulations. The OIG also serves
as ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and
assess whether program objectives are being met and whether operations comply with law and
regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at
the initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organizational and functional reviews undertaken as
part of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

29 September 2010
IG-11201-10

TO: DISTRIBUTION

—F8//ST/7NFISUBJECT: Audit Report of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records — Control
Weaknesses (ST-10-0004C) — ACTION MEMORANDUM

1. ~B5/SH-NF-This report summarizes the results of our review of NSA
Controls to Comply with the Foreign Intelligence Surveillance Court Order
Regarding Business Records. We found that the delayed implementation of a new
selector tracking application resulted in control weaknesses and the querying of
an expired selector. Our review also identified a control weakness regarding data
integrity functions. Management concurred with the findings and
recommendations and has already completed one recommendation by
implementing the new selector tracking application and verifying that controls are
in place.

2. (U//FOUY¥We incorporated management’s comments in the report,
where appropriate, and included the full text of management responses in
Appendix D. As required by NSA/CSS Policy 1-60, NSA/CSS Office of the
Inspector General, all recommendations and planned corrective actions are subject
to follow-up until completion. Status reports should be directed to| _ ]

Assistant Inspector General for Follow-up, at OPS 2B8076, Suite 6247
within 15 calendar days after target completicii dates:

“'(b)(s) P.L. 86-36

/%% oot

GEORGE ELLARD
Inspector General
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—FSHSHNF)-Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records —

Control Weaknesses

(U) EXECUTIVE SUMMARY

(U) OVERVIEW

In May 2010, the Office of the Inspector General issued a
Pilot Test Report (IG-111545-10) as part of our ongoing audit of NSA
Controls to Comply with the Foreign Intelligence Surveillance Court
Order Regarding Business Records (BR) (ST-10-0004). In the report, we
identified three control weaknesses in querying BR metadata. We did not
make formal recommendations because the release of:] anew

'_._Nselector tracking applicatioti that Wwould address those weaknesses, was

rinent—first in April 2010 and then in May 2010.
"However; becausel release date kept slipping (it was released
on 25 June 2010} and because a March 2010 query of an expired
selector underscored one of those reported control weaknesses and
identified an additional weakness regarding data integrity functions, we
recommended that Agency management take immediate action.

(U) HIGHLIGHTS

BIEPL ge-36

—{PSAHSH-ANE; While testing March 2010 data, we found that an expired
selector marked as approved was queried by a Data Integrity Analyst
(DI1A) for what seemed to be foreign intelligence purposes. The
Department of Justice reported the query as an incident of non-
compliance in August 2010; however, NSA disagreed that the query
constituted a violation because the reasonable articulable suspicion
approval was valid for the time-bounded period queried. Regardless, the
query raised the following concerns:

I RETTFO-H3AFVEYA DIA was able to query an expired

selector because controls were not in place to prevent such
queries and the manual process that management had
temporarily put in place did not identify the selector as needing
revalidation.

e (TSL/SI//NF) DIAs can query BR metadata for both data
integrity and foreign intelligence purposes, increasing the risk
for non-compliance with the Order.

FSAHSH-HN Management concurred with the recommendations in our
audit report and completed one. Specifically, management released

E:i-]in June 2010 and has verified that controls are now in place
to address selector revalidations and the two remaining control
weaknesses that we reported in the Pilot Test Report.

—FOP-SECRET, 7 COMINT /7 NOFORN-
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(U) BACKGROUND

—(FSHSHMNE) Terms of the Foreign Intelligence Surveillance Court (FISC) Order
Regarding Business Records (BR)

—F5//8HNFThe FISC BR Order requires that U.S. selectors be
revalidated every 180 days and that all other selectors be revalidated
every year. Data Integrity Analysts (DIAs) can query any selector,
regardless of its approval status, for data integrity purposes. However,
DIAs are prohibited from querying expired selectors (i.e., selectors not
revalidated within the mandated timeframe) for foreign intelligence
purposes. A Department of Justice (DoJ) National Security Division
representative stated that a query made by a DIA to provide direct
assistance to a foreign intelligence analyst constitutes querying for
foreign intelligence purposes because the query results are shared with
the analyst for intelligence analysis.

To meet the querying terms of the BR Order,
NSA Jmplemented standard operating procedures requiring DIAs to
operate within the same control structure as foreign intelligence analysts
when providing direct assistance. Specifically, these procedures require
that DIAs use the standard login, which prevents such violations as
querying selectors that are not approved when “reviewing telephone
identifiers prior to and or after the issuance of a serialized report,” and
“Ihelping] analysts interpret and understand the results of their queries.”
When DIAs conduct data integrity analysis, procedures require that they
use a special login that bypasses such controls. The procedures specify
that DIAs should not use the bypass login when providing direct
assistance to foreign intelligence analysts.

—(FSHSHNE) Testing of Compliance with the BR Order

—{FESH-EF We began our review by pilot testing compliance with six
requirements of the BR Order relating to querying and dissemination.
The goal was to ensure that each requirement was testable using the
continuous auditing method. To determine whether controls are
operating as intended, we are continuing our review with monthly testing
of NSA compliance with seven requirements of the BR Order for 2010.

To date, we have completed testing and reported results of data from
January through July 2010.
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(U) FINDINGS

-HSASHINE]) During our monthly testing of March 2010 data, we found that a U.S. selector
had not been revalidated at 180 days, as mandated by the BR Order, and the selector
remained “approved” for querying in the BR Foreign Intelligence Surveillance Act (FISA)
database for 16 days past the expiration date. As a result, a DIA was able to query that
selector, in possible violation of the Order. This incident occurred because adequate
controls were not in place to revalidate reasonable articulable suspicion (RAS)
determinations of selectors, as mandated by the Order. We reported this weakness,
along with two others, in our Pilot Test Report. The incident also revealed an additional
control weakness: DIAs can query BR metadata for both data integrity and foreign
intelligence purposes, increasing the risk for non-compliance.

(U/FF040) Expired Selector Was Queried

- REETOT3AFYEYWhile testing March 2010 data, we found that
an expired selector marked as apprdved had been queéried by a DIA for

Ibut had not been
| The selector was still
| when, in response to a customer
.. request for information associated with 2009 reporting, a DIA queried the
'.'ffj:;;_-...selectorl |
{ - | The DIA followed standard operating procedures for
» (g)(;) prov1dmg direct assistance by using a standard login rather than
(b) 3)'P'Lijg%'36 Al bypassing -querying controls and did not indicate in the justification field
(b)(3)-50 3024(i) that the query was for data integrity }Iourposes The selector was changed
to “not approved” 16 days after its expiration. No

other queries of this selector had been made.

; Because the query seemed to have been
conducted for foreign intelligence purposes, we notified management of
the possible non-compliance incident, and Special FISA Oversight and
Processing (SV42) issued an incident report on 25 May 2010. On
2 August 2010, the DoJ National Security Division reported the query as
a compliance incident pursuant to Rule 10(c) of the FISC Rules of
Procedure, effective 17 February 2006 (see Appendix C). However, NSA
disagreed with DoJ that the query constituted a violation of the Order
because the RAS approval was valid for the time-bounded period queried
by the DIA to answer the client’s technical question. NSA’s position is
described in detail in Appendix D.
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(U/FFOHO) Controls Were Not in Place

(BY3)PL 8636

—SREL-TO-USA-EVEY) A DIA was able to query an expired selector

because controls were not in place to prevent such queries and the
manual process that management had temporarily put in place did not
identify this selector as needing revalidation. This weakness, along with
two others, was identified in our Pilot Test Report. We did not make
recommendations at that time because we found no incidents of non-
compliance and the control weaknesses were to be resolved with the
release of Ej -a-new.selector tracking apphcatton then planned

AR O- S A, Because::l release date kept shppmg,

the risk for non-compliance remained for requirements related to U.S.
persons, selector revalidations, and time-restricted selectors. However,
Agency management reported on 28 June 2010 that Ihad been
released on 25 June 2010 and was operational.

(U) RECOMMENDATION 1
—(—'FS#SHNF—) Immedlatel¥ venfﬁ that controls in the newly

released V&trsion-of are functioning to:

a. prevent querying selectors associated with U.S. pérsons
without a documented Office of General Counsel review for
First Amendment considerations;

b. prevent querying selectors not revalidated within BR-
mandated limits (180 days and one year for U.S. and foreign
selectors, respectively); and

c. tag, track, and 'identify time-restricted selectors.

(U) (ACTION: Homeland Security Analysis Center [S24]
with SV42)

(b)(3)-P.L. 86-36
(U) Management Response ( )3)

(U/ /PEYOFCONCUR. Management concurred with the finding and
recommendation and has taken appropriate action. was
implemented on 25 June 2010, and the Director of Compliance, Office of
General Counsel, SID Oversight and Compliance, and DoJ
representatives were provided demonstrations and expressed their
approval.

—FOP-SECREFACOMINTAAAOFORN—
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(U) OIG Comment

(U/ /FOEOF Management has taken corrective action that meets the
intent of the recommendation.

(U/l=0UB) Analysts’ Duties Are Not Clearly Defined and Separated

—CREETOUSAFVEY) The March 2010 query of an expired selector
revealed another weakness: DIAs can query selectors for data integrity
and foreign intelligence purposes. The Standards for Internal Control in
the Federal Government state that key duties and responsibilities should
be divided among different people to reduce the risk for error and fraud.
No one individual should control all key aspects of transactions or
events. Although DIAs do not conduct target analysis or report on
targets, they might help a foreign intelligence analyst with a question on
a target. In those cases, the DIA is querying for foreign intelligence
purposes, not data integrity, and must use the same rules as foreign
intelligence analysts. These procedures require that DIAs and foreign
intelligence analysts use a standard login that invokes controls over
querying, such as preventing the querying of selectors with a status of
“not approved.” However, DIAs also use special logins that bypass such
controls and allow them, for example, to query selectors that are not
approved, which is permitted for data integrity analysis but puts DIAs at
risk for querying for foreign intelligence purposes without controls.

— - REEFO-HSA AR} The March 2010 incident revealed that the
functions of DIAs are not clearly defined and communicated. Itis
unclear whether the DIA’s query was for data integrity or foreign
intelligence purposes. The standards for internal control require that key
areas of authority and responsibility be defined and communicated
throughout the organization. The standards also call for managers to
document clearly such internal control mechanisms in management
directives, administrative policies, or operating manuals that are readily

available.

—{FSAHSH-ANE Although S2I4 management stated that they discussed
with DoJ the appropriate functions of DIAs, personnel did not have a
common understanding of the types of queries appropriate for foreign
intelligence and data integrity purposes. Furthermore, existing guidance
.did not clearly link the types of queries with the purpose of querying, and
supplementary guidance was still in draft. For example, after we
identified that an expired selector had been queried in March 2010, it

 was unclear whether the query had violated the FISC BR Order.
Specifically, personnel had differences of opinion as to whether the query
had been for foreign intelligence purposes and, therefore, a violation or
for data integrity purposes, which is not a violation.

- —{FS/fSHANE} Without clearly defined roles, a distinct separation of
duties, and well-understood policies that differentiate queries for foreign
intelligence and data integrity purposes, DIAs are vulnerable to errors

~FOP-SECRETA/COMINTANOFORN-
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and violations of the FISC BR Order. In particular, DIAs might
mistakenly query selectors for foreign intelligence purposes while using
the special login that bypasses key controls.

(U) RECOMMENDATION 2

—FSHSHNFY Clearly define and separate the duties of DIAs and
foreign intelligence analysts. Specifically, implement controls to
prevent an individual from querying BR metadata for both data
integrity and foreign intelligence purposes and issue formal
guidance to differentiate such queries.

(U) (ACTION: Exploitation Solutions Office [S313] and
Structured Repositories [T132])

(U) Management Response

(U/ A2o50} CONCUR. Management concurred with the finding and
recommendation and provided target completion dates. Management
plans to move data integrity functions out of S2I4 and into S313, and
T132 and will develop appropriate procedures and job descriptions.

(U) OIG Comment

(U/ [FOE6} Planned and ongoing actions meet the intent of our
recommendation.
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V. (U) ACRONYMS AND ORGANIZATIONS

U) FISA
U) FISC
(U) RAS
(U) S214
(U) 8313
(U) SV42
(U) T132

(
(U) DoJ
(
(

Business Records

Data Integrity Analyst

Department of Justice

Foreign Intelligence Surveillance Act
Foreign Intelligence Surveillance Court
reasonable articulable suspicion
Homeland Security Analysis Center
Exploitation Solutions Office

Special FISA Oversight and Processing

Structured Repositories
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- (U) Objective, Scope, and Methodology
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(U) ABOUT THE AUDIT

(U) Objective, Scope, and Methodology

(U) Objective

—(FS/+5H- The overall objective of this audit is to test whether
controls to ensure NSA compliance with key terms of the Foreign
Intelligence Surveillance Court (FISC) Order Regarding Business Records
(BR) are operating as intended. During the pilot test phase of the audit,
our objective was to determine NSA compliance and assess the feasibility
and reasonableness of including in monthly testing six objectives related
to querying and dissemination. For monthly testing, our objective is to
test NSA’s compliance with seven requirements of the BR Order and
determine whether controls are operating as intended.

(U) Scope and Methodology

(U) We conducted pilot testing from January to March 2010; monthly
testing of January through July 2010 data was conducted from March to
August 2010. '

—FSH+SH-F-For both pilot testing and monthly testing, we compared all
selectors that were doqg;gg_ntedﬂinb audit logs and had been
queried each-montH against access lists, reasonable articulable suspicion

o, |AUIE Jogs, For monthl
. _testing, we also applied these tests to queri éé"b’f"thei I
™ | We researched any anomalies to make a

final determination of compliance.

(U/ /P86 We met with individuals from the Office of General Counsel
(OGC), the SIGINT Directorate, and the Technology Directorate, including
the SID Office of Oversight and Compliance, Information Sharing
Services, Homeland Security Analysis Center, SID Issues Support Staff,
Analytic Capabilities, Structured Repositories, andl::ﬁ
Operations.

(U/ /[20U0) Details on the scope and methodology used for pilot testing,
including scope limitations, are included in our Pilot Test Report (IG- '
11154-10). Details on monthly testing are included in the January to
March 2010 Test Report (IG-11160-10), April 2010 Test Report (IG- ,
11163-10), May 2010 Test Report (IG-11174-10), June 2010 Test Report
(IG-11179-10), and July 2010 Test Report (IG-11188-10).

Appendix A
Page 1 0of 2

—FOP-SEERETCOMINTANOFORN
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(U) We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence
to provide a reasonable basis for our findings and conclusions according
to our audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions according to our audit
objectives.

Appendix A
Page 2 of 2
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(V) APPENDIX B

(U) Summary of Recommendations
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(U) Summary of Recommendations

Recommendation 1

Immediately verify that controls in the newly released

version of are in place and functioning to:

a. prevent querying selectors associated with U.S. persons
-(5‘)"(:',’)_P L. 86-36 without a documented OGC review for First Amendment
o considerations;

b. prevent querying selectors not revalidated within BR-mandated
limits (180 days and one year for U.S. and foreign selectors,
respectively); and

c. tag, track, and identify time-restricted selectors.
(U) Status: CLOSED

Recommendation 2

—FSHSHNF) Clearly define and separate the duties of data integrity
analysts and foreign intelligence analysts. Specifically, implement
controls to prevent an individual from querying BR metadata for data
integrity and foreign intelligence purposes, and issue formal guidance to
differentiate such queries (ACTION: Exploitation Solutions Office [S313]
and T132).

(U) Status: OPEN
(U) Target Completion Dates: for.8313
for T132

e (B)(3)-PL L. 86436

Appendix B
Page 1 of 1
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(U) APPENDIX C

—FSHSHNF) Dod Letter to
FISC Regarding Incident Involving

the BR Order
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U.S. Department of Justice | ..

National Security Dzvzswn Sify

Washington, Q @

The Honorable John D. Bates
United States Foreign Intelhgence Surveillance Cour
U.S. Courthouse

333 Constitution Avenue, N.W.
Washington, D.C., 20001

Re:  Compliance Incident
Investigation for an @
AT&T, the Operating 51

Partnership d/b/a Verizoh:

Associated Terrorist Organiz:

et ﬁmher advises th
ninary notice regar

7 with limited exceptions, mcludmg when “a
conduct[s] the query using a RAS-approved telephone identifier at
thorized to query the BR metadata™ Id. at 5-6. (TS//SI/NF)

Justice’s Natio the compliance incident described below:

ECRET//COMINT/NOFORN

d by: David S. Kris, Assistant
Attorney General, NSD, DOJ

Reason: 1.4(c) ,

Declassify on: 2 August 2035
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@ On March 9, 2010, a DIA queried the BR metadata in response to a Federal Bureau of
Investigation (FBI) request for certain information relating to a United States telephone
identifier referenced in a previously issued NSA report. Specifically, the FBI inquired
whether the BR metadata contained information indicating that the identifier was

roaming during in the _ to NG i f;;amﬂ (TSH BI?#NF}

° The reasonable, articulable suspicion (RAS) approval’ fl:ut t]le: 1d£rﬂtlﬁﬂr ﬂxplramnn
. _ before the query. (It had been RAS-appmved on
Bl.) Still, the identifier was listed on the Stafion Table historically, NSA’s list of
identifiers that have undergone RAS dete j"tluns —ag RAS-appIDved untll
Bl =t vwhich time its status was chang_ _d tn:} “nnt ap]}rmfed#—h {TSH SU!NF)

o The DIA used the identifier to ::ﬂnduct a smglﬂ que:l c}f the BR 11}61':3' tazln thF.'. jf

_-.__

il

Transaction Database. Eithnughsﬂ:la pralum_um.-’ notice of this incitﬂia t Tepo
the query was time-bounded 1o ‘the. ‘period of ; e ey
query was not time- me:lded Rathsr the DIA fc:-n ___E::i his IE\}@‘W -Df the quarj,r IEEI.IU:E

to the time period referenced in thE: FEI’E re:quas 1::13_'__ formation. (TSHSWNF)

° . Based on the query results, the EIIA dﬂtE'-III}_‘il'lE:[l that no rﬂammg data. was avaﬂa"hle fﬂr i

the identifier, ang NSA pr ovided *chat mfmmatmu h:- the FEI HSA dlchmt lssuﬂ a.
report based D]l s\quer}_.r (TSHSLUN\]\:) :-' _-_;_: o (_,f‘ ST

This incé?snt was d1sﬂuvarsd by the staff nf‘ SA’E Inspf:ntﬁr Gsnar;f’ahmugh their
review of con used to comply. With the Court’s Orde IS in thls matter. NSA \hnﬁnns that it
conducted no qu{nﬂs usu‘ig ’Eha ldﬂntlfmr after the DIA’s qllﬂlj! df:scnbad abnva (TS{{EIHNF}
At the timr;‘iaf thls mnldent NSA managed the RAS- app];mval statl,ls Df Idﬂﬂtlﬁﬂfﬂxﬂﬂ the
Station Table thmugl'?‘a. pﬂnndm manuﬂl ravll;kv of those identifiers.. NSA assesses that t
compliance incident 1esulted from: delaf,fﬂ in tl:LE manual review pr uf;éss NSA further assesses
__that a technical modification hkﬂl}f will -PlE.‘-‘FEIlt ﬂns% of compliance 111ﬂ1dﬂnt from-occurring
A T the-future. In June 2010, NELA implemented a new program to manage aud track/::aquasts to
2 f‘;? appr-:}ve the IIEE Df Idﬂnmi'i ers that meet ﬂlE RAS standani “El"hls new prD gramy, ﬂﬁlullg DihEI“

Rt T
LSO ] e L S o - T T e o, T S : =

+ i,
-4

ection Chief, Oversight

e e '/ National Security Division
Neaoasowa o ULS, Department of Justice

cc: The HDHDI’&E}]EIﬁ&ﬁgiié_..ﬂ_:_-iﬂﬁltﬂll

e

TOP SECRET//COMINT/NOFORN
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(U) Full Text of Management Response
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SECURITY CLASSIFICATION
NSA STAFF PROCESSING FORM
TO EXREG CONTROL NUMBER KCC CONTROL NUMBER
OIG 2010-4645
THRU ACTION EXREG SUSPENSE
] ApPROVAL 18 Aug 2010
SUBJECT KCC SUSPENSE
SID Response: Quick-Reaction Draft Audit Report of NSA [] SIGNATURE
Controls to Comply with the Foreign Intelligence Surveillance Court Order ELEMENT SUSPENSE
Regarding Business Records — Control Weaknesses (ST-10-0004C) X INFORMATION | 2 Aug 2010
DISTRIBUTION
SID, 802, 82, SV, D4, T12, OGC
SUMMARY

PURPOSEHF5/5t+F) To provide the SID Response to the subject DRAFT Report.

BACKGROUND: (FSHSHANEY In May 2010, the OIG issued the Pilot Test Report (IG-11154-10) as part of the
ongoing audit of NSA Controls to Comply with the Foreign Intelligence Surveillance Court (FISC) Order Regarding
Business Records (BR) (ST-10-0004). The pilot testing identified three control weaknesses in querying BR metadata
as well as concerns related to the dissemination of information. Because there was no evidence of non-compliance
and the release of the new selector tracking application that would address the weaknesses was
imminent, the OIG didn’t make formal recommendations opting to monitor the 31tuat10n and make formal
recommendations as necessary. “"{b)(3)-P.L. 86-36

—(¥57/St/7/NF) The continual slippage of:::]rélééég-daté E:j released June 25, 2010) coupled
with the March 2010 non-compliance incident (which underscored one of the reported control weaknesses and
identified an additional weakness) resulted in the OIG recommending Agency management take immediate action.

The subject quick-reaction draft report is the result of the problem that warranted immediate attention by Agency
Management.

DISCUSSIONTS778H/7/3NT) The SID Response-to the subject document has been coordinated with 52, 5V, T12, D4
and OGC. Itincludes the response to the two Recommendations for SID Lead and NSA’s response to the DOJ's

notice of violation. Also included for your reference is the SV42 response to the March 2010 incident relative to the
subject report.

d -b)(.3)—P L. 36—36

COORD]NATIONIAPPROVAL

QFFICE L—? ‘.-":: SPEHC(;J"TEE QFFICE NAME AND DATE . SPE:(;J,??
ﬁ"’sm DIRd ke %3.7;1® “-1.)’_'4-‘._ John Delong//email//8/6/10
502 l : ?//9 //o A 0GC /email//8/9/10 963-8309
S2 /si/3 Aug 10| 963-3335 || S3
SV Viemaili2 Aug 10| 963-1705 |
T12 /ema1]//8/6/10 963-0247
ORIGINATOR H ORG. PHONE (Secure) DATE PREPARED
SID IG Liaison, S023 | 966-5590 11 August 2010
Derived From: NSA/CSSM 1-52

. Dated: 20070108

FORM A6796 Declassify On: 20320108 FOP-SEERET//COMINT/NOFORN-
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—~(FSHSHANES SID Response: Quick-Reaction Draft Audit Report of NSA Controls to
Comply with the Foreign Intelligence Surveillance Court (FISC) Order Regarding
Business Records - Control Weaknesses (ST-10-0004C)

~FS/SH-E- Introduction: The SID Response has been coordinated with the Deputy
Directorate for Analysis and Production (52), SID Oversight and Comipliance (SV), and
the Office of General Counsel (OGC) because the same issue is being addressed in
parallel channels at the SID level and above. The Department of Justice (DOY]) filed a 10c
notice of violation with the Foreign Intelligence Surveillance Court (FISC) to which
NSA, through OGC, is providing a non-concurrence on describing this event as a

~violation. NSA’s response to DOJ is included in the Background and Context section of

this document. It is being provided to ensure that NSA provides consistent responses
and appropriate context to these parallel reporting actions. While NSA does not agree
that this event was clearly an ‘incident of non-compliance,” it does highlight deficiencies
in the previous selector management application; nevertheless it falls short of a
compliance violation.

ION 1: Immediately verify that controls in the newly
are in place and functioning to

'""OGC review for First Amendment con51derat10ns,
b) prevent querying selectors.not revalidated within BR-mandated limits (180
days and oné year for U.S. and foreign, selectors, respectively), and
c) tag, track, and identify time-restricted sélectors.

AAAAAAA

If the condltlons in a, b, and ¢ cannot be verified, immediately develop and
implement interim plans to- address these weaknesses until lcan be
modified.

SID Action Element: Chlef 8714 w1th SV42 and T1222

SID RESPONSE (August 2010): (U /. /'F@BG’) SID eoncurs with this recommendation.
On 25 June 2010 the new selector management system; was activated and

all deficiencies noted in the OIG report have been addressed. The OIG has been

rovided real time updates associated with this, release and has interacted with 5214's
[:E______—__—__—:]hmson in order to perform their own review of the application.
Additionally, the Office of the Director of Comphance (ODoC), Office of General
Counsel (OGC), SID Oversight and Compliance (SV), Office of the Inspector General
(OIG) and Department of Justice representatives have all had] I
functionalities demonstrated to them and expressed their approval (see additional
information in Explanatory Remarks section)

POC: Chlef 5214, CT Homeland Security Analysis; 969-0224

(b)(3) -P.L. 86-36 Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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—(-IS#SI#NE—) Quick-Reaction Draft Audit Report of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business Records ~ Control
Weaknesses (ST-10-0004C)

~FS5H-FyMarch 2010 Non-Compliance Incident - Additional Information

~(FSHEH--SID Oversight and Compliance/FISA Authorities (SV4) emphasizes that

_all of the items listed in recommendation 1 are procedures and features of the

program that have been in place since June 28, 2010. NSA Way

finitial operating capability was “concluded by T12 personnel
on June 22, 2010  This.aceeptancé should serve as the testing verification for the

B requn'ements set out in recommendation 1 of the subject report.

b)3)- 'P.L. 86-36
i ~F5/+5/NF) Operational testing and evaluation is on—gomg under real-world use
while the developers and technical oversight personnel are monitoring “bug reports”

. and user feedback with a keen eye toward compliance issues. In addition, an

" Emergency Change process is established with a cross-organization technical and
oversight team in place to resolve any compliance findings or to determine adjustments
to the program should changes in the legal environment occur.

(8)! SV42‘p_;oposal related to Recommendation 2.

. —(—;"?SHS%;’-;LP&#}BQIOW are the DIA roles and specific functions as defined in the Data
Integrity Analyst| _ |Standard Operating Procedures (SOP),
dated September 28, 2009, while the DIA’s were assigned to the SIGINT Directorate.

~F5/5H4F) In the SOP, the DIA’s have three tools or roles Withinl to (b)(3)‘P L. 86-36

perform their functions:

A. The first role and was
e e egeribed as only for the use of providing support to analysts both in and out of
(b)(1) ................................... the CT product line.

| . The second availablé tole] [Within this
e second role was a list of typical support:
1. Reviewing telephone identifiers prior to and or after the issuance of a
- serialized report or a Re%uest for Information (RFI) in order to verify

i the accuracy of th QU (b){3)-P.L. 86-36
L2 Helpmg analysts interpret and understand the results of their queries.
. 3. _Confirmi] |

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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I [which provides the DIA by- pass capability. This third

e tool was described for use in technical and data integrity purposes only and the
grity purp y

(b)(1) by-pass capability was specifically called out not to be used to support functions

(b)(3)-P.L. 86-36 . :
(b)(3)-50 USC 3024(iin sections A. or B above.

~{(ESFSH-) SV4 recommends that those offices that have taken on the functions,
previously or currently known as the Data Integrity Analysts, establish a policy that
clearly defines and prohibits the use of RAS by-pass modes while working on data for
or assisting other analysts for intelligence analysis purposes.

~(FSA+SH-APE The policy should state that the use of any RAS by-pass functions should
be limited to processing and data formatting purposes to ensure that the metadata is
accurate and usable by analysts and to ensure compliance with the FISA Court Orders.

—F5ASHErThe pdlicy should allow that technical support personnel or DNR
Subject Matter Experts working with BR FISA metadata should be able to continue to
provide technical support to intelligence analysts for the purposes of assistance with

accuracy and technical interpretation of the metadata with or without any RAS by-pass
function enabled.

~(FSAHSH--However, the policy should strictly prohibit the use of a RAS by-pass
function by technical support personnel or DNR Subject Matter Experts as described
above to assist with or provide any analytic interpretation of results of queries against
the BR FISA database that would supply any information of intelligence value.

POC| SV42, 969-0024
Approved by:| |Chief SID Oversight and Compliance, 2 August 2010

| (b)(3)-P.L. 86-36



DOCID: 4230249 REF ID:A4197247

RECOMMENDATION 2:+FS#SHANE) Clearly define and separate the duties of Data
- Integrity Analysts and Foreign Intelligence Analysts. Specifically, implement

controls to prevent an individual from querying BR metadata for data integrity and

foreign intelligence purposes and issue formal guidance to differentiate such

queries.
(U) (ACTION: Chief, S2I4 with SV42 and T1222)

SID RESPONSE (August 2010)-FS/+5H~NF SID does not concur that this is an
action for Chief, Homeland Security Analysis (S214) as stated in the recommendation.
Counterterrorism (CT) Production Center (S2I) does not intend to retain individuals in a
‘data integrity analyst’ (DIA) capacity and is working to transition those functions to
where they fit better within SID. The DIA function is one of the legacy constructs
tracing back to a former NSA compartmented program. The DIA’s role was not clearly
distinct from target analysts. 5214 determined during the end-to-end reviews that data
integrity analyst functions should be moved out of the production organization and
aligned with other corporate elements within SID’s SIGDEV Strategy and Governance
(SSG) and Deputy Directorate for Data Acquisition (S3), who perform similar functions
related to data integrity and fidelity at the point of ingest. Transition of DIA functions,
not DIA positions, is ongoing with Cryptanalysis and Exploitation Services (CES)
(S31)/Exploitation Solutions Office (ESO)( S313) and S5G. S21 has been working with
Chief, Protocol Exploitations (531323) on this transition of functions. S214 leadership
has asked TD to relocate the single remaining DIA (a TD resource) to T spaces. The
analyst who performed the March 2010 query recently took a new job in SSG.

POC:I IGhie.f,..SZ,I_g,'_QT Homeland Security Analysis‘l _,.|969-0224
poc: ~Chief: 533, Explothuion-Sslrhens Office, Tib3- 301
(U) Background “nd Context:

.,(b)(s)_P_L' 86-36

—CAREEFO-U5AFVEY) Where S214 diverges from this report as written is in the

description of the query performed in March 2010 as an ‘Incident of Non-Compliance’.
The report fails to provide adequate background context.

—~(FSAASHLNEY-The following was provided to OGC and DQOJ for review as an.
explanation of the chain of events in the course of DOJ filing an initial 10c:

oYy
(b)(3)-P.L. 86-36
{b){(3)-50 USC 3024(i
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(B)(1)-..
| (b)(3)-P.L. 86:36.
(b)(3)-50 USC 3024

—

~(FS/-+5H¥EY 5214 has no contention that the query performed]| and
noted in an OIG audit highlighted specific deficiencies in the legacy applications used
to manage RAS approved selectors. These same findings were noted during the End-to-
End reviews of both the Business Records and Pen Register Trap & Trace FISA |
programs. S2I4 leadership strongly agreed with the recommendation to delay the
release of thel apphcatlon until such time as: 1) the End-to-End review
findings were complete and had been fully discussed - with DQJ and 2) those fm.dmgs
could be incorporated into to-address- comphance vulnera

“"(b)(3)-P.L. 86-36
—{5//F) A new revalidation process was es nted in the fall of

2009, albeit a completely manual process as " |vias bem re-engineered. Prior

to reléase each program had-a separate and drstmcti

underpinned by its own apphcatlon 1eavmg NSA with a purely manual process durmg

forl::::lan_d worked through the ‘NSA Way’ process to completion. SV and

OGC are also ‘customers’ of this application and along with ODoC, had visibility into
the entire revamping process. This engagement continues to address any issues noted
after]| |release:

#(b)(3)-P.L. 86-36

—(FS/#5H-¥F)r Nonetheless, the legacy system’s deficiency allowedz a DIA t6: query ona

selector that should have no longer been retained in as RAS approved

it should be noted
however, the DIA could still have queried on that selector| R
as part of their ‘data integrity” duties --- within the bounds of the order and without
RAS approval.

(U/ P Explanatory Remarks related to Recommendation 1:
a) A5/ Any selector being reviewed for RAS that is a US identifier or is
believed to be in use by a US person cannot be RAS approved without an
OGC First Amendment review. As the nomination is entered into
........................... a field to note whether the selector is foreign or domestic must be
e populated for the nomination to be processed. When the domestic field is
""""p'Opulated sends the nomination to OGC for review and no
further action can be tdken-until that review is completed.
b) FSHFSEAANE) As a selector is approved ‘withiir the lselector
management system, a revalidation date is set tied to the date of approval

—FOP-SECRETCOMINTANOFORN—
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and whether it is US or foreign. HSAC [Homeland Security Advisory
Council] internal management guidelines are that all US selectors will be
revalidated every 90 days and foreign selectors at 180 days. This protocol
should preclude any instance of exceeding FISC mandated timeframes.

,,:.[_—_—_—_%:lwill automatically move these selectors into a pending status 15
days from the projected ‘expiration’. If any selector in this status has not been
revalidated by the cut-off date,r_::y]moves the selector into an expired

state. The.selector is no longer noted as ‘RAS approved’ in the system

= ~land| lis informed of this

action in order to ensure th1s selector can no longer be queried in the

""""""""" I:—_:]BRF or PR/TT repositories.

c) A/ ARELTOUSA-EVEN,- Time Bounded Query’ restrictions have their own

. icon which prompts an analyst to check a selector’s record within the
""ystem This record notates the time restriction and informs
analysts of the'specific timeframe they must focus on during the review of

.~ query results. Informatlon outside of those boundaries must not be used in
*. ., the pursuit of their targets:|

POC;| | Chief, S214, CT Homeland Security Analy51s, 969-0224
Approved by: DDAP, 3.Aug 10 -

o (b)(3) P.L. 86-36
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Quick Reaction Draft Audit Report of NSA Controls to Com ply with the Foreign Intelligence Surveillance
Court Order Regarding Business Records — Control Weaknesses (ST-10-0004C)

RECOMMENDATION 2 =F545H/NF-Clearly define and separate the duties of Data integrity Analysts
(DIA) and Foreign Intelligence Analysts. Specifically, implement controls to prevent an individual from
querying BR metadata for data integrity and foreign intelligence purposes and issue formal guidance to
differentiate such gueries.

S3 Input:~HF5HSHANFIS3 has accepted responsibility for performing the functions of the Data Integrity
Analysts and determined this mission will be performed within the] |
|B§i§ed on S3 direction, it is expected that
___Iwill,_,h_gye an interim procedure to perform DIA functions if\ :ﬁlace within three weeks, working .
“toward a péfﬁi'éhe-ntp.\rﬂqggdure to be in place within three méﬁths.

(b)(3)-P.L. 86-36

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20350901
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Further dissemination of this report outside NSA Is
PROHIBITED without the approval of the Inspector
General.

INSPECTOR GENERAL REPORT

—FSHSHNF) Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records

May 2010 Test Results

(ST-10-0004D)
30 June 2010

—FOP-SECREFHACOMINT/NOFORN—
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectivene ss and efficiency of entities and programs and
assesses whether program objectives are being met and whether operations comply with law
and regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organiza tional and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

30 June 2010
1G-11174-10

TO: DISTRIBUTION

SUBJECT: —{F5++5H-¥¥ Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business
Records — May 2010 Test Results (ST-10-0004D)

1. (U) This report summarizes the results of our May 2010 testing
using the continuous auditing methodology.

2. (¥S/SH+< Audit Objectives We are conducting monthly
testing of NSA controls to comply with the Foreign Intelligence Surveillance
Court (FISC) Business Records (BR) Order to determine whether these
controls are operating as intended.

3. (U/ /FESH6) Monthly Test Results and Objectives We found no
instances of non-compliance for the month of May 2010. However, significant
scope limitations remained in testing Office of General Counsel (OGC)
reviews of selectors associated with U.S. persons because of control
weaknesses reported in the Pilot Test Report issued on 12 May 2010 (IG-
11154-10). See page 4 for details of May 2010 monthly test results for the
following objectives:

> ~ oA Access: Were all queries to the BR metadata made
by authorized individuals (e.g., intelligence analysts and data
integrity analysts)?

« (U/ /FOYOS) Reasonable Articulable Suspicion (RAS) Approval of
Queried Selectors: Did all queries use RAS-approved seed
selectors?

« (U/F08» OGC Review of LS. Person Selectors: Did OGC
verify that RAS determinations of all queried seed selectors
associated with U.S. persons had not been based solely on
activities protected by the First Amendment to the Constitution?



: 4230250 REF ID.A4197250

s'T--1o-0'oo4D

' Chumzng Were: all querxeskchamed to

no more than three hops'?

. (U/ /-FGH@) Revulzdatzon of Querzed Selectors W
~ foreign and U.S. person seed selectors revalida
Court’s timeframes — one year and 180 days, respectively — —and
- approved by an authonzed Homeland Mission Coordinator
(MO o |
—(&CSHS%’-NF)-Weekly Dzssemmatwn Reports D1d NSA |
- accurately and completely report s ser1a11zed dlsSemmatlon of BR
metadata outsxde NSA? . y
o ~(FS/SE-NFE) Dissemination of Serialized SIGINT Reports with BR
. Metadata: Was all information disseminated through serialized
SIGINT reports approved by the Chief of Information Sharing
Services (512) orone of the five other authorlzed md1v1duals7

4, (U /56O We appreciafe the courtesy and sqcépéié%iéﬁ extended
‘to the audltors throughout the review, If you noe' clarifi or, addltlonal
information, please contac{ _|on 963-2988(s) or, via e-mail at

A A L I R LSNP

A(g)i(é)-P.._'Lv} 86-36

-Assistant Inspector General
for Intelligence Oversight
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(U) May 2010 Test Results

—{TS7/SI//NF) Test results show that NSA complied with the requirements of the
BR Order, with noted scope limitations, between 1-31 May 2010. The rating
definitions are included on the last page of this report.

=
Area Test Results Scope Limitations Rating

i queries frorP_L______Ig_g_ii
1. Access jaueries from the

were made by authorized individuals. ~

queries performed in
1 ~the-seed.selectors.of

] were vahdated as appreve( The™ B
}72. RAS Approval | remaining gueriés were for data mtegrlty

-1 of Quetied |.purposes or were "ident |og|
}-Select A The Seed selectors-of m‘ﬂ

None

b)(3)-P.L.. 86-36

.......

jqueiies were RAS
.|-approved..The remamning_lqueries
were for data integrity purposes.

N . Because of a control weakness reported
[_TRAS:approved..S. person GEd in.the Pilot Test Report, we had to limit

selectors-queried in Wete - “teisting-t d_select d to b
reviewed by-OGC forFisL Amendment | esing-to-see --§Q?.9.9f.‘°’ presumed (o be
2 _O%C Review concerns as required: U S person. ’,rassomated with U.5. Bésons e did

meed selectors were uzgig w;gec:[ Tt Teview approvals of foreign selectors
Toviewsd By ST Tirst Amendment associated with U.S. persons, because

concerns, as required. ; frl']a% an)q(;st?crz]g database does not track this
ﬂ lqueries from| I"and
.| thg Jwere None
..~} chaingd, to no more than three hops from
the seed" selector
o The Dseed Selectors queried for
S foreign intelligencé:purposes were
5. Revahdatlon approved by authorized HMCs within the
of Queried Court's timeframes. Thé seed None
Selectors =, *, selectors that were not RAS. approved
Y | were queried-fo _[_d_aji integrity
“ident lookups™
We limited testing to serialized SIGINT
6. Weekly | Weekly Dissemination Reports reports because briefings, litigation, and
Dissemination | completely and accurately reported the other types of dissemination were not

Reports 'Dsenahzed SIGINT reports issued. easily testable using the continuous
] auditing methodology.

7. Dissemination The Chief‘or Acting Chief of Information We limited testing to serialized SIGINT

of Serialized ; - reports because briefings, litigation, and : L
SIGINT Reports Shanr:/g dS ctal:\(_wes (Seliza)l' ed SIGINT other types of dissemination were not - Compliant -
with BR | ueeps 1z easily testable using the continuous i '
Metadata poris issued. auditing methodology. : ,
5
"'(C#R‘Et"F@'U‘S#*F-‘v‘E\“)' “ident lookups” refers to querying a seiectori Ito determine

the approval status of a selector. In such cases, the Emphatic Access Restriction controls prevent chaining
of a selector that is not marked as approved for querying and return an error message to the analyst There
is no violation of the Order, because the selector was not actually chained.

—FOR-SECRETHCOMBNT/NORORN— b)(3)-P.L. 86-36
5
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(U) Rating System
SN
Description Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.

—FSHSHNE—
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Further dissemination of this report outside N5A Is
PROHIBITED without the approval of the Inspector
General.

INSPECTOR GENERAL REPORT

—(TFSHSHNF)-Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records
June 2010 Test Results
(ST-10-0004E)

20 July 2010

Bipproved for Release by NSA on 08-06-2015. FOIA Case #80120 (litigation)
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess
whether program objectives are being met and whether operations comply with law and
regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organiza tional and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

19 July 2010
IG-11179-10

TO: DISTRIBUTION

SUBJECT: {TS77St//NFy Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business

Records —June 2010 Test Results (ST-10-0004E)

1. (U) This report summarizes the results of our June 2010 testing using the
continuous auditing methodology.

2, F5HFSH- Audit Objectives We are conducting monthly testing of
NSA controls to comply with the Foreign Intelligence Surveillance Court (FISC)
Business Records (BR) Order to determine whether these controls are operating
as intended.

3. (& REETOUSATVEY) Monthly Test Results and Objectives We found
no instances of non-compliance for the month of June 2010. However, for the
five test objectives related to querying, we limited the testing of data from

1 [to 1-25

.......

11154<10). See page 5 for details of June 2010 monthly test results for the
~following objectives:

(b)(3)-P.L. 86-36

» ~(FSHSEE Access: Were all queries to the BR metadata made by
authorized individuals (e.g., intelligence analysts and data integrity
analysts)?

« (U/ AFOY0) Reasonable Articulable Suspicion (RAS) Approval of Queried
Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
Dated: 20090804
Declassify On: 20350709
~“FOP-SECRETHCOMNTANOFORN-
1
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RAS determmatlons of a11 quened seed selectors assoc1a
persons had not been, based solely on activities protecte
Amendment to the Conshtutlon7 : -

WH@W) Chammg Were all querles chamedlto no

‘more than three hops?

. (U/ /-FGH@) Revalidation of Querzed Selectors: Were: all quened forelgn
and U.S. person seed selectors revalidated within the Court's
- timiefrainés~one year and 180 days, respectively “and appmved by
-~ an authorized Homeland Mlsswn Coordmator (HMC)'?

o ~{(FS/SH-INF) Weekly Dzssemmatwn Reports D1d NSA accurately and
completely report serlahzed dlssemmatron of BR metadata out51de
NSA? ;

—(?Sﬁﬁf;‘ﬁ‘ﬁ')' Dzssemmatwn of . Serzahzed SIGINT Reports wzth BR

- ‘Metadata: Was all information disséinitiat through serialized SIGINT
 réports approved by the Chief of Information Shat mg Servmes (512) o
~‘one of the five other authiorized md1v1duals7 |

. 4 (U / /—F@H@) We apprecrate the courtesy and cooperation extended to the
dtditors throughouf thie review.” If You need ¢l rlfmatlon oradditional -

- infotmation, please contac on 963—2988(s) orvia e-rnall at

Jorl |on 952.2171(5) or Via_ maﬂat

Assistant Inspector General
for Intelhgence Oversrght
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(U) June 2010 Test Results

PSf S-S Test results show that NSA complied with 1) the querying
requirements of the BR Order, with noted scope limitations, between 1-25 June
2010, and 2) the dissemination requirements of the BR Order for the entire
month. The rating definitions are included on the last page of this report.

~{FSHSHINFT
Area Test Results Scope Limitations Rating

All Iquenes' froml I»agg_I:'__] ‘

-Gueries from the

1. Access WeTe Tade- None
| By authorized 1na|vu':lg,als:"""'j T
Of the: queriés performed in___- s
-tHe seed selectors of]

2. RAS Approval""" remammg ries. wefé fof data- m.tegnty
of Queried .~ 4" [i]o"r were"ident lookups™ ™
€ed selectors..of

4,8electors
- £k queries-were- RAS
approved. The remaming | _Jqueries were

'| for data.integrity ‘purposes.

“(b){3)-P.L. 86-36

g 1A 1RAS-approved U.S. person .| Based on a control weakness reported in
'(f seed selectors queried lnlji:]__wer"e the Pilot Test Report, we limited testing to
(5)( $6038C Rov " ...reviiéii\'lléﬁ‘iIIP}ZQQQ‘,_(j3"'f°r~!-—‘virst-.Am.enclmenlt .....|.56ed selectors presumed to be associated
-of U.S. Person MIHTUS:

h 1

seed selectors were i — i
‘ach was approvals of foreign selectors associated
reviewed by or First Amendment with U.S. persons, because the existing

~.._ | concerns as required. T database does not track this information.
? m laueries from| I'end the
g g were chained
4. Q_Aleammg “}-To ng-more than three hops from the seed None

5 selector

"TheDseed se]ectors queried for foreign
intelligence-purposes-were approved by

9. Revalldat!on of | authorized HMCs withiri the Court's

Queried None

timeframes. Thé [ Jseed selectors that
Selectors were not RAS. ap ved were quened for

data integrity u r‘ident lookups™[ ]

: We limited testing to serialized SIGINT
6. Weekly Weekly D!ssemmatlon Reports completely | reports because briefings, litigation, and
Dissemination arid accurately reported the[:lsenaltzed other types of dissemination were not
Reports SIGINT reports issued. easily testable using the continuous

auditing methodology.

7. Dissemination

of Serialized The Actlﬁ'g Chief or Acting Deputy Chief of We limited testing to serialized SIGINT

; > reports because briefings, litigation, and
SIGINT Reports gxfoignva;éorghgﬂanngeﬁgggzgssgg?ﬁ% other types of dissemination were not Compliant
with BR re?ports assuedjs easily testable using the continuous - '
Metadata p ) auditing methodology. S
1(TS//S!I/NF) “Ident lookups” refers to querying a selector Jto determine the approval

status of a selector. In such cases, the Emphatic Access Restriction confrols preverit. chaining of a selector
that is not marked as approved for querying and return an error message to the analyst:- There isno
violation of the BR Order, because the selector was not actually chained.

—Te?eeekﬁﬁew .\'(b)(3)-P.L. 86-36
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(U) Rating System
~—(TSHSHNEY-

Description

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess
whether program objectives are being met and whether operations comply with law and
regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organiza tional and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

18 August 2010
IG-11188-10

TO: DISTRIBUTION

SUBJECT: +2S/SH-3F Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Busmess
Records — July 2010 Test Results (ST-10-0004F)

1. {FS/4SH-FBackground This report summarizes the results of our July
2010 testing using the continuous auditing methodology. The OIG is using this
methodology as a means of complying with the oversight responsibilities
assigned to it in the Business Records (BR) Court Order. Specifically, we are
conducting monthly testing of NSA controls to comply with the Foreign
Intelligence Surveillance Court (FISC) BR Order to determine whether these
conirols are operating as intended.

2. (A REETOTSAFYEY) Monthly Test Results and Objectives We found

‘no instances of non-compliance for the month of July 2010. For the five test

objectives related to querving, July testing included data from e ‘b)(3) -P.L. 86-36

ori’Z5 June 2010 also resolved a mgmﬁcant scope
limitation in our testing of Office of General Counsel (OGC) reviews of selectors
associated with U.S. persons, as all U.S. selectors are now tracked.

(U) See page 5 for details of July 2010 monthlv test results for the following
objectives:

o —(FSAFSHNFF Access: Were all queries to the BR metadata made by
authorized individuals (e.g., intelligence analysts and data integrity
analysts)?

o (U//FSFS Reasonable Articulable Suspicion (RAS) Approval of Queried
Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
‘ Dated: 20090804
Declassify On: 20350803
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o (U//FSBOY OGC Review of U.S. Person Selectors: Did OGC verify that
RAS determinations of all queried seed selectors associated with U.S.
persons had not been based solely on activities protected by the First
Amendment to the Constitution?

o (CHREETOYUSATYEYY Chaining: Were all queries chained to no

more than three hops? |

o (U//POBSRevalidation of Queried Selectors: Were all queried foreign
and U.S. person seed selectors revalidated within the Court’s
timeframes — one year and 180 days, respectively —and approved by
an authorized Homeland Mission Coordinator (HMC)?

o —(FSHASH-IEY Weekly Dissemination Reports: Did NSA accurately and
completely report disseminations of BR metadata outside NSA?

o AFSHHSHIE-Dissemination of Serialized SIGINT Reports with BR
Metadata: Was all information disseminated through serialized SIGINT
reports approved by the Chief of Information Sharing Services (512) or -
one of the five other authorized individuals?

3. (U//FoB6) We appreciate the courtesy and cooperation extended to the
auditors throughout the review. If you need clarification or additional
information, please contac on 963-2988(s) or via e-mail at
or [on 952-2171(8) ot via e-mail at

"(b)(3)-P.L. 86-36

Assistant Inspector General
for Intelligence Oversight
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{(U) July 2010 Test Resulis
~{PSF7SH¥¥Fr Test results show that NSA complied with 1) the querying
requirements of the BR Order between 26 June - 31 July 2010, and 2) the
dissemination requirements of the BR Order for the entire month. The rating
definitions are included on the last page of this report.
—{TSHSNET :
~ Area ' Test Results Scope Limitations Rating
AlIlL__lqueries froml land
1. Access ~dueries from thel None

' By auinorized |nq§yldu’als.

Of the d&énes performed in

M_/e re-..m ad

w"muv.

2.R AS Approval -were vahdated as,gpprcved The
-of Queried:”

- Selectors Urposes. The seed %Iectors -of] |
. appmve; i;e Temamning quenes were

. for-datar ntegrity purposes.

. B6-36

| 3.0GC Review
ot U.S. Person
~.[-8electors

(b)(3)-P.L. 86-36

each was
reviewed by OGC for First Amendmenit
concerns as required.

. .| Inaccordance with our test plan, we did not test July 2010 data for this objective. Because we have
4. Chaining .. "t.noted no exceptions for the last six months of testing, we will not test this objective again until October
R 20_10 (using September data) and January 2011 (using December data).

Tﬁépseed selectors queried for foreign
liger

5. Revalidation 0‘; . intelligencé-purposes were approved by

authorized HMCs w

hin the Court's

gglzré‘tagrs timeframes:. The[__]seed selectors that None
were.not RAS-approved were queried for
data intggrity purposes.
We limited testing to serialized SIGINT
6. Weekly Weekly Dissemination Reporis completely | reports because briefings, litigation, and
Dissemination and accurately reported the[__Jserialized | other types of dissemination were not
Reports SIGINT reports lssued easily testable using the continuous

auditing methodology.

7. Dissemination
of Serialized
SIGINT Reports
with BR
Metadata

Services (S12) approved the

The Deputy Chief of lnfo:'ma_\if?%aring
serialized SIGINT reports issued.

We limited testing to serialized SIGINT
reporis because briefings, litigation, and
other types of dissemination were not
easily testable using the continuous
auditing methodology.
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(U) Rating System
—FSHEHNFY,

Description Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not |
known control weaknesses.

A rating of yellow indicates that although no instances of :
non-compliance were identified, control weaknesses Compliant, with
prevented us from testing the entire universe, as scope limitations
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

!

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectivene ss and efficiency of entities and programs and
assesses whether program objectives are being met and whether operations comply with law
and regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations:
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organizational and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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28 September 2010
1G-11202-10

TO: DISTRIBUTION

SUBJECT: -{FS##8t73F} Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business
Records — August 2010 Test Results (ST-10-0004G)

1. {FSH-SHMFF Background This report summarizes the results of
our August 2010 testing, using the continuous auditing methodology, of
NSA’s compliance with the Foreign Intelligence Surveillance Court (FISC)
Order regarding Business Records (BR). The Office of the Inspector
General (OIG) is using this methodology to fulfill the oversight
responsibilities assigned to it in the FISC BR Order. Specifically, from
January to December 2010, we are conducting monthly tests of NSA’s
compliance with certain requirements of the FISC BR Order. Once
monthly testing is complete, the OIG will make an overall assessment of
whether the controls that are in place to ensure such compliance are
operating as intended.

2. A RETFOTSA—FYEY} Monthly Test Results and Objectives We
found no instances of non-compliance for the month of August 2010.
E:i]on 25 June 2010 resolved a significant
scope limitatiofi in our testing of Office of General Counsel (OGC) reviews

_..of-selectors associated with U.S. persons because all U.S. selectors are

'('5}'(5;53.1_. 86-36

now tracked.

(U) See page S for details of August 2010 monthly test results for the
following objectives:

o TPSHHSHNFY Access: Were all queries to the BR metadata made by
authorized individuals (i.e., intelligence analysts and data integrity
analysts)?

* (U//FOUYOSY Reasonable Articulable Suspicion (RAS) Approval of
Queried Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
Dated: 20090804
. Declassify On: 20350916
—FOP-SECRETHCOMINTHNOFORN- ‘
1
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e (U/ A*OY0) OGC Review of U.S. Person Selectors: Did OGC verify that
RAS determinations of all queried seed selectors associated with U.S.
persons had not been based solely on activities protected by the First
Amendrment to the Const1tut10n?

. -fefﬂ?E-b-’-Pe—U'SH’v‘E‘f) Chaining: Were all queries chalned to 1io

more than three hops?

e (U/BOUB} Revalidation of Queried Selectors: Were all queried foreign
and U.S. person seed selectors revalidated within the Court’s
timeframes—one year and 180 days, respectlvely—-—and approved by
an authorized Homeland Mission Coordinator? -

o —{FS/+SH-INE) Weekly Dissemination Reports: Did NSA accurately and
completely report disseminations of BR metadata outside NSA?

o ~(FS/FSH-/PE) Dissemination of Serialized Signals Intelligence (SIGIN T)
Reports with BR Metadata: Was all information disseminated through
serialized SIGINT reports approved by the Chief of Information ,
Sharmg Services (S 12) or one of the five other authorized 1nd1v1duals?

3. (U// F—GHG’)'We appreciate the courtesy and coopera’aon extended
to the auditors throughout the review. If you need clarification or
additional information, please contact| lon 963-

2988(s) or via e-mail af Tor] lon 952- -
2171(s) or via e-mail ,aq - -

.( ).v(.s)‘lp.‘.t:.;as_;gﬁgﬂ...

. Assistant Inspector General
for Intelligence Oversight
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(U) August 2010 Test Results

(TS Test results show that NSA complied with the requirements of the
Foreign Intelligence Surveillance Court (FISC) Order regarding Business Records
(BR) between 1 and 31 August 2010. The ratings are defined on the last page of

this report.
—{TSHSHANF-
Area Test Results Scope Limitations
Al},! | ﬂueries from L_H_E]
ar e L
1. Access E . ~ % | None

Jwere made . -

/" |'By authorized mdwiduals:. .,

‘ - é:;uerie% pe‘rfortméd-:i%n\ B
v , “the seed selectors of -
ghﬁg?as&gable {Z_Twere validated-as approved. ™.
{RAS)~ - The remaining[_|queties.were for
) 0s d

suspicion(
approval of -7
queried selectors

data integrity
selectors of al

(b) (3)-P.L. B6-36

| The[_]RAS-approved U.S. .=
- berson seed seleciors oue[@d:iﬁ

TWere None
reviewed by OGUC or First .
Amendment concerns, as required.

B)1) In accordance with our test plan, we did not test August 2010 data for this objective.
(5).(3) :P"&Chga?rﬁﬁg Because we have not noted any exceptions for the past six months of testing, we will not
g test this objective again until October 2010 (using September data) and January 2011

=, (using December data).

Th'eD_seed selectors queried for
foreign intelligence purposes were
| approved by authorized Homeland
5. Reyalidation of ission Coordinators. within the
dueried selectors | Court's timeframes. The| __lseed
selectors that were not R
approved were queried for data
integrity purposes.

None

We limited testing to serialized
6. Week!Ayu._ SIGINT reports because briefings,

; Hab A litigation, and other types of R e
%S%?{Qmat'gn dissemination were not easily testable | Compliant -
P using the continuous auditing
methodology.
) We limited testing to serialized
7. Dissemination *, SIGINT reports because briefings, -
of serialized ‘ litigation, and other types of “Gompliant
SIGINT reports dissemination were not easily testable | ~°mpiant.
with BR metadata using the continuous auditing
methodology.
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(U) Rating System
—F SN

Description _ Rating

A'rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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Further dissemination of this report outside NSA Is
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General.

INSPECTOR GENERAL REPORT

—(FSHSHINF) Audit of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records
September 2010 Test Results
(ST-10-0004H)

28 October 2010

Boproved for Release by NSA on 08-08-2015, FOIA Case #80120 {litigation}
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the Director, NSA/Chief, CSS, the Office of the Inspector General (OIG)
conducts audits, investigations, and inspections. Its mission is to ensure the integrity, efficiency,
and effectiveness of NSA/CSS operations, provide intelligence oversight, protect against fraud,
waste, and mismanagement of resources, and ensure that NSA/CSS activities are conducted in
compliance with the law, executive orders, and regulations. The OIG also serves as
ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess
whether program objectives are being met and whether operations comply with law and
regulations. Financial audits determine the accuracy of an entity’s financial statements. All
audits are conducted in accordance with standards established by the Comptroller General of the
United States.

(U) INVESTIGATIONS AND SPECIAL INQUIRIES

(U) The OIG administers a system for receiving and acting upon requests for assistance or
complaints (including anonymous tips) about fraud, waste, and mismanagement. Investigations
and Special Inquiries may be undertaken as a result of such requests, complaints, at the request
of management, as the result of irregularities that surface during inspections and audits, or at the
initiative of the Inspector General.

(U) FIELD INSPECTIONS

(U) The inspection function consists of organiza tional and functional reviews undertaken as part
of the OIG’s annual plan or by management request. Inspections yield accurate, up-to-date
information on the effectiveness and efficiency of entities and programs, along with an
assessment of compliance with law and regulations. The Office of Field Inspections also
partners with Inspectors General of the Service Cryptologic Elements to conduct joint
inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

28 October 2010
IG-11213-10

TO: DISTRIBUTION

SUBJECT: FS/+5H-+NFF Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business
Records - September 2010 Test Results (ST-10-0004H)

1. 55 Background This report summarizes the results of
our September 2010 testing, using the continuous auditing methodology,
of NSA’s compliance with the Foreign Intelligence Surveillance Court
(FISC) Order regarding Business Records (BR). The Office of the
Inspector General (OIG) is using this methodology to fulfill the oversight
responsibilities assigned to it in the FISC BR Order. Specifically, from
January to December 2010, we are conducting monthly tests of NSA’s
compliance with certain requirements of the FISC BR Order. Once
monthly testing is complete, the OIG will make an overall assessment of
whether the controls that are in place to ensure such compliance are
operating as intended.

found fiv-instances of non-compliance for the month of September 2010.
The implementatidﬁ""bf{:j on 25 June 2010 resolved a significant
scope limitation in our testing of Office of General Counsel (OGC) reviews
of selectors associated with U.S. persons because all U.S. selectors are
now tracked.

(U) See page 5 for details of September 2010 monthly test results for the
following objectives:

o —F3/8HN Access: Were all queries to the BR metadata made by
authorized individuals (i.e., intelligence analysts and data integrity
analysts)?

 (U//6Y8) Reasonable Articulable Suspicion (RAS) Approval of
Queried Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
Dated: 20090804
Declassify On: 20351020
—FOR-SECRETHCONINTANOTFORN :
1
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o (U/ /'FG'HG)' oGcC Revzew of U.S. Person Selectors: Did OGC Verlfy that - -
RAS determmatlons of all queried seed selectors associated with U.S.
persons had not been based solely on activities protected: by the First
Amendment to the Constitution?

—(C,L,LREL-%-USA—WEXC) Chaznmg Were all quenes chained to no . :

more than three hops?.

° (U / ,‘FGUG)—Révaszatzon of Quened Selectors: Were all queried foreign
and U.S. person seed selectors revalidated within the Court’s
timeframes—one year and 180 days, respectively—and approved by - -
an avithorized Homeland Mission Coordinator? ' :

o {TS//SLI/NE Weekly Dissemination Reports: Did NSA accurately and .
completely report dmsemmatlons of BR metadata outside NSA?

-@SHSI—H—N-F-)- Dzssemznatzon of Senahzed .S‘tgnals Intellzgence {SIGINT) .
Reports with BR Metadata: Was all information disseminated through

- serialized SIGINT reports approved by the Chief of. Informatlon _
Shanng Services (S12) or one of the ﬁve other authonzed 1nd1v1duals?

3. (U/ /'FSH-G)-We apprec1ate the courtesy and cooperatlon extended -
to the auditors throughout the review. If you need clarification or
additional information, please contact] lon 963-
‘2988(3) or via e-mail atl -or| Ion 952-
2171(s) or via e-mail af T

“'(o)(3)‘-P.L. 86-36

Assistant Inspector General
for Intelligence Oversight




DOCID: 4230235 REF ID:A413743%
—TOP-SECRETHCOMENT/NOFORN- ST-10-0004H

DISTRIBUTION: |
D21| |
SvA42] N
512
S2H4] |

T122 Technical Dlrectorl | A I

Do]
(b)(ﬁ)

cc:

Director

SIGINT Director
D4 (J. DeLong)
GC (M. Olsen)
SV —
Sv4|

S1
S2
S21
T12
T122]
OGC IG POC] S
SID IG POC] S
TD IG POC| |
DI [

D12

D13

D14




DOCID:

4230255

REF ID:241927439
—TFOP-SECRETHCONMINTANOFORN-

(U) This page intentionally left blank.

ST-10-0004H




DOCID: 4230255 ‘ REF ID:A4197439
~TOP-SECRET/COMINT/ANOTORN- ST-10-0004H

(U) September 2010 Test Results

—E5/SHE-Test results show that NSA complied with the requirements of the
Foreign Intelligence Surveillance Court (FISC) Order regarding Business Records
(BR) between 1 and 30 September 2010. The ratings are defined on the last page
of this report. -

—FFSHSHNF-
Area Test Results Scope Limitations Rating
Authoilzad_'mmwuals.{nade all
1. Access Chain ' queries from None
2. Reasonable
articulable RAS gﬁé?és e o%\gén n all I"e N
suspicion (RAS) _I-daaqd selectors were validated as RAS | None
approval of . approved.

queried seleefors”

~"General Counsel..|--1¢ RAS-approved ﬁ:‘:ﬁ-ﬁ‘
Pyt seed selectors queried in
4,,$gg)é';§\gﬁw of | were reviewed gy OGC for FIrs .| None
| selectors Amendment concerns, as required. (b)(3)-P.L. 86-36

T ree hops from the seed selector.

S 4-Chaining a_\u efieés were chained 1o no more than | None

;l'ﬁ'e]:[s%elcli. selectors queried for

5. Revalidation of | foreign intelligence purposes were

o o approved by authorized Homeland None

quened.g@egfprs igsion Cogrdinators within the
" . | Court's timeframes.

We limited testing to
serialized SIGIN
reports because

6, Weekly \NDRS "c":bmpe ely and accurately briefings, litigation, and
dissemination re{)o'ftgd the serjalized Signals other types of
reports (WDRs) Intelligence NT} reports issued. dissemination were not
easily testable using
the continuous auditing
methodology.
We limited testing to
seriarlézeg SIGIN
) N - reports because
c7)f E;isa%r;éréatton The Chief of Information Shar bnpeﬁngs, litigation, and | . o
SIGINT reports Ser_v;lg:esd(%? CZ;? hﬂpprove%i the[ | g;her typets_ of , Compliant
: serialize reports isst€ issemination were not |-/
with BR metadata easily testable using
the continuous auditing
methodology.
S Rl ]

“TOP-SECRET//COMINT//NOFUORN —
(b)(1)

5 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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Description

Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency
employees, civilian and military, with complaints and questions.

(U) Intelligence Oversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to informati on assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(U) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of

management, as the result of questions that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

1 December 2010
1G-11229-10

TO: DISTRIBUTION

SUBJECT: -{#57/51F Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business
Records — October 2010 Test Results (ST-10-00041)

1. ~#$S++81F Background This report summarizes the results of our
October 2010 testing, using the continuous auditing methodology, of NSA’s
compliance with the Foreign Intelligence Surveillance Court (FISC) Order
regarding Business Records (BR). The Office of the Inspector General (OIG) is
using this methodology to fulfill the oversight responsibilities assigned to it in
the FISC BR Order. Specifically, from January to December 2010, we are
conducting monthly tests of NSA’s compliance with certain requirements of the
FISC BR Order. Once monthly testing is complete, the OIG will make an overall
assessment of whether the controls that are in place to ensure such compliance
are operating as intended.

2, <{PS7S1NF; Monthly Test Results and Objectives For the month of
October 2010, we found that one weekly dissemination report mistakenly listed
as a serialized dissemination that was not derived from BR metadata. Although
the error did not violate the BR Order, it underscores a weakness in the largely
manual process to track and report BR disseminations that we noted in our
Advisory Report onthe Audit of NSA Controls to Comply with the FISC Order
Regarding Business Records, dated 12 May 2010. The error is currently being
corrected.

(U} See pages 5 and 6 for details of October 2010 monthly test results for the
following objectives: )

o —PS/ASH-HY Access: Were all queries to the BR metadata made by
authorized individuals (i.e., intelligence analysts and data integrity
analysts)?

» (U/ M6+ Reasonable Articulable Suspicion (RAS) Approval of
Queried Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
Dated: 20090804
Declassify On: 20351115
~FOP-SECRET//COMINT/NOFORN—
1
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o (U//FEHO) OGC Review of U.S. Person Selectors: Did OGC verify that
RAS determinations of all queried seed selectors associated with U.S.
persons had not been based solely on activities protected by the First
Amendment to the Constitution?

o S/ RELTO-USATYEY) Chaining: Were all queries chained to no

more than three hops?

e (U/HFOYO} Revalidation of Queried Selectors: Were all queried foreign
and U.S. person seed selectors revalidated within the Court’s
timeframes—one year and 180 days, respectively—and approved by
an authorized Homeland Mission Coordinator?

e ~{FS/LSH-NF Weekly Dissemination Reports: Did NSA accurately and
completely report disseminations of BR metadata outside NSA? '

o —{FS/SHFNF) Dissemination of Serialized Signals Intelligence (SIGINT)
Reports with BR Metadata: Was all information disseminated through
serialized SIGINT reports approved by the Chief of Information
Sharing Services (S12) or one of the five other authorized individuals?

3. (U/ /POYO1We appreciate the courtesy and cooperation extended to the
auditors throughout the review. If you need clarification or additional
information, please contactl [on 963-2988(s) or via e-mail at

Jor fon 952-2171(s) or via e-mail at

o

Assistant Inspector General
for Intelligence Oversight
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(U) October 2010 Test Results

—{TS7/7 ST/ Test results show that NSA complied with the requirements of the
Foreign Intelligence Surveillance Court (FISC) Order regarding Business
Records (BR) between 1 and 31 October 2010, with the exception of accurate

ST-10-00041

The ratings are defined on the last

page of this report.
Area Test Results Scope Limitations Rating
All Ichainl gueries
from andl [aileries
1. Access Virom The None

M nNere made by
authorized Jraviduars.™

2. Reasonable
articulable .
suspicion (RAS)
approval of.-

‘..quened selectors aale .

erforme
seed selectors of were vall afed

of. thel IChaml = A
_quefies

as approved.~The temaining ¢ 2
were for-data integrit

one

b)(3)-P.L. 86-36

’ erson
selectors

were reviewed by OGG for Hrst
Amendment concerns, as requlred

(b)(3 -P.L. 86-;

ps from the seed

no more than 1
ne chain query from

selector

‘was chained beyond the
three-hop limit but was for testing
purposes and allowable under the BR
10-49 Declaration. ‘

None

5. Revalidation of
queried selectors

’"Theseed selectors queried for

foreign intelligence purposes were
Maproved by. authorized Homeland
issiori-Coordinators within the Court's
seed selectors that
toved were queried
or were “ident

timeframes.. The
were not RAS ap

(b)(3)-50 Usc 30'

for data integrity
lookups” E:?

None

2

~EEHSHAT “Ident lookup” refers to querying a selector using

Jto-determirie thig™"

approval status. In such cases, the Emphatic Access Restriction controls prevent chaining of a selector that
is not marked as approved for querying and return an error message lo the analyst. There is no violation of
the BR Order because the selector was not actually chained.

~FOR-SECRETHCOMINTHNOFORN-

5

"(b)({3)-P.L. 86-36
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Area Test Results Scope Limitations Rating

We limited testing to
serialized Signals
Intelligence (SIGINT)

dissemination were
not easily testable
using the continuous
auditing methodology.

We limited testing to
serialized SIGIN

reports because
gis\évee;ﬁ!‘r'éﬁon : ‘ brlefm s, litigation,
reports (WDRs) and other types of

N . reports because
gf Eé?%‘i’;égat'on bnefm s, litigation,
SIGINT reports and other types of
with BR métadata dissemination were

not easily testable
usmg the continuous
auditing methodology.

o)1)
(b)(3)-P.L. 86-36 . .:
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(U) Rating System

Description Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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NATIONAL SECURITY AGENCY
‘CENTRAL SECURITY SERVICE

1 December 2010
1G-11229-10

TO: DISTRIBUTION

SUBJECT: +F5/#5H-#4 Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business
Records - October 2010 Test Results (ST-10-00041)

1. #S/+5H--H5 Background This report summarizes the results of our
October 2010 testing, using the continuous auditing methodology, of NSA’s
compliance with the Foreign Intelligen ce Surveillance Court (FISC) Order
regarding Business Records (BR). The Office of the Inspector General (OIG) is
using this methodology to fulfill the oversight responsibilities assigned to it in
the FISC BR Order. Specifically, from January to December 2010, we are
conducting monthly tests of NSA’s compliance with certain requirements of the
FISC BR Order. Once monthly testing is complete, the OIG will make an overall
assessment of whether the controls that are in place to ensure such compliance
are operating as intended.

2. -BS+SH-NFT Monthly Test Results and Objectives For the month of
October 2010, we found that one weekly dissemination report mistakenly listed
as a serialized dissemination that was not derived from BR metadata. Although
the error did not violate the BR Order, it underscores a weakness in the largely
manual process to track and report BR disseminations that we noted in our
Advisory Report onthe Audit of NSA Controls to Comply with the FISC Order
Regarding Business Records, dated 12 May 2010. The error is currently being
corrected.

(U) See pages 5 and 6 for details of October 2010 monthly test results for the
following objectives:

o —FSHHSHNF Access: Were all queries to the BR metadata made by
authorized individuals (i.e., intelligence analysts and data integrity
analysts)?

« (U//EHY63 Reasonable Articulable Suspicion (RAS) Approval of
Queried Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
Dated: 20090804
Declassify On: 20351115
~FOR-SECREFAHCONMINTAAYOFORN
1
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e (U//FOHB) OGC Review of U.S. Person Selectors: Did OGC verify that
RAS determinations of all queried seed selectors associated with U.S.
persons had not been based solely on activities protected by the First
Amendment to the Constitution?

® -(effREfr‘Pﬁ—HSﬁ,—'FVE’ﬁ Chaining: Were all queries chajned to no

more than three hops?

o (U/ YO} Revalidation of Queried Selectors: Were all queried foreign
and U.S. person seed selectors revalidated within the Court’s
timeframes—one year and 180 days, respectively—and approved by
an authorized Homeland Mission Coordinator?

o ~{FS/SH~NF Weekly Dissemination Reports: Did NSA accurately and
completely report disseminations of BR metadata outside NSA? '

o —(FS/SHN-Dissemination of Serialized Signals Intelligence (SIGINT)
Reports with BR Metadata: Was all information disseminated through
serialized SIGINT reports approved by the Chief of Information
Sharing Services (S12) or one of the five other authorized individuals?

3. (U/ A2656) We appreciate the courtesy and cooperation extended to the

auditors throughout the review. If you need clarification or additional
information. please contact] lon,_963—2988(s) or via e-mail at

o] _ lon 952-2171(s) ot via e-mail at

Assistant Inspector General
for Intelligence Oversight

“"(b)(3)-P.L. 86-36
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(U) October 2010 Test Results

—{FSH78H Test results show that NSA complied with the requirements of the

Foreign Intelligence Surveillance Court (FISC) Order regarding Business

ST-10-00041

Records (BR) between 1 and 31 October 2010, with the exception of accurate
and complete weekly dissemination reports. The ratings are defined on the last

page of this report.

—{ES R
Area Test Results Scope Limitations Rating
Alll__IChainl lqueries
from an queries
1. Access | from ] | None
| wvere made by
authonized maviguars;
; B the I::lrfChamI ;
" ueries performe tne
gngﬁ?asﬁgable‘.,,...~-~~"' Seod se ectors, ofi Were vah'ciated.‘i
. "suspxclon (RA'S) as approved.” The remaining que s:- None

for data integrit poseshe. | o
approval of .. _were’
“quefied selector's - were ldent ISICI)S“QS f-_pﬂ Tt .
.......................................... ] E— appré ..

‘s@eneral Counsel | seed Selectors

(QGC) review of | and the
Srperson were reviewed by

selector§ .. Amendment concerns, as requnred

b)(3)-P.L. 86-36
one

yeries from

o no more than thiee nops from the seed
4. Chaining™- ne’chain query from
RN ‘was chained beyond the
ree-hop limit but was for testing
“|.purposes and allowable under the BR
10 49 Declaration.

None

The[:]seed selectors queried for
~| foreign intelligence purposes were

. “approved by-authorized Homeland

5. Revalidation of ission Coordinators within the Court’s

queried selectors | timeframes.~. The|_|seed selectors that

were not RAS a ved were queried

None

(b)(1) for data integrity]  |or were “ident
(b)(3)-P L 86:36 iookup [~
(b)(3)~50 USC 3024(1)

LEESHSHAF “Ident lookup” refers to querying a selector usingl

approval status. In such cases, the Emphatic Access Restriction conirols prevent chaining of a selector that
is not marked as approved for querying and relurn an error message to the analyst. There is no violation of

the BR Order because the selector was not actually chained.

—FOR-SECRETAHCOMINELMNOEQRN—
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Area

Test Results

ScoApe Limitations

Rating

6. Weekly
dissemination
reports (WDRs)

We limited testing to
serialized Signals
Intelligence (SIGINT)
reports because
brlefm s, litigation,
and other types of
dissemination were
not easily testable
using the continuous

auditing methodology.

7. Dissemination
of serialized
SIGINT reports
with BR metadata

We limited testing to
serialized SIGIN
reports because
bnefm s, litigation,
and other types of
dissemination were
not easily testable
usm? the continuous
audi

ing methodology.

o)1)
{b)(3)-P.L. 86-36
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(U) Rating System

ST-10-00041

Description

Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing. ‘
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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission isto ensure the integrity, efficiency, and effectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency
employees, civilian and military, with complaints and questions.

(U) Intelligence Oversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to information assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(U) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of

management, as the result of questions that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryptologic facilities.
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20 December 2010
IG-11238-10

TO: DISTRIBUTION

SUBJECT: -F5/SE-AE} Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business

Records — November 2010 Test Results (ST-10-0004J)

1. {TS77SH/7¥F Background This report summarizes the results of our
November 2010 testing, using the continuous auditing methodology, of NSA’s
compliance with the Foreign Intelligence Surveillance Court (FISC) Order -
regarding Business Records (BR). The Office of the Inspector General (OIG) is
using this methodology to fulfill the oversight responsibilities assigned to it in
the FISC BR Order. Specifically, from January to December 2010, we are
conducting monthly tests of NSA’s compliance with certain requirements of the
FISC BR Order. Once monthly testing is complete, the OIG will make an overall
assessment of whether the controls that are in place to ensure such compliance
are operating as intended.

2. -FSFSH-+ Monthly Test Results and Objectives We found no
instances of non-compliance with the BR Order for six of the seven objectives
tested in November 2010. We did not test the seventh objective—compliance
with weekly dissemination reporting requirements—because the new BR Order
[BR 10-70, signed 29 October 2010] changed the weekly dissemination
reporting requirement to a monthly reporting requirement. Because the first
report covers the period 9 October to 19 November 2010, not the entire month
of testing, we can only conclude that from 1 to 19 November 2010, NSA was in
full compliance with the BR Order regarding the accurate and complete
reporting of serialized dissemination of BR FISA metadata.

(U) See page 5 for details of November 2010 monthly test results for the
following objectives:

o ~tPSHSH-FNHY Access: Were all queries to the BR metadata made by
authorized individuals (i.e., intelligence analysts and data integrity
analysts)?

+ (U//FOYO) Reasonable Articulable Suspicion (RAS) Approval of
Queried Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
Dated: 20090804
Declassify On: 20351214
—FOP-SECRETHCONMINTHNOTFORN-
1
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e (U//FOYO} OGC Review of U.S. Person Selectors: Did OGC verify that
RAS determinations of all queried seed selectors associated with U.S.
persons had not been based solely on activities protected by the First
Amendment to the Constitution?

‘—(-€-/-7‘-RE£7‘P6‘HSK,‘FV‘EY}'Chaining: Were all queries chained to no

more than three hops?

e (U//FOYOY Revalidation of Queried Selectors: Were all queried foreign.
and U.S. person seed selectors revalidated within the Court’s
timeframes—one year and 180 days, respectively—and approved by
an authorized Homeland Mission Coordinator?

o ~(FSHSH-NF-Weekly Dissemination Reports: Did NSA accurately and-
completely report disseminations of BR metadata outside NSA?

o —{PS8//St//NF) Dissemination of Serialized Signals Intelligence (SIGINT)
'Reports with BR Metadata: Was all information disseminated through
serialized SIGINT reports approved by the Chief of Information
Sharing Services (S12) or one of the five other authorized individuals?

3. (U//F&Y6) We appreciate the courtesy and cooperation extended to the
auditors throughout the review. If you need clarification or additional
information, please contact] jon 963-2988(s) or via e-mail.at

] oz} |on 952-2171(s) or via e-mail at

Assistant Inspector General
for Intelligence Oversight
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(U) November 2010 Test Results

—FS/+SHFF) Test results show that NSA complied with the requirements of the
Foreign Intelligence Surveillance Court (FISC) Order regarding Business
Records (BR) between 1 and 30 November 2010. The ratings are defined on the

report.

ST-10-00047)

Area

Test Results

Scope Limitations

Rating

1. Access

Authorized individuals made all
Chain

from

None

2. Reasonable

of the_]Chain]
ueties performed

| General.Cotifise
10QC). review of

_The] :Ugi_%m:jeed"ééiéctors
queried in Wwere
reviewed by or First

articulable .|-the seed selectors_of were o
SUSP'CiO!ﬂ (fRA§4)""' validated as approved. . ed t 1"Nohe
approval of .~ ..} Temaining-dueries were for data ] )
qagried‘,_se!'e_c_;toré infegrity gu? ggesfﬁor were “ident |~ (b)(3)-P.L. 86-36
Pt okupe LT
|-3.Office-of ‘

None

4,Chaimng

objective, we will not test this objective again until January 2011 (using

December 2010 data).

~~S"‘e:ISéC§>§rsson Amendmerit concerns, as required.
In accordance with our test plan, we did not test November 2010 data for this
86-36) objective. Because there were no noted exceptions for past testing of this

™| queried selectdrs.

5. Revalidation of |’

seed selectors queried for

foréign.intelligence purposes were

approved by-authorized Homeland
ission Coordinators._ within the
Court's_timeframes. Thel_keed

| selectors-that were not
‘approved wére. g

ied for data

integrit poses] |or “ident
lookuﬁX{ I

None

8. Weekly
dissemination
reports (WDRs)

WDRs are no longer a requirement of the BR Order; therefore, this is no longer

a testable objective.

7. Dissemination .

of serialized :
SIGINT reports

with BR metadata

We limited testing to
serialized SIGINT reports
because briefings,
flitigation, and other types
of dissemination were not
easily testable using the
continuous auditing
methodology.

Yy o

(b)(3)-50 U 3024 LSRR

2

SN

“Ident lookup” refers to querying a selector using[” Jto determine the

approval status. In such cases, the Emphatic Access Restriction controls prevent chaining ofa selector that

is not marked as approved for querying and return an error message to {he analyst. Thér__e is no violation of

the BR Order because the selector was not actually chained.

—FOP-SECRETHCOMBNTHNOFORN-

5

“(b)(3)-P.L. 86-36



DOCID: 4230258 REF ID:A41397513
—TOP-SECRET/COMINT/ANOFORIN ST-10-0004J

(U) Rating System

Description Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency ‘

employees, civilian and military, with complaints and questions.

(U) Intelligence Oversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to information assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(U) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of

management, as the result of questions that surface during inspections and audits, or at the initiative of the
' Inspector General.

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryptologic facilities.
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SUBJECT: ~FS/-+SH-NFy Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business
Records — December 2010 Test Results (ST-10-0004K)

1. —1TS7//SH4Fr Background This report summarizes the results of our
December 2010 testing, using the continuous auditing methodology, of NSA’s
compliance with the Foreign Intelligence Surveillance Court (FISC) Order
regarding Business Records (BR). The Office of the Inspector General (OIG) is
using this methodology to fulfill the oversight responsibilities assigned to it in
the FISC BR Order. Specifically, from January to December 2010, we are
conducting monthly tests of NSA’s compliance with certain requirements of the
FISC BR Order. Once monthly testing is complete the OIG will make an overall
assessment of whether the controls that are in place to ensure such compliance
are operating as mtended

2. —ES#S&;‘-N—F-)— Monthly Test Results and Objectives We found no
instances of non-compliance with the BR Order for six of the seven objectives
tested in December 2010. We did not test the seventh objective—compliance
with weekly dissemination reporting requirements—because the new BR Order
[BR 10-70, signed 29 October 2010] changed the weekly dissemination
reporting requirement to a monthly reporting requirement. Because the report
covers the period 20 November to 17 December 2010, not the entire month of
testing, we can only conclude that from 1 to 17 December 2010, NSA was in full
compliance with the BR Order regarding the accurate and complete reporting of
serialized dissemination of BR FISA metadata.

(U) See page 5 for details of Decemb er 2010 monthly test results for the
following objectives:

o ~FPSFS7NF Access: Were all queries to the BR metadata made by
authorized individuals (i.e., intelligence analysts and data integrity
analysts)?

* (U//¥EH6} Reasonable Articulable Suspicion (RAS) Approval of
-Queried Selectors: Did all queries use RAS-approved seed selectors?

Derived From: NSA/CSS Classification Guide 2-48
Dateéd: 20090804
Declassify On: 20360106
—FOP-SECRETHCOMBNTHAOFORNNY
I
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o' (U//FOY®) OGC Review of U.S. Person Selectors: Did OGC verify that
RAS determinations of all queried seed selectors associated with U.S.
persons had not been based solely on activities protected by the First
Amendment to the Constmmon'-J

° -(67‘7‘-1%%?6—68#-?%‘1‘)' Chaining: Were all queries chamed to no

more than three hops?

o (U/ /'Feﬁﬁy Revalidation of Quened Selectors: Were all querled forelgn
- and U.S. person seed selectors revalidated within the Court’s
timeframes—one year and 180 days, respectively—and approved by
an authorized Homeland Mission Coordinator?

o —~(FS/SH-NF) Weekly Disseminadtion Reports: Did NSA accurately and
completely report disseminations of BR metadata outside NSA?

. -(?87'7‘-8'}7'-7‘?6-5‘)' Dissemination of Serialized Signals Intelligence (SIGINT)
Reports with BR Metadata: Was all information disseminated through

. serialized SIGINT reports approved by the Chief of Information
Shanng Semces (S12) or one of the five other authorized individuals?

3. (U !/ F@H@-} We apprec1ate the courtesy and cooperatmn extended to the
auditors throughout the review. -If you need clarification or additional .

_information, please contact| Jon 963-2988(s) or via e-mail at

1 or] fon 952-2171(s) or via e-mail at :

Assistant Inspector General
for Intelligence Oversight
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(U) December 2010 Test Results

PSS Test results show that NSA complied with the requirements of the

Foreign Intelligence Surveillance Court (FISC) Order regarding Business

Records (BR) between 1 and 31 December 2010. The ratings are defined on the

last page of this report.

—EST SN
Area Test Results Scope Limitations Rating
Authorized individuals made glll
1. Access | Bhaihe | None

2. Reasonable
articulable

“approval of

suspicion (RAS) .-
queried selgcfb;{s‘”"
--Was;'fo_[",data infegrity purposes. .

‘validated as approved. The

.remaining[ ] ueries were-for data
1 integrity_ DUTDOSES

of the[_]chain[- =
ueries performed In]
the seed selectors of -

in.thel

{ None

3, Office of "
‘ ,,.%eneral-;:@dunsel"
"U:S, person

"Ihe' U.ﬁ;‘iﬁeed selectors
) ,que’ne 'n‘ Were
reviewed by or First

C) review of

NofG)(3)-P.L. 86-36
Amendment concerns, as required. |}~

Al i arid

the
we ree
hops from the seed selector.

None

(B) ()=
(D)(3)-P.L. 8636

5. Revalidation of
queried selectors

—_— "Th'e'l:ls

eed selectors queried for

“foreign intelligence purposes were

approved-by authorized Homeland
ission Coordinators withig the

Court's timeframes. The| lseed

selectors that were not

approved were queried for data

integrity purposes.

None

6. Weekly
dissemination

WDRs are no longer a requirement of the BR Order; therefore, this is no longer

a testable objective.

reports (W_DRS)

of serialized
SIGINT reports
with BR metadata

7. Disseminatior.i"‘ ‘

We limited testin
serialized SIGIN
because briefings,
litigation, and other types
of dissemination were not
easlly testable using the
continuous auditing

methodology.

reports

C_ompliant :

Lerstsra |

~FOP-SECRETHCOMINTAANOFORN—

b))
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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(U) Rating System

Description Rating

A rating of green indicates that no instances of
non-compliance with the BR Order were identified during
testing. Any noted scope limitations were related to the
application of the continuous auditing methodology, not
known control weaknesses.

A rating of yellow indicates that although no instances of
non-compliance were identified, control weaknesses
prevented us from testing the entire universe, as
explained in the scope limitations.

A rating of red indicates that one or more instances of
non-compliance with the BR Order were identified during
testing.
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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency
employees, civilian and military, with complaints and questions.

(U) Intelligence Oversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to information assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(U) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of

management, as the result of questions that surface during inspections and audits, or at the initiative of the
Inspector General,

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryptologic facilities.
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: SUBJECT: Audit Report on NSA Controls to Comply with the

7Fore1gn Intelhgenee Surveillance Court Order Regardmg Busmess Records

~ (ST-10- 0004L) — ACTION MEMORANDUM

This report summarizes the results of our yearlong review
of NSA Controls to Comply with the Foreign Intelhgence Surveillance Court Order

:Regardmg Business Records. Although we determined that the querying and
dissemination controls we tested were adequate to provide reasonable assurance
of comphance with the terms of the Order, two recommendatlons were made to
fstrengthen the emstmg control framework

. (U/ [FreB9) As required by NSA/CSS Policy .1-60, NSA/ CSS Office. of the -

‘.Inspector General, actions on OIG audit recommendations are subject to .
‘monitoring and follow- -up until completion. Therefore, we ask that you providea
‘written status report concerning each planned corr ective: action categorized as
“OPEN.” If you propose that a recommendation be considered. closed, please

provide sufficient information to show that actions have been ‘taken to correct the

:-deﬁc1ency If a planned action will not be completed by the original target L
" .completion date, please state the reason for the delay and provide.a revised target

‘completion date. Status reports should be sent tol |A551stant

Inspector General for Follow-up, at OPS 2B, Suite 6247 W1thm 15 calendar days )

after each target completion date.
(b)(3) -P.L. 86-36

.Uy ,‘-F-SH-@) We apprec1ate the courtesy’ and coopera’uon exti =nded to the

George Ellard
Inspector General
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(U) EXECUTIVE SUMMARY

(U) OVERVIEW

—{FS7+SHNF This report summarizes the results of our audit of National
Security Agency (NSA) controls to comply with the Foreign Intelhgence
Surveillance Court Order Regarding Business Records (BR). From January
through December 2010, we conducted monthly tests of NSA compliance with
seven provisions of the BR Order to determine whether controls were in place
and operating as intended. Five of the provisions were related to querying and
two to dissemination.

(U) HIGHLIGHTS (}3)(3)-P-L- 86-36

* (FSHSEHHES Querying controls were adequate to provide reasonable
assurance of compliance with the five provisions of the Order that we tested
NSA’s June 2010 release.- of[::: a new selector-tracking apphcatlon
corrected control ‘wéaknesses that we identified in our Pilot Test Report IG-
111545""10) Tests of controls resulted in a low error rate of]
“"One error occurred. beforel____::]release none occurred after. NSA
. .‘..-.-.----~--~~-management must remain diligent in monitoring these controls and
(b)(3) P.L. 86-36 - ensuring that they remain effective.

« ~{PS/SHAH Manual controls over the dissemination of serialized Signals
Intelligence (SIGINT) reports and the compilation of the Weekly
Dissemination Report were inherently risky. However, risks of non-
. compliance with the two provisions of the Order that we tested were
By ‘"'"""""""'"““"“""""'manage‘ab'le"'given'"the“-amo-unt-'cf-iliformation»--d-i-ssem—inate~d~~
(b)(3)_p L §6:36- during 2010). Tests of controls revealed no instances of non-compliance. All
Dserialized SIGINT reports derived from BR metadata had been approved
by an authorized official and included in Weekly Dissemination Reports.

* ~(FS5HSHNFy The manual dissemination controls will be increasingly
difficult to manage if the amount of information disseminated outside NSA
increases. A recent change to the BR Order that removes the limit on the
number of analysts authorized to access BR metadata will likely increase
BR-related dissemination if implemented. As part of a two-phase plan to

e query BR metadata, the Counterterrorism Production Center (S2I} began
................................................... fraining. analysts- 111] | Recognizing the analytic limitations,

(b)(3)P L. 86-36 NSA plans to seek relief on foreign dissemination tracking requirements

through a motion to amend, which in turn will lessen the compliance

burden and risk in this area.

(U) Management action

(U/ /E08) The SIGINT Director concurred with the Office of the Inspector
General recommendations. In addition, the Office of the Director of
Compliance, Technology Directorate, and Office of General Counsel
concurred with the recommendations assigned to them as the secondary
action officers. The planned actions meet the intent of the
recommendations.

ALLLOT T
FOR-GEC RET”/ OALIDNILLNOEQ RN

fif
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(U) BACKGROUND

—(FSHSHINF) The Business Records (BR) Order

(Y1)
(b)(3)-P. L g6

—FSASHAAHE) Pursuant to a series of Orders issued by the Foreign Intelligence
Surveillance Court (FISC) beginning in May 2006, the National Security Agency
NSA) has been analyzing certain call detail records or telephony metadata from

elecommunications providers. NSA refers to the Orders collectively as the

(b)(3)-50.1 usc 3024(') """""""" “BR.Ozder” or “BR FISA”

—(‘PS7‘7‘S+7‘7‘NF')' The BR-Order provides NSA access to bulk call detail records that

primarily include records of télephone calls between the United States and

abroad or wholly within the United Statés:] |

| This collection of
information is not wholly available to NSA through its other foreign intelligence
information collection. Itis valuable to NSA analysts tasked with identifying
potential threats to the U.S. homeland and interests abroad because it
enhances analysts’ ability to identify, prioritize, and track terrorist operatives
and their support networks in the United States and abroad, primarily using
call chaining analysis techniques.

—(-?S#SHI-N-F} Provisions of the BR Order

—FSHSH¥F The Order defines a series of requirements that NSA must follow
to protect the privacy rights of U.S. persons (USPs). To access this data, a
designated approval authority must conclude that, because of factual and
practical considerations of everyday life on which reasonable and prudent

persons act, facts give rise to a reasonable articulable suspicion (RAS) that an
1 An«.h‘f{erl .

()(1)y
(b)(3)-P L. 86.36"

LA AVEE i)

—~FS/+ S The provisions of the Orders issued for the first 10 months of our
review remained constant. On 29 October 2010, substantial changes were
made to the BR Order to be consistent with the terms of the new Pen Register
Trap and Trace Order issued in July 2010. The most significant changes
related to our review were the elimination of restrictions on the number of
analysts allowed to access the BR metadata and a requirement for monthly
rather than weekly reports of BR-related dissemination. We adjusted our test
procedures for November and December 2010 data to accommodate the
changes that affected our monthly control tests.

(U) Tests of Controls Using Continuous Auditing

S SN To assess the effectiveness of NSA controls for complying with the
BR Order, the Office of the Inspector General used the continuous auditing
methodology, performing monthly tests of NSA’s compliance with select
requirements for 12 months. Continuous auditing is one of many tools used
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within the audit profession to provide reasonable assurance that the control
structure surrounding an operational environment is suitably designed,
established, and operating as intended. Details on the scope and methodology
we used to test controls are in Appendix A.
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(U) FINDINGS AND RECOMMENDATIONS

(b)(3)-P.L. 86-36 (U) FINDING ONE: Querying Controls

—(TS/HSHNF) NSA controls over querying were adequate to provide reasonable
assurance of compliance with the five provisions of the Order that we tested.

_ Although our Pilot Test Report (1G-111545-0) found an isolated instance of non-
compliance for the revalidation of queried selectors, NSA’s June 2010 release of
[:i—j a new selector-tracking application, corrected the control weakness. No
additional errors were noted for the queries reviewed since .| release.

{b)(3)-P.L. 86-36

(U) Criteria Used to Assess Querying Controls

— S-S~ The BR Order includes a series of requirements that limit access
to the metadata and limit the selectors that NSA is authorized to query. We
evaluated against Standards of Internal Control in the Federal Government the
adequacy of controls to ensure compliance with the following BR requirements.

1. (U//¥6H6} RAS Approval of Queried Selectors: All queries for ‘
intelligence analysis purposes must use RAS-approved seed selectors. |

2. (U/ /EeUo)-Office of General Counsel (OGC) Review of USP Selectors:
OGC must verify that RAS determinations of all seed selectors proposed
for querying associated with USPs are not based solely on activities
protected by the First Amendment to the Constitution.

3. (U//FOHOS) Revalidation of Queried Selectors: The RAS justifications for
all queried foreign and USP seed selectors must be revalidated within the
Court’s periods—one year and 180 days, respectively—and approved by
an authorized Homeland Mission Coordinator.

4, PSSt FT Access: All queries to BR metadata must be made by
authorized individuals (e.g., intelligence analysts and Data Integrity
Analysts.

5. —G/REL-TO-USA EVEY) Chaining: All queries must be constrained to

chains of no more than three hops.

(U/ FFOTOTWe tested the effectiveness of these controls monthly from January
through December 2010.

—FSHSHINF) Databases, Applications, and Controls to Manage the
Querying of BR Metadata

—FSASH-A- The following describes the various databases, applications, and
controls that were in place to manage querying of BR metadata.
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—{FSHSHHNE)- Storing BR Metadata (b)(3)—50 USC 3024(i)

[::::] NSA’s corporate contact chammg system stores
metadata from multiple sources and stores BR metadata‘m a_separate:: Ahys1ca]

BiE-e.L. ss 36

reparation, and sortih functions and

| : |"Audit logs document
queries and chains made to the metadata.

(b)(3)-50 usc 3024({)"

—FSHSHNF)- Tracking Selectors and Controls over Querying BR Metadata

—FS/SH--NE The BR FISA Database was used until 25 June 2010 to track the
approvals of selectors and supporting documentation for RAS justifications.

—F87StH7NF} In February 2009, NSA implemented the Emphatic Access(b)(?’) -P.L.86-36
Restriction (EAR), a software-restrictive measure written into
middleware. At that time, the EAR used data contained in the BR FISA
Database to prevent querying of non-RAS-approved selectors in and
to limit the number of hops. However, as noted in our Pilot Test Report,
limitations of the BR FISA Database precluded the use of automated controls to
prevent queries of expired selectors or to identify selectors associated with USPs.

PSS~ In June 2009, the NSA BR FISA Compliance Review Team
completed a comprehensive systems engineering and process review of the
nstrumentatlon and implementation of the BR FISA authorization and reported
|did not have sufficient controls over
|was decommissioned and its

....... functmnahty i"‘é'consﬁtuted in| | where all analytic queries are under

()1 the.architectural controls of] thereby affording the same compliance

zg;g; EOLUgg 33%2 (i) safeguards affordéd to-the] |(e.g., EAR restrictions).
-(?57‘7‘5{7‘7‘?&1?—)::15 the new selector-tracking application that replaced
the BR'FISA database on 25 June 2010. After- [—jﬁrelease the EAR was

~feconfigured to use data. from:—___]to prevent queries of selectors in
Ml:'_i::]ﬂlat were not RAS approved, including USP selectors that were not
marked.as.having been.reviewed by QGG Finally;| added a control to

change automatically the RAS approval of expired selectors to “not approved” so
that those selectors could not be queried.

(B)(3)-P

YSHNE)  Tracking Personnel Authorized to Query BR Metadata

- provides identity and authorization access control
services to authorized NSA Enterprise programs and projects. NSA
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...uses[:: to manage access to BR metadata. The Signals
1gence Directorate’s (SID) FISA Authorities Division (SV4) also maintains a

BE36
] Controls Wefé""iﬁ"p'lace"m[::::] to ensure that only cleared
ersofiiel were able to access BR metadata. These controls compared

e log~1ns w1th| I groups and prevented access to those not

(U/=ae) Weaknesses in querying controls have been corrected
(TS//S!//NF) During pilot testing, we identified weaknesses that precluded the
use of automated controls to ensure compliance with two of the five
requirements that we tested: OGC review of USP selectors and revalidation of
selectors. Specifically, the BR FISA Database that NSA used to track the
approval status and justifications of BR selectors was not designed to tag and
track selectors associated with USPs and selector revalidation dates as separate
and distinct fields.! As a result, NSA increased its risk of non-compliance with
these requirements, and the scope of testing on selectors associated with USPs
was limited.

On 25 June 2010, NSA corrected these weaknesses by replacing
the. BR FISA-Database-with a new selector-tracking application.
(b)(3)-P L. 86-36-....] | created the required data fields, allowing NSA to implement

automated controls that prevent analysts from querying for foreign intelligence
purposes 1) USP selectors without an OGC review and 2) expired selectors
without revalidation.

- —tESHSHNFY We found no weaknesses in automated controls over the
remaining three of the five querying requirements that we tested: access to BR
metadata, RAS approvals, and chaining.

(U/Ae©) Querying controls were adequate to provide reasonable assurance
of compliance with the Order

ESSH-H Querying controls were adequate to provide reasonable assurance
of compliance with the Order for the five requirements that we tested. Monthly
tests of 2010 queries of BR metadata 1n|

before| frefexse, and none occurred after. We found one error in the
queries made in 2010 for one of the five BR requirements tested. We
(b)(1) had a significant scope limitation in testing comphance with OGC reviews of
(b)(3)-P.L. 86-36 USP selectors beforel Irélease and no limitations after.

(U) RAS approvals

~FS/ASHNE- We found no errors in our tests of controls over RAS approvals.
All selectors queried were documented as RAS-approved at the time of the query

LRSS -During pilot testing, we identified a third control weakness not directly related to our testing: the BR

FISA Database was not designed to track time-restricted selectors so that analysts could be made aware of the time

for which the RAS determination applied as mandated by the Order. [ Jalsoresolved-this esiitiol™ " {(b)(3)-P.L. 86-36
weakness. We did not include time-restricted selectors in our monthly testing because the provisions of the Order

allow for the application of analytic judgment to queries on time-restricted selectors, which is subjective and makes

objective assessment of compliance difficult.
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| : Because this control weakness was

)3)PL. 86-36

in the BR FISA Database- orl:::__] We therefore judged these controls

_.adequate to” prov1de reasonable assurance of compliance with the Order.

(U) OGC reviews of USP selectors
S5 We found no errors in our tests of controls over OGC reviews of
release, all selectors queried that had been
as being associated with USPs were reviewed by OGC,

whether our tests included all U.S. selectors. BecauSe corrected this
control weakness and we found no instances of non-compliance after its release,
we determined these controls adequate to provide reasonable assurance of
compliance with the Order.

(U) Revalidation of selectors (b)(s) P.L.86-36

We found.no- error‘swm our tests of controls to revalidate selectors
after wis released. All selectors queried had’ been revalidated within

I

the prescribed period, as documented in| I Before[_—-_::] release,
we found one error that was a breakdow n in controls, which the Department of
Justice (DoJ) National Security Division later reported as a compliance incident
pursuant to Rule 10(c) of the FISC Rules. of Procedures.-2] |

subsequently Tesolved with the release o and-we-fourid o 6thHer  (b)(3)-P.L. 86-36
errors, we judged these controls adequate to provide reasonable assurance of
compliance with the Order.

(U) Access
—FSLLSLALANE] We found no errors in our tests of controls over access to BR
metadata. Only authorized personnel, as documented in and the

Special FISA Division’s (SV42) list of authorized accesses, queried the BR-.

metadata for foreign intelligence or technical analysis (e.g., data integrity) (b)(3)-P.L. 86-36
purposes. We therefore judged these controls adequate to provide reasonable

assurance of compliance with the Order.

(U) Chaining :
55 We found no errors in our tests of controls over chaining.

_According-to- thel| ]aud1t logs, no selectors had been chained to more

than three hops except for selectors queried for data integrity purposes as
permitted by the Order. In following our test procedures, we did not test these
controls from July through November 2010 because we found no errors within
the first six months of testing. We therefore judged these controls adequate to
provide reasonable assurance of compliance with the Order.

(U/A20Sy Periodic monitoring of querying controls is needed

(U//FOEO} Although our evaluation and tests of controls determined that
controls were adequate to provide reasonable assurance of compliance with the
Order, management must continue to monitor the effectiveness of these controls
in a manner commensurate with risk and value added.

HU/#eH0) Because of amendment to the FISC rules, 10(c) incidents are now referred to as 13(b) incidents.
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(U/ [FOYOY Monitoring is the final standard for internal control in the federal
government. Agency internal control monitoring assesses the quality of
performance over time by putting in place procedures to monitor internal
control as part of the process of carrying out regular activities. Monitoring
includes ensuring that managers know their responsibilities for internal control
and control monitoring. In addition, separate evaluations of internal control
should be performed periodically and the deficiencies investigated. The scope
and frequency of separate evaluations should depend primarily on the
assessment of risks and the effectiveness of ongoing monitoring procedures.
Separate evaluations may take the form of self-assessments as well as reviews of
control design and direct testing of internal control.

~FSFSH-RF} At the time of our review, SV42 was monitoring the effectiveness

of controls by conducting weekly manual reviews of audit logs to ensure

compliance with three of the provisions of the Order that we tested. Given the

strength of the automated controls smce[::Irelease mariagement “{b)(3)-P.L. 86-36
should reassess the timing and extent of these reviews. In particular, we

recommend that management base the type, duration, and frequency of

monitoring on risk and value added. For example, in lieu of weekly and

100 percent reviews of audit logs, management should consider such options as

periodic testing, sampling, event-driven reviews, or automated exception

reporting.

(UIIFGUG-) Develop a comprehenswe plan to provnde Iong-term momtormg of
the effectiveness of querying controls. The plan should be commensurate
with risk and value added and include the means to manage changes in
factors such as personnel, Information Technology systems, software
applications, and legal authorities.

(ACTION: SIGINT Director with TD and ODOC)

(U) Management Response " (b)(3)-P.L. 86-36

CONCUR +#37+8H-+N# Currently, Oversight and Compliance (SV)
manually monitors querying compliance with a weekly 100-percent audit of
all queries. SV has found no errors in querying since the‘"Emphatic Access
Restriction (EAR) was implemented | | which technologically
limits the selectors used in a query. SV is in the process of developing a
long-term querying compliance strategy aligning the weekly 100 percent
auditing with SID’s Auditing Modernization Strategy. SV will work with D4

August 2011. In addition, SV will continue to work With:—_—] “"{b)(3)-P.L. 86-36
developers to fully automate auditing procedures such as a web-based
interface to perform the audits. | |

(U) OIG Comment
(U/ /FOYOF The planned actions meet the intent of the recommendation.
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and the compilatlon of the Weekly Dissemination Report (WDR) were inherently

risky. However, risks-of non-compliance with the two provisions of the Order that
' _we tested were manageablé’

1 ' | Although we found no instances of non-compliance, monthly
testing identified one error in which a WDR incorrectly included a report that was
not derived from BR metadata. This error was not a violation of the Order but
underscores that the largely manual process for tracking serialized SIGINT
dissemination and compiling WDRs is inherently risky and would require |
management attention should the amount of dissemination increase. |

b){1
(U) Criteria Used to Assess Dissemination Controls :b;§3;-p,|__ 86-36

~FSH-SHNFT To protect the privacy rights of USPs, the BR Order includes a

~ series of requirements to track and control information shared outside NSA.
With the exception of exculpatory material used in litigation, the BR Order
requires that all disseminations of USP information derived from BR metadata
made outside NSA, whether in formal reporting or in response to requests for
information or other forms of communication, be approved by one of five NSA
officials. Omne of the five officials must determine that the information identifying
the USP is in fact related to Counterterrorism (CT) information and that it is
necessary to understand the CT information or assess its importance. The BR
Order does not state that the authority may be delegated. Until BR 10-70 was
issued on 29 October 2010, the Order also required that NSA provide the FISC a
weekly report of all dissemination. BR 10-70 changed the weekly reporting
requirement to every 30 days.

~SALSLLNEL We evaluated the adequacy of controls to ensure compliance with
two BR requirements against Standards of Internal Control in the Federal
Government and tested the effectiveness of these controls monthly from January
through December 2010.

1. ~fFSF8HNF) Weekly Dissemination Reports: NSA must accurately and
completely report disseminations of BR metadata outside NSA.

2. ALS/LSH-HNFY Dissemination of Serialized SIGINT Reports with BR
Metadata: All information disseminated through serialized SIGINT
reports must be approved by the Chief of Information Sharing Services
(S12) or one of the four other authorized individuals.

—FSHSHINF-Process to Track and Disseminate BR Serialized SIGINT
Reports

— S48 The process to track serialized SIGINT dissemination is largely
manual and maintained outside the infrastructure used to handle normal
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reports involving the release of U.S. identities. Homeland Security Analysis
Center (S214) policy was that serialized reporting and S12-approved responses
to Requests for Information were the only acceptable forms of dissemination
outside NSA. Therefore, e-mails and other informal types of dissemination were
not permitted, and any information derived from BR metadata required S12
approval. In particu 4 procedures required that reports derived from BR

iy swrrretadata use the] format normally used to disseminate SIGINT
(b)(3)-P.L.'86-36_ information that responds to the spécial féquirements-of-the|

(b)(3)-50 USC 30234(i)-...

“F5++5H-F The Chief and Senior Editor of S2I4 track BR-related reports and
submit requests to disseminate information outside NSA to the Chief of S12, via
e-mail. S12 documents approvals to disseminate through one-time
dissemination authorization memos. The Chief of S12 signs the memos and
retains a copy for the record.

{6)(3)-P.L. 86-36 —{PS/75H- S214 manually tracks BR-related dissemination for inclusion in
WDRs to the FISC, and SV42 maintains a spreadsheet to track report
....,....‘,,A,_,m_,_g_l_‘i.g{semination authorizations.

a management information system for SIGINT production

sis caii B¢ identified|

(UI/IF©&Y©) The Manual Process‘to Disseminate and Track Serialized
SIGINT Reports Was Inherently Risky but Manageable Given the
Amount of Information Disseminated

—EeREEte-U-SAE-ES During pilot testing, we noted that the process to obtain

and document dissemination authorizations for serialized SIGINT reports signed

by the Chief of S12 and the process to compile WDRs were largely manual and,
therefore, dependent on the diligence of the staff and the strength of standard
operating procedures. During monthly testing, we found one error that
underscored this weakness but found no instances of non-compliance with the
Order. The largely manual process to disseminate and track serialized SIGINT
reports was therefore inherently risky but manageable given the relatively small

22;2; ; ‘;"'l"_""‘;;;;MW"aiﬁib"uﬁf"b'f"iﬁfé'f"rﬁéitib'ﬁ“'dissemina-ted-l |

—FSHSH- Weekly Dissemination Reports

—FSAASH-HES In our tests of controls over the accuracy of the 44 WDRs covering
2010 dissemination, we found that a WDR mistakenly listed a serialized
dissemination that was not derived from BR metadata. Although the error did
not violate the BR Order, it underscores a weakness in the largely manual
process to track and report BR disseminations that we noted in our Pilot Test
Report (1G-111545-10).

—F5SH-NFF We did not test NSA compliance with weekly dissemination
reporting requirements in November and December 2010 because the BR Order
lchanged the reporting requirement from weekly to
(b)3)-P.L. 86-36 every 30 days. Because the 30-day reports did not correspond with our

f2ral /£
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monthly testing, we were unable to draw a conclusion about whether NSA was
in full compliance with the BR Order regarding the accurate and complete
reporting of serialized dissemination of BR FISA metadata for the period from
1 November 2010 to 17 December 2010.

(U/ AP0y We judged the manual process to compile WDRs to be inherently
risky but manageable given the small amount of information disseminated.

(U/A~20Y Dissemination of Serialized SIGINT Reports
We found no errors in our tests of controls over approvals of
B PL 8636 sertahzed“-~S'IGINfI~‘~~~-reports~;--'~'~A11~[:|reports issued in 2010 had been approved by
the Chief of S12 or one of the four other authorized individuals. We judged the
manual process to track serialized reports as inherently risky but manageable
given the small amount of information disseminated.

(UIIF&JB8)>-Manual Processes Will Not Be Manageable if the Amount of
Dissemination Increases

—(FSALSHMH We noted in our Pilot Test Report that management should
consider automating dissemination approvals and tracking if BR-related
dissemination increases. A change to the provisions of the Order signed on 29
October 2010 (BR 10-70) might significantly increase the amount of information
disseminated. Specifically, BR 10-70 removes the limit of 125 analysts
authorized to query BR metadata but maintains requirements for NSA to report
~to-the FISC all dissemination outside NSA. Before issuance of BR 10-70, only
"""ersons had query access to the metadata, well below the 125 hmlt The

mlght expand to the person_gf:l already authorized to view query results and
to the more thair analysts with| CT responsibilities. Manual
processes would not be manageable if the amount of dissemination increases

with the number of analysts authorized to query.

Eg;&-" L. 86,36 ... AESHSHHF) S2lissued a Staff Processing Form (SPF){ }-(6)(3)-P.L. 86-36

(b)(3)-50. USC 3024(|) afifiouneing . plans to expand BR and Pen Register and Trap and Trace (PR/TT)
access to query resilts| |

_ The Chief of S214 stated that the expansion relies on training and controls, such
..  asthe EAR and| to-ensure compliance. The SPF states that training

(b)(3)-P.L. 86-36

—FS /S-S NSA OGC recognized that increasing the number of analysts
authorized to query BR metadata and expanding access to BR query results
might increase the risk that informal disseminations would not be documented
and therefore, would be untracked and ultimately out of compliance with the
Court Order. Specifically, the BR Order requires formal, documentable tracking
of foreign-target BR disseminations, a practice that runs counter to traditional
NSA analytic process and hence requires additional, non-standard training to
accomplish. This practice also constrains the full analysis of bulk metadata.
NSA OGC is therefore drafting a motion to amend the BR (and PR/TT) Order. A
draft of the motion,| |states that NSA seeks relief from the
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requirement to include in a 30-day report “a statement of the number of
instances since the preceding report in which NSA has shared, in any form,
information obtained or derived from the metadata with anyone outside NSA,”
only to the extent that the dissemination applies to non-USP information
obtained or derived from metadata. NSA OGC expects to file the motion soon,
but there is no definite period, and it is uncertain whether the FISC will grant
the motion.

-FSHSIHNP Develop a plan to mitigate the risk of non-compliance with the
Order in disseminating information derived from BR metadata when
expanding access to BR querying and results.

(ACTION: SIGINT Director with ODOC and OGC)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50.USC 3024(i) (U) Management Response
CONCUR (FS++53-4 SID acknowledges that BR Order compliance, in

_ terms of tracking and controlling the dissemination of BR-derived

. information, is indeed essential as the Signals Intelligence Directorate
expands BR and Pen Register/Trap and Trace (PR/TT) access to query
.. results]

will be incrementally executed in a methodical manner to mitigate the risk
of non-compliance. Expansion of access and use of the BR and PR/TT
authorities will be conducted apace of the requisite compliance and
oversight infrastructure to minimize the risk of incidents and violations.

has been Hizde:{ | SID expects the launch of the
National Cryptologic School cotirse OVSC 1205. This course incorporates
required Office of the General Counsel (OGC) indoctrinations for both BR
and PR/TT with analyst focused material. Completion of OVSC 1205 will
be the basis for granting the| credentials and constitutes
a prerequisite for the granting of the] upon
nomination by a production element manager based on a valid mission
justification. “(b)(1)
(b)(3)-P.L. 86-36
~ESHSHHY In addition, SID fully understands the Office of the Inspector
General’s concerns regarding tracking disseminations of BR-derived
information and continues to evaluate approval and dissemination
processes to optimize current procedure, where possible. When planning to
disseminate information derived from BR FISA, USP information must be
identified and its dissemination (with a report) must be reviewed and
approved by the Chief or D/Chief S12 (or one of the other officials as noted
in the BR Order).{ |

(l;)(1) Although non-USP disseminations do not require prior approval from S12,

(b)(3)-P.L. 86-36 known disseminations shall continue to be documented as they occur and
(b)(3)-50 USC 3024(i) ) |
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reported, along with disseminations of USP info, every 30 days to the FISC.
As BR is expanded| Iprocess shall be

" compliance processes are in place, and SID shall consider further

controls/process enhancements (such as further automation) as the
situation warrants. S2I shall ensure expansion remains aligned with
current scalable processes that have resulted in substantive compliance

with the Court’s order to date.

* (U) Refer to Appendix E, Pages 3 through 5 for full text of SID’s
management action plan for Recommendation 2.

(U) OIG Comment
(U/ /[#0E6+ The planned actions meet the intent of the recommendation.
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[1l. (U) ABBREVIATION S AND ORGANIZATIONS

Business Records

Bianket Dissemination Authorization
Counterterrorism

Counterterrorism Extended Enterprise
Data Integrity Analyst

Department of Justice

Emphatic Access Restriction

Foreign Intelligence Surveillance Act
Foreign Intelligence Surveillance Court
Math Research Group

National Security Agency

Office of the Director of Compliance
Office of General Counsel

Pen Register and Trap and Trace
reasonable articulable suspicion
Information Sharing Services
Counterterrorism Production Center
Homeland Security Analysis Center
Signals Intelligence Directorate
Signals Intelligence

Staff Processing Form

Oversight and Compliance

FISA Authorities Division

Special FISA Oversight and Processing
Technology Directorate

U.S. person

Weekly Dissemination Report
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(U) ABOUT THE AUDIT

(U) Objective

—{BSFF5H-NF) The overall objective of this audit was to test whether controls to
ensure National Security Agency (NSA) compliance with key terms of the Foreign
Intelligence Surveillance Court (FISC) Order Regarding Business Records (BR)
are operating as intended. To do so, we conducted a pilot test of the audit in
which our objective was to determine NSA compliance and assess the feasibility
and reasonableness of including in monthly testing six objectives related to
querying and dissemination. We then conducted monthly testing of NSA’s
compliance with seven requirements of the BR Order.

(U) Scope and Methodology

(U) We conducted pilot testing from January to March 2010; monthly testing of
January through December 2010 data was conducted from March 2010
through January 2011.

~FS-AASLLNEL For tests related to querying, we compared all selectors that were

and Office of General

Counsel (0GC) reviews documented iti the| for
=2 We also counted the number of hops chained for each selector in

the| |audit logs. We researched anomalies to make a final
determination of compliance.

(U/ /#OYOT For tests related to dissemination, we verified that serialized SIGINT
reports issued in 2010 were supported by dissemination authorizations. We
also reviewed Weekly Dissemination Reports and supporting documentation.

(U/ /FOTOT We met with individuals from OGC, the Office of the Director of
Compliance {ODOC), the Signals Intelligence Directorate (SID), and the
Technology Directorate, including the SID Office of Oversight and Compliance,
Information Sharing Services, Homeland Security Analysis Center, SID Issues
Support Staff, Analytic Capabilities,l land]| |
Operations.

?b)(3)—P.L. 86-36
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(U) We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions according to our audit
objectives. We believe that the evidence obtained provides a reasonable basis
for our findings and conclusions according to our audit objectives.

(UIFeHO) Reports Issued

PSSt Advisory Report on the Audit of NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding Business Records (ST-10-
0004), 12 May 2010

ATSLLSHANFY Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records ~January to March 2010
Test Results (ST-10-0004A), 1 June 2010

—~FSHSIANF Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records — April 2010 Test Results
(ST-10-0004B), 10 June 2010

~LSHSHHFT Audit Report of NSA Controls to Comply with the Foreign
Intelligence Surveillance Court Order Regarding Business Records — Control
Weaknesses (ST-10-0004C), 29 September 2010

PSS Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records — May 2010 Test Results
(ST-10-0004D), 30 June 2010

SRS Audit of NSA Controls to Comply with the Foreign Intelligerce
Surveillance Court Order Regarding Business Records —June 2010 Test Results
(ST-10-0004E) , 20 July 2010

LSS Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records —July 2010 Test Results
(ST-10-0004F) , 18 August 2010

TS Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records — August 2010 Test Results
(ST-10-0004G) , 28 September 2010

—FESH--MN Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records — September 2010 Test
Results (ST-10-0004H), 28 October 2010

~FSAFSH-HE  Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records — October 2010 Test
Results (ST-10-00041), 1 December 2010

S-S Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records — November 2010 Test
Results (ST-10-0004J), 20 December 2010
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—{FSFSH Audit of NSA Controls to Comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records — December 2010 Test
Results (ST-10-0004K}, 12 January 2011

ya) 7 4
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(U) APPENDIX B

(U) Summary of Recommendations
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(U) SUMMARY OF RECOMMENDATIONS

(U) RECOMMENDATION 1

(U/IFF©40) Develop a comprehensive plan to provide long-term monitoring of
the effectiveness of querying controls. The plan should be commensurate with
risk and value added and include the means to manage changes in factors
such as personnel, Information Technology systems, software applications,
and legal authorities.

(U) ACTION: SIGINT Director with TD and ODOC
(U) Status: OPEN/Concur

(U) RECOMMENDATION 2

~FSHSHINF} Develop a plan to mitigate the risk of non-co mphan’&e with the
Order in disseminating information derived from BR Metadata when expanding
access to BR querying and results.

(U) ACTION: SIGINT Director with ODOC and OGC
(U) Status: OPEN/Concur
(U) Target Completion Date:
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(U) MONTHLY TEST RESULTS OF QUERYING CONTROLS

_Requirement  Jan  Feb Mér Apr . May Ju Total | Error | Auditor

Tested ‘ Errors ~Rate  Conclusion
1. RAS Approval Adequate
2. OGC Review Adequate
3. Revalidation Adequate
4. Access : Adequate

Not | Not | Not | Not | Not
5. Chaining tested tested ftested ltested [tested Adequate
* * * * *
Total No. of
Queries - (b)(1)
I (b)(3){P.L. 86-36
U/ Not tested per test plan.

ib)(3)—P.L. 86-36

| KEY
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(U) APPENDIX D

(U) Monthly Test Results
of Dissemination Controls
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(U) MONTHLY TEST RESULTS OF DISSEMINATION
CONTROLS

: , , g Total i [Error Auditor
Requirement : ' Jan Feb Mar”-Ap‘r May Jun'Jul:Aug|'Sep. Oct: Nov = Dec Errors | Rate. Conélusion
Tested : o . :
1. Weekly
Dissemination

Reports

Not

tested 1 Manageable

2. Dissemination
of serialized
SIGINT

Total No. of
WDRs

Total No. of
Serialized (b)Y (1)

SI_GINT_ ] ] (b) (3)-P.L. 86-36
Dissemination

] anageable

’ HEGHEHAN: Not tested because the reporting requirement changed from weekly to every 30 days.

(b)(3)-P.L. 86-36

l KEY
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(U) APPENDIX E

(U) Full Text of Management Responses
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SECURITY CLASSIFICATION
' NSA STAFF PROCESSING FORM

10 EXREQ CONTROL NUMBER KCC CONTROL NUMBER

OIG 2011-3073

THRU ACTION EXREG_SUSPENSE
v 1 approvaL 15 Apr 11

SUBJECT . KCC SUSPENSE

() SID's Management Response to the DRAFT IG [ sienaTURE

Report for ST-10-0004L. ELEMENT SUSPENSE

[] INFORMATION

DISTRIBUTION

S, S02, 8023, s8l, 82, S3, 8T, SV, D2, D4

SUMMARY

PURPOSEAFS/+5H- To provide the Signals Intelligence Directorate’s (SID’s) response to the DRAFT
Inspector General Audit Report on NSA Corttrols to Comply with the Foveign Intelligence Surveillance Court
(FISC) Order Regarding Business Records (BR) (ST-10-0004L).

BACKGROUND:{TS/7-8H~ANF} 81D received the DRAFT audit report which summarized the results of
the Inspector General's year-long review of NSA Controls to Comply with the FISC Order Regarding BR.
Although the querying and dissemination controls tested were adequate to provide reasonable assurance
of compliance with the terms of the order, two recommendations with SID Lead were documented in the
report,

DISCUSSION: (U/ /FSH6} 51D reviewed the document for factual accuracy and concurs with the
documentand recommendations as written. SID Oversight and Compliance (SV) will lead the effort for
Recommendation 1, with SID" Jspearheading the effort for Recommendation 2. The
Office of General Counsel agreed to be a secondary action officer to assist SID in its development of a
management action plan for Recommendation 2-The SIGINT Directorate’s coordinated response is

attached.
Encl: a/s
/ (b)(3)-P.L. 86-36
PROVAL
CFFICE = ShouRe : NAME AND DATE i
SID DIR Sy i L 2tay1
LAY H
502 7 Jit avayil
A
50232 l/,-;:‘/L., A Fosaprit
si IMayil 2Mayll
52 éMay 11 /298pr Ll
, ORG. PHONE (Secure) DATE PREPARED
l ISID IG Liaison 50232 | 966-5590 04 May 2011
FORM AG796 Darived From: NSA/CSSM 1-52 SECURITY CLASSIFICATION
REV NOV 85 Dated: 20070108 —FOP-RECRETHCONINTANOFORN—
feclassity On: 20360108
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ST-10-0004L

—FEHSHATE) DRAFT AUDIT REPORT ON NSA CONTROLS TO COMPLY WITH
THE FOREIGN INTELLIGENCE SURVEILLANCE COURT ORDER REGARDING
BUSINESS RECORDS (ST-10-0004L)

(U/ /eSSy Develop a comprehensive plan to provide long-term monitoring of the
effectiveness of querying controls. The plan should be commmensurate with risk and
value added and include the means to manage changes in factors such as personnel,
information technology systems, software applications, and legal authorities.

SID Action Element: SID Lead SV
(ACTION: SIGINT Director with TD and ODoC)

Concur/Non-concur: CONCUR as written

SID Response (May 2011):-FS;~SEANE} Currently, SV manually monitors querying
compliance with a weekly 100 percent audit of all queries. SV has found no errors in
uerying since the Emphatic Access Restriction (EAR) was implemented] .
Ifjwhich"tecluwlo’gical‘ly tiiyites thie $818¢E658 tised i a query. SV is in the process of.(b)(3)-P.L. 86-36

developing a long-term querying compliance strategy aligning the weekly 100pe1cent

| e ITn

addition, 8V will continue to work with dévelopers to fully automate

auditing procedures such as a web-based interface to perform the audits. This long-

term plan will take into consideration the expansion of BR and PRTI??:“""”""(b)(1)
(b)3)1P.L. 86-36

(b)(3}50 USC 3024(i)

Estimated Completion Date: (U

SID POC: (U/ /xoue) .~ Deputy Chief, SV4, NSTS: 969-5383

(b)(3)-P.L. 86-36
Derived Fron: NSA/CS5M 1-52
Dated: 20070108
Declassify On: 20320108

a7 24
L0 - i



DOCID: 4230260 REF ID.A4177257

ST-10-0004L

W Develop a plan to mitigate the risk of non-comypliance with the Crder in
disseminating information derived from BR metadata when expanding access to BR
querying and results. )

" (b)(3)-P.L. 86-36
(ACTION: SIGINT Director with ODoC and. @GC)
SID Lead| I

..-"""'("P)(1 )

Cencur/Non-concur: CONCUR as written zg;g;:&l‘ugg :;%24(1)

SID Response (April 2011):FSA+SH-A¥F SID aclxnowledoes that BR Ozder
compliance, in terms of tracking and controlling the dissenmmnon of BR-derived

information, is indeed essential as the Signals Intelhgepce Directorate ez__gpandv BR and
Pen Register/ Trap and Trace (PR/TT) access to query?:’results

] ‘,"!This mission expansion to the
l F;ill be incrementally executed in a

methodical manner to mitigate the risk of non-compliance. Expansion of access and use
of the BR and PR/TT authorities will be conducted apace of the requisite compliance
and oversight infrastructure to minimize the risk of incidents and violations. Training
serves as one of the key elements for success and much progress has been made. For
instance, by mid September 2011, SID expects the launch of the National Cryptologic
School (NCS) course OVSC 1205. This course incorporates required Office of the
General Counsel (OGC) indoctrinations for both BR and PR/TT with analyst focused
material. The current regimen represented in OVSC 1204 is strictly BR centric while
1205 addresses both programs. Completion of OVSC 1205 will be the basis for granting

By th |credentials and constitutes a prerequisite for the granting of the

(b)(3)- P L 86-3| Iupon nomination by a production element manager based

on a valid mission justification. Beyond training, management oversight will be critical.
The BR Order has no provision for the delegation of dissemination approval authority
beyond those individuals and positions named in the order. OVSC1205, specifically on

this topic (dissemination), reflects the language of the order clearly in Module 4 and as

the planned expansion progresses,l lhave the

responsibility for educating their workforce and providing the appropriate level of
oversight to ensure con1p]im1_ge.~[_—_lhas a sound business practice that vg’:ill serve as a
model to emulate as SIUI;_),'-n‘iS{res forward with this important mission exp_,,énsion.

SID Dhas been- C’éﬂabm ating with key players| |

| and SID / 512 remains committed to guiding and 0ve1 seemg the

ib)(3)-P,L_ 86-36 | (b)(1)
(b)(3)-P-—86-36

(b)(3)-50 USC 3024(i)
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FOP-SECRETHCOMINT/HNOFORN-

mission rollout and implementation of procedures governing U.S. person dissemination
issues.

—TS/5H73¥F) Finally, SID fully understands the IG’s concerns regarding tracking

disseminations of BR-derived information and continues to evaluate approval and
dissemination processes to optimize current procedure, where possible. When planning
to disseminate information derived from BR FISA, USP information must be identified
and its dissemination (with a report) must be reviewed and approved by the Chief or
D/ Chief 512 (or one of the other officials as noted in the BR Order). As with the
unmasked dissemination of any USP identities in products, this is ac r:onlphshed using

responsible for preparing and submitting the

|A1though non-USP disseminations do not require prior

approval from 512, known disseminations shall continue to be documented as they
occur and reported, along with disseminations of USP info, every 30 days to the FISC.
As BR is expanded] |shall be

expanded to ensure the same degree of controls and oversight. Expansiqh will be

gradual to ensure requisite training is conducted and control and compliance processes
are in place, and SID shall consider further controls/ process enhancements (such as
further automation) as the situation warrants. S2I shall ensure expansion remains

aligned with current scalable processes that have resulted in substantive compliance

with the Court’'s order to date. ,.-";(b)(1)
: ; <" (b)(3)-P.L. 86-36
(1J) Estimated L’ampletion Dateﬂ' (b)(3)-50 USC 3024(i)

o (1N OVSC l"’Ov fullv fielded -

Aol Appropriate populations :::1 epresenting the cross
“,.aectlon_, of SID and TD elements involvecd in BR and PR/TT at NSA-W fully
credentialed and aware of program background as well as current environment

with the FISC :
I |p1‘oduc tHon element managers credentia]edl::]

]based on récommen dations
of the former
O —FeAALEAE) SV oversight protocol for auditing, DOT spot cl‘t‘!e::kg, and 30 dav
pm ts revamped to inc 1ude_—= unigue challenges that gould auue bas ed on
access and use / :
‘('TW\‘F’J ODoC in progress review of each 'umrelneﬁi

compliance remains apace of implementation
(b)(1)

(b)(3)-P.L. 86-36

Al st_gap"fo ensure

1P.L.. 86-36
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—FOP-SECRET//COMINTANOFORN—
(U/ /FSEEFSID Points of Contact:
(U/ /FOE6) SID Lead | ]
(U//-F@E@) 53 ~ 969-'06 (b)(3)-P.L. 86-36
(U/ [POES) SV - [969-5383

(U/ e Coordinated with: ODOC ﬂE:]Aésistant Director fer Special
Compliance Activities, D4, 963-1705

(U/ FASEEeYrOGC concurs with Recommendation 2 and will work with both SID and
ODOC to prepare a management action plan. '
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l NSA-D11 USA CIV
From: e SA-D4 USA CIV
Sent: “Thursday_ March 31, 2011 9:14 AN
To: INsAD11 USA Clv; INSA-D11 USA CIV
Ce: INSA-D4 uSATIV] SA-D4 USA CIV:
NSA-D4.USA: CIV |NSA-D4 USA Cl\/ NSA-D4
USACIV &, , -
Subject: FW: (U) Draft Repo 0‘0004L Fﬂr Management Response
Attachments: Draft Report - ST~ 1&009 : 10:0004L Action Respense.pdf
Follow Up Flag: Follow up )
_ Flag Status: Flagged

Recommendation 1:

ODOC (D4) concurs with Recommendations 1 and 2 (see attached form).

PINIAIN NI PSP B8 S DA DI NS RIS PI NS PIRI IS A3 3 AT P PO RSN B3 N B PO RO S NI I N A S RS AT RS AT I LS ARG RSN AS )

Action:
Mgt response:

Completion date:

Concur/Non-concur:

Recommendation 2:

I Ies b4 POC

Concur - with clarification that SID has the lead

The D4 POC will work with’ SID__(y,yho has the lead for the action) in the
development of an Action Plan
For SID (as action lead) to define

.............. (b)(3)-P.L. 86-36

Action:
Mgmit response:

Completion date:

(U//Fee—

963-2199

Concur/Non-concur:

Concur - with clarification that SID has fhe lead
The D4 POC wrll work wM'h SID (who Fas the lead for the action) in the

Thank cu

Office of the Director of Compliance';vl‘)zl
OPS 2B, Rm, 2B8054, Suite 6243




DOCID: 4230260 REF ID.A4177257

ST-10-0004L
NSA-D11 USA CIV

From: = NsA-T021 UsA Cv
Sent: Tuesday, April 19, 20:11 3:54 PM
To: [;:f:‘e__]NSA D11 USA CIV; NSA 011 usA Giv
Ce: DL td_regis \ ] DL t1_actionofficer

(ALIAS) T1, NSA-TEG USA CIV
Subject: {U) Draft Repod ST.IO 0004L" For Management Response-2011-2987
Follow Up Flag: Follow up ' )
Flag Status: Flagged

{b)(3)-P.L. 86-36
Classification -GGHHBEN?hH:'

(U//rﬁﬂﬂj[::::] apologlve for the delay, I was out yesterday. T1, TD DoC
and TE6 have reviewed the report and all concur and do not recommend any
changes. Specifically to REC 1, they all concur as well.

REC No - REC 1

Action -~ SIGINT DIR with TD and ODOC

Concur with the recommendation

Mgmt Response - TD has no comments to present on the audit.

Completion Date - To be determined by all parties as the actions within
REC 1 begin to take place.

poc - T1 —| L
D Dol — |
TES - | -

*(b)(3)-P.L. 86-36

I INSA:D11-USACIV {1)(3)-P.L. 86-36
From: L _
Sent: T
To: L3 kS
Cc: NSA-D2 USA Cl\/
I D21. USA CIVI NSA—D21 USA CiV
SA CIV7
Subject: RE: (U) Draft Report - ST-10-0004L - For Management Response
Follow Up Flag: Follow iip

Flag Status: Flagged

Classification:umm

Piease use this email as confirmation that OGC wants to be added to Recommendation 2. OGC concurs with
Recommendation 2 and will wark with hoth 51D and ODOC to prepare a management action plan.

Please let me know if you need anything further.

Thanks.

«l /4 /7
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY SERVICE

INSPECTOR GENERAL REPORT

—SHSHINE) Report on the Audit of NSA Controls to
Comply with the Foreign Intelligence Surveillance
Court Order Regarding Business Records
Retention

ST-11-0011
20 October 2011

—FOP-SEERET//ST/NOFORN-
Bpproved for Release by NSA on 08-06-2015. FOIA Case #80120 (litigation)
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute, the Office of the Inspector General conducts
audits, investigations, inspections, and special studies. Its mission isto ensure the integrity,
efficiency, and effectiveness of NSA operations, provide intelligence oversight, protect against
fraud, waste, and mismanagement of resources by the Agency and its affiliates, and ensure that
NSA activities compl y with the law. The OIG also serves as an ombudsman, assisting
NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provide s independent assessment s of programs and organizations.

Performance audits evaluate the effectiveness and efficiency of entities and programs and their
internal controls. Financial audits determine the accuracy of the Agency’s financial statements.
All audits are conducted in accordance with standards established by the Comptroller General
of the United States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous tips) about
fraud, waste, and mismanagement. Investigations may be undertaken inresponse to those
complaints, at the request of management, asthe result of irregularities that surface during
inspections and audits, or at the initiative of the Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions comply with
federal law, executive orders, and DoD and NSA policies. The IO mission is grounded in
Executive Order 12333, which establishes broad principles under which IC compon ents must
accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and efficiency of
Agency components. The Field Inspections Division also partners with Inspectors General of
the Service Cryptologic Elements and other IC entities to jointly inspect consolidated
cryptologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY 'A‘GENCY

CENTRAL SECURITY SERVICE _

20 October 2011

1G-11345-12

- TO: DISTRIBUTION

| SUBJECT: +#8#8H-MF Report on the Audit of NSA Controls to. Comply with
- the Foreign Intelligence Surveillarice Court Order Regardmg Business Records
~ Retention (ST—ll -0011) — ACTION MEMORANDUM

1. (U) This report summarizes the results of our audit of NSA
- Controls to Comply with the Foreign Intelligence Surveillance Court Order
Regardmg Business Records Retention and incorporates management’s
response to the draft report.

2.. (U} FeYe}) As required by NSA/CSS Policy 1-60, NSA/ CSS Office
of the Inspector General, actions on OIG audit recommendations are subject to
monitoring and follow-up until compleuon Therefore, we ask that you provide

- a written status report concerning each planned corrective action categorized
as “OPEN.” If you propose that a recommendation be:considered closed,

- please provide sufficient information to show that-actions have been taken to
correct the deficiency. If a planned action will not be completed by the original
target completion date, please state the reason for the delay and provide a
revised target. complet10n date. Status reports should be sent: tot::]

Assistant Inspector General for Follow-up, at OPS 2B, Suite 6247,
‘within 15 calendar days after each target COmpletIOI’l date

3. U / /-FGHG} We appre01ate the courtesy and cooperation extended

to the audltors throughout the review. For. -additional information, please
contacti on 963-0922(s) or via e- mail at |

....

“(b)3)P.L. 86-36

George Ellard
Inspector General
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(U) EXECUTIVE SUMMARY

(U) Overview

—{PS/3tHNF- This report summarizes the results of our audit of National
Security Agency (NSA) controls to comply with the Foreign Intelligence
Surveillance Court Order Regarding Business Records (BR) Retention. From
April through June 2011, we performed testing and procedural reviews to
assess the Agency’s compliance. On the basis of the information reviewed,
we found no instances of non-compliance with the terms of the Order for BR
retention for calendar year (CY) 2011. However, we noted three areas for
future improvement: (1) develop a plan and written procedures to document
the Agency’s BR retention process, (2) develop a process to research
quarantined records, and (3) accurately document parser configurations.

(U) Highlights

AP SAA SN F-The Agency should document the key initiatives and
procedures that will be used to comply with the Order for BR retention in
the future.

o —(FSHSHHME} No formal BR retention plan or procedures
~ RS BENEY The Agency does not have a coordinated plan that
documents the major initiatives for the BR retention process.
Furthermore, the organizations responsible for maintaining BR
systems, databases, and backups do not have written procedures to
document their processes.

s (U/F©YSY No process to research quarantined records
~F8/5H~NF The Agency does not have a formal process to research
quarantined records for reasonableness before their introduction into
the Agency’s BR repositories.

e (U/E=0YOY Inaccurate parser documentation
—fFS S5+ Documentation was not accurately maintained for the
current parser configurations used to filter BR metadata.

(U) Management Action

(U/ AFOH6) Technology Directorate and Signals Intelligence Directorate
personnel agreed with the Inspector General recommendations. The
planned actions meet the intent of the recommendations .

u
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(b)(1) . (U) BACKGROUND
(b)(3)-P.L. 86-36

(b)(3)-56'~u,§9 3024(i)

—f=FS#SL#N-E)-"T'h.g Business Records (BR) Order

—(FS/FSH-Ff-Pursuant to a series of Orders issued by the Foreign
Intelligence Surveillance Court (FISC) beginning in May 2006, the National
Security Agency (NSA).has been receiving certain call detail records or
telephony metadata froni[____|telecommunication providers. NSA refers to
the Business Records (BR) Orders collectively as the -BR Orderll or -BR
FISA.Il

—FS/SH- The BR Order provides NSA access to bulk call detail records
that include records of telephone calls between the United States and

abroad or wholly within the United.States;| |
| This collection of
B information is not wholly available to NSA through its other foreign
(b)(3)-P.L. 86-36 intelligence information collection. It is valuable to NSA analysts tasked

(b)(3)-50 USC 3024(i) with identifying potential threats to the U.S. homeland and interests abroad
because it enhances analysts’ ability to identify, prioritize, and track
terrorist operatives and their support networks in the United States and
abroad, using call chaining analysis techniques.

—{FSH3HANF-Provisions of the BR Order for Retention

—FSfASH-HE The Order requires that BR metadata be destroyed no later
than five years (60 months) after its initial collection.! The Office of General
Counsel (OGC) reviewed the Order and concluded that BR retention
compliance should be determined using the date when records are received
from providers, and not the call communication date.

e —(FS/+St~-NEY- Record receipt date is the actual date when
telecommunication carriers electronically provide BR metadata to
NSA. Although record receipt dates have no analytical value, the
Agency uses this information to determine BR retention compliance.
Record receipt dates are separate and distinct from call
communication dates.

o —~{F5//SLANE Call communication date is the date when a
telephone call is made from one person (Selector A) to another person

'ﬁS—-SI—’NF—) BR Order 11-57. dated 13 April 2011, defines telephone metadata as comprehensive communications
routing information (e.g., originating and terminating lelephone number), trunk identifier, telephone calling card
numbers, and the time and duration of calls. Telephony metadata does not include the substantive content of a
communication or the name, address. or financial information of a subscriber or customer.

—FOP-SECREF#SEHANOEORN-
1
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(Selector B).2 This date is important for intelligence analysis because
it establishes a call association for a particular time between two
selectors.

(U) Timing differences with call communication dates and record receipt dates

(b)(3)- 1é lsc7es
(b)(3)-50 USC 3024(i

| Because of these differences, the Agency

must track receipt dates for BR metadata to document compliance with the
Order.

(b)(3) -P.L. 86-36™
{b)(3)-50 USC 3024(1)

—{FSHSHINF NSA Repositories that Store BR Metadata

.. BR-metadata} l

(b)(3)-P.L. 86-36 |
(b)(3)-50 usc 3024 (i

° W)-[::Ils the Agency’s. co,xp,g_ggte contact chaining

bHe-PL, 8636

- 1‘1‘8‘7‘7‘8‘1-7‘-7"%‘&‘“ ls the corporate database repository that

S OHREE-FO-UBATFYEYS A selector is an identifier used in dialed number recognition (e.g.. telephone
(b)(1)--. TR bRy o T digital metwork inteHigenee | In this
(b)(3)- P L 86-3616p0rt the terms Selector A and Selector B are used {0 identily dilferent persons in telephone calls.
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(b)(3):P.L"86-36.
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Iis the contingency database for

lis the system backup that stores an

[
0 —(PS+SH-H¥F Backup tapes are maintained it]

—FSAASH-F Figure 1 illustrates the BR dataflows within the Agency and
the various BR repositories.

~{F8#3HidF) Figure 1. Business Records Dataflow

~FEHEHANE

(b)(1)£
(b)(3)P.L. 86-36
(b)(8)-50 USC 3024(i)

By e

(b)(3)-P.L. 86:36...
(b)(3)-50 USC 3024(i)
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—tCﬁ'REt"‘rﬁ‘US‘ﬁr-FV'E’T")How information is stored """"""""""""""""""""""""""""""""""""""""""""""""""""""" b)(3)-P.L. 86-36
— PSSR | | are the main databases used to store
BR metadata for intelligence analysis..- |
(b)3)}PL, 8636 '
(b)(3)-50 USC 3024(i)
+EHRELY Figure 2. [Architectires ™ (b)(3)-P.L. 86-36
—TTSHSHNE)
(b)(1
(b)3]-P.L. 86-36
(b)(3]-50 USC 3024(i)
~CFSHEH—
|
(b)(1)
(b)(3)-P.L. §6:36--
(b)(3)-50 USC 3024(i)|
—FOPSECRETASI AN OFORN~
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()(1) ...................... 4
(b)(3)-P.L. 86:36....

(b)(3)-50 USC 3024(i)

—(FSHSHINF} NSA’s BR Age-Off Process

BS54 To remain compliant with the terms of the Order (which states

.................................................

(b)(3)-P.L. 86-36 "

A S SENEL, For-the CY-2011-age-off;-BR-metadatal

By

(b)(3):P.L. 86-36
(b)(3)-50 USC 3024(i)

fwas deleted from Agency datsbases and-tape-backups <]

* (UI/FOBE3A relational database stores data in tables using a standardized data format. This allows similar
information to be organized and queried on the basis of specific data fields.

(b)(1 )
(b)(3)-P.L. 86-36 5
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(b)(3)-P.L. 86-36" ..
(b)(3)-50 USC 3024(i)

Table 1 shows the procedural timeline used to complete the
CY2011 BR age-off effort. '
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~(FSHSHANFy Table 1. Procedures Used to Complete the BR Age-Off
#(b)(3)-P.L. 86-36

repl jasthe Agency s official BR;

]datab se Durlnq the- transxtlon BR. ransactrons were hlstoncally
ownloaded mto ] i ;

- AIIE:hard dnves that prevcously stored BR transac’nons ‘were submltted for
secure destructlon o i H

lbackup tapes that con’tamed BR-metadatal |
i Mere submitted for secure destruction. : :
................ ] fﬂes ' Iwere deleted. The :
e remaining files| .- |m[_ |
[___—______]'Was taken out of service during the rgﬂuild. i
é'l'D"anglysts ere redirected from| Jto the] |backup
databas‘é[—_i&tj

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024i)

The continuous flow of BR metadata[::“—_lwas restored so that it again
u , et .

_‘ i E ed the Agency's BR repositories automatically. BR metadata received during
T | “|'the rebuild was downloaded into the Adency’s BR databases.

_ronsscrprssmmoror- O
{b)(3)-P.L. 86-36
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(U) Organization

[Project Team " (b)(3)-P.L. 86-36

.. - (UlFeye) Structured Repositories 1

(U) Audit Universe

(U) General control environment assessment

—FSH5H-NF The audit scope focused on the manual and automated
controls used to maintain compliance with the terms of the Order for BR
retention for the Agency’s BR repositories, system backups, and backup

_tapes. The BR repositories reviewed included the operational component of

o | We also observed the process for deleting BR files
o land the physical storage and destruction procedures
..................... | We excluded from review BR
'(b)(1) information disseminated in Signals Intelligence reports.
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i) (U) Reviews to assess Agency compliance with the terms of the Order

PSS We performed five levels of review and observation to
determine the Agency’s compliance with the terms of the Order for BR
retention. We also determined whether the Agency has a plan and
organizational procedures to document the systems, resources, and
organizations involved with the BR retention efforts.

(U) Review 1: Tape, disk, and system backup data destruction
{(U) Review 2: Quarantined records

(U) Review 3: System parser controls

(U) Review 4: Selector pair testing

(U) Review 5: Metrics analysis

e & ¢ o e

(U/ FOHOY A summary of the audit test results for the five levels are in
Table 2 in the Finding and Recommendations Section. A detailed summary
of the audit methodology and results for the selector pair testing and metrics
analysis are in Appendix B.
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(U) FINDING AND RECOMMENDATIONS

—FSHSHINF) BR Retention Practices Must Be Documented

—(FSH#SHH- We found no instances of non-compliance with the terms of the Order
for BR retention for CY2011. However, the Agency does not have a formal plan or
written organizational procedures to document the systems, resources, and
practices used to maintain compliance with the Order. Furthermore,
documentation of the |was not
accurately maintained. As a result, the Agency has an increased risk of non-
compliance jn‘the future.

(U),,.C'i"iﬁfveria Used to Assess the Agency’s Compliavnce with the Order

{FSLASEANE) The BR Order requires that BR metadata be destroyed no later
than five years after its initial collection. To maintain compliance, TD and

(b)(1) SID decided to delete annually from Agency databases and tape storage BR
(b)(3)-P.L. 86-36 metadata whose record receipt date is| [-For" (b)(1)
(b)(3)-50 USC 3024(i) CY2011, the Agency deleted BR metadata received | (b)(3)-P.L. 86-36

~PS1+8HHFr We performed five levels of review to assess the adequacy of
controls and to determine whether the Agency was in compliance with the
terms of the BR Order. In addition, we determine d whether the Agencyhas
a formal plan and organizational procedures to document the key processes
and the roles and responsibilities for the o involved in the BR
rebuild. A majority of the audit focused or '

original Order (May 2006).

1. AFS/+SHN Tape, disk, and system- backup destructlon practlces for

BR metadata received before. We °Valuated the secure |
storage and destructlon procedures-"'for the - ‘backup tapes
| - |used to store BR___
metadata. - We also observed the process for deleting the

system backup filés and reviewed for compliance the data stored
in thel_l_r—__:]COOP backup system.

2. —FFS7+SHNFY Quarantined records|

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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o)1)

| | We reviewed the quarantine process to
e determine whether an adequate audit trail was maintained to
document the Agency’s compliance with the Order.

(b)(3)-P.L. 86-36 —~FS/+5H¥F) System parser controls System parsers are used to
(b)(3)—56 (JSC 3024(i) filter BR metadata of unwanted data before records are saved to

(b)(3)—50 usc 3024(:)

Agency databases. To determine whether the parsers were working
as intended, we performed testing in a simulated environment to
verify that parsers (1) quarantined records with call communication
dates -and-(2)-deleted stuspected credit ca
information before processing records. We also reviewed-whether
documentation of the parser configurations used to fllter BR /
metadata was accurately maintained . - -

3. {£S/A4SHAN Selector pair test_mgl l
o T Teall
"~ dates beforel______l System testmg Was performed to determme

e (U//EOHO) Deleted.. Performed for records that had call
commumca‘aon dates and receipt dates before

-(-G%fRE—L—'—PG—H-Sﬁ—WEY—) Modified: Performed for records that

~.Jhad successwe call dates that occurred on or after

4. €/ REETFOUSAFVEYT Metrics analysis Summary metrics were

obtamedl /|(but before the
quarantined records were introduced] as another; c ieck to verify that
no records had first call dates beforet::]
(o)L 86.36
. -P.L. 86-
(U) Audit Summary Results (b)(3)-50 USC 3024(i)

(U/ /FEeE60T Although we found no instances of non-compliance with the
terms of the Order, we noted three areas for future improvement:

1.(U) Develop a plan and written procedures to document the rebuild.
2.(U) Establish a process to research quarantined records.
3.(U) Accurately document parser configurations.

(U/ 0808) These deficiencies are discussed in detail in the next section.
Table 2 shows the summary results for the five areas reviewed .

(b)(3)-P.L. 86-36
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(U) Table 2. Audit Summary Results

Tape, disk, Compliant: .

and system We found no instances of non-compliance with the Order for BR retention.
z:‘;gﬁ%ﬁon . TheDbackup tapes were eubmitted for secure destruction.. The backup
practices -tapes were securely stored in a locked cabinet inside a restricted access room

e,rdeleted .

(b)(3)-P.L.

T Compliant (with an exception noted):

We found no instances of non-compliance with the Order for BR retention.
However, T1222's process for reviewing and researching quarantined records
must be documented.

| » Adequate_documentation Was iaintained- for the approximately| |
“fesords ]

_Compliant (with an exception noted):
'"\Ne found no instances of non-compliance wrth the Order for BR retention.

....... -'records

quarantmed records |and deleted
suspectéd. credrt card lnformatlon frem records

Selector parr ,V:CQmpllant - - :
testmg R We found no instances of non- compliance with the Order for BR. retention.

o Sample testing verified that the: rntegrrty of the data (recerved before. the
. rebuild began) could be relied on t6"cond ! ] N
records

were randomly selected to venfy

A '-»jchet it met our criréri.g for testing. (Note; We couid-not perform a statistical
" verification because ofthe size of the sample umversei |
», Thel lrecords were found to be correctly deleted or modified (with

l —

Metrics Compliant: :
analysis -.Wefound no instances of non-compliance with the Order forBR retentton

. Lhe metrics gng{fsm verified that no recordsl ]
after the Jrebuild was complete. This validation
was performed before the lquarantined files were re-infroduced.

(U) See Appendix B for a detailed explanation of the testing methodology and results for the
selector pair test and metrics analysis. Only the areas with exceptions noted are presented in this
section.

T SHSHINE)-

11
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—FSHSHINF) BR Retention Practices Must Be Better Documented

(U) The Agency does not have a process to research quarantined records

(U/ 563 We found no instances of non-compliance associated with the
newly developed quarantine process. However, the Agency must establish a
formal process to research quarantined records before their introduction
into Agency repositories. .

)
(b)(3)-P.L. 86-36 ;

(b)(3)-18 USC 798
(b)(3)-50°USC 3024(i)

12
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-tFSHSHMNE)-Establish a process to research quarantined records before they
are removed from quarantine and included in the Agency’s BR repositories.

(ACTION:

(U) Management Response -~ (b)(3)-P.L. 86-36

CONCUR Wwﬂl Write a process to research and

analyze any quarantined records in order to determine if any records
should be included in the Agency's BR repositories.

{U) OIG Comment
(U/ /[#6Y0} The planned actions meet the intent of the recommendation .

(U) Documentation did not accurately reflect parser configurations

PS8} Although we found no instances of non-compliance for the
system controls used to filter BR metadata, the Agency must ensure that
documentation accurately reflects the current parser configurations.

—{FS775H+¥F) The Agency receives raw BR metadata- froml I "(b)(3)-P.L. 86-36

telecommunication:provides§ ™ | Parsefs are used to
— filfer the BR metadata of unwanted information before jtis-§aved to Agency
?l:;g;; PL. 8636 databases. | IData Integrity

. Analysts (DIAS] stated thaf they have been actively working to document the
(b)(3)‘5°“‘4§9 3024(i) parser configurations | However, the DIAs confirmed
that the supporting documentation has not been consistently updated to

(U) Action taken
(U/-FeeH |DIAs finished their update of the
parsers’ configurations. This documentation was subsequently provided to
the Office of the Inspector General.

(b)(3)-P.L. 86-36

(U/[FBHO)-Update parser documentation to reflect accurately the current
configurations in use. This documentation should be updated as new
configuration changes are made to the parsers.

(ACTION: _{and DIAs)

(b)(3)-P.L. 86-36

13
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(b)(3)-P.L. 86-36

(U) Management Response

CONCUR (U/ ﬁ@ﬁ'@‘il lco completed-its update of the parser™
conﬁgurationsl -and Will continue to update the
documentation as configuration changes are made to the parsers.

will also review the documentation on a quarterly basis to verify it is up-to-
date.

(U) OIG Comment
(U/ #6565 Status: CLOSED. The actions addressed the recommendation .

—{TSHSHNFTThe Agency does not have a formal plan and organizational

procedures to document its BR retention practices

TS /L SN The Agency does not have a formal plan to document the BR

retention requirements, the methodology used to maintain compliance for
the enterprise, the systems and databases and other storage media that
store BR data, the organizations responsible for carrying out the plan, and
the milestones for completing future rebuilds. Furthermore, the
organizations responsible for maintaining BR systems, databases, and
backups do not have written procedures to document

compliance. As a result, the Agency has an increased risk for non-
compliance in the future. | ]

ANMINET

-FSHSHANE)-Prepare a plan that documents the Agency’s major initiatives for
complying with the terms of the Order. This plan should be flexible and
updated to reflect changes in the terms of the Order and in the systems and
databases that store BR metadata, and the plan should identify organizational
resources and milestones for completing future aging-off of BR metadata.
Ensure that BR retention rules defined in the Order are documented in the
Compliance Standard for Retention.

(ACTION: Chief, TD Office of Compliance with Deputy Director, T1)

(U) Management Response

CONCUR ~FS4+S+-N [n June 2011, at the request of the Compliance
Steering Group, the TD Office of Compliance (TV) and SID Office of
Oversight and Compliance (SV) jointly authored an approach to developing
compliance standards, deriving applicable technical requirements, and
publishing the requirements for compliance certification. Consistent with
the documented approach, the draft retention standard, including BR data,
has been submitted to TV, which is documenting and vetting the technical
requirements for retention (age-off). These requirements are expected to be
published in October for developers’ reference. At such time, T1 and other

—FOPSECRETHSTHVOTFORN—
14
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developer organizations will be provided requirements specific to retention
issues.

(U) OIG Comment
(U/ AB0H0+-The planned actions meet the intent of the recommendation .

HFSHSHANFY Prepare written procedures that document the roles and
responsibilities of the organizations involved in the BR retention effort.
These procedures should also document the process for researching
guarantined records and the requirements for maintaining accurate
documentation for parser configurations as outlined in Recommendations 1
and 2,

(ACTION: Chief, TD Office of Compliance and Deputy Director, T1)

(U) Management Response

CONCUR-{FS/51H ¥ TD Compliance will outline the roles and
responsibilities for organizations involved in the BR process. T1 will

describe the procedures for researching quarantine records. I |
l w11_1_“_document their procedures to include roles;’

requested the document be completed b “the- en,,vc}"_'of October
will write procedures documenting| l
regards to BR retention.

roles.and” respons1b111t1es Wrth

(U) OIG Comment (b)(3) -P.L. 86-36

(U/ /FOYO} The planned actions meet the intent of the recommendation .
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IV. (U) SUMMARY OF RECOMMENDATIONS

(U) RECOMMENDATION 1

—F5HSHINFEstablish a process to research quarantined records before they are removed
from quarantine and included in the Agency’s BR repositories.

(U) ACTION:
(U) Target Completion Date: I i

T b)(3)-P.L. 86-36

(U) RECOMMENDATION 2

(U/FOYO) Update parser documentation to reflect accurately the current configurations
in use. This documentation should be updated as new configuration changes are made
to the parsers.

(U) ACTION I laNle A ........ (b)(3)-PL 86-36
(U) Status: CLOSED/Concur T
(U) Completion Date: | fe

(U) RECOMMENDATION 3

~FSHSHMFT Prepare a plan that documents the Agency’s major initiatives for complying
with the terms of the Order. This plan should be flexible and updated to reflect changes
in the terms of the Order and in the systems and databases that store BR metadata, and
the plan should identify organizational resources and milestones for completing future
aging -off of BR metadata. Ensure that BR retention rules defined in the Order are
documented in the Compliance Standard for Retention.

(ACTION: Chief, TD Office of Compliance ) :_ﬂ;;;f;;;-tj;::::'::::_.:;::::v;::;:;;;; --------------- (b)(3)-P.L. 86-36
(U) Status: OPEN/Concur == —
(U) Target Completion Date: l l """""""""

(U) RECOMMENDATION 4

—FSHEHMF) Prepare written procedures that document the roles and responsibilities of
the organizations involved in the BR retention effort. These procedures should also

—FOR-SECRETASTNOFORN—
17
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document the process for researching quarantined records and the requirements for
maintaining accurate documentation for parser configurations as outlined in
Recommendations 1 and 2.

(ACTION: Chief, TD Office of Compliance
(U) Status: OPEN/Concur
{U) Target Completion Date: I

(b)(3)-P.L. 86-36
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V. (U) ACRONYMS AND ORGANIZATION S

Ow
=<

DIA
FISA
FISC
COOP
0GC
MRG
NAS

Business Records

Calendar Year

Data Integrity Analyst

Foreign Intelligence Surveillance Act
Foreign Intelligence Surveillance Court
Continuity of Operations

Office of General Counsel

Math Research Group

Network Attached Storage

National Security Agency

Signals Intelligence Directorate

-~
- O

T1222
T1313

EECEEEEEEEEEECECEE
w =
= w
S

!
<

“(b) (3)-P.L. 86-36
Technology Directorate '
Mission Capabilities
Knowledge Services
Structured Repositories
Technology Directorate Office of Compliance
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(U) APPENDIX A

(U) About the Audit
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(U) ABOUT THE AUDIT

(U) Objectives

—A PSS HFTThe overall audit objective was to determine whether Agency
controls are adequate to provide reasonable assurance of NSA compliance

with the terms of the Foreign Intelligence Surveillance Court (FISC) Order
regarding Business Records (BR) retention.

(U) Scope and Methodology

(U/ FFETOT From April through June 2011, we performed testing and
procedural walkthroughs to assess the adequacy of controls and to

determine the Agency’s compliance with the terms of the Order. Five levels
of review were performed.

1. ~(FS//SHNFy Tape, disk, and_system backup destruction practices for

We evaluated the secure
storage and.desttiiction procedur_,_c_:_s....fo-r-.thel |backup tapes

Cee-LINGIWOTE, AtlACIed Stem baCku files alld
.. TEVIEWE or compliance the &éﬁfﬁ"ﬁf"ﬁ‘i‘"éd""in"the-[::IPContinuity
of Operations backup system.

FB7+51 Quarar;i.l;ﬁé“'c'l“'reGOI:cl_gg_m We reviewed the quarantine
process te.determine whether an adéquate.audit trail documented the

records""thafg'had,u_ca1 communication dates before
received on or-aftei

but were

3. PSS AN Systehf"‘parger controls To determine whether the
parsers were working as infend_pd, we performed testing in a
By, simulated environment to verify that parsers (1) quarantined records

(b)(3) —P"."L‘-.---~~-8.§:§”6. . with call communication dates befofé"[—_f__—i‘)]and (2) deleted
(b) (3')-:50 usc 3024 ('3")"-»----....,s,,gspected credit card information before processing of records. We
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5. €/ REETOYUSATTFYEYT Metrics analysis Summary metrics were |
obtained| | (but before the

e llarantined records were introduced% as another check to verify that

) (1)

no records had first call dates before T (R)(3)-PULk., 86-36

(b) (3) _p.L. 8e-3¢ —tEST1SH/NFY We also determined whether the Agency has a formal plan and
(b) (3) -50 USc 3024 (ipPrganizational procedures to document the key processes and the roles and

(U) Use

responsibilities for the various organizations involved in the BR rebuild.

(U/ /o0y We corresponded with management and personnel from the
Technology Directorate, the Signals Intelligence Directorate, the Office of the
Director of Compliance, and the Office of General Counsel.

(U/ A6 We conducted this audit in accordance with generally accepted
government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions according to our audit
objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions according to our audit objectives.

of Computer-Processed Data

To perform this audit, we used data that originated
system. We used this information to perform our

selector-pair-testing| |

Jrecords to verily the integrity of the data and to provide

minimum assurance that it met our criteria for testing.

(U) Prior Coverage

~{PS77-8H7KFT The NSA Office of the Inspector General (OIG) has not

performed a previous audit or review of the Agency controls to assess
compliance with the terms of the Order for BR retention. The NSA OIG
completed on 21 December 2007 the Audit of Retention of Domestic
Communications Collected Under the Foreign Intelligence Surveillance Act
(ST-06-0007); however, that audit focused on inadvertent collection of
Foreign Intelligence Surveillance Act domestic communications and whether
the Agency was in compliance with the U.S. Signals Intelligence Directive
(USSID) SP0018 special minimization procedures. In addition, the Audit on
the Assessment of Management Controls for Implementing the FISC Order
(ST-06-0018), completed on 5 September 2006, focused on the adequacy of
management controls for processing and disseminating U.S. person
information. Most recently, the BR Capstone Audit (ST-10-0004), 25 May
2011, evaluated the BR querying and dissemination controls.
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(U) Management Control Program

PSS As part of the audit, we assessed the organization’s control
environment pertaining to the audit objective, as set forth in NSA/CSS
Policy 7-3, Internal Control Program, 14 April 2006. The 2010 Vulnerabili

and Process Assessment completed byfy .
| |d1d not report concerns applicablé” to BR

retention.

(b) (3)-P.L. 86-36
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(U) APPENDIX B

(U) Testing Methodologies and Results
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(U) Testing Methodology and Results

(U) Selector Testing Methodology and Results

9)) Seléctor pair methodology

purpose of selector pair testing was to determine whether
|were compliant with the terms of the Order
for BR retention. The Order requires that BR metadata be destroyed no
later than five years (60 months) after its initial collection. To maintain
compliance, the Technology Directorate and Signals Intelligence Directorate
decided to delete annually from Agency databases and tape storage BR
metadata whose record receipt date] . |For CY

2011, the Agency deletedU-BR metadata received beforel l - (B)(3)-P.L. 86-36

(U).The followmg methodology was used to complete the selector pair testing:

—CAHRE=TOYSAFVYEY) Step 1.~ ldentify-the contact "Chatnsl

'(65'65

these above criteria.

(U) Step 2 - Verify that the data received in the Before and Span listings
contained only selector pairs that met the criteria in Step 1.

e (U//FOUSH |
B)(3)-P.L. 86-36 l I
(b)(1) ° KIC/I //REL 1O US}“’ FVE‘{); l
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e —— (b)( 7
(b)(3) -P.L.. 86-36

(U) Step 3 - Establish a test methodology and criteria for the selector pa_lr
testing. o0

(U) Before listing:

| -

(b)(1 ) et
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

T (b)(1
(U) Span listing: (b)(3; P. L 86 36

(b)(1) ............ S e
(b)(3)-P:iL..  86-36

i
(b)(3)-P.L., 86 36 .........

p.L. 86-36

(U/IFEHS) Step 4 - Verify that] [would,
work as intended for the selector pair testing. Lo

o (U//FOUO)|

I,__

—TOPSECRET/STHNOFORA-
B-2
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T;)’(s)-P.L. 86-36

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36

(U) Selector pair test results

(U/ [#8Y60+ We found no instances of non-compliance during the selector
pair testing. Our testing found no error cases during the selector pair test.

RGO | ' I

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(B)(3)-P.L.. 86-36 mwww -Table-Bt:]_____|Rebuild (before and after metrics comparison)
(EHE)P.L 86- -
0
Quarantined rébthS added back (after rebuild)
rebuild _
l
(b)(3)-P.L. 8636
A FSHSHHH

B-3
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(U) Metrics Analysis Methodology and Results

(U) Metrics analysis

(U/ HFEP6T We found no instances of non-compliance during our metric
analysis. However, we were unable to perform both parts of the metrics
analysis as originally planned in the Audit Guide.

P55+ The intended purpose of the metrics analysis was twofold:

1) confirm that all records before were retiioved Trom the ~  (b)3)-P.L. 86-36
database, and (2) verify that the total number of records could be
—accounted-for-before-and-after-the rebuild was complete.

Although we were able to verify the first part, in that the selector pair testing

confirmed that the- records with first call dates before] (b](3)-P.L. 86-36

could ‘_be acéounted for (1 e., de eted or modified, or excluded by parsers on

of the metrics analysis because the net number of records decreased by
(b)(1) approximately| fe Table B1). However,[:____lofﬁclals

(b)(3)-P.L. 86-36 a11t1o_1pated that there would be some differences before the rebuild™ effort

= (b)(3) P.L. 8636

............. ) (RS SN Spec1f1cally,con"oluded that the decrease of

(b)(1) records happened because the rebuild had been performed using the most

(b)(3)-P.L. 86-36  yyrrent parser configurations, which had been refined over time to capture
more precisely records with a Counterterrorism value. As a result, the

current f'rsers allowed fewer records in aggregate to be downloaded into

(b)(3)-P.L. 86-36

(U/ /#0506 Examples of modifications made to the parser configurations
designed to prevent certain types of records from being processed mclude
instances in which:

|Were

lwas

. o L lwas excluded,

» ~FSFSH-NFY records were rejectedl |
N |
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(U) APPENDIX C

(U) Full Text of Management Response
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SECURITY CLASSIFICATION

NSA STAEF PROCESSING FORM ‘

70 EXREG CONTROLNLMHBER KCC CONTROLNUMBER

9)(¢] 10690-11

THRU ACTION EXREG SUSPENSE
ZAPRROYAL l

crt‘l:lllsCT o ' XCCSUSPENSE

(U/Fetoy SIG]NT Dlrectorate Response to the OIG Draft  IsteaTuRE r‘

Report'on the Audit of NSA Control to Comply with the FISC o ECENENT SUSPENSE

Order Regarding Business Record Retention (ST-11-0011) [X_| INFORMATION l

DISTRIBUTION

SID, 802. 83

SUMMARY

PURPOSE: (U/FeH6) To provide the SIGINT Directorate's (SID) response to the Office of the
Inspector General (O1G) Draft Report on the Audit of NSA Control to Comply with the Foreign Intelligence
Surveillance-Court (FISC) Order Reégarding Business Record (BR) Retention (S1-11-0011).

BACKGROUND: U//'FSBG) From April through June 2011 the NSA OIG performed testing and
procedural reviews to assess the Agency's ‘compliance with BR. retention, On the basis of the information
mvxewed the OIG found no instances of non-compliance for the CY2011 terms. However, three areas were
for:future. lmprovemem (H develnp 4 plan and written procedures to document the Ageney’s BR
stention process, (2) develop a process to.research quarammed records, and (3) accurately document parser
configiirations.. As a result. a smgle xecommendanon (R«.C(‘:mmcndatmn 2) was aSSIgncd to the[:i
I VHFOES) Update; parser- documentation (o'ieflect accurate by
thie current configindiions: i use. Gomg forw d, this-decumentation should be. ipdatéd as new
configuration.changes are made to the parsers.” T

(b)(3)-P.L. 86-36

(U/H-GE-}G) Recommendatmn 2 was subsequently tasked to SID o
of the issue and identification of planned corrective lmns

U/Eeds) SID concury. o Kecominendation 2. l:]completed its update of the parser
land will continue to update the documentatlon as configuration changeq are
will also feview the documentation on a a quarterly basis to verify it:is up~to-date.

DISCUSSION; (

maie to the parsers.

(U) SID requests OIG closure of Recommendation 2.

rilten agknqwledgg:menton thevalidity
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TD Respense to 8T-11-0011

Factual Accuracy: T1 comments

1. The term “Call receipt date” could be misleading. Suggest
using the term “Record Receipt Date”. NSA does not receive
“calls” from the providers, we receive metadata records.

Recommendation #1: =—fTsfrss/~4% Establish a process to research
cquarantined records before they are removed from guarantine and
included in the Agency’'s BR repositories.

LEAD ACTION: chief, [ .

CONCUR/NON-CONCUR: Concur witﬁ“rgcommendation. | |will
write a process to Research and Angly;e any quar;ntined records
in order to determine if any records éﬁou;d be iﬁcluded in the
Agency's BR repositories. o

ESTIMATED COMPLETION DATE: | (b)(3)-P.L. 86-36

Approved byl f”chief T1

Recommendation #3: ~#d-~aF+H# Prepare a plan that documents
the Agency’s major initiatives for complying with the terms of
the Order. This plan should be flexible and updated to reflect
changes in terms of the Order, systems and databases that store
BR metada, and identify the organizational resources and
milestones for completing future aging-off efforts of BR
metada. Furthermore, ensure BR retention rules as defined in
the Order are documented in the Compliance Standard for
Retention.

LEAD ACTION: Chief TD COffice of Compliance and Deputy Director,
T1)

CONCUR/NONCONCUR: Concur: In June 2011, at the request of the
Compliance Steering Group, TV and SV jointly authored the
approach to developing compliance standards, deriving applicable
technical requirements, and publishing the requirements for
compliance certification. Consistent with the documented
approach, the draft Retention standard, to include BR data, has
hbeen submitted to TV. And TV is currently documenting and

Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20361001




DOCID: 4230262

REF ID:A4177267
—LOPSFEREFASAAOFORN—
ST-11-0011

(b)(3):P.L. §6-36

~FEP-SEERETCOMIIT/NOFORN ™

vetting the technical requirements for retention (age-off).
These recuirements are expected to be published in October for
developers’ reference. At such time, Tl and other developer
organizations will be provided requirements specific to
retention issues.

ESTIMATED COMPLETION DATE: Compliance certifications will
include a verification of retention procedures/code as of

Recommendation #4: ~FPS/ ‘554 Prepare written procedures that
document the roles and responsibilities for the organization
involved in the BR retention effort. These procedures should
also document the process for researching guarantined records

Director, Tl “Vlcé”l b

CONCUR/NON-CONCUR: Concur with modified recommendation. TD
Compliance will outline the roles and responsibilities for
organizations involved in the BR process. T1 will describe the
procedures for researching guarantine records. The

development team.[::::::] wxll document their procedures to;
include roles, respon=1bllltles and procedures for handling the
BR data. We have reauested the dbcument be completed b

ESTIMATED COMPLETION DATE: l

General Comments:

NOFORN -
e FLecommend that the flnal ver51on of this. 1epult bz providad
to the £z am for use in develﬂplng requirements

for the BR-FISA pn;tlnn of

The organization is

A,

C-3
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NATIONAL SECURITY AGENCY/CENTRAL SECURITY
SERVICE

Further dissemination of this report outside NSA is
PROHIBITED without the approval of the Inspector
General.

—(TSTTSHINF) Report on NSA Controls to Comply with the
Foreign Intelligence Surveillance Court Order Regarding
Business Records Collection

ST-12-0003
01 August 2012
ppproved for Release by NSA on 08-06-2015. Derived From: NSA/CSS Manual 1-52
OlA Case #80120 {litigation) Dated: 08 January 2007

Declassify On: 20370108
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered bythe NSA Director and by statute, the Office ofthe Inspector General conducts audits,
investigations, inspections, and special studies. Its mission isto ensure the integrity, efficiency, and
effectiveness of NSA  operations, provide intelligence oversight, protect against fraud, waste, and
mismanagement of resources by the Agency and its affiliates, and ensure that NSA activities comply with the
law. The OIG also serves as an ombudsman, assisting NSA/CSS employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations. Performance audits
evaluate the effectiveness and efficiency of entities and programs and their internal controls. Financial audits
determine the accuracy ofthe Agency’s financial statements. All audits are conducted in accordance with.
standards established by the Comptroller General of the United States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous tips) about fraud, waste, and
mismanagement. Investigations may beundertaken inresponse tothose complaints, atthe request of
management, as the result of irregularities that surface during inspections and audits, or at the initiative of'the
Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions comply with federal law,
executive orders, and DoD and NSA policies. The 10 mission is grounded in Executive Order 12333, which
establishes broad principles under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and efficiency of Agency components.
The Field Inspections Division also partners with Inspectors General ofthe Service Cryptologic Elements and
other IC entities to jointly inspect consolidated cryptologic facilities.
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NATIONAL SECURITY AGENCY
* CENTRAL SECURITY SERVICE

01 August 2012
"IG~1143‘7‘—12 '

TO: DISTRIBUTION

‘SUBJECT: (PSS Report on NSA Controls to Comply with the Foreign
- Intelligence Surveillance Court Order Regarding Busmess Records Collectmn
(ST-12- OOOS)——ACTION MEMORANDUM

1.—(”?S+7‘S{7H‘-PJ-F)-This report summarizes our review on NSA Controls to
“Comply with the Foreign Intelligence Surveillance Court Order Regarding
. “Business Records Collection and incorporates management’s response to the
draft report.

2. (U/ FFeY6Y As required by NSA/CSS Policy 1-60, NSA/CSS Office of
the Inspector General, actions on OIG recommendations are subject to
monitoring and follow-up until completion. Consequently, we ask that you

. provide a written report concerning each “OPEN” recommendation in the
- following circumstances: when your action plan has been fully implemented;
when your action plan has changed; or if the recommendation is no longer
valid. The report should provide sufficient information to show that corrective
“actions have been completed. If a planned action will not be completed by the
original target completion date, please state the reason for the delay and give a
revised target completion date. Reports should be sent to[
Assistant Inspector General for Follow- up, at OPS 2B, Suite 6247 or by emall

B | (b)(3) -P.L. 86-36

3. (U) We apprec1ate the courtesy-and” cooperatmn extended to our staff
_throughout the review..-For’ #dditional information, please contact
| at'963- 0936( s) or by e-mail at -

GEORGE BELLARD
Inspector General



EF ID:R4177277

DOCID: 4230264
- ST-12-0003

REF ID:

(U/ /FOB6) DISTRIBUTION:
- DL SIDIGLIAISON
- DL TD_REGISTRY

ce:

.~ DOC (J. Delong)
D4 ]
0GC]
ST
Sy [
SV4
- sv42
S3132
S31323]
S353] {
- 53531] I
~T12 m
T121
Ti22 "
. T1227] ———

- T131 e
- T1313 T

~ DOJ NSD R -

"(b)(3)-P.L. 86-36

IG ((b)(6).
D1
D11 '
D12
D13
D14



DOCID: 4230264 REF ID:A4177277

—TOP-SECRET/ST/NOFORN

ST-12-0003

(U) TABLE OF CONTENTS
(U) EXECUTIVE SUMMARY riciniininsennmmuisinniin somesisssmmmmssinssssnsmens sosresmesmsssssssssssnns iii
L. (U) BACKGROUND .....ooiiiiirricimiiiiinens snrcsssnmsssssssstisssessissns sesssssssssssssesessssssssssenss ons 1
Il. (U) FINDING AND RECOMMENDATIONS ....oocoiiiiiniiinnniinnins sssermssnsmemsesssenmens 5
—FSHSHANR FINDING: BR Program Processes Must Be Improved ......................... 5
ML (U) OBSERVATIONS ...t vt s 11
IV. (U) SUMMARY OF RECOMMENDATIONS ....cooiiiiinnirninininns sosinsnnssessssessansnnes 13
V. (U) ABBREVIATIONS AND ORGANIZATIONS ..o semseersesssmsseseens 15

APPENDIX A: (U) About the Special Study
APPENDIX B: 4FSH#SINE) Business Records Systems

APPENDIX C: '("FS#S'&HNH-Agency Foreign Intelligence Surveillance Act
Business Records Collection Stakeholders

APPENDIX D: (U) Full Text of Management Response



DOCID: 4230264 . REF ID:24177277
, ~FOP-SECREFASENOFORN—
ST-12-0003

(U) This page intentionally left blank.

174



DOCID: 4230264 REF ID:A4177277

ST-12-0003

(U) EXECUTIVE SUMMARY

(U) Overview

—tPS7/8HF This report summarizes the results of our special study of
National Security Agency (NSA) controls to comply with the Foreign Intelligence
Surveillance Court Order regarding business records (BR) collection. From
December 2011 through March 2012, we performed testing and procedural
reviews to assess the Agency’s compliance . Other than one incident NSA
reported during our review, we found no other instance of non-compliance
with the terms of the Order for BR collection during calendar year 2011.
However, we noted areas for improvement .

(U) Highlights

The Agency should improve BR processes to strengthen controls
and help reduce the risk of non-compliance.

» FSHSHNF- Program material BR FISA program material is not
centrally located or accessible to stakeholders .

o {FSH-SH-E} Meeting notes Meeting notes of mandatory quarterly
meetings with Department of Justice National Security Division are not
kept.

O ey | !

(b)(3)-P.L. 86-36. I |
(b)(3)-50 USC 3024(i)
s A{FS,LSLLLNEL Management oversight Management does not have a
process to review sampling .

(U/ /#0464 Structure code test There is no process for periodic reviews
of the structure code test used in sampling .

(U) Management Action

(U/ /FEYB+ Signals Intelligence Directorate personnel agreed with the
Inspector General recommendations. The planned actions meet the intent of

the recommendations.

iii
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(U) BACKGROUND

—{TSH#HSHINF) Business Records (BR) Order

(b)(3)-50 usc 3024(1)

—FSHSH-FH Pursuant to a series of Orders issued by the Foreign
_Intelligence Surveillance Court (FISC) beginning in May 2006 to comply with
‘the Foreign Intelligence Surveillance Act of 1978 (FISA), the National
Security Ageticy-(NSA) has been receiving certain call detail records (CDRs)
or telephony metadata froml::ltelecommumcatlon s providers . NSA refers

. to these BR Orders collectively as the “BR Order” or “BR FISA.”

-(-¥S7‘+S-L,L,LNR).The BR Order provides NSA access to records of telephone

calls-between the United States and abroad or wholly within the United
“, States: | |

This collection of information is not available to NSA through its
other foreign intelligence information collection. It is valuable to NSA
analysts tasked with identifying potential threats to the U.S. homeland and
interests abroad because it enhances analysts’ ability to identify, prioritize,
and track terrorist operatives and their support networks in the United
States and abroad, primarily using call chaining analysis.

-(FSHSHHFr Collection provisions of the BR Order

—~FS#+SH-H The BR Order requires providers to provide daily an electronic
copy of all records or telephony metadata. The Order defines telephony
metadata as comprehensive communications routing information, including
but not limited to session-identifying information (e.g., originating and
terminating telephone number, International Mobile Subscriber Identity
number, International Mobile Station Equipment Identity number, trunk
identifier, telephone calling card numbers, and time and duration of call).
Telephony metadata does not include the substantive content of
communication s or the names, address es, and financial information of
customers.

~FS/5H-N- Exhibit B For each renewal of requested authority, NSA must
file with the FISC a report that describes, among other things, proposed
significant changes to the way in which the CDRs are received from
providers and significant changes to the controls NSA has in place to
receive, store, process, and disseminate BR metadata.

—FSf S~ Exhibit C At least once during the authorization period of an
Order, NSA’s Office of General Counsel (OGC), its Office of the Director of
Compliance {ODOC), the Department of Justice’s National Security Division
(DoJ NSD), and other appropriate NSA representatives must meet to assess
compliance with the FISC Orders. Traditionally, this meeting must include
a review of a sample of records obtained to ensure that only approved
metadata is being acquired. The results of this meeting must be submitted

Y
S k.

1
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to the FISC in writing as part of any application to renew or reinstate the
) authority requested. Exhibit C of the application summarizes the quarterly
(oy(1y e mieeting ' | the requirement of the Order to review a sample
(b)(3)-P.L. 86-36  of records obtained changed to a review of NSA’s monitoring and assessment
to ensure that only approved metadata are being acquired.

—(FSHSHNE) BR collection process
SN | I

‘ 0 ise. 3024(.)

| The FISC
. Order does not requure] |to produce telephony metadata for
', communications originating and terminating in foreign countries.
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(b)(1) ...............
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(b)(3)—50 USC 3024( i)~
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A,
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86-36.

—+FSH5HINF)-Criteria to Assess Agency Compliance with the BR Order
(16
“FSHSHNF-BR Order (b)(3)-P.L. 86-36
—FS4ASELANEL Minimization procedures in FISC BR Order:jrequire

that NSA and DoJ NSD conduct oversight of NSA’s activities. The Order
states that at least once during the authorization period:

=FESHSHANE NSA's OGC, Office of Director of Compliance (ODOC), NSD/Dol, and
any other appropriate NSA representatives shall meet for the purpose of assessing
compliance with the Court’s Order. Included in this meeting will be a review of a sample
of the call detail records obtained to ensure that only approved metadata is being
acquired. The results of this meeting shall be reduced to writing and submitted to the

Court as fart of an} apphcatlon to renew or lemstate the authority requested hexem

the FISC a 1eport that descubes 'unong other tlnngs a descnptmn of any ploposed
significant changes in the way in which records would be- tegeived from the Providers
and any significant changes to controls NSA has in place to recéive;- -store, p10cess and

disseminate the BR metadata. (b)(1 )

(U) Internal controls (b)3)-P.L. 86-36
(U) NSA/CSS Policy 7-3, Managers’ Internal Control Program, 14 February
2012, implements the Government Accountability Office’s Standards for
Internal Control in the Federal Government, November 1999. Policy 7-3
requires managers “to institute the needed controls.” According to the
policy, internal control is

Rwizisirrmencmerr )| o

[ [

PSS On the basis of factual and practical considerations of evervday life on which 1easonable
persons act, there is a RAS that the selection term to be queried is

and rudent

TOP-SECREFASHNOFORN- (b)(3)-P.L. 86-36
3 (b)(3)-50 USC 3024(i)
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[U] a system of guidance, instructions, policies, regulations, procedures, rules or other
organizational instructions intended to determine the methods to be employed to carry out
mission or operational actions or objectives, and ensure that programs achieve intended
results.

—{ PSS Table 1 depicts NSA/CSS Policy 7-3 categories of internal
controls, which we applied to the BR FISA Program to evaluate the risk of
non-compliance .

(U) Table 1: NSA/CSS Policy 7-3 Categories of Internal Controls
V)

T

(U} Established written procedures that are complete, accurate, and
Documentation available for examination. Consists of regulations, policies, procedures,
and/or standard operating procedures.

Record (U) A written description of what has happened.

(U} Key duties and responsibilities in authorizing, processing, recording,
and reviewing official NSA/CSS transactions should be separated

Structure , among individuals. Managers should exercise appropriate oversight to
ensure that individuals do not exceed or abuse their assigned
authorities.

Authorization (U} Procedures are in place to prevent people from exceeding their

authority or misusing government resources.

(U) Consists of the assignment, review, and approval of work. This
Management control requires that management provide guidance and training to
reduce loss of resources and increase achievement of results.

(U} Any method or device that can be used to restrict access to
government resources. This control may utilize safes, vaults, locked
rooms, locked desk drawers, computer log-on identification , and
passwords. '

Security

V)
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(U) FINDING AND RECOMMENDATIONS

o)1), FSHSHANF) FINDING: BR Program Processes

(b)(3)-PL. 86-36
(b)(3):50 USG-3024() Must Be Improved

-(TS#SM‘N‘F) Other than the compliance incident described, we found no other
: _instance of non- compliance with the Order for BR Retention during CY2011.
However, the Agencj-must centralize program documentation and make it

access:ble to all stakeholders Notes of mandatory quarterly meetings with DoJ
NSD personnel should be kept | |

l e | Management reviews of sampling
thatl ' |personnel perform is required. The structure code
used in samplmg] |should be reviewed and

updated periodically. Improving BR processes will strengthen the controls
already in place and help reduce risk of non-compliance.

“(b)(1)

(U) Non-Compliance Incidents (6)(3):P.L. 86-36

records fcontained credit card
information. Notification to the FISC was not provided upon recogmnon
because it was OGC’s understanding that this must be reported only when
credit card information was viewable by analysts in]
,,,,,,,,, ' Subsequently, OGC learned that DoJ maintains a different view:
... dentification of credit card information, regardless of whether the credit
- cardinformation was viewable by intelligence analysts, must be reported to
“thre-Court. Accordmg to] |analysts credit card information never
__"_menteredl lbecause the parser rules prevented the fields

(b)(3)-P.L. 86-36 performs daily and weekly sampling of records to identify non-compliant

data.

RSN |

o)1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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(U) Program Documentation

~{F5/51F The BR FISA program has two SharePoint sites that contain
historical information on the program. One site is maintained by the

|and contains e-mails from a former BR

_p ~ge:36-FIoA Program Manager. The second site is sporadically maintained by

B3P 8636

personnel from Oversight a#id Compliance-(SV)- | |

—~FS/+SH-} The BR FISA Program Lead is concerned that program

documentation is in different locations and is not updated on the SharePoint
site. He believes that all program material should be maintained centrally
and be easily accessible. He stated that a recent response to a
Congressional “Question for the Record” might not have been consistent
with a previous response because the historical information was not
included on the SharePoint site for reference.

In addition to a weekly compliance meeting with NSA
stakeholders , there is a Court-mandated quarterly compliance meeting of
Deod NSD, NSA OGC, NSA ODOC, and other NSA personnel. Representatives
of the OIG attended a quarterly compliance meeting on 1 February 2012,
and questions regarding previous quarterly meetings were raised. The OIG
observed NSA participants recollecting decisions and discussions from
previous meetings. NSA does not maintain notes of discussions and
decisions made during these mandatory meetings.

SIS LASH-ANFYT Part of the reason that program documentation is not updated
centrally and meeting notes are not maintained is that the BR FISA Program
no longer has a Program Management Office (PMO). The Program Lead has

_no staff and relies on individuals from various organizations:-

(U/ a6 Effect Lack of complete and final historical documentation in a
central location accessible to stakeholders could lead to misinformed
decisions and reporting on the program.

-FESHEHNFE) Consolidate and maintain all final BR FISA Program material in a
central location accessible to NSA stakeholders.

(ACTION: BRFISA Program Lead)
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(U) Management Response

(U) AGREE All final program material will be maintained on the existing SV
SharePoint site by 28 September 2012,

(U) OIG Comment

(U) Planned action meets the intent of the recommendation. Upon
confirmation that all final program material is consolidated on the SV
SharePoint site, the OIG will close this recommendation.

Maintain meeting notes of quarterly compliance meetings with
DoJ NSD.

(ACTION: BR FISA Program Lead)

(U) Management Response

(U) AGREE Management will maintain quarterly compliance meeting
documentation on the SV SharePoint site.

(U) OIG Comment

(U) Planned action meets the intent of the recommendation. Upon
confirmation that management maintains quarterly compliance meeting
notes on the SV SharePoint site, the OIG will close this recommendation.

(U) Reconciling Data from Providers

{PSF+-SHH-NEH

(b)(1 ) .......

(b)(3)-P.L:'86-36
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itrg |- |
] would identify problem ] Wlth provider]

-P.L. 86-36

%NSA recelves.

(U) Management Response

(ACTION:

(U) AGREE For each provider, management will establish a reasdnable
periodicity for reconciliation that is technically feasible, yet meets OIG’s
recommendation.

(U) OIG Comment

(U) Planned action meets the intent of the recommendation. Upon
confirmation that management has begun reconciling the number of BRs
that providers send with the number NSA receives, the OIG will close this
recommendation.

(U) Management Reviews and Structure Code

Dmanagement receives weekly BR FISA comphance reports
'weekly status reports and attend s monthly project review meetings on

erformed- byL_[personneI “However; [f]
management does not review personnel’s daily and weekly sampling of
records received from providers.

. (U/ /#8868 GAO’s Standards for Internal Control in the Federal Government

. include monitoring: Internal controls should generally be designed to
‘ensure that ongoing monitoring occurs in the course of normal operations.
This includes regular management and supervisory activities, comparisons,
reconciliations, and other actions that personnel should take in performing
their duties.

"'"-[—_—JperSOﬂl’lel run daily and weekly queries on CDRs to answer

five questions, as part of the sampling process controls to verify NSA’s
compliance with the Order:

o I ——— |
(.6)(1 )
-FOP-SEEREF/ ST NOTFORN- (b)(3)-P.L. 86-36
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2. PSS ]
(b)(3)-Pi 8636 "8";""'"(’U‘/7’-F6-H'6')| ' Iadhere to expectations?
4. (S8R Did | (1)

)(3)-P.L. 86-36

5. {PSfySHNFr Did[ |

—FSSH-NF The resultS‘AAostampling are submitted to ODOC in weekly

‘compliatice reports and provides it to the Director of Compliance for review.
" ODOC summarize s the weekly BR FISA compliance reports for DoJ NSD'’s
review before quarterly compliance review meetings.

J Each da ""E]runs manual scripts on all rec__g_;;gls...forlr___—_—__—_]
that carry ¢alling-card nugiibers:—NSA is no d to receive customer
financial information; therefore[  Jch: for credit card
numbers| |

{b)(1)

(b)(3)-P.L.
(b)(3)-50 USC 3024(ij

86-36....

Effect Management’s review of the sampling of records that
ersonnel perform will provide a layer of oversight and help ensure
compliance with the Qrdes.

(U/F-OYSY Implement a management. revie
personnel perfform. TUteen .
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(U) Management Response

(U) AGREE Management implemented a review process in June 2012 to
review the sampling during the team’s monthly project review meeting.

(U) OIG Comment

(U) Planned action meets the intent of the recommendation. This
recommendation is closed.

(UHeUE) Implement a process to conduct periodic reviews of the structure

code.

(action:[ ]

(U) Management Response

(U) AGREE Dha-s~~i~m lemented. a brocess to review the structure code
quarterly to verify that software-remains. . :
(b)(3)-P.L. 86-36
(U) OIG Comment

(U) Planned action meets the intent of the recommendation. This
recommendation is closed.

10
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I1l. (U) OBSERVATIONS

(U) Parameters for Defining Significant Changes

“BS15H- Guidelines have not been established to define significant
changes in the way that records are received or in the controls NSA has in
place for BR metadata.

For each renewal of authority, NSA must file with the FISC a
report, Exhibit B, that describes significant changes proposed to the way
records are received from providers and to the controls NSA has in place to
receive, store, process, and disseminate records.

—FSH+S5H-NF The OIG asked stakeholders for the definition of “significant”
or agreed -on guidelines for determining significance, but a common
definition could not be.identified.|

""" | | OGC believes that items that could be considered significant would
be discussed during the weekly BR FISA meetings. NSA OGC and DoJ NSD
ultimately dete