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D
648220

643240
645279
648312
648313
642314
643315
648338
648388
642400
643437
648459
642495
643516
648539
648658
648751
542789

648846

648881
648921
642968
649004
649216
649289
549335
649408
549417
649432
649433
649461
649516
649541
649630
649677
649717
549728
649786
649791
649851
549866
549857
649919
650031
650059

 Date Created

10/4/2010 5:39

110/4/2010 10:43
110/5/2010 8:49

'10/5/2010 13:44
110/5/2010 14:33

10/5/2010 14:33

110/5/2010 14:33

10/5/2010 16:21

110/6/2010 13:10

10/6/2010 14:40
110/7/2010 8:37
110/7/2010 13:08

10/8/20105:38
110/2/2010 7:12
10/8/2010 10:07

10/12/2010 11:41
10/14/2010 7:18
10/15/2010 5:17
10/18/2010 6:09
10/18/2010 14:59
10/19/2010 9:20
10/19/2010 16:07
10/20/2010 16:40
10/25/2010 13:48
10/26/2010 15:26
10/27/2010 10:38
110/28/2010 10:24

10/28/2010 11:49
10/28/2010 14:25
10/28/201014:37

10/29/2010 6:33
110/29/2010 20:00
111/1/2010 6:37
111/2/20107:53
'11/2/2010 12:47

11/3/2010 7:32

11/3/2010 9:55

11/4/2010 6:18
'11/4/2010 7:09
111/4/2010 15:36

11/5/2010 7:34
'11/5/2010 7:46

11/5/2010 14:40
11/9/2010 12:44
'11/10/2010 7:22

Category
Malicious Code

Malicious Code
Malicious Code
Malicious Code
Malicious Code

Malicious Code

| Malicious Code

Malicious Code
Malicious Code

Compromise - User (Intrusion Successful)

[ Malicious Code

Malicious Code

Web Defacement

‘ Compromise - User (Intrusion Successful)
"Malicious Code

‘Unauthorized Use

‘Unauthorized Use

‘Malicious Code

‘Malicious Code

‘Maliclous Code

“Malicious Code

Maliclous Code

'Ccmpromi:e - Root (Intrusion Successful)
"Malicious Code

‘Malicious Code

‘Malicious Code

'Compromlse - Root (Intrusion Successful)
.Malicicus Code

'Comproml:e - User (Intrusion Successful}
| Malicious Code

Malicious Code

'Malicious Code

|Malicious Code

| Malicious Code

'Malicious Code

[ Malicious Code

|Web Defacement

| Malicious Code

| Malicious Code

[Malicious Code

[Malicious Code

iMaIi:ious Code

gcomprcmisc - User (Intrusion Successful)
Malicious Code - o

Malicious Code

Program Office

|Status
Closed

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed




650063 11/10/2010 7:31 Unauthorized Use Closed
650117 711/11/2010 11:08 Malicious Code Closed
650162 11/12/2010 11:23 Malicious Code Closed
650244 -11/15/2010 14:12 Unauthorized Use Closed
650289 11/16/2010 8:26 Malicious Code Closed
650291 711/15/2010 10:57 DOS Successful Closed
650400 11/18/20107:24 Malicious Code Closed
650445 ‘11/18,.’2010 16:57 Malicious Code Closed
650461 “11/191’2010 7:04 Malicious Code Closed
650473 ‘11/19/2010 2:47 [Unauthorized Use Closed
650434 11/19/2010 13:38 'Malicious Code Closed
650552 11/22/2010 14:09 ‘Maliclous Code Closed
650576 11/23/2010 9:35 ‘Malicious Code Clozed
650643 11/24/2010 13:13 "Unauthorized Use Closed
650666 11/26/2010 7:48 "Maliclous Code Closed
650741 11/29/2010 14:18 ‘Malicious Code Closed
650858 12/1/2010 7:12 ‘ Malicious Code Closed
650871 ‘12/1/2010 7:52 "Malicious Code Closed
650823 112/1/2010 8:40 ‘Malicious Code Closed
651005 '12/2/20108:39 'Malicious Code Closed
651044 '12/3/2010 4:43 'Malicious Code Closed
651057 12/3/2010 8:08 ‘&ompromise - User (Intrusion Successful) Closed
651080 712,/3,1’2010 11:24 i Malicious Code Closed
651167 12/6/2010 9:31 Malicious Code Closed
651354 '12/8/2010 10:20 [ Malicious Code Closed
651652 12/14/2010 11:04 Compromise - Root (Intrusion Successful) Closed
651657 12/14/2010 12:02 Compromise - Reot (Intrusion Successful) Closed
651735 12/16/2010 3:56 Malicious Code Closed
651909 12/20/2010 13:20 Malicious Code Closed
651917 12/20/2010 16:12 DOS Successful Closed
651947 '12/22/2010 7:51 Malicious Code Closed
652282 12/28/2010 13:57 Malicious Code Closed
652419 -1/3,"2011 9:57 Unauthorized Use Closed
652543 71/5,"2011 13:07 Malicious Code Closed
652706 1/10/2011 14:11 Malicious Code -Closed
652753 11/11/2011 16:50 Malicious Code Closed
652775 '1/12/20119:25 Malicious Code Closed
652792 '1/13/2011 5:18 Malicious Code Closed
652922 .1/18/2011 8:26 Malicious Code "X atior [ Closed
652923 1/18/2011 8:35 Compromise - Reot (Intrusion Successful) 3¢ T B 7 ( Closed
652934 1/18/2011 10:26 Unauthorized Use Exe wion b : : WE Closed
652942 '1/18/2011 12:42 Compromise - User (Intrusion Successful) Exe y ’ ME Closed
652943 1/18/2011 12:42 Compromise - User (Intrusion Successful) Evo ) ( iz \ 3 Closed
652960 1/18/2011 14:37 Malicious Code e . on ? ) l Closed
652969 '1/181’2011 17:43 Compromise - User (Intrusion Successful) ) e ion b . 3 : Closed
653035 11/20/2011 8:06 Malicious Code o lon = e 2 ‘ Closed
653163 11/21/201113:57 Malicious Code Exen (TUE : : : 3 I Clozed




653185
653213
653247
653275
653203
653329
653437
653448
653449
653540
653550
653598
653600
653652
653651
653738
653745
653854
653926
653932
654005
654046
854074
654101
654138
654284
654419
654443
654557
654615
854718
654237
6542876
654507
655001
655003
655027
655072
655220
655260
655269
655270
655326
655379
655567
655751
6552871

1/24/2011 6:07
1/24/2011 10:09
1/25/2011 10:29
1/25/2011 16:49
1/26/2011 10:33
1/26/2011 15:58
1/28/20119:21
1/28/2011 12:09
11/28/2011 12:09
'2/1/2011 8:05

" 2/1/20119:56

2/2/2011 7:17
2/2/20118:12
12/2/201112:44

12/2/201112:44

'2/4/20115:13
12/4/2011 9:46
2/8/20115:34
|2/8/201117:23
12/10/2011 5:55
[2/11/2011 6:33
[2/11/2011 11:18
[2/11/2011 15:39
fz/mjzon 7:50
[2/16/2011 8:23
2/18/2011 7:58
2/18/2011 10:40
2/22/2011 14:56
2/23/201113:32
2/24/2011 14:48
2/28/2011 10:25
3/1/20117:30
3}'1/2011 13:23
3/3/2011 10:14
3/3/2011 10:35
3/3/2011 17:15
3/4/2011 13:32
3/9/2011 14:42
3/10/2011 7:32
3/10/2011 9:39
3/10/2011 9:45
3/11,"2011 10:45
3/14/2011 13:54
3/18/2011 6:39
3/21/2011 10:41
3/22/2011 13:02

2/8/201116:41

Malicious Code
Malicious Code
"Malicious Code
"Malicious Code
‘Malicious Code
'Compromise - Root (Intrusion Successful)
Malicious Code
‘Malicious Code
‘Malicious Code
Maliclous Code
Malicious Code
|Malicious Code
IMaIi:‘Louﬁ Code
iMali:tcus Code
Cémpromisé - Root (Intrusion Successful)
Malicious Code
Compromise - Roct (Intrusion Successful)
Malicious Code
Malicious Code
Compromise - Root (Intrusion Successful)
Malicious Code
Compromise - User (Intrusion Successful)
Malicious Code

| Malicious Code

Unauthorized Use
Malicious Code

Unauthorized Use

Malicious Code
|Malicious Code
[Malicious Code
[Malicious Code
| Malicious Code
lMaIicious Cede
| Malicious Code
|DOS Successful
.Malicious Code
[Malicious Code
'Malicious Code
|Malicious Code
' Malicious Code
'Malicious Code
' Malicious Code
'Malicious Code
.Comprcmlse - User (Intrusion Successful)
"Malicious Code

" 'Maliclous Code

'Malicious Code

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
_C[osed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed




656035
656041
656091
656262
656270
656368
656418
656419
656658
656737
656819
656895
656979
656993
657186
657371
657415
657431
657655
657674
657699
657701
857797
657910
657917
858037
658125
652159
658183
£58190
652279
652354
652406
658506
658544
658621
652623
658676
658767
652829
658530
658852
658853
658985
£55015
659037
659068

3/24/201110:17
13/24/2011 10:38
13/25/2011 6:12
13/29/20115:54
'3/29/2011 6:09
13/29/2011 13:19
'3/30/20119:37
'3/30/20119:37
47472011 6:30
la/4/2011 15:52

“laf6/2011 9:27

‘4/71’2011 16:15
4/8/2011 14:53
4/9/2011 0:21
4/12/2011 7:01
4/15/2011 8:30
4/15/2011 13:50
4/16/2011 9:00
4/18/2011 6:51
4/18/2011 8:45
4/18/2011 11:11
4/18/2011 11:23
'a/18/2011 9:41
|4/20/2011 12:21
4/20/2011 14:17
4/22/2011 0:02
4/25/2011 8:35
4/25/2011 13:04
4/26/2011 6:05
4/26/2011 7:24
4/26/2011 14:18
4/27/2011 4:52
4/27/2011 11:57
4/28/2011 10:47
4/28/2011 15:31
4/29/2011 12:04
4/29/2011 12:17
'5/2/2011 1:46
15/2/201112:39
'5/3/2011 7:00
'5/3/20117:03
'5/3/20119:31
'5/3/2011 10:01
'5/5/2011 7:51
'5/6/20115:26

“5/6/2011 12:00

[5/6/2011 16:26

Malicious Code
' Malicious Code
'Malicious Code
'Malicious Code
Malicious Code
'Ccmpromkse - User (Intrusion Successful)
‘Malicious Code
‘Malicious Code
"Malicious Code
‘Campromisc - User (Intrusion Successful)

'Malicious Coce

Compromise - User (Intrusion Successful)
Malicious Code

Compromise - Root (Intrusion Successful)
Malicious Code

Malicious Code

Malicious Code

}'Ma\‘\c‘\ous Code

iMch‘\cus Code

jMch'\cu: Code

: Compromise - Root (Intrusion Successful)
‘Mch‘\cus Code

‘ Compromise - User (Intrusion Successful)
‘Malicious Code

‘Web Defacement

Malicious Code

Malicious Code

Unauthorized Use

"Malicious Code

"Malicious Code

‘Malicious Code

Malicious Code

-Maliclou: Code

Compromise - User (Intrusion Successful)
‘Malicious Code 7

'Malicious Code
‘Web Defacement

.Compromise - Root {Intrusion Successful)
| Malicious Code '
Ccmp;orni::e - User (Intrusion Successful)
‘Unauthorized Use

'Malicious Code

'Malicious Code

'Malicious Code

| Malicious Code

| Web Defacement

;Ma]iciou: Code

Closed
Closed
Closed
Closed
Closed
Closed

Closed

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed




659123
659128
659244
659276
659366
659397
659470
659486
659513
659618
659619
659621
659667
659585
659710
659231
659236
659840
659844
659853
659854
659856
659861
659864
659869
659871
659919
659977
659991
659996
660002
660032
660097
660128
660133
660187
660200
660389
660567
660581
660643
660644
660662
660638
660715
660773
660328

[5/9/2011 13:19
5/9/2011 14:20
5/11/2011 7:41
5/11/201112:27
‘5/12/2011 1221
isflz,fzon 17:20
|5/16/2011 6:34
[5/16/2011 7:56
[5/16/2011 10:18
'5/17/2011 14:03

| 5/17/201114:30

'5/17/2011 15:16
|5/18/20118:25
5/18/2011 5:56
'5/18/2011 13:45
5/20/2011 9:02
5/20/20118:38
5/20/2011 10:11
5/20/2011 10:21
5/20/2011 10:30
5/20/2011 10:39
|5/20/2011 10:51
5/20/2011 11:00
'5/20/2011 11:06
'5/20/2011 11:19
5/20/2011 11:22
'5/20/2011 16:03
'5/22/2011 13:12
15/23/2011 6:07
5/23/2011 6:47
5/23/2011 7:17
5/23/2011 9:00
5/24/2011 12:55
5/25/2011 8:00
|5/25/20118:31
|5/26/2011 7:22
|5/26/2011 9:26
is/i/zqn 8:31
[6/6/2011 10:05
:5/5/201'1 13:54
|6/7/2011 8:33

.

|6/7/2011 8:39
6/7/2011 10:43
6/7/2011 14:32
6/8/2011 5:28
6/8/2011 14:04
|6/9/2011 10:58

Maliclous Code
IMaIic‘\cus Code
| Malicious Code
iComrprumise - User (Intrusion Sucecessful)
:Malicicus Codc_ _

|Compromise - User (Intrusion Successful)
Malicious Code

Malicious Code

Malicious Code

Malicious Code

'Malicious Code

"Malicious Code

“Malicious Code

"Malicious Code

Malicious Code

‘Malicious Code

[ Malicious Code

'Malicious Code

“Maliclous Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

'Unauthorized Use

'Mallcious Code

‘ Ccmpromi.se - User (\nrrusion'Succc::fu\)
Malicious Code

Malicious Code

Compromise - User (Intrusion Successful)
Malicious Code

"Malicious Code

-Ccmprnmise - User (Intrusion Successful)
‘Malicious Code

'Unauthorized Use

"Malicious Code

'Malicious Code

| Malicious Code

'Malicious Code

'Malicious Code

[Malicious Code

[Malicious Code

Malicious Code

Malicious Code

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed




660535
661009
661074
661086
661278
661366
661390
661412
661501
661506
661507
661631
661632
661636
661635
661633
661634
661638
661768
561788
661819
661865
661910
661946
662273
662295
662583
662601
662659
663166
663194
663344
663355
663618
663750
663760
663777
663516
£63930
663985
664062
664254
664508
664961
665178
665274
665435

6/9/2011 11:25
6/14/2011 14:11
6/15/2011 12:54
6/15/2011 14:19
6/20/2011 11:56
6/21/201115:30
6/22/20115:26
6/22/2011 14:57
'6/24/2011 7:29
'6/24/2011 8:09
6/24/20118:25
'6/28/2011 11:16
'6/28/2011 11:16
6/28/201111:16
'6/28/2011 11:16
'6/28/2011 11:16
§/28/2011 11:16
6/28/2011 11:17
'6/30/2011 8:57
16/30/2011 13:49
'7/1/2011 6:06
7/1/2011 12:41
17/2/20115:25
17/2/2011 14:21
'7/6/2011 17:52
17/7/2011 5:50
17/10/2011 14:14
7/11/2011 6:35
|7/11/2011 13:02
|7/20/2011 11:53
17/21/2011 7:48
|7/22/2011 13:24
[7/22/2011 15:58
[7/27/2011 7:22
17/29/2011 9:17
17/29/2011 10:08
7/29/2011 11:48
|8/1/2011 7:23
|8/2/2011 16:02
18/4/2011 2:00
18/5/2011 10:28
'8/10/2011 1757
|8/23/2011 9:36
'8/25/2011 11:08
|8/30/2011 7:25
'8/31/2011 13:15
l9/2/2011 8:33

Maliclous Code

Malicious Code
Malicious Code
Malicious Code
Compromise - User (Intrusion Successful)

‘Malicious Code

"Malicious Code

' Malicious Code

| Malicious Code

Malicious Code

jMaliciou: Code

[Malicious Code

Malicious Cede

Malicious Code

Malicious Code

Malicious Cede

Malicious Code

Malicious Code

Compromise - User (Intrusion Successful}
DOS Successful

Malicious Code

Compromise - Root (Intrusion Successful)
Unauthorized Use

Compromise - User {Intrusion S-Qt:ce::ful)
Compromise - Root (Intrusion Successful)
Compromise - Root (Intrusion Successful)
Malicious Code

Malicious Code

Malicious Code

iMaIicious Code

iMaIicious Code

|Malicious Code

iMaIicious Code

[Malicious Code

iMaIIcious Code

Compromise - User {Intrusion Successful)
Malicious Code

Compromise - User (Intrusion Successful)
Unauthorized Use

Malicious Code

Malicious Code

Compromise - Root {Intrusion Successful)
Compromise - User (Intrusion Successful)
Compromise - User (Int_ru.-:ian Sﬁcc_cssful)
Malicious Cede

Unauthorized Use

Compromise - User (Intrusion Successful)

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Clozed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed




665553
665620
665709
665713
665736
665908
666082
666127
666183
666193
666325
666378
666695
666709
666817
666818
"les7146
667167
667210
667274
667278
657457
667811
667833
667946
667966
668139
668141
668197
668324
668660
668624
668858
665906
669143
669229
669334
669406
669460
669477
669502
669652
669677
669682
665710
668755
669851

9/6/2011 1234
19/7/2011 8:50
“lo/s/2011 11:25
9/8/2011 12:22
9/8/2011 18:08
9/13/20117:27
9/15/2011 12:13
9/16/2011 0:04
'9/16/2011 11:42
'9/16/2011 13:19
'9/20/2011 7:52
'9/20/2011 14:52
19/26/2011 10:34
[5/26/2011 13:34
9/28/2011 6:37
5/28/2011 6:37
10/4/2011 5:40
10/4/20118:11
10/4/2011 12:42
10/6/2011 1:53
[10/6/2011 2:52

110/7/201115:17

110/13/2011 16:30
110/13/2011 18:22

" 10/17/20116:36

110/17/20118:52
110/19/2011 15:07
10/19/2011 15:34
110/20/2011 9:55
110/23/2011 9:16
10/28/2011 9:53
10/28/2011 14:00
11/1/2011 9:41
11/1/2011 13:43
11/4/2011 123:58
11/7/2011 10:12
11/8/2011 13:53
11/9/2011 12:08
'11/10/2011 7:10
'11/10/2011 9:49
'11/10/201112:32
'11/15/20119:53
'11/15/2011 20:07
111/15/2011 20:52
111/16/20115:17
|11/16/2011 14117
|12/18/2011 6223

Malicious Code
DOS Successful
IUn:lutt'n;vrizel:i Use
'Compromlse - Root (\ntru:ioﬁ éucce:sfui)i
WCor}\;om'\se - User (Intrusion Successful)
‘Maliclous Code
"Malicious Code

Unautherized Use
' Malicious Code
‘Malici-ous Code

Unautherized Use

Malicious Code

Malicious Code
"Unauthorized Use
"Malicious Code
‘Malicious Code
‘Malicious Code
‘Malicious Code
‘Malicious Code
| Malicious Code
| Malicious Code

:Com_prcmise - Root (Intrusion Successful)
ICf:n-nprcmi:e - Root (lntru':icn Successful)
Unauthorized Use

Malicious Cede

Malicious Code

Malicious Code

| Malicious Code

[Malicious Code

| Malicious Code

'Malicious Code

Malicious Code

"Malicious Code

Compromise - User (Intrusion Successful)
‘Malicious Code

"Malicious Code

' Malicious Code

‘Cnmprom‘:se - Root (Intrusion Successful)
‘Malicious Code

‘Malicious Code

}-Maﬂ-c-i-oas_Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

'Malicious Code

"Maliclous Code

Closed

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed

Closed

Closed
Closed
Closed
Closed
Closed




670018 11/21/2011 16:11 Malicious Code Exernpti 3 (7 Exemption B(7)(C) and b(7)(E) [ Closed
670034 '11/22/2011 5:13 Malicious Cade Exem) 2I(E } ) v emption b7)(C) and b ) (E] Closed
670055 '11/22/201110:23  |Malicious Code ) Escemis EXemption db Closed
670125 '11/23/2011 6:15 Malicious Code mationibi e enotion d b(7)(E) Closed
670194 '11/25/2011 10:44 | Malicious Code ' B et y | S d ) Closed
670496 111/30/2011 8:29 Malicious Code Ecemptic ZA(E = 1mtion b 1d b(7)(E) Closed
670502 111/30/2011 9:08 Malicious Code Exernpiio I (E I - Exermntion b d I Closed
570520 111/30/2011 11:18 Malicious Code Erarmbtion - emption d bl Closed
670744 '12/2/2011 10:14 | Compromise - Root {Intrusion Successful) Semptior r 3 3 - : ( ) 3 ) Closed
670793 |12/3/2011 13128 |Unauthorized Use Exemplic : Excemnti ) s 3 (7)(E) Closed
670942 [12/6/20111537 |Malicious Code ) ernBton Bl ) cemption BI7)C) and b . Closed
570943 [12/6/2011 15:49 'Malicious Code S ornTion g B = ption b(7)(C) 2nc ] Closed
671004 12/7/2011 10:25 'Malicious Code Exernption b(7)(E Exemptic 7)(C) and & \ Closed
671029 12/7/2011 12:17 "Malicious Code emption b(7}(E | - Eemptionh ) 5 (7)(E) Closed
671033 12/7/201112:21 "Maliclous Code L Excemption BI7)IE " Erertion 7)E) Closed
671047 12/7/2011 15:11 ‘Malicious Code ' ntion BI7)(E FE ' - S e ntion -y Closed
671102 12/8/2011 12:45 ‘Malicious Code | aption b(7)(E > stion b ) Closed
671253 12/12/2011 12:28 "Malicious Code Exemption bl7)(E M Exernntion b d b | Closed
671276 12/12/2011 15:21 Compromise - User {Intrusion Successful) = stion BITIE =y { ) and b ) Closed
671307 12/13/2011 4:43 "Malicious Code e emption BIZ)IE Eerin| ; ‘ ) Closed
671345 12/13/2011 13:15 Malicious Code Exemption bl7)ME Exemption b(; ) (E) Closed
671485 12/15/2011 9:05 ‘Malicious Code embrion B7IE : ) an ) Closed
671548 12/16/2011 12:39 ‘Malicious Cade e 2 B(7)(E : 2(7)(C) anc (E) Closed
671605 12/19/2011 9:46 'Malicious Code B e S(7)(E = ion b(7)(C) and (E) Closed
671717 |12/20/2011 12:46 ‘Malicious Code Evemntion T s [ d (E) Closed
671907 |12/22/2011 9:04 Malicious Code e 5 (7(E ecinnle 7)(C) ) Closed
672153 12/28/2011 7:10 ‘Malicious Code xerantion b7 Exen 3(7) ol Closed
672161 12/28/2011 8:41 'Malicious Code Exemption B(7)E S emptio (7)(€) Closed
672166 12/28/2011 10:11 "Malicious Code Sveern s z E 3 Closed
672255 12/30/2011 4:14 'Malicious Code Exemption B ) B Exemption b d Closed
672305 1/2/2012 14:29 Malicious Code e oM { o (E} Closed
672533 |1/5/2012 14:02 ‘Malicious Code xemptic = 7 xemption b(7) s [ Closed
672603 [1/6/2012 221 Malicious Cade S 7ME erntionib i { b(7)(E) Closed
672630 |1/6/2012 9:49 Malicious Code : : Exe (7)(€) and b(7)(E) Closed
672918 :1/10/2012 11:17 Malicious Code e AT | : . (7) ) 7)E Closed
672922 |1/10/2012 11:35 Malicious Code Svwemntic z = on B3(7) (7 (E) Closed
672923 [1/10/2012 11:45 ‘Malicious Code ic B n BI7) 7 Closed
672938 |1/10,f2012 12:33 ‘Malicious Code : - =) d b7 Closed
672946 |1/10/2012 14:22 'Malicious Code . 2 S : J(C) 7)(E) Closed
672947 |1/10/2012 14:46 "Malicious Code - : : 3(7)(C) (7)( Closed
672014 i1!11/2012 13:30 ‘Comprom\:c—User {Intrusion Successful) =y : = : { ) 7) Closed
673065 |1/12,f20123:31 Unauthorized Use 7 , 3(7)(C) Al Flosed
672128 |1/13/2012 7:41 Compromise - Root {Intruslon Successful) on b7 =) 10 J( =17 Closed
672142 [1/13/2012 12:48 'Maliclous Code 5 =\ ( ) ) A7IC) and b(7)(E) Closed
673497 [1/23/2012 13:08 "Malicious Code ; : : dib(7 Closed
673534 [1/24/2012 6:45 " Compromise - User (Intrusion Successful) - - B 4 BT (E Closed

673540 |1/24/2012 7:29 Malicious Code - ) : b7 E]) Closed




673651 11/25/2012 16:59 Malicious Code Closed
673689 1/26/2012 10:14 ‘Malicious Code Closed
673798 1/30/2012 8:39 "Malicious Code Closed
673844 1/20/2012 15:29 'Compromise - Root (Intrusion Successful) Closed
673973 27120121007 " Unauthorized Use ) Closed
674096 2/2/2012 13:56 'Malicious Code Closed
674102 2/2/2012 15:20 Malicious Code ” Closed
674114 2/2/201217:11 Malicious Code Closed
674212 2/6/2012 7:47 | Malicious Code Closed
674255 2/6/2012 18:01 Malicious Code N Closed
674276 2/7/20126:38 Malicious Code Closed
674220 2/7/20127:11 Compromise - User (Intrusion Succe:sful') Closed
674285 ‘2/7/2012 7:36 Malicious Code ] Closed
674387 ‘2/8/2012 8:47 "Malicious Code Closed
674413 '2/8/2012 13:10 "Malicious Code ] Closed
674449 '2/9/20125:15 "Malicious Code ] Closed
674480 2/9/201211:25 ‘Malicious Code Closed
674521 '2/10/2012 5:49 ‘Malicious Code - Closed
674613 12/13/2012 6:43 ‘Malicious Code Closed
674724 '2/13/2012 17:46 ‘Maliclous Code 1 Closed
674732 -2/13/2012 20:08 Maliclous Code tlosed
674765 12/14/2012 10:10 ‘Malicious Code Closed
674830 '2/15/2012 8116  Malicious Code Bl Closed
674935 |2/16/2012 11:10 ' DOS Successful Closed
674963 12/16/2012 18:11 'Malicious Code Closed
574997 .2/17/2012 7:13 Malicious Code Closed
675048 72/17,’2012 12:58 Malicious Code Closed
675144 |2/21/2012 8115 'Malicious Code Closed
675218 |2/21/2012 16:12 |Unauthorized Use | Closed
675248 j2/22f2012 7:47 Malicious Code Closed
675343 [2/24/2012 9:14 | Malicious Code Closed
675372 |2/24/2012 12:37 ' Malicious Code N Closed
675399 [2/24/2012 16:47 |Unauthorized Use i Closed
675439 ;2/27_.’2012 6:58 Malicious Code Closed
675445 [2/27/2012 7:45 |Malicious Code - i ] Closed
675545 [2/28/2012 8:21 |Compromise - User {Intrusion Successful) Closed
675638 [2/29/2012 12:27 ' Malicious Code ' Closed
675708 [3/1/2012 11:40 Malicious Code - Closed
675942 i3/5/2012 8:58 [Malicious Code Closed
675951 [3/5/201210:32 | Malicious Code ) Closed
676058 |3/6/2012 13:19 'Comprcmisc - Root {Intruslon Successful) Closed
676236 3/8/2012 12:26 [Malicious Code a ) Closed
676248 3/8/2012 14:05 :Comprcmise - User (Intrusion Successful) Closed
676258 3/8/2012 15:06 | Malicious Code B Closed
676355 3/9/2012 14:02 :Mali:ious Code Closed
676359 3/9/2012 15:28 iMalicious Code - L Closed

676468 |3,u'12,"2012 8:54 | Malicious Code

Closed




676544
676557
676588
676787
676305
676814
676851
676966
676969
676997
677117
677196
677334
677340
677453
677647
677690
677780
577845
577929
677975
678238
678367
678392
678455
678657
672688
678817
678918
678998
675071
679104
6739203
679216
679346
679362
679366
679432
679550
679715
679818
679923
679968
630022
680039
680217
630239

3/13/2012 5:25
3/13/2012 7:59
3/13/2012 11:42
3/15/2012 14:23
3/15/2012 18:51
3/15/2012 23:09
3/16/2012 6:59
3/19/2012 5:37
'3/19/2012 5:52
3/19/2012 7:32
'3/20/2012 12:40
3/21/2012 8:14
3/22/2012 10:15
13/22/2012 10:46
13/23/2012 11:27
|2/26/2012 14:06
[3/27/2012 4:47
3/27/2012 12:18
3/28/2012 3:26
3/28/2012 10:48
3/28/2012 14:45
3/30/2012 9:42
4/2/2012 10:42
4/2/2012 11:40
4/3/2012 9:15
4/4/2012 11:03
[4/4/2012 13:53
|4/5/2012 16225
|4/6/2012 14:06
|4/9/2012 9:51
l4/10/2012 7:58
la/10/2012 12:12
14/11/2012 11:45
4/11/2012 13:06
4/12/2012 11:25
4/12/2012 12:29
14/12/2012 12:39
4/12/2012 18:47
14/16/2012 16:37
4/17/2012 7:18
14/18/2012 4:47
14/18/2012 23:58
4/18/2012 757
14/19/2012 12:15
4/15/2012 13:24
|4/23/2012 10:18
la/23/2012 14:13

Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Compromise - Root (Intrusion Succé:sfu\)
Malicious Code ' o
'Malicious Code
"Maliclous Code
"Malicious Code
‘Malicious Code
"Malicious Code
| Malicious Code
| Malicious Code
'Ccmpromise - User (Intrusion Successful)
'Malictous Code
Malicious Code
Malicious Code
Compromise - User (Intrusion Successful)
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Cede

Malicious Code

Malicious Code

[Malicious Code

'Compromise - Root ‘flntrusion Successfui)
'Comprcmise = User (Intrusion Successful}
'Malicious Code

'Malicious Code

"Malicious Code

‘Malicious Code

Malicious Code

"Malicious Code

“Malicious Code

Malicious Code

"Maliclous Code

‘Malicious Code

'Malicious Code

‘Malicious Code

'Ciompromi'\sc ~User (Intfusion Sdcce::fulj
‘Malicious Code
Mulir;ious Co&ei
‘Malicious Code
‘Malicious Code

;Maliclous Code

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Clozed
Closed
Closed
Closed
Closed
Closed
Closed

Closed
Closed
Closed
Closed




650316
650348
680249
680459
650936
680939
680958
631025
681041
691300
681680
681904
682145
652344
682967
683013
683041
683122
683247
683412
683659
683769
683797
683856
683923
684106
684117
684123
684206
684596
684630
684660
685000
685003
685026
685481
685746
685762
685866
686139
686321
686460
686707
686728
686782
687000
687010

4/24/2012 7:58
4/24/2012 11:09
4/24/2012 11:21
4/25/2012 10:34
5/2/2012 9:06
5/2/2012 9:18
[5/2/2012 9:18
[5/2/2012 11:52
5/2/2012 12:52
'5/4/2012 11:50
'5/10/2012 12:46
'5/14/20129:32
5/16/2012 4:52
15/18/2012 11:17
5/23/2012 15:32
|s/24/2012 8:35
15/24/2012 13:30
5/25/2012 14:14
\5/30/2012 8118
5/31/2012 13:32
6/4/2012 11:21
6/5/2012 8:28
6/5/2012 11:04
6/6/2012 9:47
6/7/2012 11:02
6/8/2012 12:44
6/8/2012 13:42
6/8/2012 14:00
6/9/2012 6:55
6/13/2012 7:39
6/13/2012 11:02
6/13/2012 13:03
6/15/2012 13:44
6/15/2012 13:50
6/15/2012 16:50
6/20/2012 14:32
6/22/2012 10:57
6/22/2012 12:01
6/25/2012 9:38
6/27/2012 11:04
6/29/2012 11:38
7/2/2012 11:46
7/5/2012 10:45
7/5/2012 16:19
7/6/2012 13:28
17/10/2012 11:26
17/10/2012 12:32

Maliclous Code
"Malicious Code
'Compromlse - User (lntrusian Successful)
"Maliclous Code
‘Maliclous Code
‘Malicious Code
'Malicious Code
'Malicious Code
Web Defacement

Malicious Code
| DOS Successful
'Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Unauthorized Use
Malicicus Code

Malicious Code

| Mallcious Code

| Compromise - User (Intrusion Successful)
‘Mch'\ouz Code

'Malicious Code

Web Defacement

‘MaUc'\cus Code

"Malicious Code

‘ Compromise - Root (Intrusion Successful}
‘Maliclous Code

"Malicious Code

"Malicious Code

‘Malicious Code

‘Malicious Code

"Maliclous Code

-Compro'mi-:e - User (Intrusion Successfﬁl)
‘Malicious Code

‘Unauthorized Use

-Cemproml:e - User (Intrusion Successful)
Malicious Code

‘Malicious Code

‘Malicious Code

‘Ma[‘ucious Code

Malicious Code

-Maiicicus Code

Malicious Code

"Malicious Code

Compromise - User (Intrusion Successful)

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closad
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed




687073
687118
687173
687183
687249
687310
687411
687430
687576
687645
687700
687705
657833
687959
688107
688198
689248
6838317
688483
688612
638670
682755
688787
688387
688899
588924
688956
688969
682985
589075
689102
689216
639330
629430
689437
689441
689450
689460
689528
689552
689561
689632
689730
689960
590071
690208
690255

7/11/2012 6:36
17/11/2012 14:20
7/12/2012 8:59
17/12/2012 9:42
7/12/2012 18:21
17/13/2012 12:36
17/17/2012 4:32
7/17/2012 6:15

~7/18/2012 16:00

7/19/2012 5:30
7/18/2012 19:45
7/19/2012 21:57
7/23/2012 7:45
7/24/2012 10:15
7/25/2012 13:47
7/26/2012 12:10
7/26/2012 17:27
17/27/2012 10:40
17/30/2012 13:13
17/31/2012 14:58
8/1/2012 10:44
'8/2/2012 10:27
8/2/2012 14:01
8/3/201212:33
'8/3/2012 15:55
'8/5/2012 11:43
'8/6/2012 11:08
8/6/2012 12:52
8/6/2012 14:11
'8/7/2012 12:40
'8/8/2012 6:00
'8/9/2012 13:01
'8/13/2012 9:42
8/14/2012 10:35
8/14/2012 10:54
8/14/2012 11:21
'8/14/2012 11:39
'8/14/2012 12:55
'8/15/2012 10:31
'8/15/2012 12:06
8/15/2012 15:33
8/16/2012 14:22

| 8/17/2012 13:21

'8/21/2012 12:52
8/22/2012 14:14

18/23/2012 15:54

8/24/2012 8:33

Malicious Code
IMaiiéious Code

Compromise - User {Intrusion Successful)

" Malicious Code

| Malicious Code
-Comprom‘\se - User {Intrusion Successful)
'Malicious Code
'Malicious Code
Malicious Code
"Malicious Code
‘Malicious Code
'Malicious Code
Malicious Code
-Compromise - User (Intrusion Successful)
‘Malicious Code
| Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code

Malicious Code

B Combromize - User (Intrusion Succe_ssful) B

Compromise - User (Intrusion Successful)
Malicious Code
Malicieus Code
Malicious Code

Malicious Code

‘Maﬁciou; Code
iMch‘\cus Code
jMch'\cu; Code
;Ma\ic‘\cus Code
;Ma\ic'\cus Code
;Mch‘\ouz Code
|Malicious Code
'Malicious Code

iMch’\ous Code

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Clesed
Closed
Closed
Closed
Closed
Closed
Closed




690683
650735
690892
690915
651147
691149
691162
691173
691180
691186
691307
691353
691403
691502
691685
691835
691266
691907
691936
692094
692240
692257
692504
692519
692539
692555
692607
692622
692740
692887
693343
693392
693399
693543
693731
693789
693943
694002
694003
694103
694122
694123
694124
694125
634166
694217
694247

‘3/30,'2012 13:18

8/31/2012 6:33
19/4/2012 9:22
'9/4/2012 11:08
'9/6/2012 11:23
9/6/201211:23
'9/6/2012 12:02
'9/6/2012 12:45
'9/6/2012 12:57
'9/6/2012 13:15
|8/7/2012 11:51
|a/8/2012 12:27
9/10/2012 6:19
9/10/2012 16:23
9/12/2012 10:32.

9/14/2012 9:06
9/14/2012 15:35
9/17/2012 10:24
9/18/2012 9:45
[e/19/2012 15:34
|9/19/2012 16:26
'8/21/2012 11:42
19/21/2012 14:19
'9/21/2012 16:11
19/22/2012 17:04
'9/24/2012 10:32
9/24/2012 11:24
5/25/2012 11:51
'9/26/2012 12:08
10/2/2012 7:50
110/2/2012 13:25
110/2/2012 14:01
10/4/2012 4:57
110/5/2012 19:16
110/8/2012 11:16
110/10/2012 7:48
110/10/2012 11:53
110/20/201212:56
110/11/2012 6:34
10/11/2012 7:59
10/11/2012 7:59
10/11/2012 7:59
10/11/2012 8:02
10/11/2012 10:22
10/11/2012 17:03
110/12/2012 6:53

“Imalicious Code

§/13/2012 21:13

Malicious Code
Malicious Code
| Malicious Code

[Malicious Code

;Mali:ious Code
[Malicious Code
Malicious Code
Malicious Code
Compromis-e - User (Intrusion Successful}
| Malicious Code
[Malicious Code
lMaIIcious Code
'Malicious Code
“Malicious Code
‘Malicious Code
DOS Successful
Malicious Code
"Malicious Code

Unautherized Use

'Unauthorized Use
‘Compromk:e - Root (Intrusion Successful)
:Unauthcrized Use

Malicious Code

Maliclous Code

Compromise - User (Intrusion Successful)
Malicious Code 7 '
Malicious Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

Malicious Code

| Malicious Code
'Malicious Code
‘ Compromise - User (Intrusion Successful)
'Malicious Code
Malicious Code
'Malicious Code
"Malicious Code
"Malicious Code
‘Malicious Code
-Mch‘\cus Code
Malicious Code
‘Malicious Code
“Malicious Code

'Malicious Code

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed

Closed

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed




694375 10/15/2012 9:13 Compromise - User (Intrusion Successful) = . ) 2 netion b C & BT Closed

694395 110/15/2012 11:02 "Malicious Code : 511 B(Z)(E) EXar = Clozed
694504 10/16/20126:46 “Malicious Code : = : : Closed
694551 110/16/2012 13:24 "Malicious Code B - S7)E) a ' M Excermption b(7)(C) 2nd b Closed
694566 110/16/2012 14:58 ~ Maliclous Code B 5B Exemptic : Closed
694570 110/16/2012 15:41 ‘Malicious Code ‘ > b(7)(E) ) - e erOTiC 3 2E Closed
694571 |10/16/2012 15:43 "Malicious Code o Z)(E) EM - ion bl -1 (E Closed
694880 110/19/2012 8:34 ‘Malicious Code ) N - - ‘ f : ; Talle : Closed
694887 10/19/2012 9:01 Compromise - User (Intrusion Successful) - 7)(E) 3 ‘ian b7 Closed
685095 10/22/2012 11:19 | Malicious Code z ) stion b{Z)(C)an TUE Closed
695505 10/26/2012 1307 Compromise - Root (Intrusion Successful) Een ) b(7)(E | - on b Closed
695665 10/30/20127:30 Malicious Code By @ n B(7IE = vian Bl7C - Closed
695936 }11/2/2012 835 Malicious Code : )(E] B eration . Closed
695969 ‘11/2,'2012 17:40 Compromi:_e-Roc:t-(lntru:ion Successful) Exemption b(7)(E) =xemption b{7IEC » Closed
696073 111/5/2012 6:51 ~ | Unauthorized Use o B (7)E) ation b(7) Closed
696108 '11/5/2012 11:04 |Malicious Code : vtion B(7)(E HQ : tion b{Z)(C y Closed
696126 11/5/201211:44 'Malicious Code e emD S(7)ME Exemption b7 WG) and bIZVE Closed
696129 111/5/2012 11:56 ‘Malicious Code exernption b(7)E) [ ' : tion biZM Closed
696154 111/5/2012 13:30 ‘Maliclous Code - 7)E) =y emption b(7)(C} and 5(7)(E Closed
696165 111/5/2012 16:22 "Unauthorized Use E - B ot MCY = Closed
696257 111/6/2012 10:14  Maliclous Code e 7V(E : stion BI7IC : Closed
696497 11/8/2012 13:15 ‘Malicious Code ' : S | Closed
696586 111/9/2012 9:38 "Malicious Code E o bi; | B (7V(C) and BIZI(E Closed
696587 11/9/2012 9:38 Malicious Code : Z)E B (CY and B Closed
696595 [11/9/2012 10:08 ‘Malicious Code - N - N (E) ) Exermption bIE Closed
696539 [11/98/2012 10:11 'Malicious Code : S (7 (B Eerntio ( Closed
596629 [11/9/2012 13:13 'Malicious Code Eve - ptlon b(7)(C) - Closed
696753 |11/13/2012 4152 Malicious Code e Sn b7\ (E - WC)a - Clesed
696942 |11/15/2012 8:16 'Malicious Code - 5(7)(E) Q B tic Vaind b Closed
697144 11/16/2012 18:25 [Malicious Code : on bl S : Closed
697275 11/15/2012 11:27 'Comprcmise - Root {Intrusion Successful) e 7)(E ytio (C) ane Closed
697367 11/20/2012 7:29 |Malicious Code : on B Sxemption b(7)(C Closed
697419 11/20/2012 14:13 [Malicious Code emption h(7)(E ' Exemption b(7)(C) ar Closed
697422 11/20/2012 14:34 [Malicious Code e 23 (E) B tlor Y2 Closed
697468 11/21/2012 4:36 Compromise - Root (Intrusion Successful) op = : - lrallo Closed
697502 11/21/2012 10:26 |Web Defacement B x ; i (CYanc Closed
697503 ll/2i,t’2012 10:29 ;Compromi:e - User (Intrusibn Successful) . 11b(7)(E) E Swamotior C Closed
697660  |11/26/201210:38 | Malicious Code - : ; r ) e (7)(C) : Closed
697714 11/27/2012 7:44 ‘Mali:iou: Code ; S e T () ar Closed
697739 11/27/2012 13:39 Malicious Cede ) Fxen ME stion bI7Y(C) Closed
697829 11/28/2012 10:38 Malicious Code = . ion b (€) y Closed
697854 11/28/2012 12:54 Malicious Code ]

697882 11/28/2012 15:26 Malicious Code

697943 11/20/2012 15:44 Malicious Code -

698053 i11/30,n'2012 13:32 Malicious Code

698167 [12/3/2012 8:36 Malicious Code

698265 [12/4/2012 9:03 Malicious Code




698349
698622
698682
692686
698834
698852
699012
699080
699083
699030
699117
699179
699197
699221
699263
699287
699369
699382
699389
699401
699445
699454
699548
699554
699563
699608
699623
699642
659699
699991
700024
700172
700173
700261
700462
700537
700538
700587
700650
700719
700737
700793
700831
700962
701191
701361
701375

[12/5/2012 12:13
12/6/2012 13:20
12/7/2012 5:11
l12/7/20125:21
12/10/2012 6:56
12/10/2012 10:27
12/11,1'2012 14:29
12/12/2012 7:51
12/12/2012 8:06
lZlefZOlZ 8:51
|12/12/2012 11:58
112/13/2012 9:20
112/13/201212:30
112/13/2012 15:55
112/14/2012 8:25
'12/14/2012 1335
12/17/2012 8:29
112/17/2012 11:21
112/17/2012 12:39
112/17/2012 12:25
12/18/2012 7:58
112/18/2012 8:25
112/19/2012 4:45
112/19/2012 5:31
112/19/2012 6:13
112/19/2012 10:45
12/19/2012 11:58
112/19/2012 13:35
112/20/2012 7:56
12/25/2012 18:00
12/26/2012 7:28
12/30/2012 2:56
12/30/2012 3:20
1/2/2013 6:31
1/4/2013 11:20
1/4/2013 23:36
1/4/2013 23:42
1/7/20138:22
1/8/2013 5:14
1/8/2013 14:20
1/8/2013 15:36
1/9/2013 7:30
1/9/2013 12:11

1/14/2013 8:25
1/15/2013 13:55
| l,"15/2013 14:37

1/10/2013 12:42

Malicious Code
|Malicious Code
:Unauthorized Use
iUnauthorized Use
[Malicious Code
Ma.]ic-‘:ou: Code
Unauthorized Use
Malicious Code
Malicious Code
Malicious Code

Malicious Code

| Compromise -Root (lntrus'l.t-m gucccssfui)

IMaIicious Code
'DOS Unsuccessful
lMulicIou: Code
~ Malicious Code
"Malicious Code
"Malicious Code
"Malicious Code
-Muliciaus Code
“Malicious Code
“Malicious Code
‘Malicious Code
Malicious Code
‘Malicious Code
* Malicious Code

'Malicious Code

Cdmpromise -"U'ser (Intr.u:‘\'c-:n Sucééssful)

'Malicious Code
‘DOS Successful
"Malicious Code
'Malicious Code
'Malicious Code
'Malicious Code
‘DOS Successful
Malicious Code
Malicious Code
DOS Successful
DOS Successful
Malicious Code
Unauthorized Use

Malicious Code

| Malicious Code

Malicious Code

Web Defacement

Compromise - User {Intrusion Successful)

Compromise - User (Intrusion Successful)

Closed
Closed
Closed
Closed
Closed
 Closed
 Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Clozed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed

Closed
Closed
Closed




701448 1/16/2013 10:18 Unautherized Use =y “an b ) E - ) 4 b(7)(E) Closed

701479 1/16/2013 15:34 ‘Malicious Code - N (e erp tion ; 2 on e ) Closed
701565 1/17/2013 14:15 VCDmpromise - Root {Intrusion Successful) mption b E) Evarn - 4 b(7)(E) Closed
701586 1/17/2013 16:01 "Malicious Code N Ever : SR 7)E) Closed
701654  |1/18/201312:37  MaliclousCode ) - - , E AT 4 b (73 (E) Closed
701889 1/22/2013 8:25 "Malicious Code erntion : ; ndil ) Closed
701916 1/22/2013 11:08 "Malicious Code RE e ntion (E) Evar 4 b(7)(E) Closed
701920 |1/22/2013 11:17 :Mulicious Code EXernntiont) ] Ha B Exerrption b: +d b(7)(E) Closed
701927 11/22/2013 11:32 Malicious Code =y er tan b (E) z i 7)E) Closed
701931 11/22/2013 11:42 'Malicious Code e ermation| ) e =iar )(E) Closed
701933 11/22/2013 11:57 Malicious Code o PR DO (E) sc ' ' NExen : 7)(E) Closed
701971 1/22/2013 14:16 Malicious Code ermntion ) : - 7)(E) Closed
702076 '1/23/2013 14:00 UnauthorizedUse ) yemption ) ) Lo )iz V() Closed
702495 1/28/2013 16:23 Malicious Code Exiemption b(7)(E) Exeration b(7)(C) 2 7)(E) Closed
702543 1/29/2013 10:26 Malicious Code rernption b(7}(E) : : \(E) Closed
702632 1/30/2013 8:34 Malicious Code Tt ; lEemntion B(7)(C 7)(E) Closed
702640 l1/30/20139:19 Malicious Code sxemption b(7)(E) E ion B(7V(C) and b{7)(E) Closed
702641 11/30/2013 5:22 Malicious Code B ermationth Evemation Bl ond b7)(E Closed
702760 1/31/2013 6:28 Malicieus Code Sywemntion (E) : - ville - JE) Closed
702762 1/31/2013 6:50 Malicious Code Syvemntion b ) Cvar ; (7)(E) Closed
702802 11/31/2013 13:55 | Malicious Code =yemption b(7)(E) ' Exernption b7 MCland - Closed
702980 2/4/2013 8:25 Malicious Code Sy ey on b(7)(E) 3 i d BTY(E) Closed
703182 12/6/2013 11:20 'Maliclous Code Exemnpticn b(7)(E) nDtio (7)(E) Closed
703206 2/6/2013 13:42 "Malicious Code o B nhtion , S erantion b7I(C (7)(E) Closed
703357 12/7/2013 17:41 Malicious Code . s¢ian b(7) F ) ) N - d B(7)E) Closed
703442 2/8/201312:22 Maliclous Code o - Exernption b(7)(E) NermnD vt -\ (E) Closed
703456 2/8/2013 13:47 "Malicious Code = ion b E : . - : V(E) Closed
703701 2/12/2013 7:18 "Malicious Code ' vk 2 (TME s : - : (E) Closed
703751 2/12/2013 12:48 Web Defacement =vemntion b(FME ) 3 - C - 7 ‘ Closed
703849 2/13/2013 13:00 "Malicious Cade Syermption b(7)(E) - 4 b(7)(E) Closed
703963 2/14/2013 10:53 Compromise - Root (Intrusion Successful) Exemption b7 E \ - Exer y 1 B(7\E Closed
704182 2/18/2013 5:09 ~ Malicious Code ) N - (F)E) e ' vemption b7 - TIE) Closed
704197 2/18/2013 11:18 .Ccmprnmise~U5er (Intrusion Successful) Exemption b7\ E; gl= 3(7)(C d a(7) .! Closed
704248 2/19/2013 5:16 ‘Malicious Code =ywemption b (E) E w7 e Y and b{7)(E) Closed
704487 2/20/2013 17:12 ‘Malicious Code e S (7 ' : : ‘ V(E) Closed
704646 2/22/2013 8:44 ‘Malicious Code e crbsion biTE) T >)(E) Closed
704792 2/25/2013 11:20 "Malicious Code smption bl7) v ) B cration b7 (G and b7\ (E) Closed
704872 2/26/2013 7:16' 'Compromi:e - User (Intrusion Successful) ) = el (3 (E) 3 . 7 =N (E) Closed
705005 2/27/2013 11:01 ‘Malicious Code . Ton B ' B (FME Closed
705093 “|2/28/2013 9:33 ~ Maliclous Code o ) - emition b(7)(E bt 2 (7)(E) Closed
705217 3/1/2013 13:57 ’ ‘Unauthorized Use v empriofbl: : d b{7)(E) Closed
705341 3/4/2013 17:26 ‘Malicious Code ‘ E : -V(C) and BI7ZME Closed
705464 3/6/2013 12:57 ~ Malicious Code S . Zmd BN Closed
705491 |3/6/201316:10 * Compromise - Roat {Intrusion Successful) '

705560 3/7/201313:56 ~ Malicious Code o '

705569 3/7/2013 14:23 ' Malicious Code

705648 '3/3/201313:52 ' Malicious Code ) B e ption b7 E HO ' ' : : STNE) I Cio:cd




705665
705792
705860
705993
706049
706092
706157
706262
706467
706481
706629
706635
T06e777
706780
706938
706977
707102
707150
707329
707441
707491
707579
707691
707717
707720
707906
707935
708150
708311
708415
708548
708743
702304
708973
709018
709133
700242
700293
709329
709652
700907
710037
710055
710114
710152
710168
710415

3/8/2013 16:16
'3/11/2013 14:30
'3/12/2013 12:43
'3/14/2013 9:02
'3/14/2013 14:29
'3/15/2013 3:55
'3/15/2013 11:11
13/18/2013 7:09
|3/19/2013 13:57
|3/19/2013 14:22

|3/20/2013 13:17

ia/zojzola 1402
|3,"22,"2D13 9:31
3/22/2013 10:01
3/25/2013 21:05
3/26/2012 11:50
3/27/2013 15:56
3/28/2013 11:14
3/29/2013 15:08
[4/2/2013 12:11
!4/1'/2013 9:21
|a/2/2013 16:07
4/3/2013 20:46
|a/4/20137:33
[a/4/2013 8:33
|4/2/2013 11:09
|4/8/2013 15119
14/10/2013 11:45
'4/12/2013 6:18
'4/15/2013 8:16
4/17/20139:18
14/19/2013 11:10
4/21/2013 10:24
'4/23/2013 17:32
4/24/2013 11:42
4/26/2013 13:31
14/29/2013 10:51
14/29/2013 17:09
4/30/2013 6:47
'5/6/2013 8:03
'5/9/2013 13:24
'5/10/2013 12:57
'5/10/2013 14:37
'5/13/2013 12:58
'5/14/2013 6:24
'5/14/2013 9:34
'5/16/20139:23
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Closed
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Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
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710432 5/16/2013 12:40 Maliclous Code Closed
710454 |5/16/2013 15:03 Malicious Code - Closed
710517 l5/1?/2013 11:58 Compromise - User (Intrusion Successful) Closed
710608 Isf20/201312:24 | Malicious Code o - = Closed
710709 [5/22/2013 7:02 Malicious Code Closed
710788 |5/23/2013 11:55 Malicious Code B Closed
710843 75/24/2013 9:25 7 Compromise - Root {Intrusion Successful) ) Closed
710985 [5/29/2013 10:51 Malicious Code ) - Closed
711046 [s/30/20138:29 | Malicious Code o Closed
711085 5/30/2013 13:47 Malicious Code B Closed
711100 |5/30/201316:43  |Malicious Code Closed
711129 5/31/2013 9:33 [Malicious Code Closed
711130 5/31/2013 9:36 [Mallcious Code Closed
711132 5/31/20139:51 'Camprcm'\se - User {Intrusion Successful) Closed
711252 6/3/2013 7:26 Malicious Code Closed
711265 6/3/2013 9:15 -Comprom‘\:c - User (Intrusion Successful) Closed
711341 |6/4/2013 10:53 -Camprcmse - User {Intrusion Successful) Closed
711563 [6/7/2013 6:31 ‘Malicious Code Closed
711594 |6/7/2013 11:08 ‘Malicious Code a ] Closed
711638 |6/8/2013 0:27 ‘Malicious Code - Closed
711818 |6/11/2013 10:10 Malicious Code Closed
711974 [6/13/2013 6:52 'Malicious Code Closed
711987 [ 6/13/2013 10:56 Comproemise - User (Intrusion Successful) Closed
712000 (6/13/2013 13:23 - Unauthorized Use Closed
712008 6/13/2013 14:06 ‘Unauthcrizcd Use Closed
712063 '6/14/2013 8:36 'Malicious Code . Closed
712079 6/14/2013 14:37 ‘Malicious Code Closed
712150 6/17/2013 12:25 ‘Malicious Code Closed
712234 '6/19/2013 6:34 ‘Malicious Code Closed
712239 6/19/2013 7:43 'Unauthorized Use Closed
712359 '6/21/2013 10:15 ‘Malicious Code Closed
712367 -61’21/2013 11:42 -Cnmpromise - Root (Intrusion Successful) ] -Cln:ed
712447  6/24/201311:53  Maliclous Code o Closed
712493 -61’24/2013 17:31 Compromise - Root (Intrusion Successful) Closed
712621 '6/26/2013 10:05 [ Maliclous Code Closed
712655 'Gf25/2013 14:40 ‘Comprom\se - User {Intrusion Successful) Closed
712724 6/27/2013 13:47 'Malicious Code Closed
712991 7/2/2013 17:42 'Malicious Code Closed
713147 '7/5/2013 15:21 'Malicious Code - o Closed
713176 '7/8/2013 6:22 'Malicious Code Closed
713157 '7/8/2013 10:36 'Malicious Code ] Closed
713480 '7/11/2013 13:58 ) “Compror'n-ise - User {Intrusion Succ_essful) Closed
713522 '7/12/20135:52 iMaliciuus Code Closed
713547 7/12/2013 12:21 Unauthorized Use Closed
713626 ‘7;’15,"2013 11:28 Malicious Code Closed
713760 17/17/2013 10:43 [ Malicious Code Closed
713771 7/17/2013 11:53 Malicious Code Closed




713892 7/18/2013 19:48 Malicious Code ~tion bIT)(E camotion BIT)C) and - Closed

714012 7/22/2013 13:12 ~ |Unauthorized Use Eemntion BIZME xemption B(7) 357 Closed
714125 N 3/24/2013 14:04 ‘Ccmprumi::e - Root (Intrusion Successful) : 7)(E A dion bil7) and b Closed
714344 7/29/201313:05 "~ Maliclous Code _ or b7 - yemgtion b{7){(C) and 50 Closed
714385 17/30/2013 7:35 'Malicious Code - ) e B{FNC) 2 - Closed
714409 ‘7,"30/2013 9:45 "Malicious Code E an s ) Exemntio TIHC . Closed
714423 '7/30/201310:37 © Malicious Code - o B o b(7)(E HQ T (7)(C) and & Closed
714433 7/30/2013 12:13 "Malicious Code ) ) EM ) ) | Exermntion b(7)(C) and B Closed
714728 ":5.,"5,"_201_3 14:55 " Malicious Code Sy ole y ) ‘ don b(7)( ol (7 Closed
714757 8/6/2013 £:43 | Malicious Code : 2 5 (7)(E) ( ) Exernption b(7)(C) 2n¢ Closed
714326 8/7/20134:32  |Malicious Code - 1 B{7)(E M . NCY 2nd B Closed
714855 '5/7/2013 9:36 o _._Com_proni;c--TJser(lnirusion Succe.s:ful) - “¢ion b 3 VM o Xael ; NG 2E Closed
715071 |8/5/2013 14110 Malicious Code _ on BI7Z)(E) E lExemot: NC) ; Closed
715077 |e/9/2013 16:07 ' Compromise - User (Intrusion Successful) ermption BI7IE sxemntion bl7) ; Closed
715228 :3/12,’2013 18:09 Compromise - User (Intru;’.'\cm Successful) = ption b(7)(E) 7 (e \ 2 STV E Closed
715248 |8/13/2013 8:34 Malicious Cade : 2 (7)(E) ‘motion k o) and BET)(E Closed
715270 8/13/2013 12:18 Malicious Code : ’ . z Exemj s 7HE Closed
715606 8/18/2013 20:42 Compromise - User (Intrusion Successful) Exemption b(7)(E) Exermpiion & Z)E Closed
715662 §/19/2013 10:13 Malicious Code ) 2stion B(7)(E) NNSA ; ion b{7)(C} and 5(7) (E Closed
715667 8/19/2013 10:35 Malicious Code - =vemption B(7] HQ : ion BIZ)C) and B Closed
715716 §/20/2013 6:32 Malicious Code 3 . : o I \ v Closed
715876 §/22/2013 12:06 Malicious Code - T - D% } \C Closed
715891 8/22/2013 12:45 [Malicious Code : stion B(Z)(E ey . NG BERIE Closed
716121 8/26/2013 13:47 [Unauthorized Use ) S(7)(E S Closed
716158 8/27/2013 10:40 |Malicious Code : on b{7)(E [ . Vel Closed
716193 8/27/2013 15:06 [Malicious Code exernption biz TOoT b Closed
716304 £/29/2013 6:46 [Malicious Code : ; xemption b{7HC) Closed
716358 |8/29/2013 1408 | Malicious Code - E oni b HC o S ()Y - Closed
716371 :3,:'19,"2013 15:08 'Malicinu: Code : ( 2 Closed
716515 9/4/2013 9:57 Malicious Code e an B{7}E e - Closed
716597 Tl9/5/201311:03  Maliclous Code Exeription B(7)E ! Closed
716623 [9/6/2013 7:14 'Malicious Code [ o0 I | ReeRaRsy . - Closed
716793 [ef9/201312:3  Malicious Code - ' o tionik B < f \and bz Closed
716811 lofs/201317:47 ‘Malicious Code e stion BI7)E o aon \and bl7)(E Closed
716929 [8/11/2013 9:46 "Malicious Code Lmnr _ T otioal 3 - Closed
717002 |e/12/2013 8:23 "Malicious Code : o0 BI7)(E e Ve Closed
717011 9/12/20139:53 Malicious Code D an b7 e o 7 Closed
717251 '9/17/2013 12:52 "Malicious Code (E ) i Closed
717250 ‘8/17/2013 1252 ~ Malicious Code Ak ) ot ) Closed
717296 '8/18/2013 11:08 "Compromise - User (Intrusion Successful) 7)E) F o wermptlo Clased
717313 '9/18/2013 19:21 ‘Malicious Code [ : 2\ (E Sl ) Closed
717365 '9/19/2013 11:45 "Malicious Code - : o Closed
717383 '9/19/2013 15:37 ‘Malicious Code SV (E ‘ ‘ Closed
717445 9/20/2013 13:05 "Malicious Code : )(E ' Exe . Closed
717638 '9/24,"2013 17:02 'Compromise - Root (Intrusion Successful) 2as o vie ) Closed
717777 '9/26/2013 13:37 "Malicious Code 30 \mpit | Closed

717802 -91’27,"2013 8:52 Malicious Code : S e . ] Closed




717815
717967
718000
718003
718157
718177

718179

718225
7138269
718383
718405
718473
718482
718572
718649
718880
719065
719073
719146
719153
719154
719241
719333
719429
719456
719457
719462
719505
715514
718522
719582
719792
715993
715997
720043
720348
720589
720640
720824

720920

720941
720949
720964
721082
721086
721295
721332

5/27/2013 10:05
|9/30/2013 14:11
110/1/2013 8:35
10/1/2013 8:53
10/3/2013 8:44
10/3/2013 11:42
10/3/2013 11:51
10/3/2013 17:15
10/7/2013 11:14
10/7/2013 13:48
'10/8/2013 10:20
10/9/2013 8:15
'10/9/2013 9:16
110/9/2013 20:24
110/11/2013 8:11
[10/17/2013 8:05
110/21/2012 12:09
[10/21/2013 12:46
[10/22/2013 8:30
10/22/2012 8:21
10/22/2013 9:27
10/23/2013 11:56
10/24/2013 13:26
10/25/2013 11:58
10/25/2013 15:39
10/25/2013 15:45

10/28/2013 6:19
10/28/2013 7:16
[10/28/2013 7:43
[10/29/2013 9:17
'11/4/2013 8:45
|11/6/2012 13:56
[11/6/2013 15:15
'11/7/2013 8:18
11/14/2013 7:28
111/19/2013 9:36
111/20/2013 6:27
111/22/2013 13:45
'11/25/2013 13:53
'11/26/2013 6:57
'11/26/2013 7:22
11/26/2013 10:26
112/2/2013 10:24
112/2/2013 11:09
'12/5/2013 7:22
12/5/2013 13:48

10/25/2013 15:57
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721355
721406
721410
721425
721433
721493
721508
721585
721594
721612
721666
721781
722083
722329
722350
722516
722608
722640
722765
722798
722811
722840
722888
722503
723183
723138
723232
723284
723317
723336
723355
723463
723488
722549
723604
723642
723738
723768
723814
723818
723839
723843
724020
724093
724100
724145
724263

12/5/2013 19:12
12/6/2013 11:35
12/6/2013 11:45
12/6/2012 13:00
12/6/2013 13:22
12/9/2013 8:58
12/9/2013 12:02
12/11/2013 5:50
12/11/2013 6:56
12/11/2013 9:57
[12/12/2013 8:46
[12/16/2013 11:21
[12/23/2013 17:01

" 12/31/2013 12:58

1/2/201412:36
11/6/201410:19
'1/7/201413:22
'1/8/2014 5:48
11/10/2014 7:59
'1/10/2014 16:25

1/11/2014 14:27

1/12/2014 8:42
'1/14/2014 0:48
11/14/2014 7:22

1/16/2014 20:23

11/16/2014 23:56
1/17/2014 11:16
1/18/2014 2:47
11/20/2014 14:45

11/21/2014 7:28
11/21/2014 10:47

11/23/2014 11:27

'1/23/2014 16:59

11/24/2014 14:23
11/27/2014 9:56

'1/28/2014 10:29

11/29/2014 16:49

11/30/2014 14:58
11/31/2014 9:07
11/21/2014 9:19
11/31/2014 11:42
'1/31/2014 12:06
2/5/2014 7:46
12/6/2014 10:24
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12/7/2014 11:45
'2/11/2014 8:25
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Closed
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Closed




724273 2/11/2014 10:05 Unauthorized Use =X Exen ( o Il Closed

724365 -2/11/1014 11:04 Malicious Code E : Closed
724471 12/13/2014 10:55 |Malicious Code =xamE 7)(E 3 sabizic : Clozed
724523 2/13/201416:43 'DOS Successful ' ) B [NNSA o E _ Closed
724532 [2/13/2014 18:01 "Malicious Code ' Ex eTIDtiC : - on bi7 - Closed
724630 [2/17/2014 4:28 "Malicious Code : - M B “1EY and BITYE Closed
724667 [2/18/2014 9:25 ‘Maliclous Code ) Eemot B on Closed
724775 2/19/2014 13:31 'Malicious Code o - = s - Closed
724776 2/19/2014 13:33 | Malicious Code ST E o rolls . Closed
724837 2/20/20148:47  |Unauthorized Use S et ; ) ) : Closed
725037 [2/22/2014 2:41 Malicious Code - c OB EXEmBtiOn and b7 )E Closed
725076 12/24/2014 9:43 [ Malicious Code xemnt S 2ME Closed
725178 '2/25/201416:55 | Malicious Code Exemntion b o e : Closed
725239 2/26/2014 12:20 Malicious Code ' B £ mntion B(7HE eemption blrEYand bi7ZME Closed
725264 12/26/2014 16:12 |DOS Successful o ' e mptic T(E - - : : ; Closed
725618 13/6/2014 13:41 [Malicious Code Exemption bl EemptionbiZMCEland bi; Closed
725908 3/13/201412:18 [Malicious Code ) B Ey e mbtion b7 e . v Closed
725958 3/14/2014 6:15 "Malicious Code tion BTV (E ' e on b(7HE z Closed
725966 3/14/2014 6:51 "Maliclous Code o - R ETAD LG (7ME Closed
726046 3/17/2014 10:04 "Compromise - User (Intrusien Successful) N otion 4 ¢ Exe : 7)(C d B(Z)E) Closed
726064 3/17/2014 15:03 ~ Malicious Code amptio - or d b(IE Closed
726074 3/17/2014 17:30 Malicious Code y : Een 2WC) 2and BI7M)E Closed
726179 3/20/2014 3:08 | Malicious Code ot ‘ ) and bEVE) Closed
726388 |3/25/201410:03 | Malicious Code Exempii : Exe ~ B(7NC) and k Closed
726562 3/28/2014 6:41 | DOS Unsuccessful Exempii ; o |z 21C) and bZVE Closed
726718 4/1/2014 14:12 ~ Malicious Code camotion | ) et V() and bIT Closed
726731 4/1/2014 16:07 Malicious Code Exeriation k Exerption Bi3 : Closed
726994 j41"3/-2014 8:37 Malicious Code Exemnti 7E NN ' [ c c Closed
727198 ‘4/‘8/2014 11:04 Malicious Code o tic ( = 3 (7 d b(7YE Clozed
727247 aj9/20147:07 o Compromise - Root (Intrusion Successful) - ) xemption BIZHCY 2 SUTVE) Closed
727343 4/0/2014 21:58 Malicious Code ot N HQ ) e 7)(C) and b{7){E) Closed
727514 '4/13/2014 14:37 Malicious Code o - i : e S _ Closed
727531 4/14/2014 6:03 Malicious Code : : 6} and b(Z)ME Closed
727555 4/14/2014 11:10 Malicious Code ) i : S{TNC d BITYE Closed
727827 4/17/2014 12:04 | Malicious Code Exemptio 7 S y (EY Closed
727828 14/17/201412:04 [Malicious Code Examption k - 7I(C) 3 INE Closed
727892 '4/17/2014 15:04 'Web Defacement a - . Closed
727909 4/18/2014 12:02 'Malicious Code ] vion bi’ : : TUC) anie : Closed
728151 la/22/2014 6:42 "Malicious Code B oot EM : : Closed
728222 |4/23/2014 6:50 "Malicious Code S oY and bEZ)E) Closed
728362 |4/24/2014 13:19 "Malicious Code By ernot - Al : Closed
728544 |a/28/2014 12:35 "Malicious Code ' o] EV ) : \(E Closed
728561 |a/28/2014 17:45 Unauthorized Use NE e nations . SVane £ Closed
728681 4/29/2014 14:52 ~ Malicious Code Exrr ot T e ) Closed
728761 4/30/2014 9:08 [Malicious Code b Exomption ' | - ) Clozed
728765 |a/30/2014 9:26 ~ |malicious Code ) o | Closed

728843 Is//2014722 | compromise - Root {Intrusicn Successful) Exematio S ' - S V(C) anc : Closed




728966
729010
729020
729094
729114
729254
729275
729292
729351
729365
729366
729367
729368
729500
729503
729629
729735

729832

730060
730094
730124

730136

730292
730314
730378
730527
730593
730606
730650
730704
730708
730846
731018
731076
731370
731371
731390
731465
731479
731575
731627
731691
731899
731508
731933
732273
732382

5/2/2014 16:32
5/5/20145:37
5/5/2014 8:08
5/6/2014 7:04
5/6/2014 9:02
5/7/2014 19:02
5/8/20149:15
5/8/201411:32
5/9/2014 10:33
5/9/2014 11:28
5/9/2014 11:36
5/0/2014 11:27
'5/9/201411:37
5/13/2014 10:02
5/13/2014 10:17
'5/15/20149:59
5/16/2014 14:16
5/19/2014 14:23

'5/22/2014 15:18

15/23/2014 5:54

 5/23/20141334

15/23/2014 14:44
'5/28/2014 10:12

5/28/2014 11:46

5/29/2014 13:53
16/2/201415:59
16/2/2014 14:45
16/3/2014 16:13
|6/4/2014 9:52
16/4/2014 16:09
'6/4/2014 16:40
16/6/2014 7:23
16/10/2014 12:27
'6/11/2014 13:03
16/17/2014 9:15
|6/17/2014 9:15

|6/17/2014 10:55

[6/18/2014 13:26
|6/18/2014 15:06
|6/20/2014 8:37

[6/22/2014 5:50

|6/23/2014 16:13
|6/26/2014 12:16
[6/26/2014 14:59
16/27/2014 4:12

17/1/2014 18:40
|7/2/2014 7:56

Malicious Code

‘Malicious Code

.Malicicus Code

-Comp-r-omi:e - Root (Intrusion Successful) N
"Malicious Code

Malicious Code

Malicious Code

-Ccrnprurhi:e - User (Intrusion Successful)

| Malicious Code
[Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Code
Malicious Cede
Compromise - User (Intrusion Successful)
Malicious Code
Malicious Code
Malicious Code
Compromise - Root {Intrusion Successful)
an;paisé - User (Intrusion Suc?es&ul}

Malicious Code

'Comprcmlse - Root {Intrusion Successful)
| Malicious Code

| Malicious Code

" Malicious Code

'Web Defacement

Malicious Code

'Unauthorized Use

'Malicious Code

[ Compromise - Root (Intrusion Successful)
lMali:ious Code 7 N

| Malicious Code

'Malicious Code

'Malicious Code

.M:Iicicu: Code

'Malicious Code

"Malicious Code

'Unauthorized Use

'Mullciou: Code

-Compromlsé - Uséi’ (lnt;u-sio_ri Su_c.cegfu_}
-Comprorn'\sc - -Root-(lntruslan Successful)
'Malicious Code

Compromise - User (Intrusion Successful)

'Malicious Code

| Malicious Code

' Malicious Code

Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
.Closcd
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closed
Closcd
Closed
Closed
Closed
Closed




732574
732578
732717
732809
732891
732899
732913
733036
733081
733272
733327
733461
733676
733857
732959
734063
734475
734502
734588
734619

734739

734920
735047
735071
735142
735625
735642
735682
735733
735849
736078
736228
736261
736479
736503
736823
736073
736980
736993
737133
737524
737909
738001
738005
738124
738234
738347

7/3/2014 11:17
7/3/2014 11:53
7/8/2014 13:21

7/11/2014 12:26
7/11/2014 13:08
7/11/2014 16:07
7/15/2014 10:27
7/16/2014 11:37
|7,"21f2014 13:55
i7_/22/2o14 13:11
[7/24/201411:55
7/26/2014 6:04
7/28/2014 14:03
|7/29/201413:33
7/30/2014 13:04
[8/5/2014 16:43
|8/6/2014 6:22
l8/7/2014 9:21
|8/7/2014 14:19
|8/8/2014 9:07
(8/11/2014 1135
|8/12/201412:03

le/12/201416:06

'8/13/20149:30
'8/19/2014 10:48
'8/19/2014 13:25
'8/20/20145:52
'8/20/2014 16:49
'8/21/2014 23:59
'8/25/2014 14:09
'8/27/2014 10:33
'8/27/2014 14:22
8/29/2014 9:35
8/29/2014 11:51
19/3/2014 14:00
9/5/2014 11:25
9/5/2014 13:19
9/5/2014 14:32
9/8/2014 8:51
9/11/2014 22:52
9/17/2014 13:34
19/18/2014 18:37
l9/12/2012 19:07
13/20/2014 9:53
|9/22/2014 8:51

|

19/23/2014 10:42

7/10/20149:03

| 0os Unsuccessful

[ Malicious Code

Malicious Code

| Malicious Code

[Malicious Code

| Malicious Code

I-Compromi:e - User {Intrusion Successful)_
[Malicious Code
IMuIi:Eou:. Code )
.Msli:‘tous Code
Malicious Code

[ Malicious Code

| Malicious Code
|Unauthorized Use
|Unauthorized Use
[Malicious Code
[Unauthorized Use
-Ccm_promise - User -(Intr_us-ion -Succes-s"Fu[)
Malicious Code

'Malicious Code

.Ccmpromise - User {Intrusion Successful)

'Unauthorized Use

~ Malicious Code

"Malicious Code

-Ccmprnmise - User (Intrusion Successful)
Malicious Code

'Unauthorized Use

"Unauthorized Use

‘Malicious Code

Malicious Code

-Ma[ic'\cus Code

Compromise - User (Intrusion Successful)
'Malicious Code )
Malicious Code

Malicious Code
Compromise - User (Intrusion Successful)
Malicious Code

Malicious Code

Compromise - Root (Intrusion Successful)
Malicious Code

Unautherized Use

Campromisé - User (h;tr:u:ic;n Succ;::fui)
‘Cc;lpmmise - User (Intrusion Successful)
‘Web Defacement i
Comprom'i:e - User (Intrusion Successful)
i Cc;n};x_omnsgisc; (\nm-:-sion Successful)

iMn]icious Code

Closed
Closed
Closed
Closed
bpen

Open

Closed
Closed
Dp_en_

Open

Open
Closed
Closed
Closed
Open
Closed
bpen
Open
Oper;
Closed
Open
Closed
Closed
Closed
Open
Open
Open
Closed
Open
QOpen
Closed
Closed
Closed
QOpen
Open
Closed
Open
Open
Closed
Open
Closed
Cpen
Closed
Closed
Closed
Cpen
Cpen




738838 9/29/2014 6:24 Malicious Code Open
738947 _-9,75075.014_?:3_5  Unauthorized Use Closed
739369 '10/2/201412:50  Maliclous Code Open
739467 | 10/3/20148:08 "Malicious Code — ] Open
739499 ‘10/3/2014 13:18 ‘Unéuthorizea Use i Closed
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