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.Ia I NEW/ZEAUAND INTELLIGENCE COMMUNITY:

National security is a government’s first priority. But the New Zealand Intelligence
Community's (NZIC) role in helping you achieve this can seem odd and impenetrable.

To help explain the NZIC we have used the following five key questions:

m  What should you be worried about (the domestic and regional threatscape)? /<
7L 4N
] What does the intelligence community actually do? O\ oy A
m How well placed are we to respond to national security thre/aLS\ // 0
m '~ '
o What are your roles and responsibilities? 7 A' s LN
'i'\\‘ // ) :I \ I'l
1.  What should you be worried aboU{( j domestlc\@d reglonal
threatscape)? % ) AN NV
P _ \ \\
We think that there are six security problemSthaLyou shou!c?@eaﬂy worry about;
~ N I \_.‘- > A
B \\—‘.
At the top of our lmmedla{@mnes is ensuring that our
capabilities to detect and ﬁrevent onshore terrorismr can meet the rapidly evolving
risks in this area. ) \ \//\ S . J
/7 \ g s
In summary the six tha:eats are: \-_\_‘_ /
Vlolent~exh@w§m in N& Zealamd and bv New Zealanders
\/r S/ N
.-‘\\ \/ /\\ R
N : \\' / N A~ /
05S of mﬁorm\ﬂen and data, mainly via cyber
N o~ \\\\\ ‘= Mhisis happenmg now, with significant
%4 % compr@mlses of major New Zealand companies and government departments.
2 Thél\a\pabmtles are getting easier to acquire, and are easy to combine with
_ ms&&r _threats. This is potentially a real drag on our economy, our reputation
) ;'ar\wd\ the integrity of Government.
RN
-8/ Hostile intelligence operations in and against New Zealand.
including industrial espionage against New Zealand
- companies and targeting of New Zealanders by foreign governments
This is slow and insidious, but is likely to be highly
damaging to New Zealand in the long-term.
m  Mass arrivals. s. 9 (2.)(3)(.')
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o Trans-national organised crime. This includes drugs, money laundering and
illegal fishing in our maritime domain. Such activity is facilitated by an open
economy, the internet, and established networks among migrant communities.

a Instability in the South Pacific

The wider context is important too. These threats do not emerge in lsolatlon but in a'
national and global context that includes:

o Rapid social change in New Zealand. Slgmﬁcant rmgrat’on to New Zealaﬁd
combined with the ageing of the New Zealand'\popuiatlon is-creating”
communities with distinct identities and.links. overseas Audckland especially is
now a very ethnically diverse city (probably secend only to Toronto in the world),
and the Christchurch rebuild is also bnﬁmg in new mfgrants‘ 74 L)(j)( )
| NN N

\v,.

O
o Technological chang”e Th\ ternet dpes 'twork like a telecommunications
system, but more Ilize an ocean of daté@'almost no respect for international
borders. This is/ @‘@éprte attempts bysomestate< to create a
national lntyanet Tbé internet rs\c ftested between states and is already an area
of conflict, a's\\weﬂ as an g_govemé space in terms of the economic and social
beha\nour that it allows < \

A

"i The authdrISI\Qg environment,
; Go ernmer;t§ in the West are entrusted with national security but are sometimes
p{th trusted by some of their own people with the tools and institutions needed
<\to dellve’r that security. Public explanation and acceptance are significant
cha]}enges for Western governments, which none of us are dealing with
/— partlcularly well,

./ An increasingly challenging global context. intelligence, through both
e collection and assessment based on that collection, plays a critical role in helping
the Government to make sense of an increasingly complex and challenging
global environment, both economically and as a respected global
citizen. Intelligence assists decision-makers to recognise and understand the
risks to and opportunities for advancing New Zealand's interests.
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Some of these issues are plainly beyond New Zealand's ability to influence, let alone
shape. But they are all issues that form part of the operating landscape for the NZIC,
and within which New Zealand's national security policies, institutions and practlces

need to be placed. /\ N7
" N\ \ ¥
2. What does the intelligence community actuall do“?\ > \b '

The NZIC's functions are set out in statute and other accountability documents The V/
nature of those documents means that they are typlcally’bureaucratlc and htgﬁievel
descriptions and they do not give you a sense of what we. do.every day In sum\mary,
the reason New Zealand has an intelligence commumty is to AN

B Help keep Kiwis safe (for example, 1dentify1<g$error ist threats\t home and
abroad) - s NS

] Help protect and grow the economy (fOr example {Ji owdmg or enabling cyber
security) N, \ %

5} Provide foreign mtelhgerzca and assessment

Keeping Kiwis safe /.~ /.~
C s

\
This includes gwiqg\thefGevernment the ablllty to covertly investigate and respond to

significant threats amdrlsks These rhreats include terrorism, proliferation of weapons
of mass destruatlon and cyber espionage (both against the Government and against
econo(rmc entgfles in New Zealand), Sometimes we do this alone, such as investigating
potenua\‘ terrorism Ieads, but 'often our role is to support other government
departments \\ L

\ /, ~
N

Ve use our capablht és'to underpin and support the activities of law enforcement
N \ «ageﬁcnes an\d the(NZDF This can be through the provision of core intelligence or by
\helplngt \emto ‘bétter undertake their work (for example, helping Police execute a
surve’{i’epce qur_qnt for which they do not have the tools to successfully implement).

TSN
’/,// A
( \,\) F
/ aving an lntelhgence communlty means that
"ﬁ\ex\pemswe and advanced capabiiities du not have to be duplicated or held by agencies
\\ \__that do not use them often.

Protecting and growing the economy

This includes our work to help Government and key economic companies to protect
their information, assets and people. Project CORTEX is a key outreach initiative for
information security. But we also play a vital role in ensuring the people who can see
the most sensitive information the Government holds can be trusted - this is our
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vetting service. We make sure that national security buildings are physically secure and
that we have secure communications.

if we don't look after our information properly, it will be taken by other countries or
criminal groups. We know this because they try to do it now. The loss of_th,é-‘ﬁé_tfiﬂit}g to
keep our own secrets would affect our ability to think through our own foreign’ policy (T
position, undertake international and other negotiations by ourselyegs, conduct our ~__ \~
parliamentary policy and political processes free from mterferen/\and Utimately t@b

act in our own interests, including through the use of the NZDF an the NZ Pollce ¢

We are a small country that values and benefits from an, mtematlonal system\wbased on
the rule of law. New Zealand has an international reputatton that is larger than.our
actual size or geographic position would suggest. We: can’ordy do this beCause other
countries trust us to keep the information they share, Wlth us se;ret We have to be
able to keep their confidences, otherwise they. wﬂknot work w:th us: Thngoes beyond
the Five Eyes, and takes in all of the countrte§we want to have@plomatnc relations
with, trade with, and take collective actlom wnth on the worid st ge

Foreign intelligence and asses;gent
(

5, Foreign
intelligence, and the assessment of it, is wtal for’ knowmg what is going on in the world,
whether that be strafeg}c challenges poﬁtlcal and economic instability, or security
issues. New Zealand is.a global Lrader andNew Zealanders are global travelers. We
need to be f,u[ly mformed abou\tx\ternatlonal issues that matter to us.

\ / o

fore;gn\mt rl/gence makes an, important contribution to our understanding of both the

bmaﬁgr trerds at work:and the specific issues decision-makers are confronted with on
»a\dal\ry,bzss In this r@ e,“he fundamental business of intelligence is helping the New
@/aaiand Govemment to’ make sense of the world. By so doing it helps decision-makers
\to manage the rlsf<s, short, medium and long-term, to our interests.

(eri agtlwty

Mu\ \he activity described above has a covert element. Covert activity is a
@ecessary part of a government's toolkit.

A
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3. How well placed are we to respond to national security
threats?

We have been subject to a range of internal and external reviews. Last year we
underwent a Performance Improvement Framework (PIF) review. This hnghhghted the
organisational changes we need to make to better serve you. D
\,/ '\ >
There is a driving force to create a more joined-up intelligence comm \n<ity \ Vi ¢ o
recognising that effective sight on threats and integrated responses egulremuch ) N

more collaboration between agencies. More than this. given the@ange and volume ofv

potential threats to New Zealand interests, - ~\\> A A
]a better intelligence pr|or|t|saqu/system is belng ~\ \
developed. AN ‘\

A s ’ N
LD N, \
All three organisations have extensive change programmes underway(TgLe\sé include
projects to improve compliance systems, tr ansforé\\ r culture be far. more customer-

focused, and improve governance and leadershtp 2\
~, N N/ )

N

We also have projects underway to malnta:rr and Upgrade ou&apabﬂmes to meet new
and evolving threats. Chief among thase prqjects are;

u Project CORTEﬁ/Ceyber securlty for New“ZeaIand government and key private

sector entmes N ) )
> <L.'-"
\ \x

B \V A~
/ \ ¢
/ A \ \
. \/ AN

] Protecti‘vexs/ecurity'Requirements (PSR) - helping the public sector and Crown
/ entitiesto keeptheir mf@rmatlon assets and people safe.

We caa@owde you &x?h’detalled briefings on these projects as required.

The focus on organl\satlonal improvement and the need to upgrade our capabilities
“have pgﬁ\be\mtemgence community under financial pressure.

A
I:;Q)

™ -
—

To recap, the principles we are using to make our prioritisation decisions
are:

B The safety of New Zealand and New Zealanders is paramount.
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D We need to maintain faith with our staff.

m We should not contemplate short-term savings that compromise important long-
term capability.

m We should work together to create efficiencies and reduce duphcatlon wherever I\

we can. AN > N\

We should be mindful of our relationships with our external Stakeholders and 4

partners. (__ff».f .

What we need to do in 2014 &’\g

We need to finish what we haye started but theﬁe is much more to do.

AN v/ /, O '*the NZSIS Actis in dire need of updating
and modernisation. Whﬂe the GCSB,Actwas recently amended, it too requires further
work to respondﬁ%emergmg threars %Qd «ritically, we need to build public trust and
confudence i the }nteﬁrgence commumty

The three mos{ srg"nlflcant activities durmg the 2014 - 2017 period will be the the
NZIC re%pon;e to the Pllé,\ar\:d/tpe 2015 statutory review

/ ] i
< O =WV >
< ~ N [ =
\\\ N

N <

( [ ./',..." s

O W\J
The's tu/t(%fewew of the intelligence agencies, their legislation and the oversight
arr nzf'ents must commence before 30 June 2015. The Government response to
th rewéw should provide a sound basis on which to develop new legislation. We also
eéxtb;s as an opportunity to help build public trust and confidence. We will provide
y u with a separate briefing on the establishment of the review, but we recommend
~that the terms of reference be prepared and reviewers identified so that work can
commence early in 2015. This will allow time for the review to be completed and
Parliament to complete consideration of any new legislation by the end of 2016.

in the meantime, the world will not stop and wait for us to complete our work. The
threats and risks addressed by the NZIC can change quickly,

Our response to the PIF will make us more alert and more
nimble in our leadership and management. We will continue to monitor emerging
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{

,.@\)

threats and propose responses to you; a current example is foreign fighters. You may
wish to look at new powers to address this threat ahead of any legislation coming out
of the 2015 review. However, there are also options to incorporate that into the review

< // /,;I /,--.‘:_

NN S/ /

International alliances are fundamental to how the NZIC functions. New Zealand could \ s

-

not hope to deliver the current level of security and intelligence act:vnty alone Our (v -!_;j‘"

most significant relationship is with the Five Eyes partnersh!p o \ (

The Five Eyes partnership has been central to New Zea!aqd’s/approach to |r:?eugence
and security since World War II. The partnership startedeutfas a narrowkcryptofoglc
venture to share effort and results in code br ea}ﬁng {and code makmg\) inwartime,
From that experience a much wider framewark for cooperatlo has ev‘&l\ied involving
all aspects of security and intelligence, (: WV ¢ x

,\ \
NN
\\ N

What does the Five Eyes relatlonshlp ac&fally prcwd%hﬁ what are our
obligations? /\<\Q ) 2N

At a technical level, the reiaflonsh\rp prov1des acces:afto really advanced technology that
New Zealand could neveT the,t’o emula?e bthelf This includes the best

Vi

\ >

\ as well as access to an

enormous/l{/?/mol of cyber s\curlty intelligence and assessment information.

SS

We a|§o\get aceess to s!ﬁ‘s\}mmg programmes. professional standards, free
con,suitancy, and f' = Doing without the Five Eyes
ANsu{d’ £ost vastly: mor And Whatever we spent. it would deliver less. We could not
O)urseives rep}ace the#
('\ 4 | , and the
mvestmeﬁt mtff&{ntegrated system is certainly more than New Zealand could ever
coSten*fpfate;

8/\‘)

o
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5. Ministerial roles and responsibilities b“*
N \\ % RN

Prime Minister and Minister of Natlonal Secunty an&#nte?hgence

The NZICis part of the W|der natlonal secunty sygte’m }he national security sector has
two broad groupings: @ N

. , BN
“,\ v / /,\ ( ‘]
Security and mte}hgence,whmh lﬂd/ud@ﬁe NZIC, MFAT, NZDF and Ministry of
Defence, Pollcerand Customs/\ \

o Readiness ar\E response,\whtch“deals with civil defence and emergency

manfg/z:nt \ 2O
\/
As Prime Mi rand M]{’llStEl’ of National Security and Intelligence, you lead the

natlonai sec’uhty system. Thrs includes responsibility for the overall policy settings and
Ieglsfatlve framework%r ‘the sector. The mechanisms that support you in this role are

Ohua Cablnet Committée you chair (the new National Security Committee of Cabinet),

<énd’the Offj csals l)z?mestlc and External Security Committee (ODESC - to be renamed
“with thqchange in'the Cabinet Committee structure), which is chaired by the Chief
Exec&.n{& of\gPMC The Security and Intelligence Group of DPMC supports the ODESC
sys}em,end also has the responsibility of leading the joined up approach of the NZIC.
AS\P’EfmeMmISter you are also responsible for the National Assessments Bureau.

T \

i

/ N
( Qzu P’now this framework by experience; on the emergency side you will recall the
\

nterbury earthquakes, and on the security and intelligence side through terrorist
responses and New Zealanders in difficulty overseas, amongst other challenges.

In addition to maintaining sight on risks, planning future capabilities, and responding
to issues as they arise, the ODESC system has responsibility for intelligence community
planning and performance management.

You have particular responsibilities as Prime Minister under the NZSIS and GCSB Acts
and the oversight legislation. They include:
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B Recommending the appointment of the two Directors (the State Services
Commission supports the process, but the decision is yours).

o Chairing the Intelligence and Security Committee,

o Recommending the appointment of the Inspector-General and Depu;y fnspector-
General of Intelligence and Security, and Commissioner of SecurltykWér raats

_\\ ~
Minister responsible for GCSB and Minister in charge of NZSIS~/ \ N

Some of your responsibilities as Minister for the GCSB and NZSIS are't'he same'as for \ S

any other Minister, including oversight of the agencies, and answerrng questronsrﬂ the
House. 2> NX o\

)
v

The agencies’ statutes contain specific lnformatlon ahout the role of“the@rster The
NZSIS Act defines the Minister as “the Minister in ¢harg e of the NZSIS" The GCSB Act
defines the Minister as “responsible for the Blireau”yand there are similar statutory
provisions that say the functions of the agentres“are ”subJeot 'c&the ‘control of the
Minister”. In short this means: ~ \\ \

\

You have the final say about the Focus of our ef@rts and what kind of functions
we perform. We will make sure.you have suff/crent information about the
threats, the intelligence pr\om’és the resources dvailable, and the options for
organising and drreclmg/tbose resources sq that you can make informed
decisions as theMszter

o The two Drrector sare responsrble for the operational aspects of the

depar tmenl$>/ \ S

Although as Mmrstér you will not generally be involved in the operational activities of
the agencres you do have some specific functions under the two statutes that relate to
opefationalactivities: The: n“:mt significant of these is the approval of warrants and
a{khonsatfons for boF{}GCSB and NZSIS. As part of this role, you can decide where
§Qrﬁe\of our bouhdar es lie (those not already set by legislation) and, through the

\rmposmon of’conafnons how we might carry out some aspects of these warrants and
authorlsa:oons

/
Warr‘ants and authorisations provide the legal authority for much of our more
sénsrtjveioperatlonal activity. Once we have the authority of a warrant or we conduct
fmost of that activity without further reference to you.

(O)™

N A
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How we will keep you briefed and up to date
_ Depending on Ministerial requirements and subject to ODESC oversight
aspecially the

EIFA Under 20 World Cup and the Cricket World Cup, both of which will take place in
the first half of 2015, &N

< . N

We would value an initial discussion with you and your offices about how you would b N
_like the relationship to work. ¢ )
@nce you have”deuei\ed on
TabmetCommittee and Vhnisterial group arrangeme nts Wr.- can also discuss k@w we

can best support those meetings. N li

We have been working on ways to

Engagement with the pupla\ = O \

We have been developing, as[rategl)c commumcat&ons plan to better inform the public
of what we do and why itisso |mportant We have established a small
communications teaz’r@support the three core'NZIC agencies. There has been a lot of
work setting up mtemaYengagement programmes supporting the Directors and
DPMC Chief Execm;y} With public eﬁgagements establishing relationships with media
and other government agencies; and estabhshlng a NZIC website with information
from the three core agencnes in one Place.

The new 1Qlttatlves we are conslderlng include in depth background briefings to
Jeﬁ(na)lsts,/fnore pub@”sgeakmg opportunities for the Directors, greater discussion of
ber\}ssues anfla \ ¢
w‘Il engage wntlmyour offices as the programme develops. This external
N e/ngagemem *ocus is new for us and it goes against the cultural DNA of our
orgams;a’tle@s\whlch are still grounded in the “need to know" principle. Your support
\%ra ement would be very helpful.

e Engagement with the Leader of the Opposition and Parliament

\_S’peaal recognition is given to the role of Leader of the Opposition in the GCSB and
“NZSIS Acts. This reflects the traditional “bipartisan” approach to national security.

s PG

A bipartisan approach is particularly important during the
passage of legislation, when investment is needed, or when responding to emerging
situations.
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s. 1 (13(3)(;\

s. b(=)

Summary

Overall, we are very OptlmiStIC abaut/the leeCUQI"I ofchange the community has taken.
The PIF told us we havea\lons.{ way to travel and we have an extensive change

/ N
programme underwaxk/’\ W

)
o~ /

‘\ iy

\/‘ \ \

The threats f ané mvealand are real and are undoubtedly growing (not least the
risks of on 0’1 () vndlgnt extrem}s\m and cyber security). Some of these threats we have
never seen befﬁre Our job is to grip these up and help you ensure the national
secuuty of Nﬁﬁealand\&e very much look forward to working with you and for you

/foigg/?’l exfthree yea\ ;J
OO

How%d Broad
@epm:y Chief Executive, DPMC

A

lan Fletcher Rebecca Kitteridge
Director, GCSB Director of Security, NZSIS
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