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Shawn Kasal 

Digital Forensic Expert 

Consulting Engineer – Network Security Consultant 

Omaha, Nebraska 
Professional Experience 

 

 Systems Engineer 15 years 

 Privately retained to investigate all forms of electronic fraud and network abuse 

 Specialize in e-discovery, data forensics  

 Federal Expert Witness (Digital Forensics) 

 CJA Expert Panel Federal Public Defenders Office 

 Subject Matter Expert Network Threat Attrition/Attribution 

 

Business and Organizations served 

 

 General Motors 

 Ford Motor Corporation 

 Daimler Benz  

 Sid Dillon Chevrolet GMC Cadillac Mazda Buick Hyundai Nissan 

 Dillon Brother’s Harley-Davidson 

 Plaza Buick GMC 

 Woodhouse Auto Group 

 Wicks Truck Trailers 

 Consulted with Infraguard and Cybercop 

 Various local Banks and Credit Union’s  

 Various local Medical Practices and Hospitals 

 Several law firms (NE, IA, NY, SD, OK, and KS) 

 Federal Public Defender office (Omaha, NE) (Des Moines, IA) 

 

Training along with Current and Previously earned Certifications and Certificates 

 

 CompTIA A+ Linux+ Network+ Security+ Server+ 

 Microsoft MCP NT 4 MCSE 00,03,08,12r2 

 Cisco CCNA, CCDA, CCNP with Wireless Networking, Routing, VPN specializations 

 Data recovery in SANS NAS DAS environments  

 Network attribution on Darknets (tor) (p2p) (other network obfuscation methods) 

 CEH (Certified Ethical Hacker) training Version 8 courseware 

 Compliance and Security Auditing PCI, HIPAA.   

 

Software and Digital Forensics Training 

 

 Linux, Windows, Mac OS, Mac los, Unix, BSD, Solaris, Android and related embedded platforms 

 SANS Training, DOD Training, Former and Retired Law Enforcement  

 Cellebrite cell phone forensic UFED (capture hardware) 

 MOBLedit forensic capture methodology  

 AccessData Group for Forensic Toolkit (FTK), ArcSight for ArchSight Logger. (syslog) 

 Guidance Software for EnCase Forensics suite  

 Paraben (P2 commander and i-recovery stick)  

 Autopsy, open source graphical interface to The Sleuth Kit and other digital forensics tools. 

 OS Forensic Suite, SANS SIFT 

 BlackBag BlackLight Mac OS Forensic toolkit,  

 White Glove Linux by Dr. Fred Cohen 

 NIST forensic tools standards and qualifications  

 Industry standard PC/Server/Laptop/Cellphone/Tablet capture and reporting software open or closed source 

 E-Discovery/Network Intelligence software titles Splunk, Maltego, Alienvault, and Sentinel Visualizer 
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