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June 6, 2016 

 

Dear Senator,  

 

The undersigned civil society organizations, companies, and trade associations strongly oppose an 

expansion of the National Security Letter (NSL) statute, such as the one that was reportedly included in 

the Senate’s Intelligence Authorization Act for Fiscal Year 2017
1
 and the one filed by Senator Cornyn as 

an amendment to the ECPA reform bill.
2
  We would oppose any version of these bills that included such a 

proposal expanding the government’s ability to access private data without a court order.     

 

This expansion of the NSL statute has been characterized by some government officials as merely fixing a 

“typo” in the law.
 3
 In reality, however, it would dramatically expand the ability of the FBI to get sensitive 

information about users’ online activities without court oversight.  The provision would expand the 

categories of records, known as Electronic Communication Transactional Records (ECTRs), that the FBI 

can obtain using administrative subpoenas called NSLs, which do not require probable cause. Under these 

proposals, ECTRs would include a host of online information, such as IP addresses, routing and 

transmission information, session data, and more.
4
  

 

The new categories of information that could be collected using an NSL—and thus without any oversight 

from a judge—would paint an incredibly intimate picture of an individual’s life.
5
 For example, ECTRs 

could include a person’s browsing history, email metadata, location information, and the exact date and 

time a person signs in or out of a particular online account. This information could reveal details about a 

person’s political affiliation, medical conditions, religion, substance abuse history, sexual orientation, 

and, in spite of the exclusion of cell tower information in the Cornyn amendment, even his or her 

movements throughout the day.  

 

The civil liberties and human rights concerns associated with such an expansion are compounded by the 

government’s history of abusing NSL authorities.  In the past ten years, the FBI has issued over 300,000 

NSLs, a vast majority of which included gag orders that prevented companies from disclosing that they 
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received a request for information.
6
  An audit by the Office of the Inspector General (IG) at the 

Department of Justice in 2007 found that the FBI illegally used NSLs to collect information that was not 

permitted by the NSL statutes.
7
  In addition, the IG found that data collected pursuant to NSLs was stored 

indefinitely, used to gain access to private information in cases that were not relevant to an FBI 

investigation, and that NSLs were used to conduct bulk collection of tens of thousands of records at a 

time.
8
 

 

Given the sensitive nature of the information that could be swept up under the proposed expansion, and 

the documented past abuses of the underlying NSL statute, we urge the Senate to remove this provision 

from the Intelligence Authorization bill and oppose efforts to include such language in the ECPA reform 

bill, which has never included the proposed NSL expansion.  

 

Sincerely,  

 

Access Now 

Advocacy for Principled Action in Government 

American Association of Law Libraries 

American Civil Liberties Union 

American Library Association 

American-Arab Anti-Discrimination Committee 

Amnesty International USA 

Association of Research Libraries 

Brennan Center for Justice 

Center for Democracy & Technology 

Center for Financial Privacy and Human Rights 

CompTIA 

Computer & Communications Industry Association 
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Constitutional Alliance 

Demand Progress 

Electronic Frontier Foundation 

Engine 

Facebook 

Fight for the Future 

Foursquare 

Free Press Action Fund 

FreedomWorks 

Google 

Government Accountability Project 

Human Rights Watch 

Institute for Policy Innovation 

Internet Infrastructure Coalition / I2Coalition 

National Association of Criminal Defense Lawyers 

New America's Open Technology Institute 

OpenTheGovernment.org 

R Street 

Reform Government Surveillance 

Restore the Fourth 

Tech Freedom 

The Constitution Project 

World Privacy Forum  

Yahoo 

 


