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BADDECISION Overview 
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~ BADDECISION is an "802.11 CNE tool that 
uses a true man-in-the-middle attack and a 
frame injection technique to redirect a 
target client to a FOXACID server." 

~ Takes advantage of shared open medium 
and the HTTP protocol. 

~ Works for WPA I WPA2! 
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BADDECISION Prerequisites 

~ Working BLINDDATE Survey! 

~ Client on the Target network 
~ Security Level: WPA I WPA2 
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~ Ability to maintain a reliable connection to 
a target network. 

~Don't forget FOXACID Tag! 
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BADDECISION Pros I Cons 

)i..,- Pros 
~ Works for WPA I WPA2 networks. 

~ Can reliability see all communications 
between target and FOXACID. 

)i..,- Cons 
~ Larger signature than NIGHTSTAND. 
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~ Requires higher SNR to maintain reliable 
communications between target and FOXACID. 
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