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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF ARIZONA

Daniel David Rigmaiden, No. CV 12-1605-PHX-DLR (BSB)
Plaintiff,
V. ORDER

Federal Bureau of Investigation, et al.,
Defendants.

Plaintiff Daniel David Rigmaiden, who was a federal prisoner at the time he filed
his Complaint, brought this civil rights action pursuant to the Freedom of Information Act
(“FOIA”) against the Federal Bureau of Investigation (“FBI), the Executive Office for
United States Attorneys (“EOUSA”), the Office of Information Policy, and the United
States Department of Justice (“D0OJ”). (Doc. 1.) In a November 14, 2014 order, (Doc.
122), the Court granted Plaintiff’s Motion for Summary Judgment in part and denied it in
part, and granted Defendants’ Motion for Summary Judgment in part and denied it in
part.

Currently pending before the Court are Plaintiff’s Motion for Sanctions, (Doc.
129), Plaintiff’s Motion for Order Requiring Defendants to Provide Vaughn Indexes
Addressing all Redactions and Withholdings, (Doc. 130), Plaintiff’s Second Motion for
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Partial Summary Judgment, (Doc. 136), and Defendants’ Motion to Dismiss for Lack of
Jurisdiction and Second Motion for Summary Judgment,* (Doc. 137).
. Plaintiff’s Motion for Sanctions (Doc. 129)

Plaintiff argues that Defendants should be sanctioned because they allegedly failed
to comply with this Court’s January 1, 2015 order requiring Defendants to provide
Plaintiff with documents responsive to his FOIA requests within 90 days of Plaintiff
filing a notice of intent to pay standard FOIA duplication fees. (Doc. 129.) Although
Defendants mailed the documents to Plaintiff within the 90 days, Plaintiff did not receive
them until five days after the 90-day deadline. Plaintiff argues that the Court’s use of the
word “provide” meant that “the records needed to be in Plaintiff’s hands” within the 90
days and that putting them in the mail by the 90-day deadline was insufficient.
Defendants respond that they construed the Court’s deadline as the date by which
responsive documents were to be sent to Plaintiff. Defendants’ interpretation is

reasonable and sanctions are not justified. Plaintiff’s Motion for Sanctions is denied.

Il.  Plaintiff’s Motion for Order Requiring Defendants to Provide Vaughn
Indexes Addressing all Redactions and Withholdings (Doc. 130)

Plaintiff requests that the Court order Defendants to provide him with Vaughn
indexes prior to the May 20, 2015 deadline to file motions for summary judgment. As
that deadline has already passed, Plaintiff appears to concede that his request for Vaughn
indexes prior to that deadline is moot. (See Doc. 136 at 2). Nonetheless, the Court will
address Plaintiff’s request.

On November 14, 2014, the Court ordered the Parties to file a status report
addressing the outstanding issues in the action and to file a proposed schedule for its
resolution. (Doc. 122 at 55). On December 22, 2015, the Parties filed their Joint Status
Report, which included the Parties’ proposed schedules. (Doc. 126.) Plaintiff made no

request for a Vaughn index prior to proceeding with summary judgment. (See id.) On

! The Court provided notice to Plaintiff pursuant to Rand v. Rowland, 154 F.3d
952, 962 (9th Cir. 1998) (en banc), regarding the requirements of a response. (Doc. 139.)

-2-
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January 12, 2015, the Court issued a scheduling order based on the Parties’ Joint Status
Report. (Doc. 127.) Plaintiff then waited until April 16, 2015, to request a Vaughn
index. (Doc. 130.) Plaintiff has shown sophistication as to the issues in this action and
previously has requested a Vaughn index. He offers no reason for his delay in seeking to
incorporate a Vaughn index into this Court’s scheduling of a second round of motions for
summary judgment.

Moreover, a Vaughn index is not a requirement and allowing Defendants to file
their declarations justifying their exemptions with their Motion for Summary Judgment
does not prejudice Plaintiff. Plaintiff has not shown why it is necessary for Defendants to
assume the additional burden of preparing a Vaughn index in addition to declarations
when Plaintiff had the opportunity to request a Vaughn index or a staggered summary
judgment deadline in the Parties’ Joint Status Report, or could have sought an extension
of time to file his own motion for summary judgment.

For these reasons, Plaintiff’s Motion for Order Requiring Defendants to Provide
Vaughn Indexes Addressing all Redactions and Withholdings is denied.

I11.  Motions for Summary Judgment

A Legal Standard

Summary judgment is appropriate if the evidence, viewed in the light most
favorable to the nonmoving party, demonstrates “that there is no genuine dispute as to
any material fact and the movant is entitled to judgment as a matter of law.” Fed. R. Civ.
P.56(a). “[A] party seeking summary judgment always bears the initial responsibility of
informing the district court of the basis for its motion, and identifying those portions of
[the record] which it believes demonstrate the absence of a genuine issue of material
fact.” Celotex Corp. v. Catrett, 477 U.S. 317, 323 (1986). Substantive law determines
which facts are material and “[o]nly disputes over facts that might affect the outcome of
the suit under the governing law will properly preclude the entry of summary judgment.”
Anderson v. Liberty Lobby, Inc., 477 U.S. 242, 248 (1986). “A fact issue is genuine ‘if

the evidence is such that a reasonable jury could return a verdict for the nonmoving
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party.”” Villiarimo v. Aloha Island Air, Inc., 281 F.3d 1054, 1061 (9th Cir. 2002)
(quoting Anderson, 477 U.S. at 248). Thus, the nonmoving party must show that the

genuine factual issues “*can be resolved only by a finder of fact because they may
reasonably be resolved in favor of either party.”” Cal. Architectural Bldg. Prods., Inc. v.
Franciscan Ceramics, Inc., 818 F.2d 1466, 1468 (9th Cir. 1987) (quoting Anderson, 477
U.S. at 250).

When considering a summary judgment motion, the Court examines the pleadings,
depositions, answers to interrogatories, and admissions on file, together with the
affidavits or declarations, if any. See Fed. R. Civ. P. 56(c). The Court’s function is not
to weigh the evidence and determine the truth, but to determine whether there is a
genuine issue for trial. Anderson, 477 U.S. at 249. Although the evidence of the non-
movant is “to be believed, and all justifiable inferences are to be drawn in his favor,” if
the evidence of the non-moving party is merely colorable or is not significantly probative,
summary judgment may be granted. Id. at 248-49, 255. Conclusory allegations,
unsupported by factual material, are insufficient to defeat a motion for summary
judgment. Taylor v. List, 880 F.2d 1040, 1045 (9th Cir. 1989); see Soremekun v. Thrifty
Payless, Inc., 509 F.3d 978, 984 (9th Cir. 2007) (*[c]onclusory, speculative testimony in
affidavits and moving papers is insufficient to raise genuine issues of fact and defeat
summary judgment”).

B.  Remaining Issues’

Pursuant to the Court’s November 14, 2014 order, the remaining issues in this
action are: (1) aspects of the adequacy of the search responsive to Plaintiff’s November
10, 2011 Request to the FBI (the “WSJ Search™); (2) aspects of the adequacy of the
search responsive to Plaintiff’s October 10, 2011 Request to the Executive Office for
United States Attorneys (the “EOUSA Search”); (3) Exemption 7(E) on the EOUSA

Request; (4) aspects of the adequacy of the search responsive to Plaintiff’s October 10,

2 The full background of this action is set forth in the Court’s November 14, 2014
order, (Doc. 122), and will not be repeated here.

-4 -
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2011 Request to the FBI (the “Harris Search”); and (5) aspects of the claimed Exemption
7(E) on the Harris Request.
1. Plaintiff’s Second Motion for Summary Judgment (Doc. 136)

In his Second Motion for Summary Judgment, Plaintiff attempts to expand the
scope of the issues that remain in this action. Plaintiff identifies the issues on which he is
moving for summary judgment as: (1) whether the FBI can use a representative sample of
documents in claiming exemptions; (2) whether the FBI violated Plaintiff’s rights under
FOIA and the Due Process Clause of the United States Constitution by releasing
documents to Plaintiff on 37 CDs for a total cost of $555.00; and (3) whether the FBI
violated Plaintiff’s equal protection rights under the United States Constitution by
releasing documents to Plaintiff on 37 CDs for a total cost of $555.00, while providing
the same documents to a different FOIA requester on one CD at a cost of $15.00.

I. Representative Sample

Plaintiff argues that the Court’s November 14, 2014 order that “[d]espite
Plaintiff’s argument to the contrary, there is no reason that the Court’s ruling on the
sample exemptions provided cannot be used to guide the Parties in determining whether
further disclosures are necessary,” (Doc. 122 at 46), does not apply to the further
disclosures made by Defendants. Plaintiff reiterates many of the same arguments he
made when he opposed the use of a sample during the first round of briefing on summary
judgment. The Court considers this to be an untimely attempt at seeking reconsideration
of this Court’s prior order. Plaintiff did not properly seek reconsideration of that ruling,
and the Court has already considered his arguments and rejected them.

Moreover, the challenge to the use of a representative sample is not an appropriate
topic for summary judgment; the Court cannot grant summary judgment on a collateral
issue not identified in the Complaint. See Coleman v. Quaker Oats Co., 232 F.3d 1271,
1291-94 (9th Cir. 2000) (affirming district court’s dismissal of new theories not alleged
in complaint and raised for the first time on summary judgment). Accordingly, Plaintiff’s

Motion seeking summary judgment as to the use of a sample is denied.
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ii. Due Process and Equal Protection

Plaintiff seeks summary judgment that his due process and equal protection rights
were violated by the FBI. This action was brought under FOIA; Plaintiff has not alleged
violations of due process or equal protection. Accordingly, Plaintiff’s Motion seeking
summary judgment that his due process and equal protection rights have been violated is
denied.

iii.  Violation of FOIA

Plaintiff argues that Defendants violated FOIA when they charged him $555.00 in
duplication fees for 37 CDs, when they could have fit all of the information onto one CD
for a charge of $15.00. This claim was not alleged in the Complaint and, therefore, is not
an issue on which Plaintiff may seek summary judgment. Nonetheless, the Court will
address Plaintiff’s argument that he should be given a refund of a portion of the
duplication fees.

In its January 12, 2015 order, the Court denied Plaintiff’s request to set different
duplication fees outside the regulatory scheme in place under FOIA for charging such
fees. (Doc. 127.) The Court then ordered Plaintiff to file a Notice indicating whether he
intended to pay the standard duplication fees. (Id.) The Court stated that if Plaintiff paid
the fees, the FBI was to provide Plaintiff with all responsive documents. (Id.) The Court
noted that the FBI requested to produce the documents over 22 months, at a rate of 500
pages per month, and Plaintiff requested that the FBI produce 1,000 pages per month
over a period of 22 months. (Id.) The Court then ordered the FBI to produce the
documents within 90 days of Plaintiff filing a notice indicating that he was willing to pay
the standard duplication fees. (1d.)

Plaintiff filed his Notice of Intent indicating that he was willing to pay the
standard duplication fees. (Doc. 128.) Plaintiff asserts that the FBI then provided him
with 530 megabytes of data on 37 CDs in three packages for a total of $555.00 in
duplication fees, when it could have produced the exact same data on one CD for $15.00.

(Doc. 136.) He states that he anticipated receiving one CD per month at a total cost of
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$45.00, (Id.), and argues that, because the documents could have fit on one CD, the FBI
violated 5 U.S.C. 8 552(4)(A)(ii)(111) by not imposing reasonable charges and 28 C.F.R.
8 16.11(e) by not providing him notice of the costs. As relief, Plaintiff requests that the
Court order the FBI to refund him $510.00 of the $545.00 he paid for the responsive
documents. (Doc. 148.)

In Response, the FBI asserts that it sent Plaintiff a letter on December 22, 2014,
informing him that the duplication costs would exceed $25.00 and that it was their

practice to produce 500 reviewed pages per CD, and explaining that:

Using the 500 pages reviewed per CD business practice, and
in view of the approximate 11,000 pages of material to be
reviewed for segregability, you are further advised that if this
reprocessing results in 22 CD’s [sic], the total cost would be
$320.00. This total estimate may increase or decrease
dependent on the actual number of CDs that are produced as a
result of this process.

(Doc. 140-2 at 15.) In Response to Plaintiff’s Second Motion for Summary Judgment,
the FBI explains that its policy of processing 500-page batches of documents at a time—
the Interim Release Policy—is in place because it has proven to be ideal for reviewing
officials, subject matter experts, and other components or agencies that must be consulted
before release, and is key to meeting the demands posed by the growing number, size,
and complexity of FOIA/PA requests received by the FBI. (Doc. 141 at 10 {{ 10-11.)
The FBI asserts that, in this case, the work-flow process produced 37 CDs within 90 days
in order to comply with the Court’s Order to produce the documents within 90 days. (Id.
1 12.) Plaintiff counters that he was misled into believing that he would only receive one
CD per month over a period of three months. (Doc. 147 at 2.)

Given the FBI’s December 22, 2014 letter to Plaintiff informing him of the
possible costs associated with the request and the legitimate reasons offered in support of
their Interim Release Policy, the FBI has not violated 5 U.S.C. § 552(4)(A)(ii)(111) or 28
C.F.R. 8 16.11(e) such that Plaintiff is entitled to a refund of his duplication fees.
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Plaintiff’s mistaken belief that he would have to pay for only three CDs does not entitle
him to such a refund. Plaintiff’s Motion for Summary Judgment is denied.
2. Defendants’ Second Motion for Summary Judgment (Doc. 137)

Defendants seek summary judgment as to the remaining issues in this action—the
adequacy of the WSJ Search, the adequacy of the Harris Search, Exemption 7(E) on the
Harris Request, the adequacy of the EOUSA search, and the claimed Exemptions on the
EOUSA Request.

I. Legal Standard

FOIA requires that an agency responding to a request “demonstrate that it has
conducted a search reasonably calculated to uncover all relevant documents.” Lahr v.
Nat’l Transp. Safety Bd., 569 F. 3d 964, 986 (9th Cir. 2009) (quoting Zemansky v. EPA,
767 F.2d 569, 571 (9th Cir. 1985)). Such a showing can be made by “reasonably
detailed, nonconclusory affidavits submitted in good faith.” Zemansky, 767 F.2d at 571.
Such affidavits or declarations are entitled to “a presumption of good faith, which cannot
be rebutted by purely speculative claims about the existence and discoverability of other
documents.” Lawyers’ Comm. For Civil Rights of S.F. Bay Area v. U.S. Dep’t of
Treasury, 534 F. Supp. 2d 1126, 1131 (N.D. Cal. 2008). An agency “need not set forth
with meticulous documentation the details of an epic search for the requested records.”
Id. (quotation omitted). “[T]he issue to be resolved is not whether there might exist any
other documents possibly responsive to the request, but rather whether the search for
those documents was adequate.” Citizens Comm’n on Human Rights v. FDA., 45 F.3d
1325, 1328 (9th Cir. 1995) (quotation omitted) (emphasis in original). In general, the
sufficiency of a search is determined by the “appropriateness of the methods” used to
carry it out, “not by the fruits of the search.” Iturralde v. Comptroller of the Currency,
315 F.3d 311, 315 (D.C. Cir. 2003). The failure of an agency “to turn up a particular
document, or mere speculation that as yet uncovered documents might exist, does not
undermine the determination that the agency conducted an adequate search for the
requested records.” Wilbur v. CIA, 355 F.3d 675, 678 (D.C. Cir. 2004).
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Once a search has been conducted, FOIA requires disclosure of all agency records
at the request of the public unless the records fall within one of nine narrow exemptions.
See 5 U.S.C. 8§ 552(b); see also Minier v. CIA, 88 F.3d 796, 800 (9th Cir. 1996). These
“limited exemptions do not obscure the basic policy that disclosure, not secrecy, is the
dominant objective of the Act.” Dep’t of Interior v. Klamath Water Users Protective
Ass’n, 532 U.S. 1, 8 (2001) (internal citation omitted). The exemptions “have been
consistently given a narrow compass,” and agency records that “do not fall within one of
the exemptions are improperly withheld.” Dep’t of Justice v. Tax Analysts, 492 U.S. 136,
151 (1989) (quotation omitted).

The threshold issue on a motion for summary judgment is whether the agency’s
explanations are full and sufficiently specific to afford the FOIA requester a meaningful
opportunity to contest, and the district court an adequate foundation to review, the
soundness of the withholding. See Wiener v. FBI, 943 F.2d 972, 977-79 (9th Cir. 1991)
(noting that specificity is the defining requirement of the Vaughn index). “To carry their
summary judgment burden, agencies are typically required to submit an index and
‘detailed public affidavits’ that, together, “identify [ ] the documents withheld, the FOIA
exemptions claimed, and a particularized explanation of why each document falls within
the claimed exemption.”” Yonemoto v. Dep’t of Veterans Affairs, 686 F.3d 681, 688 (9th
Cir. 2012). These submissions—commonly referred to as a Vaughn index—"“must be
from affiants who are knowledgeable about the information sought and detailed enough
to allow the court to make an independent assessment of the government’s claim of
exemption.” 1d. (internal quotation omitted). Whether by Vaughn index, affidavit, or
some combination of the two, the government must “provide enough information,
presented with sufficient detail, clarity, and verification, so that the requester can fairly
determine what has not been produced and why, and the court can decide whether the
exemptions claimed justify the nondisclosure.” Fiduccia v. U.S. Dep’t. of Justice, 185
F.3d 1035, 1043 (9th Cir. 1999). “To justify withholding, the government must provide

tailored reasons in response to a FOIA request. It may not respond with boilerplate or
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conclusory statements.” Shannahanv. I.R.S., 672 F.3d 1142, 1148 (9th Cir. 2012).
I Discussion
a. Adequacy of the WSJ Search
In reference to the WSJ Search, the Court stated in its November 14, 2014 order

that:

As to the remainder of Plaintiff’s arguments, the Court agrees
that the FBI has not met its burden to show that its search was
reasonably calculated to uncover all relevant documents.
Although the FBI states that Plaintiff received some emails in
response to Plaintiff’s request, the FBI does not explain
whether those emails constituted all relevant documents
responsive to Plaintiff’s request. The FBI makes no argument
that it would be difficult or overly burdensome to search its
email archives and provides no explanation for its failure to
do so. Although the FBI implies that a search for more than
thirty types of records in more than 20 locations would be
overly burdensome and argues that FOIA does not require a
search in every conceivable area where responsive records
might be found, the FBI provides no information as to the
difficulty of such searches, that such searches would be
cumulative or unnecessary, why such searches are not
commonly done, or any other information that would allow
the Court to conclude that its search was reasonably
calculated to uncover all relevant documents. The FBI
likewise does not explain why it did not search the CRS for
documents responsive to the portion of Plaintiff’s request
regarding the WSJ.

(Doc. 122 at 33.)

The FBI asserts that, after the Court’s November 4 order, it conducted a full-text
search of the CRS regarding the article in The Wall Street Journal, but located no
additional responsive records. (Doc. 138 1 5-6.) The FBI argues that it has satisfied
FOIA’s requirements by searching both the CRS and by conducting target inquiries
where it believed responsive records might be located. It contends that Plaintiff’s
requests that the FBI search for 33 categories of records, such as audits, purchase
receipts, and log files in more than 20 separate locations, including backup systems, tape

drives, and cartridges are unreasonable, unnecessary, and burdensome. The FBI reasons

-10 -
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that, even if such systems and documents could be searched, the documents Plaintiff
requests would not reasonably be located in those records.

The FBI further asserts that it does not commonly conduct searches of email
systems when responding to FOIA requests and additional searches for emails would be
cumulative because the search responsive to Plaintiff’s documents already revealed
emails. (1d. 11 13, 15.) The FBI argues that there is no factual basis to reasonably
conclude that records might exist elsewhere, and the FBI would not know where to
conduct such a search. (Id. 11 9-16.) Finally, the FBI claims that the searches would be
unduly burdensome because speculative searches interfere with the FBI’s ability to
implement FOIA. (Id. 11 11-12.) The FBI concludes that a search of all the categories
of records in all of the locations that Plaintiff has identified would be unreasonable,
unnecessary, and burdensome. (Id. §17.)

Plaintiff responds that the FBI has provided inadequate information that the
searches would be overly burdensome, cumulative, unnecessary, or not commonly done,
and the FBI does not explain whether all categories of data requested by Plaintiff are
loaded into CRS. As a result, Plaintiff argues that the FBI has failed to meet its burden.

The FBI has now submitted reasonably detailed affidavits showing that its
searches in response to the WSJ Requests were reasonably calculated to uncover all
relevant documents. Defendants’ Second Motion for Summary Judgment as to the

adequacy of the search in response to the WSJ Request is granted.
b. Exhaustion of Claims Regarding the Harris
Request

In their Second Motion for Summary Judgment, Defendants assert that the issues
relating to the Harris Request should be dismissed based on Plaintiff’s failure to exhaust
his administrative remedies because Plaintiff refused to pay the standard duplication fees
owing on the Harris Request. After Defendants filed their Motion for Summary
Judgment, Plaintiff paid the fees. In Reply, Defendants assert that Plaintiff’s failure to
immediately pay the duplication fees demonstrates that he failed to exhaust his

administrative remedies.  Defendants cite to no authority for this proposition.

-11 -
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Accordingly, the Court will not dismiss Plaintiff’s claims relating to the Harris Request
for failure to exhaust administrative remedies.
C. Adequacy of the Harris Search
Defendants assert that they are entitled to summary judgment on the adequacy of
the Harris Search. In its November 14, 2014 order, in reference to the Harris Search, the

Court stated:

With regard to Plaintiff’s argument that the FBI did not
search “text messages and emails and the other records types”
and record systems named by Plaintiff, the FBI makes no
argument that it would be difficult or overly burdensome to
search its email or text archives and provides no explanation
for its failure to do so. Although the FBI implies that a search
for more than thirty types of records in more than 20 locations
would be overly burdensome and argues that FOIA does not
require a search in every conceivable area where responsive
records might be found, the FBI provides no information as to
the difficulty of such searches, that such searches would be
cumulative or unnecessary, why such searches are not
commonly done, or any other information that would allow
the Court to conclude that its search was reasonably
calculated to uncover all relevant documents.

(Doc. 122 at 45-46.)

The FBI explains that it conducted three sets of searches using a search
methodology designed to locate records in all FBI offices where the FBI could
reasonably expect responsive information to reside. (Doc. 137-1 at § 15.) The search
methodology included an overlapping search of eight different FBI offices, which might
possess responsive records given their missions and functions vis-a-vis the technical and
operations nature of the information sought and included a search for emails. (ld.) The
FBI asserts that, given the extensive nature of the search, there is no basis to conclude
that responsive information would reside elsewhere, and such a search would be
cumulative, redundant, and unduly burdensome for the same reasons that additional
searching would be cumulative, redundant, and unduly burdensome in relation to the
WSJ Request. (Id.)

-12 -
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Plaintiff responds that the FBI made no attempt to explain why the searches would
be overly burdensome, cumulative, necessary or not commonly done. Plaintiff also
argues that he knows certain documents were not found in relation to the search and thus
the search must have been inadequate.

The FBI has now submitted reasonably detailed affidavits showing that its
searches in response to the Harris Request were reasonably calculated to uncover all
relevant documents. The FBI’s decision to stop its search for responsive files prior to the
search of every database does not render the search unreasonable unless the FBI fails to
provide a basis for the Court to evaluate whether its decision to not search additional
databases was reasonable. See ACLU v. FBI, No. C 12-03728Sl, 2013 WL 3346845, at
*3 (N.D. Cal. July 1, 2013). Moreover, the Government’s failure to uncover every
document that Plaintiff believes might be responsive to the search does not render the
search invalid. See Iturralde, 315 F. 3d at 315 (“the adequacy of a FOIA search is
generally determined not by the fruits of the search, but by the appropriateness of the
methods used to carry out the search . . . because documents may have been accidentally
lost or destroyed, or a reasonable and thorough search may have missed them.”). Here,
the FBI has provided a reasonable basis for not conducting every search requested by
Plaintiff and has explained how its searches were reasonably calculated to uncover all
relevant documents. Accordingly, Defendants’ Second Motion for Summary Judgment
as to the adequacy of the search in response to the Harris Request is granted.

d. Claimed Exemptions regarding the Harris Request

The FBI asserts that it properly withheld information responsive to the Harris

Request pursuant to Exemption 7(E)® and seeks summary judgment as to those

¥ Exemption 7(E) exempts “records or information compiled for law enforcement
purposes, but only to the extent that the production of such law enforcement records or
information . . . would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law.” 5 U.S.C. § 552(b)(7)(E).

-13-
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withholdings. In its November 14, 2014 order, in reference to Exemption 7(E) as applied

to the Harris Request, the Court stated:

With regard to the remainder of the information being
withheld under Exemption 7(E), the Court does not have
adequate information from the Declaration of Hardy about the
documents withheld and the information withheld in
particular documents. Because the FBI has not provided the
Court with a particularized explanation of why each
document falls within the claimed exemption, the FBI has
failed to establish a rational nexus between its law
enforcement function and the information being withheld.

(Doc. 122 at 52.)

The FBI supplemented its declarations to explain its withholdings under
Exemption 7(E) on the Harris Request. Specifically, the FBI explains that it is
withholding five document categories under Exemption 7(E): (1) policy and procedure
records; (2) training and presentation records; (3) operator manuals and user guides; (4)
internal FBI correspondence; and (5) procurement and funding related records. (Doc.
137-1 at 1 21.) The FBI has provided a Vaughn index showing that these categories of
information have been withheld on certain Bates-numbered pages because they fit into
the following sub-categories: (1) the development of technology as a law enforcement
tool; (2) the facts and circumstances relating to the employment or contemplated use of
this technique; (3) procedural matters associated with the use of this technique, (4)
technical specifications; (5) specific types of products that are utilized or may be utilized
in the future; (6) sensitive terms and definitions specific to the FBI relating to the
application of these devices in collecting data in current and/or potential future
investigations; and (7) information that would expose the scope, direction, level of
cooperation, and expertise related to the cell-site technology techniques and procedures.
(Id. 1 20.)

The FBI asserts that, given the sensitive nature of the material, it cannot provide
more specific details about the withheld documents themselves. (Id. 1 22.) The FBI

further asserts that, although the existence of cell-site technology information in the five

-14 -
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document categories is a general law enforcement technique that is publicly known, the
detailed information about its application is not publicly known, and disclosure of the
information risks circumvention of the law. (Id. § 23.) The FBI argues that disclosure
would enable potential targets to carefully plan their illicit activities and execute them in
a manner that avoids detection, effectively neutralizing the FBI’s ability to use cellular
locating and identifying technology. (ld.) The FBI further asserts that, although some of
the information might appear innocuous in isolation, the pieces of information can be
assembled in a mosaic fashion to reverse engineer the FBI’s use of techniques and
procedures, enhancing the risk of circumvention. (1d.)

Plaintiff responds that the FBI has again failed to provide a particularized
explanation of why each document falls within Exemption 7(E) and instead gives each
document a generic description. Plaintiff further asserts that the information being
withheld is routine and generally known and therefore cannot fall within Exemption 7(E).
Plaintiff finally argues that some of the records fall within the public domain doctrine and
should thus be disclosed. Plaintiff asserts that the FBI should be ordered to produce the
information being withheld under Exemption 7(E).

The FBI has not met its burden to provide a particularized explanation of why the
documents fall within Exemption 7(E). See Lion Raisins v. U.S. Dep’t. of Agric., 354
F.3d 1072, 1082 (9th Cir. 2004) (“Ordinarily, the government must submit detailed
public affidavits identifying the documents withheld, the FOIA exemptions claimed, and
a particularized explanation of why each document falls within the claimed exemption. .

. Because the court and the plaintiff do not have the opportunity to view the documents
themselves, the submission must be “‘detailed enough for the district court to make a de
novo assessment of the government’s claim of exemption.’”

omitted); Wiener, 943 F.2d at 978-79. Although Defendants offer general security

) (emphasis added) (quotation

concerns, the Court does not have an adequate foundation on which to review the
agency’s claims that the information is properly being withheld under Exemption 7(E).
See Campbell v. U.S. Dep’t. of Justice, 164 F.3d 20, 30 (D.C. Cir. 1998) (Deference is
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not equivalent to acquiescence and, thus, an agency’s declaration may justify summary
judgment only if it is sufficient “to afford the FOIA requester a meaningful opportunity to
contest, and the district court an adequate foundation to review, the soundness of the
withholding.”) (quotation omitted); see also King v. U.S. Dep’t of Justice, 830 F.2d 210,
225-226 (D.C. Cir. 1987) (before giving the agency’s expert opinion on national security
matters the substantial weight to which it is entitled, a district court must ensure that it
has an adequate foundation to review the agency’s withholding claims).

Although the FBI identifies general categories of documents that it has withheld,
the Court cannot meaningfully review the withholding claims based on the general
descriptions offered by the FBI. For instance, the FBI claims it is withholding documents
with “technical specifications,” but offers no explanation as to what type of technical
specifications are being withheld and why specifically the knowledge of such technical
specifications could lead to circumvention of the law. Likewise, the FBI claims that it is
withholding information about “specific types of products that are utilized or may be
utilized in the future”; although the FBI asserts that disclosures about such products could
lead to circumvention of the law, the Court does not have enough information to “make a
de novo assessment of the government’s claim of exemption.” This is true for every
category of general information listed by the FBI. As a result, on this record, the Court
cannot conclude that the FBI has properly withheld information pursuant to Exemption
7(E).

FOIA authorizes the Court “to examine the contents of . . . agency records in
camera to determine whether such records or any part thereof shall be withheld under any
of the exemptions set forth in subsection (b) . ...” 5 U.S.C. 8 552(a)(4)(B). The FBI
informs the Court that “it does not oppose an in-camera review if the Court has any
remaining questions regarding its application of Exemption 7(E).” (Doc. 146 at 8 n.11.)
Although in camera review is disfavored when the government’s affidavits satisfy its
burden of proof, Lion Raisins, 354 F.3d at 1079, it is justified where “the government’s

public description of a document and the reasons for exemption may reveal the very

- 16 -
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information that the government claims is exempt from disclosure,” Doyle v. FBI, 722
F.2d 554, 556 (9th Cir. 1983). “Once the government has submitted as detailed public
affidavits and testimony as possible, the district court may resort to ‘in camera review of
the documents themselves and/or in camera affidavits . . . .”” Id. (quoting Pollard v. FBI,
705 F.2d 1151, 1154 (9th Cir. 1983)).

Here, the FBI has avowed that a more detailed public explanation of the basis for
its application of Exemption 7(E) would compromise the very information it contends is
protected from disclosure. Moreover, both parties have acquiesced to the Court ordering
an in camera review of the documents. Under these circumstances, the Court finds that
an in camera inspection is appropriate and necessary for the Court to meaningfully
review the propriety of the FBI’s claimed exemptions. The Court also finds that its in
camera review of the relevant documents would benefit from a supplemental, ex parte
affidavit from the FBI providing a more detailed explanation of its claimed exemptions.
Such affidavit shall be reviewed in camera alongside the relevant documents.

Accordingly, the Court will defer ruling on Defendant’s Motion for Summary
Judgment as to the Harris Request withholdings under Exemption 7(E). Within 30 days
of the date of this order, the FBI shall submit to the Court for in camera inspection all
documents withheld under Exemption 7(E) that do not fall within another claimed
Exemption. To assist the Court’s review, the FBI shall also submit for in camera review
a supplemental, ex parte affidavit providing more detailed explanations for its application
of Exemption 7(E) to the documents submitted for in camera inspection. The Court will
issue a ruling on this portion of Defendants’ summary judgment motion after completing
its in camera review.

e. Adequacy of the EOUSA Search

Defendants assert that they are entitled to summary judgment on the adequacy of
the EOUSA Search. In its November 14, 2014 order, in reference to the EOUSA Search,
the Court stated, in part:

With regard to Plaintiff’s argument that EOUSA ignored

-17 -
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Plaintiff’s request to search all United States Attorneys’
Offices within California, Arizona, and New York,
Kornmeier explains that it did not attempt to search those
offices because the case management system used by those
USAOs, the Legal Information Office Network System
(“LIONS”), tracks case-related information and would not
yield information responsive to Plaintiff’s requests.
However, the EOUSA does not explain why it did not follow
the procedure that it followed with the offices from which it
did seek responsive records in attempting to determine
whether the USAOs would have documents responsive to
Plaintiff’s requests.

(Doc. 122 at 40.) As a result, the Court denied Defendants’ Motion for Summary
Judgment as to that aspect of the EOUSA search. (Id.)

EOUSA asserts that it now has conducted a search of the USAOs by contacting
the Criminal Chiefs of those USAOs and asking them to determine whether their offices
had any responsive records. (Doc. 138 | 35-36.) EOUSA asserts that, as a result of
those searches, EOUSA released 20 pages of records to Plaintiff, and withheld 184 pages
of records. (Id. 1 36.) Thus, EOUSA argues that it now has fully conducted a search that
is reasonably calculated to uncover responsive records in light of the limitations of
EOUSA’s recordkeeping systems and the nature of Plaintiff’s request. Plaintiff responds
that “EOUSA submitted conclusory b[oi]lerplate in its attempt to justify all claimed
FOIA exemptions and sufficiency of its searches.” (Doc. 142 at 14.)

Contrary to Plaintiff’s conclusory assertion, EOUSA has addressed the
outstanding issue related to the EOUSA Search identified in the Court’s November 14,
2014 order. Plaintiff does not identify any specific way in which the search was
inadequate. Accordingly, Plaintiff has not established a disputed issue of material fact
with respect to the adequacy of the EOUSA Search, and Defendants’ Second Motion for

Summary Judgment as to the adequacy of the EOUSA search is granted.

f. Claimed Exemptions regarding the EOUSA
Request

EOUSA asserts that it properly withheld information related to the EOUSA
Request pursuant to Exemptions 5, 6, and 7(E), and that it properly withheld a sealed

-18 -
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court transcript, and seeks summary judgment as to those withholdings. EOUSA
provided a detailed Declaration of John Kornmeier in support of its claimed exemptions.
Plaintiff responds that EOUSA’s explanations of its exemptions are conclusory. Plaintiff
offers no specific reasons as to how the withheld information does not fall within a
claimed exemption or has otherwise been improperly withheld. Contrary to Plaintiff’s
argument, the Declaration of John Kornmeier and the attached Vaughn index provide
detailed information regarding the information withheld and the reasons the information
falls within the exemptions claimed. (See Doc. 137-2 at 1-10.) Accordingly, Plaintiff
has not established a disputed issue of material fact with respect to the claimed
Exemptions on the EOUSA Request and Defendants’ Second Motion for Summary
Judgment is granted as to the Exemptions claimed on the EOUSA Request.

IT IS THEREFORE ORDERED:

(1)  The reference to the Magistrate Judge is withdrawn as to Plaintiff’s Motion
for Sanctions, (Doc. 129), Plaintiff’s Motion for Order Requiring Defendants to Provide
Vaughn Indexes Addressing all Redactions and Withholdings, (Doc. 130), Plaintiff’s
Second Motion for Partial Summary Judgment, (Doc. 136), and Defendants’ Motion to
Dismiss for Lack of Jurisdiction and Second Motion for Summary Judgment, (Doc. 137).

(2)  Plaintiff’s Motion for Sanctions, (Doc. 129), is DENIED.

(3) Plaintiff’s Motion for Order Requiring Defendants to Provide Vaughn
Indexes Addressing all Redactions and Withholdings, (Doc. 130), is DENIED.

(4) Plaintiff’s Second Motion for Partial Summary Judgment, (Doc. 136), is
DENIED.

(5) Defendants’ Motion to Dismiss for Lack of Jurisdiction and Second Motion
for Summary Judgment, (Doc. 137), is GRANTED IN PART and DEFFERED IN
PART as follows:

(@) Defendants’ Second Motion for Summary Judgment is GRANTED

as to the adequacy of the search in response to the WSJ Request, the adequacy of the
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search in response to the Harris Request, the adequacy of the search in response to the
EOUSA Request, and the claimed exemptions on the EOUSA Request.

(b)  The Court will DEFER ruling on Defendants’ Second Motion for
Summary Judgment as to its application of Exemption 7(E) in response to the Harris
Request. Within 30 days of this order, Defendants shall deliver to the Court in a sealed
unit a true copy of the documents/information withheld pursuant to Exemption 7(E) that
do not fall within another claimed exemption, along with a supplemental, ex parte
affidavit that provides more detailed explanations for Defendants’ application of
Exemption 7(E) to the documents/information submitted for in camera inspection.
Defendants shall immediately notify Plaintiff when delivery of the relevant
documents/information has taken place. The Court will issue a supplemental ruling
addressing Defendants’ Second Motion for Summary Judgment as to its application of
Exemption 7(E) in response to the Harris Request after it has conducted its in camera
review of the relevant documents/information and Defendants’ supplemental, ex parte
affidavit.

Dated this 31st day of August, 2015.

oS Mo

Dmg@&&iﬁw% —
Ufited States District Judge
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KAB

IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF ARIZONA

Daniel David Rigmaiden, No. CV 12-01605-PHX-DLR (BSB)
Plaintiff,
V. ORDER

Federal Bureau of Investigation, et al.,
Defendants.

In an August 31, 2015 Order, the Court deferred ruling on Defendants’ Second
Motion for Summary Judgment as to the application of Exemption 7(E) in response to the
Harris request and ordered that Defendants submit documents/information withheld
pursuant to Exemption 7(E) for in camera review and an ex parte affidavit explaining the
application of Exemption 7(E) to the documents/information. (Doc. 153 at 20.)*

The Court now rules on Defendants’ Second Motion for Summary Judgment as to
the application of Exemption 7(E) in response to the Harris Request.

Having fully reviewed the information submitted for in camera inspection and the
ex parte affidavits of David Hardy and Bradley Morrison, the Court finds that the
following information? was properly withheld pursuant to Exemption 7(E): FBICELL1;?

! The background of this action is fully set forth in the Court’s November 14, 2014
and August 31, 2015 Orders. (Docs. 122, 153.)

2 Pursuant to the Declaration of David Hardy, the FBI has released some
information from FBICELL 1, 2, 3, 4, 54, 108, 150, 155, 160, 165, 171, 180, 188, 195,
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FBICELL2; FBICELL3; FBICELL4; FBICELL49; FBICELLS7; FBICELLG64,
FBICELL70; FBICELL/72; FBICELL94; FBICELL95; FBICELL96; FBICELL10S;
FBICELL122; FBICELL125; FBICELL126; FBICELL128; FBICELL129;
FBICELL131; FBICELL132; FBICELL133; FBICELL136; FBICELL146;
FBICELL147; FBICELL150; FBICELL152; FBICELL154; FBICELL155;
FBICELL156;  FBICELL157;  FBICELL158; FBICELL159; FBICELL160;
FBICELL161; FBICELL163; FBICELL165; FBICELL166; FBICELL167,
FBICELL169; FBICELL171; FBICELL180; FBICELL183; FBICELL184;
FBICELL188; FBICELL193; FBICELL194; FBICELL195; FBICELL199;
FBICELL200;  FBICELL201; FBICELL202; FBICELL203; FBICELLZ206;
FBICELL207;  FBICELL208; FBICELL209; FBICELL210; FBICELL211,
FBICELL215; FBICELL217; FBICELL 220; FBICELL221; FBICELL222,
FBICELL223; FBICELL224;  FBICELL225; FBICELL229; FBICELLZ230;
FBICELL232; FBICELL233; FBICELL259; FBICELL260; FBICELL261,
FBICELL262;  FBICELL263; FBICELL264; FBICELL265; FBICELLZ266;
FBICELL267;  FBICELL268; FBICELL291; FBICELL292; FBICELLZ296;
FBICELL298;  FBICELL299; FBICELL300; FBICELL301; FBICELL302;
FBICELL334; FBICELL374; FBICELL376; FBICELL390; FBICELL393;
FBICELL407;  FBICELL446; FBICELL447; FBICELL454; FBICELLA457,

FBICELLA461; FBICELL462; FBICELL463; FBICELL489; and FBICELL490.

With regard to the above-listed documents, the Government has adequately
explained why the information withheld falls within Exemption 7(E) and, after review of
the documents, the Court agrees. Accordingly, summary judgment will be granted in

favor of Defendants with regard to the above-listed documents.

202, 206-207, 209-210, 214, 216, and 220. Accordingly, the Court has only looked at the
information withheld within those documents to determine whether Exemption 7(E)
applies.

® The Court’s citations refer to the Bates numbers on the bottom right hand corner
of the documents submitted.
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The Court further finds that the following information was not properly withheld
pursuant to Exemption 7(E):* FBICELL54; FBICELL65; FBICELL97; FBICELL130;
FBICELL151; FBICELL214; FBICELL216; and FBICELL218. The information
contained in FBICELL54; FBICELLG65; FBICELL97; FBICELL130; FBICELL151;
FBICELL214; FBICELL216; and FBICELL218 does not meet the Exemption 7(E)
standard, and, accordingly, summary judgment will be denied as to FBICELL54;
FBICELL65; FBICELL97; FBICELL130; FBICELL151; FBICELL214; FBICELL216;
and FBICELL218.

Therefore, Defendants’ Motion to Dismiss for Lack of Jurisdiction and Second
Motion for Summary Judgment (Doc. 137) seeking judgment as to Exemption 7(E) as
applied to the Harris Request will be granted in part and denied in part.

IT IS ORDERED:

(1) The part of Defendants’ Motion to Dismiss for Lack of Jurisdiction and
Second Motion for Summary Judgment (Doc. 137) seeking judgment as to Exemption
7(E) as applied to the Harris Request is granted in part and denied in part as follows:

(@) Defendants’ Second Motion for Summary Judgment is granted as to
the following information claimed exempt pursuant to Exemption 7(E) in response to the
Harris Request: FBICELL1; FBICELL2; FBICELL3; FBICELL4; FBICELLA49;
FBICELL57; FBICELL64; FBICELL70; FBICELL72; FBICELL94; FBICELL95;
FBICELL96; FBICELL108; FBICELL122; FBICELL125; FBICELL126; FBICELL128;
FBICELL129; FBICELL131; FBICELL132; FBICELL133; FBICELL136;
FBICELL146; FBICELL147, FBICELL150; FBICELL152; FBICELL154,
FBICELL155; FBICELL156; FBICELL157, FBICELL15S; FBICELL159;
FBICELL160; FBICELL161,; FBICELL163,; FBICELL165; FBICELL166;
FBICELL167; FBICELL169; FBICELL171; FBICELL180; FBICELL183;

* The FBI asserts that it has now released the following pages in full: FBICELL
50, 52, 59, 66, 73, 134, 143, 179, 182, and 290. Accordingly, summary judgment as to
the application of Exemption 7(E) as to those pages is now moot and the Court will not
further address the application of Exemption 7(E) to those pages.

-3-
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FBICELL184;
FBICELL199;
FBICELLZ206;
FBICELL211;
FBICELL222;
FBICELL230;
FBICELL261;
FBICELLZ266;
FBICELL296;
FBICELL302;
FBICELL393;
FBICELL457;
FBICELL490.

(b)

FBICELL18S;
FBICELLZ200;
FBICELL207,

FBICELL215;

FBICELL223,;
FBICELL232;
FBICELL262;
FBICELL267,
FBICELLZ298;
FBICELL334,
FBICELL407,

FBICELL461,

FBICELL193; FBICELL194; FBICELL195;
FBICELL201; FBICELL202; FBICELLZ203;
FBICELL208;  FBICELL209; FBICELLZ210;
FBICELL217; FBICELL 220; FBICELL221;
FBICELL224; FBICELL225; FBICELL229;
FBICELL233;  FBICELL259; FBICELL260;
FBICELL263; FBICELL264; FBICELL265;
FBICELL268; FBICELL291; FBICELL29Z;
FBICELL299; FBICELL300; FBICELL301,;
FBICELL374; FBICELL376; FBICELL390;
FBICELL446; FBICELL447; FBICELLA454,
FBICELL462; FBICELL463; FBICELL489; and

Defendants” Second Motion for Summary Judgment is denied as to

the following information claimed exempt pursuant to Exemption 7(E) in response to the
Harris Request: FBICELL54; FBICELL65; FBICELL97; FBICELL130; FBICELL151;
FBICELL214; FBICELL216; and FBICELL218. Within 90 days of the date of this

Order, Defendants shall mail or otherwise provide Plaintiff with this information.”

> As previously stated in this action, Defendants must provide Plaintiff with any
information outside the sample using this Order as guidance as to whether such
information is exempt pursuant to Exemption 7(E).

-4 -




© 0O ~N oo o A W N

N RN N RN N N NN RN DN P P R R R PR, R e
©® ~N O O A W N P O © 0O ~N O o~ W N P O

Case 2:12-cv-01605-DLR-BSB Document 159 Filed 12/14/15 Page 5 of 5

(2)  No issues remain in this action. Accordingly, the Clerk of the Court shall
close this action and enter judgment accordingly.
Dated this 14th day of December, 2015.

oS N

Dol Rayes ~
United States District Judge
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SUPERIOR COURT OF THE STATE OF CALIFORNIA

COUNTY OF CONTRA COSTA
PEOPLE OF THE STATE OF CALIFORNIA, ) CASE NO. 5-140709-7
)
Plaintiff, )} ORDER REGARDING
) PEOPLE’S ASSERTION OF
\'2 ) THE OFFICIAL
) INFORMATION
LEMAR MICHAEL S, ) PRIVILEGE
)
Defendant. )
)

Defendants Sheldon Vaughn Silas, Reginald Whitley, Lemar
Michaels, Lisa Arnold, and Linda Chaney are charged with multiple offenses
relating to the October 9, 2012, murders of Christopher Zin and Brieanna Dow.
Defendant Michaels filed a discovery motion seeking specific information relating
to any use of a cell site simulator in the investigation underlying this case. The
People oppose this discovery request, asserting a privilege against such disclosure
pursuant to Evidence Code Section 1040. The Court upholds the People’s
assertion of the official information privilege as to some of the information

requested and overrules it as to other portions of the information requested.
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I. Fact

[#/]

On September 29, 2015, counsel for Defendant Lemar Michaels filed a
motion for discovery requesting, inter alia, an acknowledgment whether any “cell
site simulator” technology was used during the investigation underlying this case
and, if so, seeking detailed information relating to the use of such a device,

On October 1, 2015, the People, with notice to al! parties, requested an ex
parte hearing with the Court to assert a privilege pursuant to Evidence Code
Section 1040. The matter was calendared for October 2,2015. J. Christopher
Weir, counsel for Defendant Michaels, filed an opposmon to the People S request,
and stated he assumed the request related to his attempts to obtam 1nformat1on
relating to any use of a cell site simulator. Mr. Weir provided the Court with a
legal brief from an unrelated case, newspaper articles, and a September 2015
United States Department of Justice guidance memorandum on the use of such
devices by federal law enforcement agencies.

- On October 2, Mr. Weir appeared at the hearmg and opposed any ex parte
hearing between the People and the Court. The Court granted the People s request
for an ex parte hearing, subject to the Court deciding, after hearing the reasons for
requesting that the hearing be ex parte, whether the hearing should remain ex parte
and under seal. The Court then held the ex Dparte hearing on the record in camerg
with Deputy District Attorney Melissa Smith. After completing the ex parte
hearing and returning to open court, the Court advised Ms. Smith and Mr. Weir
that the Court would take the matter under submission and issue an order regarding
the ex parte hearing. Later the same day, Ms. Smith, with notice to defense
counsel, requested a second ex Pparte hearing to provide the Court with additional

information relevant to the ex parte hearing held earlier in the day. Mr. Weir again

I
)
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appeared and again Opposed any ex parte hearing. The Court held the second ex
parte hearing subject to the same conditions as the first and again took the matter
under submission.

On October 5, 2015, the Court scheduled a statys conference on this case for
October 9, 2015, All parties appeared at the status conference. The Court
summarized the events described above for all counsel and solicited the views of
all parties. All (_iefensg‘gounsel opposed any ex parte}he;arfin:gs and requested that
the Court unseal the transcripts from the first two ex par.te hearings. The Court
advised all parties that the People had asserted a privilege pursuant to Evidence
Code Section 1040 and that, in order to evaluate the validity of the privilege, the
Court would require evidence in the form of live testimony to support the assertion
of the privilege. The Court invited all defense counsel to submit any questions
they wished to be asked of the People’s witness. The defense requested advanced
notice of the name, title, and agency of the witness to be proffered by the People.
The People, in sealed pLéadings filed with the Court on October 13 and 15, 2015,
opposed release of any information regarding the People’s witness unti] the witness
could be heard regardfhg the need to keep the witness’s identity, title, and agency
confidential. The Court deferred decision on releasing the name, title, or agency of]
the witness until the People had an opportunity to present evidence supporting their
assertion of a privilege. On October 15,2015, Counsel for Defendant Michae]
filed a written opposition to the i camera proceedings and submitted questions to
be asked of the People’s potential witness. _

On October 20, 2015, at a third ex parte hearing, the People presented the

testimony of Supervisory Special Agent Brian Earl, Assistant General Counsel for




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

the Federal Bureay of Investigation in Washington, D.C.! The Court found Special
Agent Earl’s testimony credible.

On October 26, 2015, counse] for Defendant Michaels submitted as
supplemental information 5 copy of Senate Bill 741, approved by the Governor and
filed by the Secretary of State October 38,2015, regulating the use of cellular

communications interception technology.

I. Legal Standards

California Evidence Code Section 1040(a) defines “official information” as

“information acquired in confidence by a public employee in the course of his or

her duty and not open, or officially disclosed, to the public prior to the time the

claim of privilege is made.”

because there is a necessity for preserving the confidentiality of the information
that outweighs the necessity for disclosure in the interests of justice; but no
privilege may be claimed under this paragraph if any person authorized to do so
has consented that the information be disclosed in the proceeding.”

Once the official information privilege has been asserted by a government
entity, the defendants bear the burden of establishing that the need for disclosure of]

the information outweighs the government’s need to preserve confidentiality.

! The Court does not find that Special Agent Earl’s identity, title, or agency is
privileged.
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People v. Acevedy (2012) 209 Cal. App. 4® 1040, 1055, The court should, in
appropriate circumstances, hear the evidence in camerq to evaluate the
government’s need to keep the information confidential. 4 at 1053, 1055-56;
People v. Jackson (2003) 110 Cal. App. 4™ 280, 284; People v. Haider (1995) 34

Cal. App. 4% 661, 669, See Penal Code Section 1054.7. The court must balance
the public entity’s interest in preserving confidentiality against the defendants’
need for the information to assure they recejve fair trial and to enable them to
protect their Fourth Amendment rights. People v, Acevedo, 209 Ca]. App. 4% gt

1054-55; Jackson, 1 10 Cal. App. 4" at 289291 ; People v, Marghzar ( 1987) 192

Cal. App. 3d. 1129. )

discovery of the cell site simulator information for use in a motion to suppress
evidence or to seek other remedies to vindicate any violation of his Fourth
Amendment rights,

The People asserted its official information privilege as to all information
relating to the cel] site simulator.

The Court finds that certain information sought by defense counsel in his
discovery motion is privileged information and, pursuant to Evidence Code Section

1040, the Court upholds the People’s and the FBI’s assertion of the government
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information privilege as to certain of the information requested. As to other
information requested, the Court does not find that the privilege should apply and
that the Defendant’s need to receive the information essential to present any claims
that their Fourth Amendment rights were violated outweighs any need by the
People or the FBI to keep certain information confidential.

Based on the testimony of Special Agent Earl, the pleadings and arguments
of all parties, and the case law summarized above, the Court holds that the
following information is not privileged.

On October 18, 2012, the Court issued “Ramey” warrants for the arrests of
Defendants Silas,‘Whiﬂ‘e;y, _a'_nc_lj;I\/Iichaels for the murders of Christopher Zin and
Brieanna Dow. On October 19, 2012, the Court issued an “Order authorizing
use/installation of a pen register and trap and trace device, including “caller
identification feature’, GPS tracking and authorizing subscriber and/cel] cite
information” pursuant to California Penal Code Sections 1524, 1524.2, and 1524 3,
and 18 U.S.C. Sections 2703(c) and (d), 3122, and 3123. The Order authorized the
Contra Costa County Sheriff’s Office and the FBI to use and install, or cause
cellular telephone service providers to install pen register and trap and trace
devices on cellular telephone numbers (925) 338-4852, attributed to Defendant
Whitley, (415) 846-7056, attributed to Defendant Michaels, and (650) 274-4802,
attributed to Defendant Silas.

On October 22, 2015, special agents from the Federal Bureay of
Investigation used a cell site simulator to assist in locating the Defendants. The
FBI agents were working with the Contra Costa County Sheriff’s Department, but
only FBI agents were operating the cell site simulator. The cell site simulator acts

as a virtual cellular tower. It sends electronic signals to and receives electronic
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signals from all cellular telephones that are turned on within range of the device,

regardless of which carrier services each device.

In this case, agents used the cell site simuiator to search for the three
telephones listed in the pen register order. They learned that the cellular telephone
associated with Defendant Silas was transmitting signals from the direction of the
apartment at 1255 Detroit Avenue, Unit #2, Concord. Based on this information,
law enforcement officers cqndgg_ted physical surveillance of this apartment. On
October 22, 2015, one of the FBI agents observed Defendant Michaels come out of]
the front door of Unit #2, b_eqd :down and pick something up, and return into the
apartment. On October 22, 2012, the Contra Costa County Sheriff’s Department
obtained a warrant to search 1255 Detroit Avenue, Unit #2, Concord, for the
defendants and for other evidence.

The cell site simulator used in this case receives only dialing, routing,
addressing, or signaling information from the cellular telephones within its range,
and it does 5o on a real time basis, It did not, and as used by the FBI, cannot,
intercept any content; that is, no oral communications, text messages, emails,
photographs, or other content was intercepted from any telephone in this
investigation. The signals sent to the cellular telephones by the cell site simulator
would not have been sent in the normal course of the cell phone service provider’s
normal operation of its cell towers. When deployed, the cell site simulator caused
a brief interruption in the cellular service for the cell phones it reached. The agents
did not place calls to any of the defendants’ cellular telephones as part of the use of
the cell site simulator. The device was used only on October 22, 2012, and only
for the purpose of locating the Defendants. Only one cell site simulator was used.

Pursuant to FBI policy, all data recejved by the cell site simulator was purged from
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the device immediately after the mission of finding the Defendants was completed.
The operator may have documented pertinent information related to the targeted
cellular telephones. All records and data received from the cellular telephone
service providers pursuant to the pen register order is preserved. The law
enforcement officers relied on the October 19, 2012 pen register order described
above as authority for using the cell site simulator in this case.

The Court finds that the following information is protected by the official
information privilege of Evidence Code Section 1040: The make, model,
manufacturer, technical specifications, and capabilities of the particular cel] site
simulator device used in this inyestigation; the specific techniques employed in
operating the cell site simulator in this investigation; and the names and identities
of the individual agents who operated the cell site simulator in this investigation,
The Court finds that the information described in this paragraph is official
information within the definition of Evidence Code Section 1040(a). The Contra
Costa County Sheriff’s Office signed a certification that they would maintain the
confidentiality of the cell site simulator to the extent possible within the confines
of the law. The Court finds that Deputy District Attorney Melissa Smith and
Supervisory Special Agent Bryan Earl are authorized by the District Attorney’s
Office and the Federal Bureau of Investigation, respectively, to assert the official
information privilege as to this information.

The Court further finds that disclosure of the information listed above would
be against the public interest because there is a necessity for preserving the
confidentiality of this information that outweighs the necessity for disclosure to the
Defendants in the interests of justice. Evidence Code Section 1040(b)(2). This is

because disclosure of this information would enable those suspected of crimes and

-8-
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fugitives from justice to avoid or defeat the efficacy of the cell site simulator,
which would pose a threat to public safety. The information described above, if
disclosed, would be subject to wide dissemination, thus enabling suspects and
fugitives to evade detection and apprehension. This would compromise the ability
of law enforcement officers to investigate, solve, prosecute, and prevent crimes.
Disclosure would enable adversaries of law enforcement to defeat electronic
locating equipment and to avoid being detected or located. Disclosure of the

names and identities of the agents who operate cell site simulators would hinder

their effectiveness because they may be recognized or followed when conducting
investigations with cell site si_r_;)?ulators or installing other technical equipment in
public. Disclosure could also endanger those agents by making their identities
public. In addition, there are a limited number of agents who have the extensive
training required to operate a cell site simulator, so disclosure of their identities
could reduce the number of agents available to conduct such investigations. See
Untied States v. Van Horn (‘1_1th Cir. 1986) 789 F. 3d. 1492; United States v.
Rigmaiden (D. Az. 2012) 844 F. Supp. 2d 982, 994, 1002-03; People v. Jackson,
110 Cal. App. 4% at 290; People v. Marghzar, 192 Cal. App. 3d at 1135-36,

In balancing the People’s need to maintain the confidentiality of cell site
simulator technology so it may remain useful to law enforcement against the
Defendant’s interest in vindicating his Fourth Amendment rights, the Court finds
that the information disclosed above will enable Defendant Michaels to assert any
Fourth Amendment rights he has in connection with the use of a cell site simulator
to locate him. See United States v. Rigmaiden, 844 F. Supp. 2d at 1005 ; People v.
Acevedo, 209 Cal. App. 4™ at 1055-57; People v. Heslington (2011) 195 Cal. App.
4™ 947, 958-59; People v. Jackson, 110 Cal. App. 4" at 289-291, The specific
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make, model, and manufacturer of the cell site simulator, the details as to how it
was operated in this case, and the identities of its operators are not material to the
issue of the Defendant’s guilt or his ability to assert his Fourth Amenament rights.
People v. Haider, 34 Cal. App. 4™ at 666.

The Affidavits of Deputy District Attorney Melissa Smith dated October 13
and October 15, 2015, previously filed under seal, shall be unsealed.

Dated: November 4, 2015 _

7
ey Rz
ohn W. Kennedy, -~ )
Superior Court Judge '

-10-




IN THE SUPERIOR COURT OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF CONTRA COSTA
People of the State of California
Vs,

Sheldon Silas, et al 5-140709-7

CERTIFICATE OF SERVICE BY FAX
=== am e D VP OERVICE BY FAX

I declare under penalty of perjury that the foregoing is true and correct.
Executed at Martinez, California on October 13, 2015 and November 4, 2015.

AR

N. Chertkow, (Court Clerk)
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DEC -3 2015

STEPHEN P:A‘A@l:ﬁﬁ‘mf 'ﬂj:f: COURT
SUPERIFOQUAIETSLIE ETATE OTSCLIFORMA

By, puty Clerk

SUPERIOR COURT OF THE STATE OF CALIFORNIA

COUNTY OF CONTRA COSTA
PEOPLE OF THE STATE OF CALIFORNIA, ) CASE NO. 5-140709-7
)
Plaintiff, ) ORDER REGARDING
) DEFENDANT’S
V. ) SUPPLEMENTAL
) DISCOVERY REQUESTS
LEMAR MICHAELS, )
)
Defendant. )
)

Defendant Michaels has filed supplemental discovery requests seeking
specific information relating to the use of a cell site simulator in the investigation
underlying this case. The People oppose this discovery request, asserting a
privilege against such disclosure pursuant to Evidence Code Section 1040. . The
Court upholds the People’s assertion of the official information privilege as to
some of the information requested and overrules it as to other portions of the

information requested.
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Each requests is addressed in turn:
1. The exhibits received into evidence during the October 20, 2015 in

camera evidentiary hearing are ordered unsealed and may be provided to
the defense. They are (1) a copy of the pen register order issued by Judge
Landau on October 19, 2012, (2) the certification of Captain Warren of
the Contra Costa County Sheriff’s Office, and (3) the certification of
Mary Elizabeth Knox, Deputy District Attorney.

. The People shall provide to the defense any “pertinent information that is

related to the cell phone of interest” documented by the operator of the

cell site simulator.

- The Reporter’s Transcript of the two in camera hearings held with

Deputy District Attorney Melissa Smith on October 2, 2015 shall be

unsealed and may be provided to the defense.

- The Court has prepared a redacted version of the October 20, 2015 in

camera hearing with Special Agent Earl. The portions redacted out are
protected by the official government privilege; the remainder is not

privileged.

. The Affidavits submitted to the Court under seal on October 13 and 15,

2015 have been unsealed and may be provided to the defense.

. Copies of written communications between the Sheriff’s Office and any

other member of the prosecution team regarding (a) the decision to use a
cell site simulator, when the decision was made, and by whom, and (b)
whether to disclose such intention in a warrant application shall be

provided to the defense.
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7. The quantity and nature of data captured by the cell site simulator from
private citizens other than the defendants is privileged and need not be
provided in discovery.

8. Any reports or other documents prepared by the members of the
prosecution team relating to efforts to locate the defendants between
October 18 and October 22, 2012 shall be provided to the defense.

9. Details regarding the type or manufacture of the cell site simulator, its
capabilities, and a description of the information captured by the device
are privileged and need not be provided in discovery.

10. The request for physical access to the device is denied because it is
privileged.

11. The request for logs, sign-out sheets, or other records documenting who
used the cell site simulator and the circumstances of its deployment
(beyond that information previously ordered disclosed) is denied as
privileged.

12. The request for training or certificate records of the officers who used
the device is denied as privileged.

13. The request for training materials for the device in the possession of law
enforcement agencies is denied as privileged.

14. The request for internal policies, guidelines, training manuals, or
presentations concerning use or disclosure of the device is denied as
privileged.

15. All applications, affidavits, and orders relating to the use of the cell site

simulator in this case shall be provided to the defense in discovery.
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16. Any records produced pursuant to the orders described in paragraph 15
above shall be provided to the defense in discovery.
If the People believe that any specific portion of the documents or information
ordered disclosed in this Order is subject to the official information privilege, they
may submit it to the Court for an in camera review and decision on whether it is
protected by the privilege.
Dated: December 3, 2615

John W. Kennedy ~
* Superior Court Judge
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SUPERIOR COURT
OF THE STATE OF CALIFORNIA
IN AND FOR THE COUNTY OF CONTRA COSTA

ACTION NO. 05-140709-7

CERTIFICATE OF HAND DELIVERY

I, the undersigned, certify under penalty of perjury that i am a citizen of the United States, over 18
years of age, employed in Contra Costa County, and am not & party to the within action; that my
business address is 725 Court St., Martinez, California 94553, that | served the attached ORDER
REGARDING DEFENDANT’S SUPPLEMENTAL DISCOVERY REQUESTS by hand delivering a
copy of the document so identified in this certificate, thereof on the date shown below.

Melissa Smith
Paui Feuerwerker
Chris Weir

Jaye Ryan

Evan Kuluk

I declare under penalty of perjury that the foregoing is true and correct.

Executed at Martinez, California, on December 4, 2015

CLERK OF THE COURT
BY: @ / -

C. Kromschroder, Courtroom Clerk





