OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

Mr. Jason Leopold

References: ODNI Case #DF-2015-00229; Leopold v. Office of the Director of National
Intelligence, 16-cv-0534 (D.D.C)

Dear Mr. Leopold:

This letter is an interim response to your 17 May 2015 Freedom of Information Act
(FOIA) request to the Office of the Director of National Intelligence (ODNI) in which you seek
“disclosure from the Intelligence Community Inspector General (ICIG) a copy of the concluding
document (report of investigation, final report, closing memo, referral letter) concerning all ICIG
investigations closed in calendar years 2013, 2014, 2015.”

The 6 June 2016 joint status report in the case referenced above provides that the ODNI
will make a “rolling production of non-exempt records that are responsive [to this FOIA
request], with the first production occurring on or before 19 July 2016.”

In accordance with your request and the terms of the joint status report, ODNI is
providing you the attached ODNI records. Within these records, certain information is being
withheld under FOIA exemption (b)(3) because it is falls within the ambit of FOIA exemption
statutes. The applicable FOIA exemption statutes are: Section 6 of the Central Intelligence
Agency Act (50 U.S.C. § 3507), as applied to the ODNI through the National Security Act (50
U.S.C. § 3024(m)), and (50 U.S.C. § 3033(g)(3)(A)). In addition, certain information is being
withheld pursuant to the privacy protections found in FOIA exemptions (b)(6) and (b)(7)(C).
Finally, FOIA exemption (b)(7)(E) has been applied to protect against the disclosure of
techniques and procedures for law enforcement investigations, or guidelines for law enforcement
investigations, if such disclosure could reasonably be expected to risk circumvention of the law.

The ODNI will continue to process records pursuant to your FOIA request.

Sincerely,

Director, Information Management Division
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CIPFICE GF THE INSPECTOR GENERAL OF ThHE INTELLIGENCE COMMLUNITY
INVESTIGATIONS DIVISION
WASHINGTON, DC 20511

(b)(3)
(0)(6) 05 March 2014
(0)(7)(C)

(U/FeH6) MEMO FOR:  AIGI
(U H¥6H0) FROM: investigator [N
(U/4F6U6) SUBJECT:  INV 2013-0067 i

b3
b6

P e SO e R : S B ) b7E- IGTech

gy o onODN'I contract
Indicators revealed that {§§ was not present at her &
worksite for the full period in whlch she billed the contract. [ ‘ :gc 16 Subject

b3

| T om 1 June 2012 through 29 J
bﬁled the govermnent for 630 hours for which she was not present

at her worksite

(U/A#F6HE) The subsequent preliminaxy investigation ,, N
‘ b6

In addition her govemment lead ) advised dunng b7C - Witness

interview that she frequently attends offsite meetlngs at varlous locations, most of
which do not have turnstiles. §i

S b3

b6
b7C - IG Subject
b7E- IGTech

: § was interviewed on 29 January 2014, during which her
dlscrepant hours were discussed. During the interview, she stated she thought
leaving early to attend to family matters accounted for some of the discrepant hours.
She noted she frequently leaves her house to drive to work around 10:00 AM, after her
children leave for school at approximately 9:00 AM. She originally explained she
commonly leaves work and sits in her car for approximately a half hour to review
notes the day before meetings. She later admitted this to be an exaggeration, and
stated on occasion she spends a few minutes in her car reviewing her notes the day
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prior to a scheduled meeting. She admitted she cannot charge for this ime. She also
confirmed she attends offsite meetings and explained they typically start no earlier
than 8:00 AM, and no later than 4:00 PM. In addition, they use a driver who picks

them up at CIA Headquarters. b3

b6
(U/FOU0) She was shown [T e : : o as well as the biC
total figure of 303 hours. The time and attendance analysis' pmcess was thoroughly ~ b7E-IGTech
explained and she ackmowledged she understood how we arrived at that number of
discrepant hours, but added she never intended to fraudulently record her time. When
asked how she defined the act of billing hours that weren't spent working at her
worksite, she stated it was false billing. She then acknowledged the 303 discrepant
hours were a fair calculation. She also acknowledged she was responsible for falsely
billing these hours, and vowed to do a better job of accounting for her time and
attendance in the future. When asked if she had falsely billed hours, she admitted
she had.

(U FOHE) also discussed CENTRA's billing process during the interview,

and her use of personal time. She stated she charges the contract for hours actually b3

worked, and if she takes time off early, accounts for this time using positive numbers.

She is then required to make up these hours at a later date by working longer. and b7C - 1G Subject
accounts for this time using negative numbers. For instance if she works a six hour

day then takes off early, six hours are charged to the contract and the remaining two

are listed as (2 personal hours). She would then work a ten hour day at a later date,

charge ten hours to the contract and the additional two hours are listed as (-2

personal hours). After the interview, the follow up investigation confirmed a total of
approximately 306 discrepant hours after final adjustments were added, including

time billed to th: tract on weekends, which had not been computed in the original b3
T&A analysis. submitted a list of offsite meetings which confirmed that the :ﬁc o
list provided by | and her calendar entries were accurate. Witness

(U AFeU0) Finding: | falsely charged approximately 306 hours from 1 June ;

2012 to 29 July 2013. ShehadabﬂllngrateofSSQ 14 per hour during this time b6

frame. The total amount of mischarging is approximately $27,301. b7C - IG Subject
(bX3)
(b)(8)
(b)7)C)
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QFFICE OF THE INSPECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
INVESTIGATIONS IIVISION
WastHncron, DC 20611

REPORT OF INVESTIGATION

CASE NUMBER: 2013-0087

All marked
- b3
SUBJECT: (U/FOU0) b6
b7C - IG Subject
ALLEGATION: (U/AF6U0) Labor Mischarging
BACKGROUND:
b3

(U/FOU0) The Intelligence Community Inspector General (IC IG) b6
Investigations Division (INV) identified | ] [ 07c - 1G Tech

b3

i . : is an employee of CENTRA E b6
Technology. working on ODNI contract B - ots analysis  b7C G Subiet
indicated that &= was not likely present at her assigned Work51te for

the full period in which she billed the cont_ract ' Lt '

» 3 ': b3
» 8 1 June 2012 to 29 July O G Tech
bil]ed the government for 630 hours for which she was not

present at her worksite.

(U/#FOH0O) The IC IG INV conducted this investigation pursuant to 50 USC §
3033. Inspector General of the Intelligence Community, effective 7 October 2010;

This document is intended only for authorized reciplents. Recipients may not further
disseminate this information without the express permission of the signatory or other Office of
Inspector General of the Intelligence Community persannel. This document may contain
Inspector General sensitive information that is confidential, sensitive, work product or
attorney-client privileged, or protected by Federal law, including protection from public
disclosure under the Freedom of Information Act {FOIA), 5 USC § 552. Accordingly, the use,
dissemination, distribution or reproduction of this information to or by unauthorized or
unintended recipients may be unlawful,

UNCLASSIFIED/AFOYc
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ODNI Instruction 10.34, Office of the Inspector General of the Intelligence
Comumunity, dated 22 Sept 2013; and, Quality Standards for Investigations,
dated 15 November 2011, set forth by the Council of the Inspectors General on
Integrity and Efficiency.

APPLICABLE LAW AND POLICY:

18 USC 1001, False Statements: whoever makes or presents to any person or
officer in the civil, military, or naval service of the united states, or to any
department or agency thereof, any claim upon or against the united states or
any department or agency thereof, knowing such claim to be false, fictitious or
fraudulent. shall be imprisoned not more than five years and shall be subject
to a fine in the amount provided in this title.

31 USC 3729, False Claims: Any person who—{a) knowingly presents, or
causes to be presented, a false or fraudulent claim for payment or approval; (b)
knowingly makes, uses, or causes to be made or used, a false record or
statement material to a false or fraudulent claim; (¢) conspires to commit a
violation of subparagraph (a), (b). (d), (e), (), or (g): (d) has possession, custody,
or control of property or money used, or to be used, by the Government and
knowingly delivers, or cases to be delivered, less than all of that money or
property: (e) is authorized to make or deliver a document certifying receipt of
property used, or to be used. by the Government and, intending to defraud the
Government, makes or delivers the receipt without completely knowing that the
information on the receipt is true; (f) knowingly buys, or receives as a pledge of
an obligation or debt, public property from an officer or employee of the
Government, or a member of the Armed Forces, who lawfully may not sell or
pledge property: or (g) kmowingly makes, uses, or causes to be made used, a
false record or statement material to an obligation to pay or transmit money or
property to the Government, or knowingly or knowingly conceals or knowingly
and improperly avoids or decreases an obligation to pay or transmit money or
property to the Government is liable to the United States Government for a civil
penalty of not less than $5,000 and not more than $10.000, as adjusted by the
Federal Civil Penalties Inflation Adjustment Act of 1990 (28 USC 2461 note;
Public Law 104-410), plus 3 times the amount of damages which the
Government sustains because of the act of that person.

b
engaged in labor mischarging in violation of bZ

b7C - 1G Subject

ANALYSIS: Whether
law or policy.

b3

b3
2 b6 b6

b7E - 1G Tech b7C - 1G Subject

000229
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b3

(U/AFOB0) Based on the information gathered during this investigation, Egc 16 Subiect
- ubj

allegations that § ¢ mischarged labor costs are substantiated.

CONCLUSION:
(U/FO80)  falsely charged approximately 306 hours from 1 June
2012 to 29 July 2013. She had a billing rate of $89.14 per hour during this gg
period. The total amount of mischarging is approximately $27,276. b7C - IG Subject
Prepared By: Approved By:
(b)(3)
(b)(6)
(b)7)C)
Investigator Assistant Inspector General

for Investigations

4

000231
















































Approved for release by ODNi on 8-18-2016, FOIA Case DF-2015:00229.

UNCLASSIFIED /A FOHO

Exhibit
A3

UinCLASSIFIED //POR OFFICIAL- OB oY —
Dissemination s prohibtied unless authorized pursuant to 50 USC § 3033

QFCE OF e INZFDTTOR GENERAL G HE N LIGENRTE GOMMUS,ITY
W oaBkinSaom, DO 20511

Sworn Statement

All marked i!g-di
zg : . having been duly sworn by Investigator [name), hereby make
O

1 have boen advised of my rights and responsibilities in connection with this
inquiry as set forth on the Waming and Assurances Form, which I have read and signed.
1 undersiand from my review of the waming form that 1 should provide truthful and

complete answers 1o all questions posed to me.

U fas Cone B ng-allinlirn Uhas flure sne
fR Cna s Rl ﬂé‘w«zﬂm )
Hrc btin bstc WL R Gl Oloticaldt To

Ct\rm?m?ﬁjré . UW%MM"W -

btion Qracalizn T -,Ahmu-/bu. U lier |(b)O)
OZOG.?L Grst s ha Lo biliwe, & je (b)(7)C)

WE, & tvas WMMM% %
M‘ W&Wé—mk‘u fecriot g Unee .
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J Ghe fud frusfrmiclbilley fr omey frastobo
thar & frrade (& fungbe paiimt tﬁmafzm
Cleo Aincs. for famaily prwtloms. Whim &
Lesvt wnof tatihy T geak WA PUiernd Preflime,
Y WWJ fom%%w-ﬁ

M ww&mt&zmw 50
(b)(6)

“? “Q’M?W — V thogbr T van |0,

P sk prory. Jlpfl, ntice I have olaig
”ft**og&am% M%W%

VWiae G&,&?mrz‘k,, To he MMaw Reercidte s £, szM.
2
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b3
UnCLASSIFIED A/FOR OFPPICIAL USEONLY- b6
Dissemination is prohibited uniess authortzed pursuant to 50 USC § 3033
: b7C - IG Subject

Sworn Statement

I have no other pertisent information regarding this matter. | have been advised
that I may and should contact the IC IG if [ become aware of any additional information.
I have been instructed pot 1o discuss this matter with anyone other than the
investigalor conducting this interview, another IC 1G employee, an ODNI Employee
Assistance Program (EAP) Counselor, or my aftorney. | have been told that shoold [
decide (o discuss this matter with anyone else, | must first obtain authorization from the
ICIG.

This statement is true and correct to the best of my knowledge.

b3

b6
b7C - |G Subject
1M in the state Virginia
(b)(3)
(b)(6)
(bX7)C)
3
Dissemination is prohibited unless authorized pursuant 1o 50 USC § 3033
UNCLASSIFIED //ROR-OFRIGIAL-UBE-ONBY-
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UNCLASSIFIED /7 PObé
bs Re: ol (®)3)
b7C - IG Subject — (b)(6)
(b)7)C)
(Classificabon UNCLASSIFIED #BUG-
(b)(3)
(b)}(6) Here 15 the bt of dates thal we had meebngs wih consumers.

(b)7)(C) For 2070 June 7.2 1213 W 22 Julv 21520 {Outoltown i 27. 30,37, Auqust6. 8.9, 1306, 7. 20.21, 22.27.28. 23. 30, September 4.5 6 *7, 18,25, and October 16
Fordtlduned 5.6.7 103 0 1320 20 4. 5. 26, Juty 8.9.10. 1, 15,18 4. 25 26, 26, 30-37 {0ud oftown tp}

BestReqarde.

Shem

.n.sl srsE. rcgsam!s:ecw:, Surveys and inemews
AN ; and Standa

There 15 3 way 1o do A baber. Frd
“Thomas Edison
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Exhibit B1

(U) 18 USC § 1001: (a) except as otherwise provided in this section, whoever,
in any matter within the jurisdiction of the executive, legislative, or judicial
branch of the Government of the United States, knowingly and wilifully— (1)
Falsifies, conceals, or covers up by any trick, scheme, or device a material fact;
(2) Makes any materially false, fictitlous, or  fraudulent statement or
representation; or (3) Makes or uses any false writing or document knowing the
same to contain any materially false, fictitious, or fraudulent statement or
entry; Shall be fined under this title, imprisoned not more than 5 years or, if
the offense involves international or domestic terrorism, imprisoned not more
than 8 years or both.

Page 24 of 24
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UNCLASSIFIED/,

NRO OIG:

NRO Front Office:

Office of the Director of National Intelligence Front Qffice:
James Clapper

Stephanie O'Sullivan

ODNI:

Assistant to the Secretary of Defegs_g. for Intelligence Oversight:

IC 1G:

Dissemination is prohibited except as authorized by the 50 USC 403-3h

UNCLASSIFIED/

000009



Approved for release by ODNI on 7-19-2016, FOIA Case DF-2015-00229.

Dissemination is prohibited except as authorized by the 50 USC 403-3h

UNCLASSIF"ED/

Inte]liience Oversi:ht Board:

Undetermined Congressional Staff Members

c. The IC IG conducted behavior based interviews of all of the executive branch
personnel cited above. There was no indication the interviewees released the “7day
letter”.

7. CONCLUSION: The IC IG was unable to determine who was responsible for the
unclassified disclosure, and considers this matter closed.

Approved:

Assistant inspecior
For Investigations

Sertior lnvestigator

Dissemination is prohibited except as authorized by the 50 USC 403-3h
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hours which is an estimated loss of $410,300 (without accounting for
rate adjustments).

INVESTIGATOR|
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SUBIFCT: (L 20520033 —MITRE Contrictor Fraud

U/ Review of all information gathered during this preliminary inquiry indicates
that there was no intentional fraud on the part of any individual related to the hours
claimed for work at home. The matter appears to be a contract administration issue to be
resolved between ODNI contracting officers and the MITRE contracting officer.

(U Effective ! OCT 12, ODNI/MSD/Contracts notified MITRE that the work-
at-home policy would not be allowed for any MITRE employee tasked to the NCIX
projects. I recommend that this be referred to ODNI/MSD/Contracts to resolve any
necessary adjustinents to overhead expenses or previously allowed expenses and closed
without further action by this office.

INVESTIGATOR/ICIG

Dissemination is prohibited unless miithorized nursuant to 50 USC 403-3h
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DISSEMINATION IS PROHIDITED UNLESS AUTHORIZED PURSUANT TO 50 USC 403-3H .

Violated AR 10-15 Qutside Activities, by failing to submit an outside e _
N . . . . - 1G Subject
activities request for each Instance of emmployrnent or group activity in which he
was participating during his employment at ODNI.

DISSEMINATION 1S PROHIBITED UNLESS AUTHORIZED PURSUANT TO 50 USC 403-3H
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5. RECOMMENDATION.

Recomrnend this case be closed without further acton by this office.

Assistant Inspecfor General
For Investigations

Dissemination is prohibited unless authorized pursuant to 50 USC 403-3h
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MEMORANDUM FOR RECORD

SUBJECT: Correction to INV-2013-0058, and INV-2013-0059 Case-Closing
Memorandum

{U) 7 .e file for case nurnbers INV-2013-0058 and INV-2013-0059 contains
an incorrecly dated case-closing memorandum. Ti:ds Memorandum For The
Record corracts the issue date of that document from 15 July 2013 to February
24, 2015.

{U) Ng furither action is required.

Lda w1y
Dzie

Assistant Ir spector General,
Investigations

00105
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MEMORANDUM FOR RECORD

SUBJECT: Correction Lo INV-2013-0058, and INV-2013-0059 Case-Closing
Memorandum

{UY The {ile for case numbers INV-2013-0058 and INV-2013-0059 contains
an incorrec ly dated case-closing memorandum. Tais Memorandum For The
Record corr=cts the issue date of that document from 15 July 2013 to February
24, 2015.

(U} No furiher action is required.

Lla i\,

Date

Assistanl It speclor General,
Investigations

oooar
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B. (U/, To ensure that intra-agency disagreement over the release of criminal
information no longer prevents the timely reporting of admissions of criminal conduct.,
particularly in cases dealing with child abuse, the NRO Director should consider a
thorough review of the responsibility for reporting Federal and state crimes amongst
the relevant NRO offices. Such a review should result in clear guidance to and
authority for the responsible offices.

SUBMITTED FOR APPROVAL:

/Ln/f stigator nvestigator
s

APPROVED:

Assistant Inspector General for Investigations

Page 15 of 15
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SUPPLEMENTAL REPORT OF INVESTIGATION

2011-0052-SUP 23 Sep 2013
SUMMARY

(U/ /fll NAME / POSITION:
‘ i GS15 %

(U/ /] AUTHORITIES:

This investigation was conducted through the authority of the National
Security Act of 1947, as amended; Section 103H, under the supervision of the
Assistant Inspector General for Investigations, Office of the Intelligence
Community Inspector General (IC IG).

(U/ /] BACKGROUND:
All Marked

On 7 December 2011 the IC IG opened an investigation concerning GS-15 b3
employee, Chief Human Capital s

Office, Intelhgence Learning Network, upon receiving an allegation that b7C - 1G Subject
%= misused the ODNI Medical Leave Bank (MLB). The informant believed

that ! altered a physician’s medical statement concerning her medical

condition, and that . physical ailment was either exaggerated or did not

exist.

b3
b6
b7C - |G Subject

The evidence concerning medical leave was not sufficient to establish criminal 4, yarked
conduct associated with her medical leave bank use. However, the IC IG found b3
in the course of investigating the original allegation that ;i 08

ab i violated b7C - 1G Subject
specific regulations related to computer use and her personal behavior during
duty hours failed to meet suitability and security standards.

! management of its findings

On 16 January 2013 the IC IG notified

and recommended that her supervisors conduct additional administrative All Marked
inquires regarding i conduct. Her management later requested that IC :’)Z
IG provide more detailed information regarding the IC IG investigation. This b7C - 1G Subject

office informally shared this information with ODNI Human Resource officials.
Following is the detailed information and primary evidence supporting the IC
IG’s original findings.

Dissemination is prohibited except as orized by 50 USC § 3033
UNCLASSIFIED/
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. UNCLASSIFIED/
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(U/ /I APPLICABLE STANDARDS:

1. 5 CFR Part 2635.702 Subpart G, Use of public office for private gain.
. 5 CFR 2635.704 Use of Government Property
. CFR 2635.705 Subpart G Use of Official Time.

2

3

4. Intelligence Community Directive 704, Personnel Security Standards.

5. I

. I
ADMINISTRATIVE FINDINGS

(U/ /B MISCONDUCT:

U/ /- 5 CFR Part 2635.702 Subpart G prohibits employees from using

their public office for their private gain or for the private gain of their friends.
Furthermore, the regulation states that employees are prohibited from using

their Government position or title or any authority associated with their public
office in a manner that could be reasonably construed to imply that their 22
agency or the Government sanctions or endorses the personal activities of b7C - 1G Subject
another. Specifically, a Government employee can sign a letter of
recommendation only in response to a request for employment recommendation

or character reference. During the course of the medical leave bank fraud
investigation, the IC IG discovered - was involved in extramarital sexual
conduct during duty hours, with an ODNI contractor for whom she was the
government lead, to whom she provided taskings, and whose work she

evaluated for contractual performance purposes. During the affair, she offered
promises of government employment to the contractor and his coworker,
presumably for the benefit and furtherance of the affair (Exhibit 1).

(U//H 5 CFR Part 2635.704 Subpart G defines a Government employee’s

duty to protect and conserve Government property, and shall not use such

property, or allow such use, for other than authorized purposes. Furthermore,
B states personal use “must be of reasonable duration and frequency”. 22
admitted she played games on the AIN for an estimated three hours b7C - IG Subject;
per day, which exceeds reasonable duration and frequency and is not for Witness
authorized ‘purposes. When the IC IG questioned ; bout the AIN

misuse said her prior supervisor, —, knew she played
Page 2 of 5

Dissemination is prohibited except as rorized by 50 USC § 3033
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UNCLASSIFIED/
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games on the internet so she believed it was acceptable. She confirmed that
she took the required annual AIN training, and opined that it should be
“rewritten” because it was not clear. In order to derive an estimate of the
damage to the government based on the subject’s admission of this

inappropriate activity:

began working as a GS15 step 2

is currently a GS15 step 4.

. All Marked
e For the purpose of estimation of her rate of pay over the period of time ;3

investigated salary is computed at a GS15 step 3, or Egc 16 subject
approximately $63.47 per hour;

admitted to playing games during work hours for approximately
14 months three hours each day

e At $63.47 per hour, that equates to $190.41 per day she was paid but
did not work over the 14 month period.

earned approximately $53,314 for time she admitted she spent
playing games on government time, computers and networks.

(U//BI 5 CFR Part 2635.705 Subpart G compels Government employee to

use official time in an honest effort to perform official duties, and, prohibits b3

employees from encouraging, directing, coercing, or requesting a subordinate b .
b7C - IG Subject

to use official time to perform activities other than those requlred in the

performance of official duties. The investigation found that & was

AWOL when she suggested a contract employee leave the bu11d1ng to engage in

sex with her (Exhibit 3)." In this particular instance, the evidence demonstrates

that did not notify her supervisor of her time out of the building, and

she submitted 12 hours on her time and attendance records for the day.

indicate that she was in the building for 9 hours and b3
e; b6

25 minutes on that day. : b7C - G Subject
contractor indicate that the couple was out of the building for approx1mate1y 2 b7E-1GTECH

hours on this occasion, left the premises without taking leave, presumably to
engage in the the inappropriate relationship (Exhibit 3).

(uy /_ H disallows the “unauthorized acquisition, use,
reproduction, transmission, or distribution of any legally controlled
information, including computer software and data, that includes privacy

information, copyrighted, trademarked or material with other intellectual
Page 3 of 5
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property rights (beyond fair use), proprietary data, or export controlled software
or data” . During a review of the IC IG investigation found

that uploaded unapproved software to an Agency computer. :Z
Specifically,

uploaded an Agency unsupported web browser called b7C - IG Subject
“Google Chrome” to her AIN, without approval. During the IC IG interview with
said she was unaware that this was unallowable.

U// B disallows “using government office equipment for activities
that are illegal, inappropriate, or offensive to co-workers or the public”, and
disallows “the creation, downloading, viewing, storage, copying, or b3
transmission of sexually explicit or sexually oriented matenals i Eic_ IG Subject
exchanged lengthy sexually explicit & . ; b7E - 1G TECH
computer throughout the course of an extramarital affair thh a , contractor

(Exhibit 2).

u/ /- ODNI Instruction 10.34, Office of the Inspector General of the
Intelligence Community states in Section 5.D.1., “All ODNI personnel are
required to cooperate fully with the IC IG and provide accurate, candid,

complete, and forthcoming responses to all questions posed by IC IG personnel
during the conduct of IG...investigations to the extent required by law.” This :g
Instruction also states, “Failure on the part of any ODNI employee or b7C - IG Subject
contractor personnel to cooperate with the Office of the IC IG shall be grounds 7€ -G TECH
for appropriate administrative action, up to and mcludmg loss of employment

or termination of an existing contractual relationship.” i
during the IC IG interview demonstrated a lack of candor thh the IC IG
regarding her sexual relationship with a contractor,

, She was also
aware that the IC IG recently 1nterv1ewed the contractor involved, who admitted
to his relationship with ;
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RECOMMENDATION

(U/ /- Recommend that an ERB consider the above misconduct for
possible disciplinary action.

SUBMITTED: APPROVED:

//8//

OO E—

Investigator EE;E?; (C) Assistant Inspector General for
Investigations

EXHIBITS

1. n tween 4oy the contractor with whom she was

having an affair, % with the contractor’s friends regarding favors. 3
b6
b7C - IG Subject

b7E - IG TECH

3 between ' and Contractor regarding leaving work

for personal benefit.
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REPORT OF INVESTIGATION

2011-0052 DATE: 8 Feb 2013

FXECUTIVE SUMMARY All Marked

b3
b6

(U/AEOYO) NAME / POSITION
b7C - IG Subject

(U/F680) AUTHORITIES: This investigation was directed pursuant to the National Security
Act of 1947, as amended; Section 103H, by the Assistant Inspector General for Investigations.

(U//FOBO) BACKGROUND: On 7 December 2011, the Intelligence Co
General (IC IG) opened an investigation concerning GS-15 employee, | ‘
hief Human Capital Office, Intelligence Learmng LUpon e ed
misused the ODNI Medical Leave Bank (MLB). The b3
informant believed that ; altered a physician’s medical statement concerning her medical be
condition, and tha 2 physical ailment was either exaggerated, or did not exist. The b7C - 1G Subject
evidence concerning medical leave was not sufficient to substantiate medical leave bank abuse;

however, the IC IG found Ms. - violated regulations and her personal behavior failed to

meet security standards.

ity Inspector

receiving an allegatlon tha

(U//Fo50) SUBSTANTIATED ALLEGATIONS:
1. Title 5 Code of Federal Regulations (CFR) Part 2635.502 Subchapter B, Conflict of
Interest

2.

3. Title 5 CFR 2635.705 Subpart G Use of Official Time

4. 7-21 Limited Personal Use of Government Office Equipment Including Information
Technology

. Title 5 CFR 2635.704 Use of Government Property

Intelligence Community Directive 704, Personnel Security Standards

Dissemination is prohibited except as authorized by the 50 USC 403-3h
SECRET/HNOFORN
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(U//FOUBO) UNSUBSTANTIATED ALLEGATION: Medical Leave Abuse.
On 7 December 2011, the Intelligence Commu i
investigation concerning GS-15 employee, -
Human Capital Office, Intelligence Learmng etwork, upon receiving an allegation that All Marked
misused the ODNI Medical Leave Bank (MLB). The informant believed that ; gz

altered a physician’s medical statement concerning her medical condition, and that | b7C - IG Subject
physical ailment was either exaggerated, or did not exist. The evidence concerning medical

lea was not sufficient to substantiate medical leave bank abuse; however, the IC IG found Ms.

iolated regulatlons and her personal behavior failed to meet security standards.

INVESTIGATIVE FINDINGS

(U//FOUO) The IC IG investigation revealed that the Office of Medical Services (OMS) rejected

a physician’s statement which appeared to be altered (information appeared to have been covered

using white out and dates appeared to be changed); the MLB requested tha provide a All Marked

new statement; she complied, and OMS accepted the new document. The informant believed b3

that _ fabricated her illness because - requested information from the informant Egc 16 Subject

about the medical leave bank and medical dlsablhty after being advised that she could no longer

telecommute from her home in Richmond, Virginia. The IC IG interviewed severalof ©= |
co-workers who confirmed that she openly expressed concern about her commute upon learning

that she could no longer telecommute. After receiving the allowable 720 hours for her initial

medical condition, ' submitted a new medical leave bank request for a second condition;

this request was also approved which increased .. total medical leave to approximately

one year from 4/11/2011 through 4/14/2012.

CONCLUSION

(U//FOY0O) The medical leave bank abuse allegation was unsubstantiated. The IC IG

determined that irregularities in .. medical documentation coupled with her claims for

leave possibly met the threshold for criminal prosecution. On 5 May 2012 this office presented  All Marked

the case to the Department of Justice, which declined to prosecute . for criminal EZ
wrongdoing in favor of administrative action by the agency. After further consideration, this b7C - IG Subject

office chose not to pursue an administrative action because of the formal approvals by the MLB,
despite the questionable facts surrounding | : claims for leave.

ADDITIONAL FINDINGS
Page 20f 171
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(U//FGUO) During the course of the medical leave bank fraud investigation, the IC IG discovered
violated many regulations and policies, which potennall ion her character and her ability b3
to hold a security clearance. The IC IG investigation found that was involved in a sexual affair pe

during duty hours, with an ODNI contractor who she tasked. Durmg the affair, she offered promises of E;g - :g' ?ggi‘fd

government employment to the contractor and his coworker, presumably for the benefit of the affair
(Exhibit 1); engaged in sexually explicit .+ with the contractor (Exhibit 2); and left the
premises without charging leave, to presumably engage in sex (Exhibit 3). Such behavior adversely
affects efficiency of service and is therefore misconduct possibly subject to discipline.
Aggravating this discovery was i lack of candor in her interview with the IC IG regarding the
affair even after she was made aware that the IC IG recently interviewed the contractor who admitted to
the sexual relationship with ..

(UIFOYO) also used her play “Facebook” games during work, several hours a day. EZ
Additionally, she uploaded unauthorlzed software to .. These activities show a disregard for b7
b7

computer usage policies and time and attendance abuse.

violated several regulations and

(U//FeYO) The IC IG investigation found that
policies, including:

1. Title 5 Code of Federal Regulations (CFR) Part 2635.502 Subchapter B, Conflict of

Interest
2.

3. Title 5 CFR 2635.705 Subpart G Use of Official Time

4. 7-21 Limited Personal Use of Government Office Equipment Including Information
Technology

5. Title S CFR 2635.704 Use of Government Property

6. Office of Inspector General; Cooperation with OIG AR 1-3a

7. Intelligence Community Directive 704, Personnel Security Standards

1. (U//EOYO) Title 5 Code of Federal Regulations Part 2635.502 Subchapter B, Conflict of
Interest which states: “Where an employee knows that a particular matter involving specific
parties is likely to have a direct and predictable effect on the financial interest of a member of his
household, or knows that a person with whom he has a covered relationship is or represents a
party to such matter, and where the employee determines that the circumstances would cause a
reasonable person with knowledge of the relevant facts to question his impartiality in the matter,
the employee should not participate in the matter unless he has informed the agency designee of
the appearance problem and received authorization from the agency designee”.

(U/FOYO) The IC IG investigation revealed that : violated the above code as she was

involved in an extra-marital affair with a contractor who she directly tasked. In addition,

i led the contractor and his coworker to believe she could place them in government staff
Page 3 0f 171
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positions. (Exhibit 3) hid her relationship with the contractor; she did not report the All Marked
relationship to management or contract authorities. These circumstances indicate ;3 ad a Ez

covered relationship that would appear to question her impartiality. b7C - IG Subject

2.(u/Fovo) I <::tcs. timc and attendance
reports will record time actually worked in relation to the scheduled workweek of the activity
concerned. Any abuse of the pay system will not be tolerated and could result in severe
administrative action, including termination of employment, and/or criminal prosecution by the
Department of Justice”. AR 20-29 also states, “Absences not properly justified will be charged
to the appropriate leave type and may become the basis for disciplinary actions. AWOL is an
unauthorized absence from duty. The employee will receive no pay for an AWOL and may be
subject to disciplinary action”.

(U//FEY0O) The IC IG investigation found that . violated the above regulation on 13 b3

October 2010, when she suggested a contract employee leave the building to engage in sex with .

; did not notify her b7C - IG Subject
supervisor of her time out of the building, and she submitted 12 hours on her time and attendance b7E-1G TECH
records for the day, while she was in the building for 9 hours and 25 minutes on that day.

and the contractor indicate the couple was out of the

bu1ld1ng for approximately 2 hours on this occasion.

4 violated AR 20-29 every work day from
ugh June 2012 for several
was on medical leave). A ¥

(U//FOY®) The IC IG investigation found that
April 2010 through 4/11/2011, and from 4/14/

workday During her interview with the IC IG, admitted to playing games
approximately three hours per day until sometime in June 2012, when her superviso
advised her not to play games. While the three hours per day i be

. , for purposes of this report, the IC IG agreed to the three hour estimate. b7C - IG Subject,
began workmg as a GS15 step 2 and is currently a GS15 step 4. For estimation purposes, her Witness
salary computed at a GS15 step 3, equates to approximately $63.47 per hour; | played b7E - 1G TECH
games during work hours for approximately 14 months for three hours each day and earned

approximately $63.47 per hour, which equates to $190.41 for each day she worked over the 14

month period. could have earned up to $53,314 for time she spent playing games

(leave days and holldays are included in this estimate, therefore this is overestimated).
recorded these hours she spent playing games as time worked, which is abuse of the pay system.

b3

3. (U//FOYEO) Title 5 CFR 2635 Subpart G —~ Misuse of Position states, “A prohibition against
using official time other than in an honest effort to perform official duties and a prohibition
against encouraging or requesting a subordinate to use official time to perform unauthorized
activities. (b) Use of a subordinate’s time. An employee shall not encourage, direct, coerce or
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request a subordinate to use official time to perform activities other than those required in the b3
performance of official duties or authorized in accordance with law or regulation. The ICIG b6 .
Investigation found that &% % violated Title 5 CFR 2635 Subpart G when she encouraged a :”;E_' I'g :E‘gﬁ“
contractor to leave the facili y to engage in an affair, and also when she engaged in extensive

with the contractor.

4. (U/FOBO) - Limited Personal Use of Government Office Equipment Including
Information Technology. ' violated this regulation in following instances.

A. [ states personal use “must be of reasonable duration and frequency”.

played games on the AIN for an estimated three hours per day, which :’,2
exceeds reasonable duration and frequency. When the IC IG questioned b7C - 1G Subject,
about the AIN misuse, said her prior supervisor, i Wtiness
played games on the internet so she believed it was acceptable. She conﬁrmed that

she took the required annual AIN training, and opined that it should be “rewritten”

because it was not clear.

B. [ disallows the “unauthorized acquisition, use, reproduction, transmission, or
distribution of any legally controlled information, including computer software and
data, that includes privacy information, copyrighted, trademarked or material with
other intellectual property rights (beyond fair use), proprietary data, or export Eg
controlled software or data” AlN usage, the ICIG  p7c . 6 subject
investigation found that
computer. Specifically . uploaded an Agency unsupported web browser
called “Goo Chrome” to her AIN, without approval. During the IC IG interview
with said she was unaware that this was unallowable.

¢. Il disallows “using government office equipment for activities that are illegal, b3
inappropriate, or offensive to co-workers or the public”, and disallows “the creation, g
downloading, viewing, storage
sexually oriented materials”.

b7C - IG Subject
b7E - IG TECH

ing, or transmission of sexually explicit
“exchanged lengthy sexually explicit
omputer throughout the course of an extramarital affair

wnth‘ a contractor (Exhibit 1).

5. FOeYO) Title 5 CFR 2635.704 Use of Government Property states, “(a) An employee has a
duty to protect and conserve Government property and shall not use such property, or allow its
use, for other than authorized purposes”. “(b) Definitions. For purposes of this section: (1)
Government property includes an form of real or personal property in which the Government has
an ownership, leasehold, or other property interest as well as any right or other intangible interest
that is purchased with Government funds, including the services of contractor personnel. The
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term includes office supplies, telephone and other telecommunications equipment and services,
the Government mails, automated data processing capabilities, printing and reproduction
facilities, Government records, and Government vehicles.”

violated Title 5 CFR 2635.704 in three

(U//FOYO) The IC IG investigation found that ;

instances:
b3

1.) Whe and a contractor left the building to engage in a personal relationship

. b6
2.) Whe sed government equipment to play Facebook games b7C - IG Subject
3.) Whe sed government equipment to engage in extensive inappropriate b7E - IG TECH

6. (U/Foto) I <:-'s. Al Agency
employees, independent contractors of the Agency, and employees of a contractor of the Agency
are required to cooperate fully with OIG and provide accurate, candid, complete, and
forthcoming responses to all questions posed by OIG personnel during the conduct of IG audits
or inspections or investigations to the extent required by law”. This regulation also states,
“Failure on the part of any employee or contractor to cooperate with OIG shall be grounds for
appropriate administrative actions by the Director, to include loss of employment or termination
of an existing contractual relationship”.

(U/FOYOY: #: conduct during the IC IG interview demonstrated a lack of candor with the 3
IC IG regan xual relationship with a contractor, even when confronted with explicit b6
sexual ' she exchanged with contractor. She was also aware that the ICIG :;E - :g ?zgﬁ“

with an ODNI contractor employee during duty hours (See Exhibit 2 and 3), and exchanged All Marked

lengthy sexually explicit : with the contractor. Such behavior adversely affects b3
il efﬁc1ency of service and is therefore misconduct possibly subject to discipline. This :?C 16 Subject

behavior also raises possible security concerns as both parties are married to other persons.

Finally, the relationship possibly establishes a conflict of interest be : may have

offered favors related to the contractor employee in return for sex. uperiors appear to

have been unwitting of the affair.

7. (U//FOBO) Intelligence Community Directive 704, Personnel Security Standards requires
that subjects eligible for SCI “must be stable, trustworthy, reliable, discreet, of excellent
character, and sound judgment; and must be unquestionably loyal to the United States”.

(U//FEY0) The IC IG investigation findings above are not consistent with behavior of a person
who possesses stable, trustworthy, reliable, of excellent character, and sound judgment.

Page 6 of 171
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RECOMMENDATIONS:

(U//EQU) Recommend that the ERB consider each concern above, and take appropriate
disciplinary action.

CONCUR:
Investigator's AIGI’s
Signature Block Signature Block
Encl
Exhibit List
EXHIBITS b3
b6
1. ‘ % the contractor with whom she was having an affair, E;g: :g ?:?: <t
- with the contractor’s friends regarding favors.
2. d Contract
3.
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QFFICE OF THE INSFECTOR GENERAL OF THE INTELLIGENCE COMMUNITY
INVESTIGATIONS DIVISION
WASHINGTON, DC 20511

VX6 May 2013
(U//FE&B6) MEMO FOR: AIGI Egggg;
(U//FOUYO) FROM: v (b)7)(C)
(U//FOB0) SUBJECT: 2013-0033 Unauthorized Disclosure
(b)(3)
(b)(6) (U//FOU0) IC IG Investigator and CIA OIG Investigator [} b3
(b)(7)(C) mtemewed subject matter expert, 3. 2 at 10:00 on 12 April b6 .
2013. explained that the CIA bigot list at the time of the leak was /¢ '@ et

approxlmately 200. There are also employees briefed at ODNI, USDA,
HPSCI and SSCI. The Hill received written notification, and a week later
the information was leaked. The distribution is now over 1200.

0)(3) (U/ /8QUQ) Recommend closing this case due to large distribution.

(b)6)
(b)(7)C)

INVESTIGATOR

Dissemination is prohibited unless authorized pursuant to 50 USC 403-3h
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investigation wiil further reduce the discrepancies to an amount that is
negligible.

(u/ fter further review of the data associated with this preliminary
inquiry, I recommend that this case be closed withm:t further action by this

office.
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MEMORAND'TUM FOR RECORD

SUBJECT: Correction to INV-2013-0079, INV-2014-0003-0004 Case-Closing
Memorandrm

(U Tne file for case numbers INV-2013-0079, INV-2014-0003, and INV-
2014-0004 -ontains an incorrectly dated case-closing memorandum. This
Memorandi:n For The Record corrects the issue date of that document from
01 August £314 to February 24, 2015,

{(U) N> further action is required.

VLlda, vy,
Date

Assistant [nspeclor General,
investigat ons
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INVESTICATIONS DIVISION
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MEMORANDUM FOR RECORD

SUBJECT: lorrection to INV-2013-0079, INV-2014-0003-0004 Case-Closing
Memorandum

(1) Tae file for case numbers INV-2013-0079, INV-2014-0003, and INV-
2014-0004 -ontains an incorrectly dated case-closing memorandum. This
Memorandumm For The Record corrects the issue date of that document from
01 August 2014 to February 24, 2015.

\Lda vy
Date

Assistant Inspector General,
Investigations
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CRSEEIGTON,

1 AUG 14
{uy, MEMO FOR: AIG:
{u, “ROM.: I
(uy UBJECT: 2013-0079 DCIS Support (DiA Armored Car Case}

2014-0003 DCIS Support (NGA Ethics Case)
2014-0004 DCIS Support (NGA Ethics PI)

(u/s From 12 DEC 13 to 1 APR 14, the IC IG Opened the subject INV
numbers to document support to the Defense Criminal Investigative Service
activities at the Defense Intelligence Agency (DIA) and National Geospatial
Intelligence Agency (NGA).

(U, \s of 1 AUG 14, DCIS has declined further assislance on the

subject tssues. Recommend the INV numbers be closed out without further
action by this office.

Dissemination is prohibited unless authorized pursuant to 58 USC 403-3h
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INVESTIGATIONS DIVIZION
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MEMORANDUM FOR RECORD

SUBJECT: Zomection to INV-2013-0079, INV-2014-0063-0004 Case-Closing
Memorandum

(U) Tne file for case numbers INV-2013-0079, INV-2014-0003, and INV-
2014-0004 -ontains an incorrectly dated case-closing memorandum. This
Memorandu 1 For The Record corrects the issue date of that document from
01 August 2314 to February 24, 2015.

(U} N [urther action is required.

e i ¥

Diate

sistant Inspector .
Investigations

000177
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1 AUG 14
{u; MEMO FOR: AIGI
(U, "ROM: NV
v/ SUBJECT:  2013-0079 DCIS Support (DIA Armored Car Case)

2014-0003 DCIS Support (NGA Ethics Case)
2014-0004 DCIS Support (NGA Ethics PI)

Uy *rom 12 DEC 13 ito 1 APR 14, the IC IG Opened the subject INV
numbers to document support to the Defense Criminal Investigative Service
activitles at the Defense Intelligence Agency (DIA) and National Geospatial
Intelligence Agency (NGA).

(U, s of 1 AUG 14, DCIS has declined further assistance on the
subject issues. Recommend the INV numbers be closed out without further
action by this office.

INVE  IGATOR

Dissemination is prohibited unless authorized pursuant to 50 USC 403-3h
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MEMORANI'UM FOR RECORD
SUBJECT: correction to INV-2014-0005 Case-Closing Memorandum

(U) T .e file for case number INV-2014-0005 contains an incorreclly dated
case-closing memorandum. This Memorandum For The Record corects the issue

date of that “ocument from 22 April 2014 te Fehoaamr 24, 2015,

J} N further action is required.

v da a0\,

Date
Assistant In.pector General,
Invesligalions
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MEMORANDUM FOR RECORD
SUBJECT: Comrection to INV-2014-0006 Case-Closing Memoranduin

(U} Th> Sle for case number INV-2014-0006 contains an incorrectly dated
case-closing memorandurn. This Memorandum For The Record corrects the issue

date of ithat document rom 22 April 2014 to February 24, 2015.

(U) No further action is required.

12da o \y
Date

Assistant Inssector General,
Investigaticns
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District of Virginia declined to prosecute this matter on September 9,
2014,
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CONCLUSION:

(u, falsely charged approximately 60 hours from 4 November b3
2013 to 30 September 2014. She had a billing rate of $134.00 per hour. The  poc_ g subject

total amount of mischarging is approximately $8,040.

PREPARED BY: APPROVED By:
Investigator Assistant Inspector General

for Investigations
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