FEDERAL BUREAU OF INVESTICATION

Directorate of Dntelligence
HUMINT Adviscry Cowncil

(U Domestic HUMINT Vision Propesal

(U Backeround

(LTOUO) A confluence of events—from the revision of Executive Qrder 12333 fo the naminz
of 7BI Assistant Directors in Charge/Specizl Agents in Charge zs Domastic DNI Representatives
ta the formation of Joint Regional Intelligence Groups—has increased the FBI's responsibility
for strategic irtelligence and demestically collected Foreign Intelligence (FI). These are
sgmificent clarifications of FEI authorsties and respomsibiliti=s in domestic cperations, requiring
ar. sxpensicn and snhzncement of its Confidertial Humar Source (CHS) bzse. Tha FBI must
mainfam 2 pre-activs posture 10 relation to CHS reeruitmant and intelligance collection. As FBI
Human Intelligence (HUMINT) responsibifities troadsn, its policies anc procedures naed to
rurror thoss uncer which US Imtelligence Community {USIC) parmers operate.

(U} The FET's 2fTective execution. o7 iis aforementionsC domestic intelligsnce responsibilities
will depanc, in part, on the successful implementatior of the following recommerdations!:

= (U/TOLO) Adapt existing policies, 2.g . CHS Policy Implemeantation Guice, anc expand
HUMINT efforts'resources to support ind erhancz FBI's domestic collection mission.

~ (U/FOUQ) Enforce the neec of specialized HUMINT Trziring for all Specizl Agants
and designated Intelligence Anzlysts.

* (U/FOLO) Develop robust Diractorate of Int=llizence (DI) support to fild office
HUMINT Erograms.

* & ority of eounsi membets tipportthe prapesals resomyendstiors Aowmier, thers was ditzent on ceresin ramsmmendsrisns 22
those pertaining 1o CHS Policy Modification:.




(U) HUMINT Squad o CHS Pgiicy Modifications

(UNTOUC) Tke FBI continues to recruit CHSs both dorestically and irternaticnally, vet its
govemning policies resirict how CHSs are operated overseas Considering the objective of
HUMINT Squads is to increase and expand FBI intelligence collection, ot svidencs, the
policies anc protocols undar which HUMINT Squads cperats nezd to reflect this goal.
Therelore, the coumed] seconumerds:

= (U'FQUD; Allowing 2 CHS tobe operatec cverseas pursuant ic a Type 3 or £
Assessmert, enabling unrestricted ability to fulfill the FEI's foreizn intelligence missior.

= {8NF} Allowing HUMINT squad Special Agents to oper and operat2 an individual
without the person ever krowing thev are an FB1 CHS-.

(Uy Increasa (» F5I HUMINT capabiifiies and cadre nezded to flfill FBI mitaliigence
responsibilities

(S//NF) In order for the FBL to reach its raximum potential in its erhanced role FBI HUMINT
Squads must overcoms the cultural hias zgaingt pro-active CHS recruiting outside of cases.
Irstzad, focus should bz on devzioping the HUMINT Squads ability to respond to FBL/USIC
requirements anc Fl1nzeds, by increasing 5 workforce and providing training recessary to
enhance its spofting, assessing, racmitment, anc debri=fing czpabilitias’.

(S/NF) HLMINT target staffing levels within FBI field offices have not kept pace with the FBI's
expanding jurisdictional mandate witk r=gard fo intelligence collection nor kave they kept pace
with the ever mow2 demanding manpower realities cn the ground, which require th= FEI 10
emphasizz the pro-active neutralizztion of national security threats ovar the collection of F1 and
FECTUINETt Jor Overs2as placemert rather than prosecutior. Therefore, the council recommends:

= (S/NF} A mnimum of 5% of the Spacial Agent full stafing level (FSL) should te
assagned to the HUMINT squad(s) m 23ch fleld office to conduct strategic collection
focused on rational secunity and transnaticnal criminal threats. An allocztion greater
thar 3% of FSL is racommendzd for ficld offices with a sigrificant presance of clearsd
defense cortractors, criticzl nationa! assets, foreign diplomatic establishments, =tc 4

*{s4/wF] 1f sreingividusl 53 US dtren they havs tobeinformed that they 2 soesking to the LS Govemment.

* [y /FoLn) Zmonasisshoutd abe be outon noa HLMINT Spedisl Azents iDersure they are actwely coleciing 2sainst FB/US Crequirements
ard Fl neecs. imaestizabve sjuads car cearly reporion FRLAG Creguismantsas wall but sometinees Tai torealze their CHSs can, ofter due
to the Taditicn of C45s notbeng géerke for in'ormation ouisds of the cases for whichthey wererecrined. 1 sene invesigatve squad
{58 are iraguenchy sneoped revcurcss cipatieof Jocuiding sisn®icrt FIWUSIC reporting.

“ Ui Ths iz esoecizlly the raze mcflices withrudesr or weapons resaTh faciites, nediny faciites, MO CHTOELOT Wik sacngedse
tehrocg e,




RET/IMDFORN

= (U/FOUOQ) Eack EUNMINT Squad should have a dadicatad analys: at their disposal
WIOSE PrImary mission is to corduct source identification analysis®.

(//NF) ITthe FBI fails o capitalize on this opportmity, it runs the risk the Central Intelligence
Agercy (C1A) or another USIC partoer, e g, Department of Homelard Security, requesting the
Diarector of Nztional Imelligence revisz the current orcer tc place themselves in the pasition of
orimary with regard fo domestic recraitmant and FI collection.

‘U) Traming

(U) Fulfilling the FB's sxpandd FUMINT mission requires the participation of all FEI agents,
in partrership with their analytic collzagazs. The FBI should therefore provide zéditicral
HUMNT upaining to all FBI agents and select znelvtic personnel. This training will znhance
their overall perfcemance zs both case zgents working scphisticated prosecutions or 2s
mtelligznce agents generating intelligence responsive to raquirements that can drive, identify or
support naw investigations, or eddress mitslligence geps. Increased numbers of zgents who have
completed HUMINT trainmg will reveelicentify those agents with a paticular acuman for
source recruitment, kindie interest inothers who lack kmowledge abour ths program, and provide
acadrs of HUMINT spenielists for the future Fom which the FBI cen select the vary best.
Therelore, the council reccramends:

= {U) Mandate HFUMINT Tnigrmediatz Cowse zttendance for 21l Special Agents, regardless
of carezr path, anc a requirement for promction to GS-13.

= (U} Mandate Advameed HUMINT Operations Couwrse attendance for all Special Agents
essigned to HUMINT squads—sregardiess of their career path—and encourage atiendance
for Special Agenis 1n all other career paths.

= (U} Mandate HUAMINT Tradecva for Managors cours: attendance for =il Assistant
Special Agents in Charge and oparational syuad Supervisory Special Agerts, and open to
field Supervisory Intelligence Aralvsts

» (U} Establish targeting courses—at the basic, intermedizte, anc advancad levels—ror
Int=lligence Analtyste, other izroeting personne!, and management across tha FBI to
maxiniz: targeting capabilities, ensure 2fficient use of resourcss, and ensure proper
oversight of tyrgeting effortc rem FBIHQ.

* (W R DUDE The 2012 HUNMINT Souad Siratery {B008-HO- 1593218 3 'ied for sinsiar Spedial Agent “sLratos, asadvocdedfor in e pravioss
~ecommendation, as wel 55 ths asisrment cfan embecded 1 to perlo m tar geting analyss b support of the HUM NTSquzds responsisiites
mideriiy and recruitindvicusk ((HEshevhibiting brasd plarement § aczosrts stratesethreatiss e




(U LV Support jo the Field

(U} A robust Jeld HUMINT Program raquires 2 robust support operztion at FBIHQ. The DI is
stilf facking i this regard m several areas. Therefore, the coumci! recoramends:

» (UIOUQ) Tergeting — Tha council has previously advocaied for more rodust targeting
capabilities at FBIHQ) and in the fieldto support the HUMINT Program®. The DI
currently provices no suppert to the feld intelligence comporent m the arez ofkhizh value
strategic targeting or lead mformation for soures development. This is in stark contrast to
every other mvestigative component of the FBI 1anging from criminal, counterterrorism,
and countzrimtelligence {TT)to cvber-related invastigations, which receiva operational
leads " Forthermore, the FEI's HUMINT peers (i.e, the CIA and the Defense Intelligence
Agercy) have far more robust {zrgefmg =7forts, 1o incinde 2 defined career path for
tzrgetmg analvsts that recognizes the ability of targetirg to integrate intelligence amaltysis
and advance aperations. The Mational Targeting Center® concept, zs ithes daen brizfed
to the FUMINT Advisory Counctl. would likely advance this goal significartly.

» [U)yNational and'or Regional Level Collection Froducts -The DI should consistently
provice regional and national pictures of FBI's Collection Capab:ilities.®

* [8/NF) Liatson witk IC agencies — The DI should 2z spected to provice rapid, fully
comprehensive CIA rams trace support on HUMINT targets which includes all
iegraphizal information. pricr recruitment aftempts, associaticns, and prior or current
FIS effiliations.

= [SINF] Detatlzes — DI detasless assigned to CLA shoulc e taskad wath znsuring the
receint of C1A concurrance for interrationz! operztional travel md unilateral taskivg
sperations of FBI HUMINT squad intelligence assets This would help the CIA to
increase accouniabality Tor those requests that might otherwise not be examired quickly.

*{U) Ui AdvisoryCouncl's Torgeting ImpementIlicn B0, lne 2011

T{EJFNF) For sxemale NS A reinezd intziizease lende oo tiined oo 21 28 50e basis by ¢ squsds in e fisld i the deld melizancs HUMINT
componed whidhiz best prerared o exnbot this inteligence, & never ghoan accesstc these leads a5 theypertzin io HUVINT devdopment,
cespite their arglably kzvng the greslertneed forsame ‘or surposes of siretegc tarzeting.

*{u//FouU0) Estabishing 3 National ~a s=iing Cevier stF 310 would 2complih {2) the shilty 1oenzage nhigh valve sratezic fargeiing
foczedon Tores! Feview Prioriteston Senci 30 0pks, (2} Overs9e the OH3 Gentfication snahyic process, and [3) Provide supoor: 1ofiztd
targeding sfforts.

®u/'rou0) =8iH0, specfically “he former rezional meliizence Srosps has producsd s=zonal and raticnallevel Colection procucts inthe
fast &od thershavs been setional el Coflection Actinn Pluns, though irfrequsmt and with itle standardization “urthey, thevanous ways o
wihizhfizld officzs currently sssess their indhvidual coliettion posiur ¢ Srefts the effectiveness and accuracy of the matiomalprodact. Fermalizing
52 provess by which, and sieadarcizing the format k- which, feid offices prepare a0d present iledicn pastares wouls 2id the devebpment
of 3 pompreheneiee, sztonzd zw of FE = oolertion 2agabdties s sziney mypriae theeates. [Exsmple: Feidaifres are dice=ted 1o prodsse
eoeciicn reatrices veing thezame semplate. Thezzmatrices are sentto, and rerdemedty the approprisrz Azl mielizznce Management Unit
iU Frona regiona persoecive. The FINIUE ther consciiziate the regonal maincss into = natinal matis, fromawhich 3 nationaldevs!
Coilzcion 2oion Flanis cevsiored )






