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UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK
X

ANNE CAMERON CAIN, individually and as
representative on behalf of the Estate of ALEXANDER Docket No:
PINCZOWSKI; 17-CV-

BEATRIZ GONZALEZ, individually and as

representative on behalf of the Estate of NOHEMI COMPLAINT
GONZALEZ; JOSE HERNANDEZ; REY GONZALEZ;

AND PAUL GONZALEZ,

ial
Plaintiffs, Jury trial demanded

-against-

TWITTER, INC.,

Defendant.

Plaintiffs, by and through their attorneys, allege the following against Defendant Twitter,
Inc. (“Twitter” or “Defendant”):

NATURE OF THE ACTION

1. This is an action for damages against Twitter pursuant to the Antiterrorism Act,
18 U.S.C. § 2333 (“ATA”), as amended by the Justice Against Sponsors of Terrorism Act
(“JASTA”), Pub. L. No. 114-222 (2016), and related claims, for having knowingly provided
material support and resources to ISIS, a notorious terrorist organization that has engaged in and
continues to commit terror attacks, including the March 22, 2016 terrorist attacks in Brussels,

Belgium that murdered 32 people, including Mr. Alexander Pinczowski and his sister Ms. Sascha
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Pinczowski, and the November 13, 2015 terrorist attacks in Paris, France that murdered 130
people, including Ms. Nohemi Gonzalez.

2. As an outgrowth of al-Qaeda, ISIS has become one of the largest and most
widely-recognized and feared terrorist organizations in the world. The United States Government
designated ISIS as a Foreign Terrorist Organization (“FTO”) under Section 219 of the
Immigration and Nationality Act, 8 U.S.C. § 1189 (“INI”), as amended, on December 17, 2004.

3. ISIS early embraced Twitter as a powerful weapon for terrorism. Twitter’s social
media platform and services provide tremendous utility and value to ISIS as a tool to connect its
members and to facilitate the terrorist group’s ability to communicate, recruit members, plan and
carry out attacks, and strike fear in its enemies.

4. Twitter’s services have played a uniquely essential role in the development of
ISIS’s image, its success in recruiting members from around the world, and its ability to carry
out attacks and intimidate its enemies.

5. For example, ISIS uses Twitter to massively inflate its image and the impact of its
terrorist attacks and atrocities by using “bots,” specialized Twitter “apps,” and “hashtag
hijacking” to rapidly send tens of thousands of tweets to make it look like it has more numbers
and support than it really does.

6. ISIS also uses Twitter to distribute high-production-quality videos, images, and
online magazines that make it appear more sophisticated, established, and invincible. By using
Twitter “storms” as a distribution system for these materials, 1SIS ensures that the materials are
then transferred to a large number of access points on the internet, so that the materials remain

widely available online even if deleted by other social media platforms.
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7. ISIS has used Twitter to cultivate and maintain an image of brutality, to instill
greater fear and intimidation, and to appear unstoppable, by disseminating videos and images of
numerous beheadings and other brutal killings, including setting captives on fire, blowing them
up with explosives, slowly lowering them in a cage underwater to drown, and more.

8. In this case, ISIS used Twitter to specifically threaten France and Belgium that
they would be attacked for participating in a coalition of nations against ISIS, to celebrate
smaller attacks leading up to these two major attacks, and to transform the operational leader of
the Paris attack into a “celebrity” among jihadi terrorists in the year leading up to the Paris attack
via Twitter-distributed magazine articles and videos featuring his ISIS exploits in Syria, France
and Belgium.

9. ISIS also used Twitter to announce the Paris and Brussels attacks, to intensify the
intimidation of the attacks through Twitter “storms” during and in the immediate aftermath of the
attacks, and to claim credit for the attacks.

10. In addition, after the Paris attack, ISIS used Twitter to distribute a video made in
anticipation of the attack showing each of the ISIS terrorists who carried out the attacks telling of
their intentions and then executing a captive for the camera either by shooting or beheading.

11. ISIS also used Twitter after both the Paris and Brussels attacks to distribute online
magazines and videos showing carnage from the attacks, and featuring profiles and statements of
the attackers glorifying their roles in the attacks and threatening more attacks.

12. The ISIS planners and attackers also used Twitter to communicate and follow
other ISIS Twitter accounts.

13.  For example, plaintiffs have identified Twitter accounts of the operational leader

of the Paris attack and of the bomb-maker for both the Paris and Brussels attacks, who also
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carried out a suicide bombing in the Brussels attacks. Both of these ISIS terrorists used Twitter
to follow other ISIS Twitter accounts, including accounts designed to indoctrinate ISIS followers
in the radical terrorist Islamist ideology of ISIS.

14. For years, ISIS, its leaders, spokesmen, and members openly maintained and used
official Twitter accounts with little or no interference. Despite extensive media coverage,
complaints, legal warnings, petitions, congressional hearings, and other attention for providing
its online social media platform and communications services to ISIS, Twitter has continued to
provide these resources and services to ISIS and its affiliates, refusing to actively identify ISIS
Twitter accounts, and only reviewing accounts reported by other Twitter users.

15. Moreover, Twitter has taken a number of measures that actually serve to “protect”
ISIS’s use of Twitter; for example, Twitter has had a policy of notifying Twitter users if it
suspects government surveillance of their Twitter accounts or if the government subpoenas
information about Twitter accounts; Twitter is suing the Department of Justice, seeking to defy
orders to keep details of investigative subpoenas secret despite government warnings that
disclosure may harm national security; Twitter has banned U.S. intelligence agencies from
buying Twitter analytical services from Twitter-controlled “Dataminr” that would assist in
identifying terrorist threats and activities; and Twitter used its “anti-harassment” policy to shut
down the Twitter accounts of users from the group “Anonymous” who were identifying and
reporting ISIS Twitter accounts to Twitter.

16.  Twitter has knowingly provided material support and resources to ISIS in the
form of Twitter’s online social network platform and communication services. ISIS has used and
relied on Twitter’s online social network platform and communications services as among its

most important tools to facilitate and carry out its terrorist activity, including the terrorist attacks
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in which ISIS murdered Nohemi Gonzalez and siblings Alexander and Sascha Pinczowski. By
providing its online social network platform and communications services to ISIS, Twitter:
violated the federal prohibitions on providing material support or resources for acts of
international terrorism (18 U.S.C. § 2339A) and providing material support or resources to
designated foreign terrorist organizations (18 U.S.C. § 2339B); aided and abetted and conspired
with a designated FTO in the commission of acts of international terrorism as defined by 18
U.S.C. 8 2331; and committed acts of international terrorism as defined by 18 U.S.C. § 2331.
Accordingly, Twitter is liable pursuant to 18 U.S.C. § 2333 and other claims to the plaintiffs,
who were injured by reason of acts of international terrorism.

THE PARTIES

A. The Plaintiffs

17.  Plaintiff Anne Cameron Cain is a citizen of the United States and is domiciled in
the United States. She brings claims individually and as the representative of the estate of her
husband, Alexander Pinczowski, who was a resident of the United States at the time of his death.

18.  Plaintiff Beatriz Gonzalez is a citizen of the United States and is domiciled in the
United States. She brings claims individually and as the representative of the estate of her
daughter, Nohemi Gonzalez, who was also a citizen of the United States at the time of her death.

19.  Plaintiff José Hernandez is the step-father of Nohemi Gonzalez, and is a citizen of
the United States who is domiciled in the United States.

20.  Plaintiffs Rey Gonzalez and Paul Gonzalez are the brothers of Nohemi Gonzalez.
Plaintiff Ray Gonzalez is a United States legal resident, and Plaintiff Paul Gonzalez is a United

States citizen.
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B. The Defendant

21.  Twitter, Inc. (“Twitter” or “Defendant”) is a corporation organized under the laws
of Delaware, with its principal place of business in San Francisco, California.

JURISDICTION AND VENUE

22.  Twitter is subject to the jurisdiction of this Court. Twitter is at home in the United
States because it is a Delaware corporation with its principal place of business in California.
Twitter may be found in this District and has an agent in this District. It maintains a systematic
presence in this District, including more than 140,000 square feet of office space and
approximately 100 employees and is registered to do business in the State of New York.

23.  This Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. §
1331 and 18 U.S.C. 8§88 2333 and 2334, as this is a civil action brought by nationals of the United
States who have been killed or injured by reason of acts of international terrorism, and/or their
estates, survivors, and heirs.

24.  Venue is proper in this district pursuant to 18 U.S.C. § 2334(a).

FACTUAL ALLEGATIONS

. ISIS: A DESIGNATED FOREIGN TERRORIST ORGANIZATION

A. Al-Zarqawi and the Internet as a new weapon in the global terrorist’s arsenal

25. ISIS has its origins in the terrorist group “Jam’at al Tawhid wa’al-Jihad,” (“The
Monotheism and Jihad Group”), founded in 1999 by the radical Islamic terrorist leader Abu
Musab al-Zargawi (““al-Zarqawi”’). The group was also popularly known as simply “Tawhid” or

the “al-Zarqawi Network.” The following is a picture of al-Zargawi and the Tawhid flag:
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26.  Al-Zargawi promoted a vision of Sunni Islamic eschatology in which violent
attacks on non-believers, heretics, and apostates are not only justified, but religiously mandated.
He taught that such attacks would lead to the establishment of an Islamic state and accelerate a
global apocalyptic battle in which Islam will ultimately triumph and govern the world.

217. ISIS maintains Al-Zarqawi’s vision of Islam.

28. ISIS regards Islam as a religion of conquest, and it understands the concept of
jihad (“holy war”) literally, as an obligation to use violence and engage in battle to attain the
goals of Islam.

29.  While al-Zargawi was not the first to use the Internet to wage jihad, he is known
for taking Internet communication and propaganda in the service of terrorism to a new level.

30. Borrowing from the tactics of Pakistani Islamist terrorists who circulated a
videotape of their beheading of Jewish-American journalist Daniel Pearl in 2002, al-Zargawi
joined shocking images of graphic violence and cruelty with the developing technologies of the
Internet to fashion a new weapon in the psychological war of terrorism.

31.  On May 11, 2004, al-Zargawi’s group posted a link on the Muntada al-Ansar al-
Islami (“Forum of the Islamic Supporters”) (“al-Ansar”) website forum to a five-and-a-half-
minute video titled, “Sheikh Abu Musab Al-Zargawi Slaughters an American Infidel” (the “Berg
Video™).

32.  The Berg Video showed five hooded terrorists dressed in black standing behind

abducted Jewish-American businessman Nicholas Berg, who was sitting and dressed in an

-7-
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orange jumpsuit (reminiscent of the orange prison uniforms worn by captured terrorists held by

the U.S. at Guantanamo Bay). The following is a screen-shot from the Berg Video:

33.  The Berg Video next showed one of the hooded men (presumed to be al-Zargawi)
read a statement condemning reported abuse of security prisoners at the Iragi Abu Ghraib prison,
after which he pulled a knife from his shirt, stepped forward, and sawed off Berg’s head.

34.  Although the al-Ansar website forum crashed due to the volume of downloads,
the video of the al-Zarqawi’s beheading of Berg was copied to other sites and downloaded many
thousands of times. It still circulates on the Internet today.

35. In 2006 The Atlantic magazine described the effect of the Berg Video as follows:
“With the slash of a knife, al-Zargawi had pulled off the most successful online terrorist PR
campaign ever . . . Al-Zarqawi’s success was possible because he had anticipated the importance
of the Internet—an increasingly important weapon in the global terrorist arsenal.”?

36. But al-Zargawi had only begun with the beheading of Nicholas Berg. After the
Berg Video, al-Zargawi’s terrorist group continued to post even more videos on the Internet

showing al-Zargawi and his followers beheading foreign captives, including the following:

! Nadya Labi, “Jihad 2.0,” The Atlantic (July/August 2006), http://www.theatlantic.com/
magazine/archive/2006/07/jihad-20/304980/.
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a. Kim Sun-il, a South Korean interpreter and Christian missionary,
beheaded in June 2004;

b. Georgi Lazov, a Bulgarian truck driver, beheaded in July 2004,

C. Mohammed Mutawalli, an Egyptian citizen, beheaded in August 2004;

d. Twelve Nepali citizens murdered on film, one was beheaded and the

others were shot, in August 2004;

e. Eugene Armstrong, a U.S. construction contractor, beheaded in September
2004;

f. Jack Hensley, a U.S. construction contractor, beheaded in September
2004;

g. Kenneth Bigly, a British civil engineer, beheaded in October 2004; and
h. Shosei Koda, a Japanese tourist, beheaded in October 2004.

37.  Al-Zargawi also produced and disseminated other forms of jihadi media on the
Internet. For example, in June 2004, al-Zargawi released the first part of a full hour-long
propaganda video titled, “The Winds of Victory.”

38.  The “Winds of Victory” video opened with the American nighttime bombing of
Baghdad, as mocking captions flashed the words “Democracy” and “Freedom” across the screen
in Arabic; the nighttime bombing, in which only flashes of explosions could be seen, was
contrasted with graphic scenes in full daylight of mutilated Iragi children and abuse from Abu
Ghraib prison.

39.  The “Winds of Victory” also highlighted foreign fighters who joined al-Zargawi
from Kuwait, Saudi Arabia, Libya, and other places, reading their wills in preparation for suicide

missions, followed by footage of their murderous bombings, often from multiple angles.
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40. Because al-Zarqawi’s group did not have the Internet capability of mass-
distributing a single 90-megabyte video file, the hour-long video had to be broken into chapters
and released piecemeal over the course of several weeks.

41. Nevertheless, al-Zarqawi’s relatively low-tech yet innovative use of the Internet
to broadcast his jihadi message together with graphic videos of beheadings and suicide bombings
catapulted him to a new prominence.

42.  Terrorism analyst Rita Katz, director of the SITE Intelligence Group, explained:
“While Osama bin Laden traditionally relied on Al Jazeera [satellite television] and the media to
disseminate his propaganda, Zargawi went straight to the Internet, which enabled him to produce
graphic videos that would never have been shown on the mainstream media.”?

43. At this time, Osama bin-Laden’s al-Qaeda terrorist organization — having carried
out the 9/11 attacks in the United States® — was still the dominant symbol of global terrorism.

44, Back in January 2004, al-Zargawi had reportedly sought to be recognized by bin-
Laden as part of al-Qaeda s global jihadi movement, but without success.

45. But then, according to BBC Security Correspondent Gordon Corera, “[o]ver the

summer of 2004 with Osama bin Laden yet to appear and Zargawi carrying out increasingly

2 Scott Shane, “Web Used As Tool of Terror,” Sun Sentinel (June 9, 2006), http:/articles.
sun-sentinel.com/2006-06-09/news/0606081728 1 al-zargawi-al-jazeera-rita-katz.

% On September 11, 2001, nineteen al-Qaeda terrorists hijacked four passenger jets and
flew two of the jets into World Trade Center’s Twin Towers in New York, plunged a third jet
into the Pentagon in Washington, D.C., and crashed the fourth jet in a field in Pennsylvania. The
attacks (known as “9/11”) altogether killed nearly 3,000 people and injured more than 6,000
others, and constituted the worst terrorist attack ever on the United States homeland.

-10-
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bloody and high profile attacks, some began to question whether Zargawi was beginning to rival
or even succeed bin Laden.”*

46.  Corera explained that even though al-Zargawi’s terrorist group was estimated to
only have between 50 to 500 members at this time, “they exercise[d] an exaggerated degree of
influence due to their coupling of extreme violence with an acute understanding of the power of
the media.””

47.  Al-Zargawi had become a figure al-Qaeda could not ignore. According to
terrorism analyst Aaron Y. Zelin, founder of Jihadology.net, not only did bin-Laden not want to
be “outdone” by al-Zarqawi, “bin-Laden himself wanted to ‘own’ the Iraq jihad as well as
remain relevant while hiding from the United States.”®

48.  After several months of negotiations, al-Zargawi received the official recognition
he sought: he declared allegiance to bin-Laden in an official online statement on October 17,
2004, and al-Qaeda accepted and publicized al-Zarqawi’s oath to bin-Laden in its online

magazine Mu ‘askar al-Battar on October 25, 2004.

* Gordon Corera, “Unraveling Zarqawi’s al-Qaeda Connection,” Terrorism Monitor, Vol.
2, Issue 24 (The Jamestown Foundation, Dec. 15, 2004), http://www.jamestown.org/programs/
tm/single/?tx_ttnews%5Btt_news%5D=27306&tx_ttnews%5BbackPid%5D=179&n0_cache=1#.
V490QsjXdlIrZ.

°1d.

® Aaron Y. Zelin, “The War between ISIS and al-Qaeda for Supremacy of the Global
Jihadist Movement,” The Washington Institute for Near East Policy (June 2014), http://www.
washingtoninstitute.org/uploads/Documents/pubs/ResearchNote 20_Zelin.pdf.
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http://www.jamestown.org/programs/tm/single/?tx_ttnews%5Btt_news%5D=27306&tx_ttnews%5BbackPid%5D=179&no_cache=1#.V49QsjXdlrZ
http://www.jamestown.org/programs/tm/single/?tx_ttnews%5Btt_news%5D=27306&tx_ttnews%5BbackPid%5D=179&no_cache=1#.V49QsjXdlrZ
http://www.jamestown.org/programs/tm/single/?tx_ttnews%5Btt_news%5D=27306&tx_ttnews%5BbackPid%5D=179&no_cache=1#.V49QsjXdlrZ
http://www.washingtoninstitute.org/uploads/Documents/pubs/ResearchNote_20_Zelin.pdf
http://www.washingtoninstitute.org/uploads/Documents/pubs/ResearchNote_20_Zelin.pdf

Case 1:17-cv-00122 Document 1 Filed 01/08/17 Page 12 of 92

49.  On December 27 2004, Al Jazeera television broadcast an audiotape of bin-Laden
calling al-Zargawi “the prince of al Qaeda in Irag” and asking “all our organization brethren to
listen to him and obey him in his good deeds.”’

50.  Al-Zargawi changed his group’s name to “Tanzim Qe ’idat al-Jihad fi Bilad al-
Rafidayn” (“Organization of Jihad’s Base in the Land of Two Rivers [Iraq]”), and it became
commonly known as “al-Qaeda in Iraq” (“AQI").

51.  The following is a picture of the AQI flag:
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52.  The connection with al-Qaeda not only provided al-Zargawi with greater
legitimacy among jihadi terrorists, it also gave him essential tangible resources, including access
to al-Qaeda’s important private donors and recruitment, logistics, and facilitation networks.

53. By mid-2005, Lt. General David Petraeus assessed that al-Zargawi had indeed
attained “an international name ‘of enormous symbolic importance’ . . . on a par with bin-Laden,
largely because of his group’s proficiency at publicizing him on the Internet.”®

B. AOQI rebrands itself as the Islamic State of Irag

54.  OnJune 7, 2006, Al-Zargawi was Killed by a U.S. airstrike.

55.  Al-Zargawi was succeeded by Abu Ayyub al-Masri and Abu Omar al-Baghdadi.

" “Purported bin Laden tape endorses al-Zargawi,” CNN (Dec. 27, 2004), http://edition.
cnn.com/2004/WORLD/meast/12/27/binladen.tape/.

8 Susan B. Glasser and Steve Coll, “The Web as Weapon,” The Washington Post (Aug. 9,
2005), http://www.washingtonpost.com/wp-dyn/content/article/2005/08/08/AR2005080801018.
html.
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56. In October 2006 AQI declared the establishment of the “Islamic State of Iraq”
(“ad-Dawlah al-‘lraq al-Islamiyah™) (“ISI”); its goal was to take control of the western and
central areas of Irag and turn it into a Sunni Islamic religious state.

57. The following is a picture of the 1SI flag (which also remains the flag of ISIS):
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58. Nevertheless, the United States and its allies generally continued to call the group
“al-Qaeda in Iraq” or AQL.

59.  Building upon al-Zargawi’s legacy of Internet media jihad, in November 2006 ISI
announced the establishment of its “al-Furgan Institute for Media Production” (“al-Furgan
Media”).

60.  Al-Furgan Media’s logo appears as follows:

Al S A et

61. In a press release announcing Al-Furgan Media, ISI stated: “This Institute is a

milestone on the path of Jihad; a distinguished media that takes the great care in the management

13-
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of the conflict with the Crusaders [Western nations] and their tails [sic] and to expose the lies in
the Crusaders’ media.””

62.  Following a raid on one of ISI’s al-Furgan Media offices in Samarra, Irag in June
2007, Brigadier General Kevin Bergner, a spokesman for the Multinational Forces Iraq,
described the scope of the office’s operations as follows:

“[The Samarra office] produced CDs, DVDs, posters, pamphlets, and web-related
propaganda products and contained documents clearly identifying al Qaeda in
Irag[/ISI]’s intent to use media as a weapon.

The building contained 65 hard drives, 18 thumb drives, over 500 CDs and 12

stand-alone computers . . . In all, this media center had the capacity of
reproducing 156 CDs in an eight-hour period and had a fully functioning film
studio.

[U.S. forces also found] a sampling of other propaganda documents: a letter that
gives instructions on how to use the media to get out the al Qaeda [in Irag/ISI]
message most effectively; an al Qaeda [in Irag/ISI] activity report highlighting car
bomb, suicide, missile, mortar, sniping and IED [improvised explosive device]
attacks; a propaganda poster that encourages filming and distributing videos,
showing al Qaeda [in Irag/ISI] attacks on coalition forces; and a pamphlet and a
CD cover of their sniper school.”°

63.  On April 18, 2010, ISI leaders Abu Ayyub al-Masri and Abu Omar al-Baghdadi
were both killed by a joint U.S.-Iraqi raid.
64. On May 16, 2010, Abu Bakr al-Baghdadi (“Abu Bakr”) was announced as the

new leader of ISI.

% See Bill Roggio, “US targets al Qaeda’s al Furgan media wing in Iraq,” The Long War
Journal (Oct. 28, 2007), http://www.longwarjournal.org/archives/2007/10/us_targets_al_gaedas.

php.

104.

-14-
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C. ISI expands into Syria to become ISIS

65. In March 2013, several armed groups fighting against the regime of Syrian
President Bashar al-Assad, including an Islamist group called al-Nusra, took control of the
Syrian city of Raqgga in northeastern Syria.

66.  On April 8, 2013, ISI leader Abu Bakr publicly announced that AQI/ISI had been
responsible for secretly authorizing and supporting al-Nusra since it began operating in Syria in
August 2011, and he declared that IS1 and al-Nusra were now officially merged under the name
“ad-Dawlah al-Islamiyah fil-‘lrag wash-Sham” (“The Islamic State of Iraq and Syria” or
“ISIS™),

67.  The Syrian leader of al-Nusra rejected Abu Bakr’s merger announcement, but
many of al-Nusra’s foreign-born members (including many of the al-Nusra members in Raqga)
willingly shifted their allegiance to ISIS.

68.  Thus, ISIS gained almost overnight a substantial official presence in Syria.

69. ISIS took advantage of its expanded presence in Syria to drive other armed groups
from Raqgqga and ultimately take control of the city for itself.

70. By January 2014, ISIS had made Raqqga its capital.

71. ISIS imposed its own strict sharia rules on Raqqga’s 220,000 inhabitants, and
declared members of other Muslim sects in the city to be infidels.

72. ISIS jailed, maimed, or killed its opponents in the city of Ragqa, or those whom

ISIS accused of engaging in activities ISIS considered anti-Islamic.

11 The Arabic “al-Sham” can be understood as either Syria or the Levant, the latter being
a historically broader term. The English acronyms “ISIS” and “ISIL” have thus both been used to
identify the same terrorist organization depending upon translation. ISIS is also known
(primarily by its detractors) as “DAESH,” an acronym based upon its Arabic name.

-15-
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73. ISIS subjugated the city of Raqga through terror and fear, with its members
patrolling the city wearing explosive suicide vests, killing, beheading, and crucifying some of its
victims and leaving their remains in the public square.

74.  Ultimately, ISIS’s extreme brutality and ruthlessness even led al-Qaeda’s leader
Ayman al-Zawahiri (who succeeded Osama bin-Laden) to disavow ISIS: on February 3, 2014 al-
Zawahiri declared that al-Qaeda had cut all ties with ISIS.

D. ISIS expands its media and communication resources

75.  In addition to expanding from the “Islamic State in Iraq” to the “Islamic State of
Iraq and Syria” in 2013, ISIS also began a dramatic new expansion of its media production
capabilities and exploitation of social media.

76. In March 2013, ISI announced the formation of a second ISI media production
arm known as “al-/’tisam Media Foundation” (“al-/tisam Media”), in addition to its already
well-established al-Furgan Media.

77. Al-I’tisam Media’s logo appears as follows:

78. In August 2013, ISIS announced the formation of a third media production arm,
the “Ajnad Foundation for Media Production” (the “Ajnad Foundation”), specializing in audio
content, including Islamic inspirational songs (“nashids”) that accompany ISIS videos and are
also released on their own, as well as sermons, Quran readings, and other indoctrination.

79.  The Ajnad Foundation’s logo appears as follows:

-16-
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80. In May 2014, ISIS launched a fourth media production department named “al-
Hayat Media Center” (“al-Hayat Media”) specifically to target Western and non-Arabic-
speaking audiences, producing and distributing material in many languages, including English,
French, Dutch, German, Turkish, Russian, and more.

81. Al-Hayat Media’s logo appears as follows:

e
ALHAYAT MEDIA CENTER

82.  With its highly developed media production departments and various branded
media outlets, ISIS has been able to create propaganda, recruitment, and operational campaigns
that are exceptionally professional, sophisticated, and effective.

83.  Amb. Alberto Fernandez, Vice-President of the Middle East Media Research
Institute (“MEMRI”) and former Coordinator for Strategic Counter-Terrorism Communications
at the U.S. Department of State, has called ISIS’s media materials, “the gold standard for

propaganda in terms of its quality and quantity.”*?

12 Dr. Erin Marie Saltman & Charlie Winter, “Islamic State: The Changing Face of
Modern Jihadism,” Quilliam (Nov. 2014), https://www.quilliamfoundation.org/wp/wp-content/
uploads/publications/free/islamic-state-the-changing-face-of-modern-jihadism.pdf.

17-
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84. Essential to the success of its media and terror campaigns—and to the success of
ISIS—has been ISIS’s use of Twitter to disseminate itS materials and messages and execute its
propaganda, recruitment, and operational campaigns; indeed, all of ISIS’s media production
departments described above use Twitter.

E. ISIS proclaims itself an Islamic Caliphate and expands its reach of terror

85. In March 2014, an ISIS Twitter “hashtag” campaign was launched with the
message: “We demand Sheikh Al-Baghdadi declare the Caliphate.”

86.  On June 29, 2014, ISIS declared itself a worldwide “Islamic Caliphate”*—an
Islamic religious state to which all Muslims must submit and pledge fealty—with Abu Bakr as
its “Caliph” (ruler). ISIS claimed that it is destined to establish its rule worldwide.

87.  Several smaller Islamist terrorist groups have taken control of territory within
other countries and areas, including Libya, Yemen, and the Sinai Peninsula, and have claimed
such territories to be “provinces” of the ISIS Caliphate.

88. ISIS has engaged, and continues to engage, in horrific terrorist atrocities against
civilians/non-combatants in every area it has operated.

89. ISIS has kidnapped innocent civilians and made various demands for their release,
and it has carried out numerous beheadings, crucifixions, public executions, and mass-murders
of its enemies and people it considers “apostates” or “infidels.”

90. ISIS has directed and overseen the systematic rape and enslavement of captive

women and girls, and has conducted a program of genocide against religious and ethnic groups.

13 At this time, ISIS shortened its named to ad-Dawlah al-Islamiyah (the “Islamic State”
or “IS”). For the sake of simplicity, the more commonly used name ISIS is used in this
Complaint.
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91. ISIS has enforced its own strict interpretations of Islamic law in the areas it has
captured, meting out punishments including whipping, amputation, and death to those who fail or
refuse to comply.

92. ISIS has paraded captives before cameras and forced them to give statements for
ISIS propaganda, and it has become infamous for its use of Twitter to broadcast worldwide its
cruel and ever-unusual executions of captives for their shocking and terror-inducing effect.

93. ISIS has recruited, and continues to recruit, individuals from all over the world to
travel to Syria and Iraq for the purpose of joining its ranks and participating in its terrorist
activities and atrocities.

94.  Tens of thousands of people from around the world have traveled to Syria and
Iraqg to join ISIS and engage in its jihad.

95. ISIS has indoctrinated and provided training and resources to these recruits, and
has sent many of them to return to their home countries to carry out terrorist attacks there.

96. ISIS has also solicited and recruited, and continues to solicit and recruit,
individuals to remain in their home countries to carry out terrorist attacks there.

97.  These efforts have been particularly directed at citizens of countries participating
in efforts to suppress and defeat ISIS in Syria and Iraq, including the United States, England,
France, Belgium, and Russia, and ISIS has also provided indoctrination, training and resources to
these recruits to carry out terrorist attacks.

98.  ISIS’s use of violence against civilians is politically motivated, and intended to
intimidate and coerce the civilian populations where it carries out such violence, to influence the
policies of governments, and to affect the policy of governments through kidnapping,

assassination, and mass destruction.
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F. Official terrorist designations of 1SIS

99. Not only have ISIS’s claims of statechood and sovereignty been rejected by
countries worldwide, ISIS has been officially designated as a terrorist organization by the United
Nations, the European Union, and numerous governments around the world, including the
United States, Britain, Australia, Canada, Turkey, Saudi Arabia, Indonesia, the United Arab
Emirates, Malaysia, Egypt, India, Russia, Kyrgyzstan, Syria, Jordan, and Pakistan.

100. After al-Qaeda’s September 11, 2001 terrorist attacks on the United States,
President Bush issued Executive Order No. 13224 pursuant to the International Emergency
Economic Powers Act, 50 U.S.C. 88 1701 et seq. (“IEEPA”), in which he declared a national
emergency with respect to the “grave acts of terrorism . . . and the continuing and immediate
threat of further attacks on United States nationals or the United States.”

101. Executive Order No. 13224 blocked all property and interests in property of
“Specially Designated Global Terrorists” (“SDGT’s”), prohibited the provision of funds, goods
or services for the benefit of SDGTSs, and authorized the U.S. Treasury to block the assets of
individuals and entities that provide support, services, or assistance to, or otherwise associate
with, SDGTs, as well as their subsidiaries, front organizations, agents, and associates. Executive
Order No. 13224’s prohibitions remain in effect.

102. Under the IEEPA, violation of Executive Order No. 13224 is a federal criminal
offense. See 50 U.S.C. § 1705.

103.  On October 15, 2004, the U.S. Secretary of State designated ISIS, then known as
“Jam’at al Tawhid wa’al-Jihad,” as an SDGT pursuant to Executive Order No. 13224, and as a
“Foreign Terrorist Organization” (“FTO”) pursuant to Section 219 of the INI. 69 Fed. Reg.

61292 (2004).
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104. Providing material support or resources to a designated FTO is a federal criminal
offense under 18 U.S.C. § 2339B.

105. These SDGT and FTO designations have been updated from time to time to
include ISIS’s various aliases including, among other names, “al-Qaeda in Iraq,” “The Islamic
State of Irag,” “The Islamic State of Iraq and Syria,” and “The Islamic State.” The SDGT and
FTO designations of ISIS remain in effect today.

1. ISIS’S EXTENSIVE USE OF TWITTER

A. Twitter’s Services

106. Twitter provides a sophisticated yet easy-to-use Internet social media platform
and related products and services (collectively, “Services”) under the general trade name
“Twitter.”

107. Twitter’s Services include use of Twitter’s computer infrastructure, network,
applications, tools and features, communications services, and more.

108. Among the specialized tools and features Twitter provides as part of its Services
are: “TweetDeck” for “real-time tracking, organizing and engaging”; “Curator” for advanced
locating, filtering, and displaying content; various smartphone applications; other tools for
monitoring, scheduling, and creating alerts; and more.

109. Twitter’s “open source” platform enables users to develop and use customized
“bots” and applications to automate, specialize, and expand their use of Twitter.

110. Twitter’s communications services can be used to post public messages, or
privacy settings and “Direct Messages” are available to enable users to communicate privately.

111.  Twitter permits users to create and follow an unlimited number of accounts.
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112.  Twitter provides its Services only to its registered users, who register by inputting
identifying information and clicking on a “Sign up” button.

113. It is not necessary to view any of the “Terms of Service” or other policies or
conditions in order to proceed with registration.

114.  Twitter provides its Services to its registered users free of charge.

B. ISIS and Twitter

115.  Twitter has played an essential role in the rise of ISIS to become the most feared
terrorist organization in the world.

116. ISIS’s use of violence and threats of violence is calculated and intended to have
an impact far beyond the harm inflicted upon the individual victims of an attack.

117. ISIS’s use of violence and threats of violence is part of its program of terrorism,
designed inter alia to gain attention, instill fear and “terror” in others, send a message, and obtain
results.

118. In other words, the physical attack itself and the harm to the individual victims of
the attack are not the only goal or “end” of ISIS’s terror attacks; rather, ISIS uses terror attacks
as a “means” to communicate and accomplish its broader objectives.

119. ISIS uses terrorism as a psychological weapon.

120. Thus, the messages communicated before, during, and after an ISIS terror attack,
as well as the attack itself, are essential components of generating the physical, emotional, and
psychological impact ISIS desire to achieve via the terrorist attack.

121. The impact and effectiveness of ISIS terrorism, and its motivation to carry out
more terrorist attacks, are dependent upon ISIS’s ability to communicate its messages and reach

its intended audiences, without intermediaries and without interference.
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122.  Twitter provides ISIS with a unique and powerful tool of communication that
enables ISIS to achieve these goals, and it has become an essential and integral part of ISIS’s
program of terrorism.

123.  Twitter enables ISIS to communicate its messages directly to intended audiences
without having to go through the filter of commercial media, and it enables ISIS to have greater
access to the commercial media to further its goals as well.

124. ISIS not only uses Twitter for recruiting, gathering information, planning,
inciting, and giving instructions for terror attacks, ISIS also uses Twitter to issue terroristic
threats, attract attention to its terror attacks and atrocities, instill and intensify fear from terror
attacks, intimidate and coerce civilian populations, take credit for terror attacks, communicate its
desired messages about the terror attacks, reach its desired audiences, demand and attempt to
obtain results from the terror attacks, and influence and affect government policies and conduct.

125. ISIS thus uses Twitter to actually carry out essential communication components
of ISIS’s terror attacks.

126.  Simply put, ISIS uses Twitter as a tool and a weapon of terrorism.

127.  Moreover, by allowing ISIS and its affiliates to register for Twitter accounts and
use Twitter’s Services, Twitter lends a sense of authenticity and legitimacy to ISIS as an
organization that can operate openly and with impunity, notwithstanding the murderous crimes it
commits and its status as an illegal terrorist organization.

128. In defiance of federal criminal laws that prohibit providing services to designated
terrorists, Twitter enables ISIS terrorists to come out of hiding and present a public face under

their own brand and logo, and under the brand and logo of an American company: Twitter.
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129. Twitter’s provision of support to ISIS is not simply a matter of whether ISIS
abuses its use of Twitter’s Services, or whether Twitter abuses its editorial judgment regarding

the content of ISIS’s posts; under federal law, Twitter has no discretion about whether to provide

its Services to 1ISIS—it is prohibited by law from doing so.

130. ISIS has used Twitter as an extremely effective means of announcing and
releasing its propaganda materials, which include full-length videos and glossy magazines that
present an image of sophistication and advanced media capabilities.

131. For example, on March 17, 2014, ISIS’s al-I'tisam Media used Twitter to
announce the release of an hour-long graphic video titled, “The Clanging of the Swords 4,”
produced by ISIS’s al-Furgan Media, and then used Twitter to publish the video a few hours
later using links to the video on YouTube.

132.  The terrorism analysis website Jihadica.com reported that within 24 hours of the
video’s publication, “The Clanging of the Swords 4” had been viewed 56,998 times, with the
predominate platforms for disseminating the tens of thousands of tweets about the video being
Twitter’s smartphone applications Twitter for Android and Twitter for iPhone.

133. In addition, ISIS uses Twitter to exaggerate its reach and promote an image of
power and supremacy over other rival groups or enemies, for example by employing multiple
accounts, Twitter “bots,” automated tweets, and more.

134. ISIS has mastered the use of Twitter to inflate the image of its size, ferocity, and

following to the world.

14 Nica Prucha, “Is this the most successful release of a jihadist video ever?”
Jihadica.com (May 19, 2014), http://www.jihadica.com/is-this-the-most-successful-relea