vevsee

Insidet Threat -
Why do people spy?
Esplonage Indicators

Whatto report? -,

. Adjudicativa Guiden

Background!nvestgatorsHR

Huing Trends
CDC Conceras’ ..

Mnigation Strategies for Organizations
811 Referrals

COMSEC

OPSEC

+ A) Nathan Hale

» B) Benedict Arnold

ALL IHsURLATION (CHTEINED
HEREIH 15 UMCLASRSTEIFD
L&TE DB-23-:2016 B Bi2Na0EED HEICG

® Slides are in “modules” by topic
* Choose the modules that fit your audience

. o Add/delete slides to fit needs and time
constraints -

Tailor to the organization;s
Add specific informatidiregarding the
organization thatis' b briefed, including:
» POCs
« Appropriate organizational units
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< Phone numbers

Chief Physician and:Director General” of the
Medical Service of the Continental Army
“® Member of Boston's Sons of Liberty
*® Motive: Deeply in debt”
@ Tradecraft used: )
» Cipher letter (in code)
B * Cutouts . .
‘@ Arrested in October 1775
Supplying informatic}n to British as early as
February 1775. :
Battles of Lexingto
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Insider Threat

- ® Anyone with legitimate access to

information, technology faC|I|t|es or
‘personnel v
ccess is used to prov ,’sehsitive/classiﬁed

» Access is used to degrade operations or
capabllmes

® Over 4 mi
“holders iz

® 1U 0,000 locatlons across the

® How many people have access to ,

proprietary or restricted
mformatlon

compromised at any location:

-« US Government facilities
« Cleared Defense Contractors
« Research facility

~ * College/Universit

® ‘WikiLe:

networking sites
® Leaks ‘ :
- Wiki, media, bloggers, Twitter, media friends
- @ Espionage -
- Traditional spy
® Sabotage

- Cyber, physical dai e{ge, damage to the,
reputation

Is 1’t Just a

,Forelgn govemments errorist organizations,
g?(anlzed crime rings, drug carle s, etc., all want
now:

e Whoisthe EBI iavestigating? Cases
< Whalis the EBI dolng? Operations
How does the £B1 do it? Meth
i & What can the E8| do? Capabi
*What does the EBI know?_fn}

Who [s helping the EBI? Sou




® Security
« IT Security
® HR
® General.Counsel
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ecial Agent - 198

~'Spied for Soviet Union from 1980 -
1984

* 20 years in prison
* Financial Gamn

+ Spied for Taiwan
* 10 years in prison

Supervisory Speciél Agent ~1996

« Spied for Soviet Union/Russia from
1987 - 1992

7 years in prison

isgruntled: Financial.Gain
ST N

BN




FB! “Hall of Shome”

Supervisary S

. Spied for Soviet L

979 - 2001
-+Lifein prison

6/12/2014

1. Disgruntled to the point of wanting
retaliate against the government

2. Divided loyalty to a country besides the
United States

5. Seekmg and/or obfaining classxf ed
information without a need-to-know

3oARIIU RIS
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' materials ‘
8. Unexplained/Unreported foreig
-9, Unreported 'forelgn contacts

6/12/2014

Espiomage Indicators

Not everyone who exhibits some of these
indicators is a spy

...to the point of wanting
retaliate against the government

...to a country (or cause) besides the United 3
States

-
-?

SITaTN tar s




“Unreporte:
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ought into work areas, including: thumb

rives, cameras, cell phones

RO,

r
X @

i
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e
e
s

=5

®:Because of technological advances,
he logistics of stealinginformation

* Quality or quantity ‘
« Robert Hanssen vs. WikiLeaks
¢ They know what is most valuable
IT-Security looks for hacks/intrusions from
tside '

Quiz”
1. (T/F) Since this information is NOT classifie
can share it with anyone.

""(T/F) He/she is here in the U.S., so it doesn't
“matter if we talk about unclassified information:




‘® Global competition is
- beneficial

| © The flow of information is

Exports: Deﬁned

thing to a “Foreign Person”

Provision of anything identified for protection by the
U.S. Government to any foreign person,'in any
locatio, . :

. ® Several types of export controls:

« Export Administration Regulations (E
|

* « Arms Export Control Act e
« International Emergency Economic'Powers Act
(IEEPA) —~ Economic and trade sanctions

@ : Does NOT apply if the language of the
;. contract: e C
* * Forbids the participation of foreign persons;
¢ Givesthe sponsor or the other party to the .
agreement a right to approve publications resulting
- from the research; or. e .
Otherwise operates to restrict participati
research and/or access to and disclos!
researchre - P

.~ ® Both basic and applied research ca

subject to export conirols dependin
funding source and other delineate
restrictions in'place in a research cont

6/12/2014

® Basic and:applied research in science and
engineering, the results of which ordinarily
are publig i
the scient

and product utilization, the results of which
ordinarily are restricted for proprietary or
national security reasons, -

® Contact “before sharing any information
that may be restricted, including:
* Security Office .
» Export Control Office

« Sharing includes: publications, emails,:
presentations, conversations, trans or any other
f.information

itrol is complex! Ask ai
« Protéct yourself ‘
» Protect your job
* Protect your country




‘Ciiminal penalties up to $1,00 ,00 for each
‘violation; and/or

fighged In a conspiracy e
nical data related to a're:

contract to develop plasma actuators for a munitions-
type UAV, or “drone,” to one of more foreign nationals,

research .

@ Multiple patents, many leased
to Atmospheric Glow

6/12/2014

Technologies

® Now retired

Information = $

® “Because that's where the money is.” -

® Be'thankful you are a target
« An organization with no information or ideas to
protect has no reason to exist
« Qurinformationfideas are what separate us from
our competitors B
* And it gives YOU a job!
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b7E

b7E
. © "We have ways of making you talk.” '
_ s Col. Klink from Hogan's Heroes .
yber Threat Analyst .
* 25 years old
« MIT graduate
~» 10years work experience . o, B
©. Naval Network Warfare Command, e b7E

Norfolk, VA o
@ In 19 days (12/2009 — 01/2010)

-+ Qver 300 contacts on Facebook, Linkedin,
Twitter ) ;

: i - 0. Moslty military, intelligence, secutity -
NEVER post anything.sensitive or classified (o E personnel, including: Government, m

cleared defense contracto

éven hints at sengitive/classified information) Job offate

. q Offers for speaking engagements
s Avoid posting anything work-related Ll @ 100% ﬁctior’!)al 9 engags o

10
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LR,
et

LONG

| B R I N I A )

® Applidation to business:
¢ Thinking our adversaries/competitors will steal
from everyone else, but not fljom us.

b7E

b7E
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- When Traveling Need to Know

i wesopa omaton - ® Each of us practice “need to know”

. Electronic devices -"Smart phone?-+ foreign trave! = dumbidea : 4 éveryday in our priVate |i\',es

Extra credt cards. ; )
Assume that everythl'ngypg take.with y’gu}'w_ill be searched ) Bfnk accour?t numb?rs
AL TSI ottt meds, ; ocfal security numbe
o o Jeave your things unattel electronic devices, drinks” - B i
Obey local laws/customs |~ : 5 Ms v
oot et oo ersing poston © Make sure someone has:a need to know
i ; about your research before you share any
Be wary of people you meet =~ - - v . . N B
« Internationat date ine i - ’ |nf0rmat|°n with them

* Don't just take their word for it

You have no expectation of priv: ‘cywhile there

o ires
T M TR TR N TP

SRR AT

Resea and Developme R&D
pe &
& labo
g edg
Biggest po payo olog
A ere we have an advantage
ould b g from growing food to on to “"
d d wespo 2
U
ailures & dead end

D
.
D
i
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3
s
3
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O
S
o
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D
o
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o
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Y
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O
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'
1

problem. "

® The sooner a problem is identified, the
sooner it can be dealt with

@ You should report any suspicxé;is
activity/occurrences :

- Insider Threat Program Manag

Insader Threat lnvestigatlons Unit (CEMD} ﬁt,,, m
Counterespn dge Section 7
Countermtei! g nce Division

6/12/2014

* For Is] o'ntacts
*+ Suspicious behavior

@ You should report any suspicious
activity/occurrences

14
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OPM’S Strategic and Operataoral Plan

In he interests of our nat«onal security....all .

o Of complete and unswervmg loyalty 7

‘to the United States

JLLILEROSENRYRG

¥TILL MNENRIRC

. R 2
e ?’

Adjudicative Guidelines .

® For Determmmg Eligibility for Access to
CIassnf ed Information (12/29/2005)

ncial Considerations i
cohol Consumption/Drug Involvement
» Psychological Conditions
« Criminal Conduct
» Handling Protected Information’
» Outside Activities
. Use of Information Techno(og

6/12/2014

15




Alcohol Consumption
{Abuge/Alcoholisim)

tterns of dishonest

'unireliable, or rule-breaking

behavior.

A-¥6-208345
i_wo

at] recruited, yes, th
s, but it wasn't o0 m
ers or hashish smokers that,
¥ opinion, more susceptible to tiie
as that these were people who had
alréady shown a propensity or wiflingness to~
violate Army regulations.

Anyone [r1 the Army who was willing to tak

drugs on a regular basis has to be willing totake

some kind of risk and has to be willing to break

6/12/2014

H

_ Aragoncifo—FBI

‘ _
Poll

ard -

b7E
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- -® Often refated to foreign contacts, or
ctivities that.conflict with organization’s
ecurity/poli¢ : :

:7s Samuel Morrison — Office of Naval Intelligence
_ - provided classified information to Jane's ’

6/12/2014

| ]

_ ®.Often will approach targets with lucrative
job offers overseas
* Consulting

17
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ur Mission

Id you choose to ccépt it:

employeés shall be:
“eReliable
* Trustworthy

sk

QU are the
- b7E

@}Get names in origirial language
® Finances (Determine if there are any.issues)

* ltis difficult to hvelwork overseas for years without a
- -foreign bank accoun!

@ “Ask for details on forexgn organizations, including:
Name of organization in Engllsh and original Ianguage

Membership in the gamzahon :
oreignintelligence services often use orgamz
cover, or for spotting/assessing
® Follow up on foreign contacts (contact lnfo)
« ‘Includes: email contacts, social networking contacts, etc.
® Contact with foreign intelligencelpolicelsecurity
* FIS often use police

M AR

18
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b7E

- Glenin Shrive

@ 4 year sentence

® PRCEMB spokesman - The PRC states it "never
engages itself in activities that'll harm other
* countries’ national:interests, and it is sincere:i
developmg Sirio-U.8. ‘relations of mutual ber

b6
b7C

b6
b7C
b7E
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Put E|Iéw Systems out of busine
ended up in China. -

Wen Chyu “David" Liu - Dow Chemical
s Michaet Mitchell — DuPont
Meng Hong — DuPont
= Shalin Jhaveri - Bristol-Myers Squib
Hanjuan Jin — Motorola

6/12/2014

» Wantsthe mdney/materials ih'at you have now

-@ Competitor:
« Wants what you will have in
. "o Market share :

® Adversary

* Wants to take away your existence

“Tech niqUéS Used

® Social Engineering
> Trade Shows:
'® Joint Ventures

® Hacking

20
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- Mitigating the Threat: Travel

personal foreigntray
« Provide threat briefings
¢ Ask tough questions:
& Willyou be mesting anyone related to your work?

_ » Willyou be conducting any speaking engagemems—
- formal or mformal?

° Wlllyou be taki

When Travelin;

Don't take anything you don't need
> Information ~induding personal xnformabon
Blectronic devices
Extra credit cards

ssume that eyaryt GYou. take wxlh you w.ll be searc

- Altinformation on camputexs, phones electionic medla, ani
documents vall be faken/copied

Do notleave your things : bags, electronic devices, di

Obey local faws/custom: :
* Don'tget caughtin a compromising position

Be wary of people you meei

‘ Yotrhave no expectation of privacy while there

Mitigating iihe Threat: Travei
® Foreign t travel -a hlgh risk actwnty (cont’d)

« Even a “secure” cannection will be using forexgn intemet
connection i

¢ Require ang company laptops phones, elc.tobe
turned in wl |Ie on travel

- » Buy stnppe down” Iaptoplphonesfo mployees to
h foreign busmess tra

6/12/2014

1tigéting the Threat

@ When entering joint 'venture/partnershlp:

.« Consider creating a completely indepenaent :
computer network wnth NO connectuv:ty t
network .

. Realize the potential risks as well as the
potential gains .-

@ Identify “high risk” users:
« Significant foreign influence

22
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Identify “high risk” behavior:

b7E

Seatlon 811

i regarding’ all subsequent actaons
' the Executive Branch k. ;~ todetermine the source of the
- shall ensure the FBlis - :

“information hasfis being el ‘ ] and records
"~ disclosed to a-foreign 3 ® Avoid alerting subjects to the

gﬁ;f;;g?a?gtnmthout 2> | | { i FBl investigation

Seo’uon

® Waiver

waive the preceding reqmrements as the pply
to the head of a particular department of agency

23




811 doesnd
-apply to:
*Media Leaks

» Security
Violations

“Seotlon 811

®A hlstoncal example of exploiting an en
communlcatlons ;

May, 1942 inf
= Japanese advance since Pearl Harbor.
» Philippines
« Malaya
» Singapore
o Dutch East Indies (lndonesla)
o Thailand
o Hong Kong
o Guam

Wake Jsland

® To determine where “AF” was, the us.
sent innocuous messages from various.
locations to determine “AF” in the clear,

Each possible loc

- message with a unique problem at the'
location. If the Japanese referred to any of
the problems as being at "AF”, it identify

COMINT inAction

® The U.S. broke Japan's JN25 code and were
able to prevent Japan's capiure of.Port

® U.S. discovered Japanese were planning
another attack on the U.S. at “AF" at the
beginning of June, 1942.
. Jgpan s plan.was to set a frap for the U. S {o lure the

6/12/2014

their target

© Midway Island sent fake §j§
messagethatithada §
broken water distillation §

® Japanese sent coded
messages that “"AF”
needs fresh water

PR TR M S b it

24




 Battle of Midway is call
“the turning point of the

6/12/2014

© Robert Lipka— NSA

James Hall lIif ~Amy

Joseph Helmich —Army ) R 3 © Ronald Pelton—~ NSA.

atten - Army
Henry Spade — Navy
Michael Tobias and Francis Pizzo - Navy

Plans/Techniques

Michael Allen — Navy _ C g ® Charles Anzalone - USMC
Stephen Baba - Navy ® Christopher Boyce — Contractor
Christopher Boyce — Contractor; RE ® Jefirey Carney —Air Force/NSA
JosephH ‘ ® James Hall lll - Army

® Robert Lipka ~ NSA
: i ! . ® Francisco Mira - Air Force
Eremion Sty Foree o ® Frank Nesbitt — USMC/ATr Force
Henry Spade — Navy ' ® Ronald Pelton - NSA
Michael Tobias — Navy . 03 © Roderick Ramsay — Army
John Walker- Navy C e ® John Walker— Navy
3 L@ Jerry Whitworth - Navy -

25




® Charles’Anzalone ~ USMC (Equip. manuals)
@ Stephen Baba - Navy :
® Christopher Boyce — Contractor
@ Joseph Helmich — Army -
" @ Bruce Kearn — Navy (publications)

©® Charles Slatten — Army.

® Henry Spade — Navy

® Michael Tobias and Francis Pizzo- Navy
® John Walker— Navy :

6/12/2014

® Each'of us practice “need to kno
everyday in our private lives
* Bank account numbers
» Social security numbers "

26
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, ormation on where you work
r.what you do with strangers

rubbed my:tummy, chief

mmy, chief—1 told them everything.”

The peck became
asking too many questions about tomorrow's hunt

Hag Cortars: Koty e hagercortourd con!

27




NN!.A{E VOULDWT
gwo AT oavlous

©0nglnaIAms| "
Reprodudlon rights obt
www.CantoonStock'c

“And justhow are we going to win if
every fime | buy a'ticket, you eat it?”

”Look, You had five bones right? Your friend Zooky
comecs over, stays awhile, then leaves.
Now you have four bones, right?...You don’t have to
be “Lassie” to figure this onc o

6/12/2014
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1nited States Senate

COMMITTEE ON THE JUIXICIARY
WASHINGTON Dy 20 6270

December 17, 2013
VIA ELECTRONIC TRANSMISSION

The Honorable James B. Comey, Jr.
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue, N.W.
Washington, DC 20535

Dear Director Comey:

On October 28, 2013, I received a letter from the Federal Bureau of Investigation
(FBI) in which it indicated that it had collaborated with the Office of the Director of
National Intelligence (ODNT) on two training videos about the FBI’s National Insider
Threat Program. The videos, titled Betrayed and Game of Pawns, were developed
jointly by the FBI’s Counterintelligence Division and ODNI’s Office of the National
Counterintelligence Executive (ONCIX). The FBI has also produced other insider threat
materials, such as the brochure, The Insider Threat: An Introduction to Detecting and
Deterring an Insider Spy.!

As I understand it, the National Insider Threat Program is the result of Executive
Order 13587, issued by President Obama in October 2011, which established an
interagency Insider Threat Task Force, to be staffed by the FBI and the ONCIX.2 It also
directed Executive Branch departments and agencies to develop their own insider threat
programs. The President subsequently issued a Presidential Memorandum in
November 2012 transmitting the National Insider Threat Policy and setting forth
minimum standards for departmental and agency programs.3

These efforts have subsequently received press attention, some of which has
focused on concerns about whether the program adequately protects whistleblowers.4

* Federal Bureau of Investigation, The Insider Threat: An Introduction to Detecting and Deterring an
Insider Spy, http://www,fbi,gov/about-us/investigate/counterintelligence/insider_threat_brochure.

2 Executive Order 13587 — Structural Reforms to Improve the Security of Classified Networks and the
Responsible Sharing and Safeguarding of Classified Information, October 7, 2011. Available at
http://www.whitehouse.gov/the-press-office/2011/10/07/executive-order-structural-reforms-improve-
security-classified-networks-,

. 3 Presidential Memorandum — National Insider Threat Policy and Minimum Standards for Executive
Branch Insider Threat Programs, Nov. 21, 2012. Available at http://www.whitehouse.gov/the-press-
office/2012/11/21/presidential-memorandum-national-insider-threat-policy-and-minimum-stand.

4 For example, Marisa Taylor and Jonathan S. Landay, “Obama’s crackdown views leaks as aiding enemies
of U.S.,” McClatchy (Jun..20, 2013), available at




The Honorable James B. Comey, Jr.
December 17, 2013
Page20f 2

As you know, I strongly believe that whistleblowers play an important role in
safeguarding the federal government against waste, fraud, and abuse. You too stated in
your confirmation hearing that you believe whistleblowers are a critical element of a
functioning democracy. Their willingness to come forward contributes to improving
government operations. They often put themselves at risk of reprisal from their
employers, sometimes being demoted, reassigned, or fired as a result of their actions.
Under the Whistleblower Protection Act and Presidential Policy Directive 19, federal
employees may not be retaliated against for reporting waste, fraud, and abuse.s

Accordingly, some agencies have taken steps to prevent the insider threat
program from chilling whistleblower communications. For example, the Office of the
Inspector General for the Intelligence Community is developing training that integrates
whistleblowing into the agency processes, making the Intelligence Community
whistleblowing and insider threat programs mutually reinforcing.

In order to assess whether training materials on the National Insider Threat
Program provide adequate guidance on protecting whistleblowers, I respectfully request
that you provide me with copies of Betrayed and Game of Pawns, as well as copies of
any other training materials regarding the National Insider Threat Program or any FBI-
specific insider threat program. I would appreciate receiving these materials by January
14, 2014. 1know that you consider transparency to be an important value, and I trust
that transparency on this issue will benefit both whistleblowers and our national
security.

Should you have any questions regarding this letter, please contac:|
f my staff al |

Sincerely, -
Charles E. Grassley
Ranking Member

cc:  The Honorable James R. Clapber
Director of National Intelligence

http\;l/-l /1 www.mcclatchyde.com/2013/06/20/194513/obamas-crackdown-views-leaks-as.html#.Uccy--
vmVHI,

5 Presidential Policy Directive 19, The White House, October 10, 2012.
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Foreign Intelligence
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*Insider Threa
remains the greatest
vulnerability to the
USG.

Insider Threat |
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contractor support for initial audit
I generation, collection, and
! monitoring capabilities.
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*This initiative would provide
useful analysis on insider threats
and can provide early warning
signs that can prevent the
development of such threats. In

the FBI to share information with
the IC.

addition the resources would allow |
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_ CONGRESSIONAL

Affairs @

FHI IWRORMATION CONTLTIRG
IN IS5 UNCLASE
Week of August 1- 5, 2011 TE D3-03-2016 B
___Updated: August5, 2011 (7:00am.) . - R B e
+ Date Time ‘Event Topic FBI ~ Other Contact
e e Participants _ _Participants |
Monday, 9:30 a.m Senate Select Committee Insider Threat Study | | N/A l |
August 1 on Intelligence Staff Security; SC Randy
Briefing[— ] Coleman-CD;
|
DOJ/OLA{
Monday, 11:30 a.m. | Staff Briefing-Senate Community Qutreach Ug DOJ:. OLY n b6
August 1 Homeland Security and Efforts/Countering JCivil Rights] | b7¢C
Governmental Affairs Violent Extremism ; CRY| |
Committee (CVE) EOUSA/ |
DOJ/OLA:
Tuesday, 9:30 am. | Senate Select Committee Insider Threat SC Randy Coleman N/A
August 2 on Intelligence Staff Investigations & & others
Brieﬁngj | prevention coordinated
l by CD
DOJ/OLA
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535-0001

December 31, 2013

Honorable Charles E. Grassley
Ranking Member

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Senator Grassley:

This responds to your letter to Director Comey dated December 17, 2013, in which you
requested copies of two training videos about the FBI's Insider Threat Program. The videos.
titled Betrayed and Game of Pawns, were developed jointly by the FBI's Counterintelligence
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are
enclosed and are considered law enforcement sensitive for official use only, so we would request
that you not disclose the videos further without contacting us.

If ] can be of additional assistance in this or any other matter, please feel free to contact

me af |

Sincerely,

% D. Kelly

Assistant Director

Office of Congressional Affairs
Enclosures

| - Honorable Patrick J. Leahy
Chairman
Comnmiittee on the Judiciary
United States Senate
Washington, DC 20510

1 - Honorable James R. Clapper
Director of National Intelligence
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December 31, 2013

Honorable Charles E. Grassley
Ranking Member

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Senator Grassley:

This responds to your letter to Director Comey dated December 17, 2013, in which you
requested copies of two training videos about the FBI's Insider Threat Program. The videos.
titled Betrayed and Game of Pawns, were developed jointly by the FBI's Counterintelligence
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are
enclosed and are considered law enforcement sensitive for official use only, so we would request
that you not disclose the videos turther without contacting us.

If I can be of additional assistance in this or any other matter, please feel free to contact

me 2 bé
b7C

Sincerely,

Stephen D. Kelly
Assistant Director
Office of Congressional Affairs

Dep. Director-
i Enclosures
LabCrice
A, L

bl L~ Honorable Patrick J. Leahy
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535-0001

December 31, 2013

Honorable Charles E. Grassley
Ranking Member

Comimittee on the Judiciary
United States Senate
Washington, DC 20510

Dear Senator Grassley:

This responds to your letter to Director Comey dated December 17, 2013, in which you
requested copies of two training videos about the FBI's Insider Threat Program. The videos.
titled Betrayed and Game of Pawns, were developed jointly by the FBI's Counterintelligence
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are
enclosed and are considered law enforcement sensitive for official use only, so we would request
that you not disclose the videos further without contacting us.

If I can be of additional assistance in this or any other matter, please feel free to contact

me af |

Sincerely,

% D. Kelly

Assistant Director

Office of Congressional Affairs
Enclosures

I - Honorable Patrick J. Leahy
Chairman
Committee on the Judiciary
United States Senate
Washington, DC 20510

1 - Honorable James R. Clapper
Director of Nationa! Intelligence
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December 31, 2013

Honorable Charles E. Grassley
Ranking Member

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Senator Grassley:

This responds to your letter to Director Comey dated December 17, 2013, in which you
requested copies of two training videos about the FBI's Insider Threat Program. The videos.
titled Betrayed and Game of Pawns, were developed jointly by the FBI's Counterintelligence
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are
enclosed and are considered law enforcement sensitive for official use only, so we would request
that you not disclose the videos further without contacting us.

If [ can be of additional assistance in this or any other matter, please feel free to contact

me af
Sincerely,
Stephen D. Kelly
Assistant Director
Office of Congressional Affairs |
enradm - Enclosures
LADLCWCY M
A,
t\dl. .l - Honorable Patrick J. Leahy
et Uit _. Chairman
"G.’r'a‘f'l.-u . Comimittee on the Judiciary
cmenorin - UTIitEd States Senate
cemer == “Washington, DC 20510

s +---Honorable James R. Clapper
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Congressional Affairs Office
) Congressional Contacts

Event Date: ] 6/6/2013 Classification Level:

Date ’ .06/10/2013 [2013-280 « O proactive {® Reactive j
Entered: TTT TS TR T T e s
@orieing O hearng Osacev Oy Oroc  Oomer | Aof SACCV [

Brief Type:  ‘Member EventDate: | 6602013  EventTime: 12:30 PM
Entered By:l | Unit: !CLUI

Topic: Insider Threat / Bo Jiang / Shane Todd Division: }

OCA Contact] [
Person™—"

DOJ Contact: Date: ]GIG/2013 Attended: l
FBI UC! I
Participants: |DADVI 151

SC Mark Bartek

A~

bé
b7cC

Other Participants:
{none

IS bComm!:':ees House Apprbpriations Subcommittee on Commerce Justice Science and Related
ubcommittees  aqancies(HAC CJS)

Members/Staff:  Rep. Frank Woll, staffe bé
b7C

Executive Summary:

Insider Threat /| |

Details of Event;

bé
b7cC
b7E

Follow Up Action:

none
Attachment:

0
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Event Date: } 3122014 Classification Level: 1UnCIassiﬁed

° Visits:

Date ]‘ 031212014 [2014-600 } {2 Proactive O Reactive f
Entered: i e = ¢ e e > e o< -+ oo, o
O eriefing O Hearing (Y SAcv O HQov (O FOC (@ Other ! #of SACCV 0

Brief Type: Event Date: ] 3/12/2014 Event Time:
Entered By: | [ Unit: JCLUTI

Topic: Acknowledgement from Grassley staffd:hhat hedid Division: l b6
not respond to FBI's offer more than a month ago for a briefing on b7C

‘the matter of Insider Threat program, and request for a briefing.

OCA Contactl I
Person:

DOJ Contact: ] Date: ! Attended: ]

FBI |
Participants:

Othier Participants:

Committees
[{Subcommittees

Members/Staff: I:I Grassley staffer b6

b7C
Executive Summary;
[——Je Insider Threat program brieing
Details of Event:
Acknowledgement from Grassley staffel Ihat he did not respond to FBI's offer more than a month ago b6
‘for a briefing on the matter of Insider Threal program, Agentl renewed the offer of a brieﬁng.: b7C

agreed. Will follow up with prospective date/time.
Follow Up Action:
Attachment:

0
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A %
Event Date: ] 312412014 Classification Level:

(e .
Date TG J2014-612 ' OProactive ® Reactve |
Entered: - RS0 kot vai e Su P |
e I I e
(2 Briefing (s} Hearing () SACCV 7} HQQV () FOC (5 Other i t.ogtSSAc cv 5
. isits:

Brief Type:  Member EventDate: | 3/2412014  EventTime: 4:30 PM
Entered By: iI ] | Unit: }CLUI

Topic; 'HPSCIFY 2015 Budget _ Division: ]NSB
QCA Contact |
Person:

DOJ Contact: [NjA _ Date: ,]4/1/2014 Attended: |

FBI [EAD McCabe
Participants:

Other Participants: ij—!S 7 l l

Commfttees House Permanent Select Committee on Intelligence(HPSCl)
ISubcommittees

Members/Staff:  Miller, King, Schiff, Rooney, Pompeo, Conaway, Nunes, Heck, Himes, Sewell, Bachman

Executive Summary:
Fiscal Year 2015 HPSC| NMember brief on FBI budget.

Detaiis of Event:

The brief was held at a classification level that precludes most infermation discussed from being entered into this
log. Mr. Miller acted as Chair and opened the brief with positive remarks and praise for the FBI and a negative
opening statement regarding DHS-INA past performance, He primarily wanled to hear from FBI about the state of
‘lhe Insider Threat Program and current levels of resources dedicated to Cyber matters. Mr. King left the Hearing
immediately following roll ¢calt and did not participate. Mr. Shiff mainly asked aboul FB} plans moving forward for

‘Insider Threat, cyber and surveillance matiers. Mr. Conaway asked about NSRP, surveillance capabilities, the FBI
| iAll of his questions were answered wilh no get-
backs, D, Heck was curious about which areas the Bureau is willing to accept risk, in light of decreasing budget.
No get-backs for Heck. Ms. Bachman's only questions were about FBI linguists and were answered to her apparent

satisfaction, Mo get-backs for Bachman. More delails are included in the TS/SCI level IMS,

Follow UUp Action:

For Mr, Miller- Are all FBI computers, both NiP and non-NiP, audilable?[:}advised he would provide answer
after confirming. For Mr. Schiff-Wants specific percentage of FBI CT work both before and after 9711,
advised he would get actual numbers,

Attachment:
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] 41412014

Event Date: Classification Level: IUnCIassiﬁed
Date  [0osm02073 | [2014-698 | Oproactive O Reactive |
Entered: | A gihphst POt e s e
o e e e ; . e N
|® Briefing () Hearing O Sacv O HQoy (O Fac C other l #of SACCV |
: — — e . 1 Visits:
Brief Type: Event.Date: I 41412014 Event Time:
Entered By: | | Unit: }CLU 1
Topic: ‘Briefing for Grassley slatfers regarding FBI Insider Threat Program  Division: ] b6
b7C
QOCA Contact '
Person:
DOJ Contact: ] Date: } Attended: |
FBi JUG
Participants:
Other Participants:
| - Committees
{Subcommittees
Members/Staff:
bé
Executive Summary: b7C
Briefing for Grassley staffers regarding FBI Insider Threat Program
Details of Event:
Briefing for Grassley stalfers regarding FBI Insider Threat Program. This briefing was coordinated in advance with
staffe] Jwiho requesled a briefing specifically on the FB! Insider Threat program -- no other topic was
duced himself and noled his role among other

things as

distinguish Insider Threat from whistleblowers, Agen
request, to brief on lhe topic of Insider Threa

{nsider Threat program, and noled to staffers that U

proposed of refuested bl ¥o be briefed. After U

of the Insider Threat Task Force, stafle

199

opened with a remark that FBI videos did not
eminded slaffers that FBI was there, per

ram, and invited staffers lo ask queslions regarding the
was not there lo brief on matters regarding

blowing. Reference was made to a website that ma’y provide guidance for propspective whistieblowers, UC

oted that, as far as he knew, if someone is a whistleblower then any-investigation under Insider Threat is
suspended; he further noted that he was not asked or prepared ta briel on whistleblowing, and was ready, willing,
and able to to proceed wilh briefing an the matter of the Insider Threal program, StaﬁerHemsed

1o keep to the subje eat program, and instead badgered exclusively for slatements regarding
whislleblowing, Agew again reminded staffer: that they had requesledtniyf]
‘briefing on the Insider Threat program, and Age tea to e staffers of staffe
emaxl that requested a briefing only on the topic of Insiier Threat program. Agent further tmrs
ey want a briefing in the {uture on whistleblowing, then they should make that request, Staffers nd
l Eefused and continued their badgering wilh questions unrefated to the Insider Threat program. Grassley
staffer!

ontinued bad faith rendered the purpose of the instant briefing null, and FB8I deparled.

bé
b7C

Follow Up Action:

Atlachment:
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EventDate: | ST Classification Level: Classifed—
’ r S e o
Date I J2011-96 " OpProactive (% Reactive |
Entered: : ST - e
;(,-\ rieing - O Hearing () saccv Q hQav (O FOC (D Other 5;{;“0 cv 0
Brief Type: Event Date: ] 3/24/2011 Event Time:
Entered By: } l ] Unit: lCLUI
Tople: Senate Appropriations/Commerce, Justice, Science subcommittee Division: lFD
slaff briefing, re: FY 2012 Budget Rotlout {claseitedy—
OCA Contact l
Person:

DQOJ Contact: l I Date: 13123/2010 Attended: l

FBI |DAD Janice Lamber (FD)
Participants: FD

(o] P :
ther Participants jNIA

5 bComm;::ees Senale Appropriations Subcommittee on Commerce Justice Science and Related
UDCOMMILEES A encies(SAC CJS)

Members/Staff:  Stafl______—— } (majcrity slaff clerk-Sen. Mikulski)
majority staff- Sen, Mikulski)

Executive Summary:

Details of Event: .
Mmmr

{U) SAC/Commerce, Juslice and Science (CJS) subcommittee majorily stafferq |
were briefed on the FBI'S FY 2012 Budget request by FD's DAD and three FD/Budgel slaif.

The briefing was very well received by the SAC/CJS staifers, The “get backs™ from FD to the slaffers include
‘the foliowing: justification information on the.construction base figures, including the shorifall

«construction cuts; a “cheat sheet” version of budget figures for Sen. Mikuiski’s use; information on the “insider
Threal" portion of the Foreign intelligence budget, i.e., is it a new initiative or included in the base funding ﬁgures; a
requesl for a demonstration of the ney kn unciassitied version of
the PPT presentation used for the briefing; and, a request for a briefing on the proposed closure of several Resident
Agencies (RA's), as well as a map of the FB!'s Field Offices. WIW

Foliow Up Action:

1- Jusllf‘cauon information on the construction base figures, including the shorifalls }:onstruction cuts;
2- a “cheat sheet” version ofbudget figures for Sen. Mikulski’s use; information on (e "Insider Threat” portion of the
Foreign Intelligence budget, i.e., is it a new initialive or inciuded in the base funding figures; 3- a request for a

demonstration of the ne 4- an unclassified version of the PPT
‘presentation used for th Tand.b- 8 1equest 1or a brighng on 1ne proposed closure of several Residen(
‘Agencies (RA's), as well as a map of the FBl's Field Offices.

Attachment:
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Congressional Affairs Office
=2 Congressional Contacts

Event Date: ] 5/252011 Classification Level: IUnCIassiﬁed

» a—

o e v e e e s

Date | 0572011 J2011-244 * proactive O Reactive |
Entered: C e e - .

{) Briefing (O Hearing @ saccv O Hoovy O FoC () Other

| ..

Brief Type: ) Event Date: i 512512011 Event Time:
Entered By: | | Unit; ]cw II bé

# 'of SAC CV 10
Visits:

S b7C
Topic: iBoston SAC Richard Deslauriers Courtesy Visils - Day 2 of 2 * Divisjon: l
OCA Contact l ]
Person:
DOJ Contact: ]NIA Date: j Altended: }
FBI [Boston SAC Richard DesLauriers ]
Participants:
Other Partici :
ther Participants 1None
Committees
/Subcommittees
Members/Staff: ‘Rep Michaud (D - 2nd ME k Rep Keating (D - 10th
MA) Sen ¢ . bs
Langevin (D ~ Zni Rep Keating (.- bIC
Rep Olver (D - st MA Sen Scott Brown (MA
Sen J. Reed (R) en Whitehouse (Rl

en John Kerry (MA] J(D - 3rd MA,

Executive Summary:

Details of Event:

SAC Deslauriers conducled courtesy visits with the followi epresentalives, Senators and their corresponding
staff; Rep Michaud (D - 2nd ME] | Rep Keating (D - 10th MA)/Garret———1]
fﬁ Ayotte (NH)/Samantha Roberls & John Lawrence; Rep LangeviniD - 2ad RiVDavis Hake & Christopher
Rep Keating (D - 10th A lRep Qiver (D - 1st M Sen Scott Brown {MA)/

[ }Jen J, Reed (RI jtehouse (RI) en John
Kerry (MA] ! Rep McGovern (D - 3rd MA) Rep Michaud requested that the
SAC consult with Maine's US Attorney 1o review the State's report following an officer-involved shooting at a VA
hospital which resuited in the death of one of Rep Michaud's constituents (constituent’s family, also constituents, are
petitioning for a federal review). it was fun to nole that Rep Keating's office was once occupied by John F,
‘Kennedy. Senator Ayotte was exiremely supportive.of the FB! and very knowledgeable about FBi-relaled issues
(such as the Patriot Acl). She expressed strong support to help the FBI achieve its mission. She mentioned a visit
she-had earlier in the day with an executive with Microsofl who explained to her that Microsoft has developed a new
imaging technology that could be used to combal child pornography. Microsoft would like to offer this soflware to

the [ederal government lor {ree if th i elpful. Sen Ayolle’s office provided the followi t
i i icrosofi far follow-u Microsoft Federal Government Affairs| I
microsolt.com. Re, ed that his career aspiration as a younig man belore his b6
accigen| was {o become an FB! Agent. His staffers had follow-up issues regarding Cyber threats and Cyber b7C
'securily. Specifically mentioned was the recent Cyber IG report that was critical of the FBI, yet the slaffers’
interaction with the private seclor implied great confidence in the FBI's abilities to invesligate intrusions. The other
staffe] Jwanted lo know whal more the F8I is doing or could do to prevent future problems like
“Wikiteaks”, They requested a “get back" regarding the National Insider Threat Program and SAC DesLauriers
mentioned tha might be good choices for that. Sen Whilehouse mentioned that
he will be sponsoring legisiation with Sen Kyl addressing “Cyber Security Public Awareness™ and wanled to know
more about whal the FB| does in lhat arena. Sen Whitehouse's biggest concern right now is that when someone
becomes a victim online {e-mail, Intemel, etc,) they don’t know where to turn for hefp. Sen Whitehouse wants to
make sure that the government has solutions to offer the public when they find themselves as online victims AND he
wanls the.public to know (public awareness campaign) immedialely where they should lurn lo find that help. All

visits were friendly and pleasant. A el up appoi or SAC Deslauriers with Represenlatives Neal
{D-2nd M&{D - 8th MA [ . 15t ME) ~ 1st NH) and Senalors Snowe (ME) and




Congressional Affairs Office
Congressional Contacts

Shaheen (NH) were unsuccessful. Rep Frank (D - 4th MA) declined an invitation to meet with SAC DesLauriers in
'D.C. because they have met each other on several occasions previously.

Follow Up Action:

None.
Attachment:
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Event Date: ] 8/1/2011 Classification Level: B

Date | 0822014 1 |2011-341 l ( Proactive O Reactive |
Entered: e crr T e i e st e s oo e -

{® Briefing € Hearing O sacev O HQev O Foc ) Other #vgt SS_AC cv 0
Brief Type: . Event Date: ] 8/1/2011 Event Time:

EnteredBy:{ ., | Unit: lCLUI

Topic: Insider Threat Study o " Division: lseco

OCA Contact |
Person:
' b6

DoJ °°“‘a°‘:| | Date: ]7/27/2011 Attended: ] b1C
FBI JUCT ] SC Patrick Reidy '

Participants:

Other Participants:
rrarticipants JNone

Committees . . .
/Subcommittees Senate Select Committee on Intelligence(SSCI)

bé
b7C

Members/Staff:

Executive Summary:

Details of Event:

?(U) The brief was requested By staﬁ%:Ias part of the Insider Threat Study being conducted by the b6
Audit and Oversights Staff of the SSCT. b7C

A )e{) U Provided a comprehensive overview of the Enterprise Security Operations Center's (ESOC)programs
and capabilities of detecting and recording unauthorized access lo the computer systems of the FBIl. The programs bé
used and future plans for the ESOC to address the insider threat were discussed, Cooperation and interaction } b7C
within the FBI and the intelligence community were described.

Follow Up Action:

(U) Staff requested the Gircular number for one OMB
circular regarding encryption

Attachment:

0
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Event Date: } 8/2/2011 Classification Level: e

. -
Date f“{qamg/gojm : ]2011—340 v O)Proactive O reactive ;
Entered: e T - i T
[@‘ Briefing ) Hearing O sacov Q Heov O FOC ) Other I 3?; SAC CV 0
isits:
Brief Type:  .Slaff " EventDate: ; 8i2/2011 Event Time:
Entered By: ! T Unit:  {CLUI
Topic: Insider Threal Study Division: ]cn
0CA Contact] l
Person: .
DOJ Contact; pr======= ] Date: }7/27/2011 Attended: } bé
T b7C
FB! {SC Randall Coleman.ASCl IUC' |
Participants:
Other Participants: jNone
Committees . .
|Subsommittees Senate Seiect Commiltee on {ntelligence(SSCH)
Members/Staff: | | : bé
b7C
Executive Summary:
Details of Event:
(U) The brief was requested by staffe] ] as part of the Insider Threat Study being conducted by the bé
Audil and Oversights Staff of the SSCL b7cC

}ﬁsc Coleman outlined the Counter Intelligence Division's (CD) approach to combating the insider threat problem,
‘both within the FB! and the intelligence community (IC)as a whole, He discussed the outreach and education
program including the use of the movie “Betrayed" and training programs. The cooperation between agencies in
prevention, deterrence and investigation was described. Coleman also detailed the CD's role in carrying out
investigations of unauthorized disclosure and espionage throughout the IC. The staff asked a variety of questions
relating to the topic. .

Follow Up Action;

{U) Staff requesied the statutory ianﬁﬁaée refating to a $500,000 reward for information leading to arrests in counter
intelligence investigations. They also requested the warking title to an Executive Order refating to insider Threat.

Attachment:

0
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EventDate; | 8/31/2011 Classification Level: ]UnClassiﬂed

Date 1 09/01/2044s 12011-365 i O Proactive @ Reactive 1
Entered: LT A ] . -

IO Biefing O Hearing O saCY QO HQEV @ Foc () Other ; mg;ﬁ\c oV 0
; :

Brief Type: Event Date: ; 8!311201‘i Event Time:
Entered By: | /BEERS ELIZABETH . unit: - JFG

(e

Topic: Senator Johnson slaif visit to FBi Milwaukee ' Division: iFD

OCA Contact |BEERS, ELIZABETH
Person;

DOJ Gontact: 1n‘5ne Date: I Attended: ]

FBI 'SAG Nancy McNamera
Participants:

Other Participants:
i r Participa }None

is bComm:::ees Senate Appropriations Subcommiliee on Commerce Justice Science and Related
ubcommiltees  aqencies(SAC CJS)

Members/Staff: E___:___—l

Executive Summary:

Details of Event:

‘Staffer requested suppor! from Finance Division to stop by the MW FO during a scheduled visit to the state.
mlaﬁs Sen. Johnson {R-WI) who sits on our approprialions subcommitiee, SAC McNamera met with the
staner and provided a backbrief to OCA, Overall[ﬁhessage was that the Senator is very supportive of

the FBI's mission and wants to restore any funds thal the FBI is slated to lose. However, the Senator is also
concerned about overlapping missions throughout the USG. In addition, he is interested in Gyber and whether is
USG is efficiently meeting that mission requirement. SAC McNamara highlighled three issues that she briefed: 1)
‘responding lo Cyber concerns, SAG focused on the.insider threal issue and everything that the FB! is doing to lock
‘down our systems and address vulnerabilities. She is going lo talk with CD DAD Anderson about providing the
staffer with a copy of the movie "Belrayed" produced by CD. 2) SAG spoke specifically about cost savings
‘measures in MW - L.e. they've parked cars. She also talked about the RA closings and how, mare than just saving
‘rent mopgy, i{’s about gaining efficiencies via the consolidation. 3) Finally, they talked about HIDTA and the SAG
advisedlﬁffjhat based on her experience in MW, it is an area where there may be some mission overlap.
‘She was clear lo say lhal she didn't speak for the HIDTA program, bul only about her experience in MW,

Follow Up Action:

:None,
Aftachment:
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Event Date: | 11116/2011 Classification Level: ]UnClassiﬁed

Date [ RTEe T [201i-479 i QProactive O Reactive |
Entered: et i et e+ 08 o oo et rossemserarea)
(®) Briefing O Hearing O saccy (CHQov 0D FOC (O Other | #of SACCV ]""“o

. S visits:

Brief Type:  Staff  EventDate: | 11/16/2011  Event Time: 10:00 AM
Entered By:rl r' Unit: ]CLU 11 )

Topic: ‘Congressional staff visit to Defense Security Service . Division: l b6
b7C
OCA Contact [ |
Person:
DOJ Contac” =771 Date: ]11/10/2011 Attended: ]
FBt [FBI-Phia; SA| [ ’

Participants: S/1 |

Other Participants:

]Defense Security Service staff; Center for Development of Security Excellence (CDSE)

Committees
ISubcommittees Other

Members/Staff:  Staff for;
Sen. Chris Coons
Sen. Frank Lautenberg
‘Rep. Frank LoBiando

Executive Summary;

'FBI Phila participated in a DSS presentation on insider threats and defensive briefing for govt contractors and
Congressional staffers,

Details of Event:

s{__Pnd S%imroduced FBI video "Betrayed", followed by slides about most significant threats to b6

information and by government contractors and personnel. b7¢C
Follow Up Action:

None
Attachment:
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House Select Intelligence Committee Holds Hearing on
Worldwide Threats

ROGERS:
- ' We'll call the committee and we'll come to order.

I want to welcome Director Clapper and our other w1tnesses this morning. They are very busy
people.

And ] appreciate you all taking the time today away from that 1mportant work from your
agencies to participate in today's hearing.

Please pass along our thanks and appreciation to the men and women in your agency for their
commitment and dedication in the defense of the United States. We are eternally grateful for
their sacrifices.

I also want to welcome Dutch Ruppersberger as the committee's new ranking member. He is a
solid leader. His dedication and talent will serve the committee and country well.

Dutch is also a friend, and I Jook forward to working with him to foster the strong bipartisan
energy that we're going to need to lead this committee to our oversight responsibilities and to
keep America safe. And of course it never hurts to have a former prosecutor on your side.

I'm looking forward to the discussion of threats in the witnesses' statements this morning, and the
questions and answers that follow.

Before we get to that, I want to talk a moment about where I would like the committee to go in
the new Congress. And we've had the opportunity to talk with each of you about that direction,
from reasserting oversight to taking a strong evaluation of the 10 years where the budget has
grown exponentially and changed significantly; the budget, cyber issues, leaks and many others.

On reasserting oversight, it's a profound honor and a tremendous responsibility to assume the
role of the HPSCI chairman in such an important juncture in our nation's history.

The U.S. intelligence community is vital to defending our nation from many threats that we face.
I have no doubt that the hard work of our intelligence professional is one of the primary reasons
there has not been a successful major attack in the homeland since 9/11, despite numerous failed
and disrupted plots and Al Qaida's unrelenting efforts to attack the United States.




I don't believe it's been deployed on every node, but I will get back to you on that for the record,

)

LANGEVIN:
Director Mueller?
MUELLER:

I would say that what has been in place for a couple of years it called the National Cyber
Investigative Joint Task Force, is a hub of identifying an early -- attributing attacks, big, larger or
small. You have all of the relevant agencies there and the expertise and the tie-in into the
relevant agencies.

If it -- if it turns out to be an attack by your -- your high school student down the street, then we
obviously would take it'd be a crime. More particularly that, it goes to the question of stopping
an attack, depending on the -- from whence the attack originates, you would have people at the
table there who have the capability of doing it. If it originates overseas, certainly NSA, CIA, and

others. If it originates in the United States, we would have jurisdiction. If it comes to the -- in

putting a wall on between the attackers and particular entities within the United States, DHS
would have a role.

But we have a focal point that identifies immediately the attack and then immediately tries to
deterring the focus of that -- that attack and utilize all of the capabilities we have to address it,
regardless of whether it's in the intelligence side or the -- or the law enforcement side.

LANGEVIN:

Let me turn quickly to some of the things we're talking about, especially with respect to
protecting dot-mil and -- and -- and dot-gov, our perimeter defenses. What is our level of

- progress in being able to protect against -- and dealing with the insider threat, as it relates to

cyber?
CLAPPER:

Well, that's -- that is -- that issue has -- has come to the fore and been reaffirmed by the
WikiLeaks disclosures. And certainly within the intelligence community, at least, we -- we have,
I think, a strategy and embarked on an improvement program to attend to the insider threat,
whether it's WikiLeaks or any -- any sort of insider threat through better identification of people
who are on networks, controlling movable media, and most importantly -- and this applies for --
to several purposes -- auditing and monitoring. '

And we're -- our progress is uneven to this point. And we've embarked on a campaign to -- to
police that up, particularly within the intelligence enterprise.
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VIA ELECTRONIC TRANSMISSION

The Honorable James B, Comey, Jr.
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue, N.W.
Washington, DC 20535

Dear Director Comey:

On October 28, 2013, I received a letter from the Federal Bureau of Investigation
(FBI) in which it indicated that it had collaborated with the Office of the Director of
National Intelligence (ODNI) on two training videos about the FBI's National Insider
Threat Program. The videos, titted Betrayed and Game of Pawns, were developed
jointly by the FBI's Counterintelligence Division and ODNI’s Office of the National
Counterintelligence Executive (ONCIX). The FBI has also produced other insider threat
materials, such as the brochure, The Insider Threat: An Introduction to Detecting and
Deterring an Insider Spy.!

As I understand it, the National Insider Threat Program is the result of Executive
Order 13587, issued by President Obama in October 2011, which established an
interagency Insider Threat Task Force, to be staffed by the FBI and the ONCIX.2 It also
directed Executive Branch departments and agencies to develop their own insider threat
programs, The President subsequently issued a Presidential Memorandum in
November 2012 transmitting the National Insider Threat Policy and setting forth.
minimum standards for departmental and agency programs.3

These efforts have subsequently received press attention, some of which has
focused on concerns about whether the program adequately protects whistleblowers.4

! Federal Bureau of Investigation, The Insider Threat: An Introduction to Detecting and Deterring an
Insider Spy, http://www.fbi.gov/about-us/investigate/counterintelligence/insider_threat_brochure.

2 Executive Order 13587 ~ Structural Reforms to Improve the Security of Classified Networks and the
Responsible Sharing and Safeguarding of Classified Information, October 7, 2011, Available at
http://www.whitehouse.gov/the-press-office/2011/10/07/executive-order-structural-reforms-improve-
security-classified-networks-.

3 Presidential Memorandum - National Insider Threat Policy and Minimum Standards for Executive
Branch Insider Threat Programs, Nov. 21, 2012. Available at http://www.whitehouse.gov/the-press-
office/2012/11/21/presidential-memorandum-national-insider-threat-policy-and-minimum-stand.

4 For example, Marisa Taylor and Jonathan S. Landay, “Obama’s crackdown views leaks as aiding enemies
of U.S.,” McClatchy (Jun. 20, 2013), auailable at
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As you know, I strongly believe that whistleblowers play an important role in
safeguarding the federal government against waste, fraud, and abuse. You too stated in
your confirmation hearing that you believe whistleblowers are a critical element of a
functioning democracy. Their willingness to come forward contributes to improving
government operations. They often put themselves at risk of reprisal from their
employers, sometimes being demoted, reassigned, or fired as a result of their actions.
Under the Whistleblower Protection Act and Presidential Policy Directive 19, federal
employees may not be retaliated against for reporting waste, fraud, and abuse.5

Accordingly, some agencies have taken steps to prevent the insider threat
program from chilling whistleblower communications. For example, the Office of the
Inspector General for the Intelligence Community is developing training that integrates
whistleblowing into the agency processes, making the Intelligence Community
whistleblowing and insider threat programs mutually reinforcing.

In order to assess whether training materials on the National Insider Threat
Program provide adequate guidance on protecting whistleblowers, I respectfully request
that you provide me with copies of Betrayed and Game of Pawns, as well as copies of -
any other training materials regarding the National Insider Threat Program or any FBI-
specific insider threat program. Iwould appreciate receiving these materials by January
14, 2014. I know that you consider transparency to be an important value, and I trust
that transparency on this issue will benefit both whistleblowers and our national
security.

hould you have any questions regarding this letter, please contact
of my staff at

Sincerely,

Charles E. Grassley

Ranking Member

cc:  The Honorable James R. Clapper
Director of National Intelligence

http:/ /1 www.mecclatchyde.com/2013/06/20/194513/obamas-crackdown-views-leaks-as.html#, Uccy--
vimVH],

5 Presidential Policy Directive 19, The White House, October 10, 2012.
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Responses of the Federal Bureau of Investigation
to Questions for the Record
Arising from the April 14, 2011, Hearing Before the
House Permanent Select Committee on Intelligence
Regarding the FBI’s Fiscal Year 2012 National Intelligence Program Budget

Questions Posed by Chairman Rogers

1. How much does a surveillance team cost? Please provide the costs of various sized
teams and armed vs. unarmed teams?

Response:

Wy S kém In Fiscal Year 2011 it costs approximately| to establish a new
armed surveillance team and approximately | to establish a new
unarmed surveillance team.

%S‘J""""""Z‘.’"'Durlng the hearinf [stated t’h'a't"'the”FBI"’(:'ﬁn‘“curren’tly"surveii:ltargets on a
24x7 basis. What is the FBI’s goal for the number of targets it is able to cover on a 24x7 |
basis? How many additional positions and how much additional funding would be bIC
required to meet this goal?

Response:

&4l ﬂ’MA’C’present’,’”the”FBI"i's"capabl'e‘of"coverin' VVVVVVVVVV targets on a 24/7 basis. Our
goal is to build a national surveillance capacity to provide for additional coverage.

3. The FBI requested no enhancements in FY 2012 for linguists. How does FBI plan to
handle the increasing volume of documents that requires translation?

Response:

(U) The demands on the FBI’s Foreign Language Program (FLP) fluctuate and
priorities are adjusted frequently to meet the greatest need at any given time. The

SECRET//NOFORN—

Fliose pexponses ore corrent os af — 22771

A-1

b7E

bl
b3

bl
b3




L
e
g —
|
b. Is the FBI giving sufficient attention to other cou_nterintelligence threats?
How so?

Response:

{6 PSIMR)_Because the FBI’s National CI Strategy prioritized |
| |
| |The FBI’s
i
""""""""""""""""" - Iwith appropriate attention afforded to
I —— [ Tn addition td [ i
I BB P, all of which are addressed in the FBI's

5. Last year, the FBI created[__|Regional Intelligence Groups (RIGs) to facilitate
cooperation among field offices in the same region.

a. What specific value-added have the RIGs provided?
Response:
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The FBI continually recruits for all necessary languages, and attempts to address all
work possible. The chart provided as Enclosure A reflects the hiring in recent
years up to 12/31/06 in the critical counterterrorism languages. When the FBI
does not have the language resources for a particularly rare language, we work with
contractors and with the National Virtual Translation Center NVTC) to address
those needs. In one situation, the FBI used Department of Defense (DoD)
contracts to provide cross-training for FBI Arabic linguists on an unusual dialect of
Arabic that was needed. These resources provide a surge capacity in the FBI=s
most critically needed languages as well as a pool of linguists in less commonly
needed languages that are important to the FBI=s mission. Contract linguists must
pass the same language test batteries and security vetting as full-time employees.
Their Top Secret clearances, native-level proficiency in the foreign language,
high-level of skill in English, and knowledge of the target culture make FBI
contract linguists a highly desirable commodity in the IC. Many of the FBI=s
contract linguists provide support in languages that the full-time linguist staff does
not cover. The FBI depends on the contract linguists and NVTC for a substantial
amount of the needed support in many languages critical to the FBI=s mission.

While the FBI continues to hire new contract linguists, it is currently converting
many of the talented contract linguists hired since 9/11/01 to full-time language
analysts, with the goal of maintaining a language workforce composed of one-third
contract linguists and two-thirds FBI language analysts. This ratio will enable the
FBI to maintain a stable workforce and will provide greater job security and
benefits for the linguists proficient in the languages most needed to meet ongoing
national security requirements.

Since May 2006, the FBI has made a special effort to focus on the backlog and has
decreased the unaddressed counterterrorism work in the most critical languages to
less than 1,000 hours. While the figures referenced in the May 2006 hearing
pertain to counterterrorism cases only, audio backlog continues to be a concern for
the FBI. In general, audio collection in the difficult and unusual languages
represents only about 1% of the FBI=s total audio collection in the past four years.

WHISTLEBLOWERS

17. Whistleblower Mike German has alleged that the FBI failed to investigate a potential
terrorist link between white supremacist and Islamic extremists. During our investigation
of this case, our staff received two different versions of a crucial transcript. Neither version
of this transcript was complete.

These responses are current as of 2/8/07
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transcript?

Response:

a. Can you explain the apparent discrepancies in the two versions of the

In connection with its investigation of this matter, by letter dated 2/3/06 the
Committee requested from the DOJ OIG copies of documents the OIG relied upon
in preparing its reports. The document request included the transcript of the
1/23/02 tape-recorded meeting between members of the foreign and domestic
terrorist groups, which German had provided to the OIG in February 2003, and any
other transcripts made of that meeting. By letter dated 7/27/06, the FBI provided
the Committee with copies of the FBI documents responsive to this request,
including copies of two transcripts of the 1/23/02 meeting.

One version of the transcript, identified with the text marking A037¢b01.t3@ at the
top left of each page, was obtained from German on 2/12/03 during his interview by
investigators from DOJ=s OIG and FBI. German produced and referenced
portions of this transcript in support of information he provided in his signed,
sworn statement, and this version was attached to and made a permanent part of
German=s sworn statement. This version of the transcript is a rough draft of the
transcription of a consensually monitored conversation that occurred on 1/23/02; it
contains several instances of Aunintelligible@ conversations on the recording and
abruptly ends on page 126. On page 49, the construction of this document changes
from a rough draft format to FBI FD-302a format, and continues sequentially but
displays the page number starting at 46. This Acombination@ document submitted
by German contains duplicative pages of the rough transcription and the FD-302a,
so that pages 46, 47, 48, and 49 are misnumbered yet sequential. It is unknown
why German provided to OIG and FBI interviewers only 126 pages of a total 167
pages or why this document has a combination of transcript formats.

The second version of the transcript, identified with the marking AFD-302a@ at the
top left of each page, represents the draft of the entire transcription in the official
FD-302a format. Because the header and footer on each page of an FD-302a
reduce the remaining printing surface, the pages of this FD-302a draft do not line
up exactly with the pages of the rough draft portion of the version obtained from
German. Inthe FD-302a draft, many, though not all, of the Aunintelligible@
portions that appear in the rough draft have been clarified. This FD-302a version
is a complete transcription of the 1/23/02 conversation at 167 pages or 31 pages
more than the version provided by German.

These responses are current as of 2/8/07
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b. Which of the two transcripts do you consider most accurate?
Response:

For the reasons discussed above, the version identified with the FD-302a marking
at the top left of each page is the most accurate.

¢. Will you provide the committee with the tape that this transcript is based
on, in its complete form? If not, why not?

Response:
The Committee has not previously requested a copy of the tape in connection with
its oversight investigation of this matter. Should we receive a Committee

oversight request from the Chairman regarding this matter, we would be pleased to
consult with DOJ as to the appropriate response.

Questions Posed by Senator Grassley

AMERITHRAX INVESTIGATION

18. a. Why was Richard Lambert removed as the head of the Amerithrax
investigation?

Response:

Richard Lambert served as the Inspector in Charge of the Amerithrax investigation
from 9/20/02 to 9/16/06. On 5/22/06, he applied for promotion to the position of
Special Agent in Charge (SAC) of the FBI's Knoxville Division. The Senior
Executive Career Board reviewed the qualifications of the interested candidates
and recommended Richard Lambert for selection. On 6/16/06, Director Mueller
announced the selection of Mr. Lambert as the Knoxville SAC.

b. Was it related in any way to disagreements between him and others
working on the investigation about the proper scope and focus of the FBI=s inquiry? If so,
please explain.

Response:
Mr. Lambert applied for and was selected as Knoxville SAC based on his
qualifications for the position.

These responses are current as of 2/8/07 .
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and effectively collecting, sorting, and examining relevant data, the FBI will be
able to rapidly identify indicators of misuse and other inappropriate activity.
Along with these technology-driven innovations, the FBI will continue to use
regular personnel reinvestigations, including reviews of employees= financial
circumstances, to detect willful and/or potentially criminal misconduct,

d. What guidelines and training govern how agents deal with potential
informants who may be engaged in trading or short-selling securities or may be selling
information to hedge funds?

Response:

The FBI has instituted a new comprehensive informant validation process for use
by field offices and FBIHQ. The validation process includes quarterly SSA
reports addressing the sources= motivation, access, timeliness, corroboration, and
history. As discussed above, AG Guidelines address unauthorized criminal
activity by confidential sources. These AG Guidelines are covered in the New
Agent core-training received at the FBI Academy and reinforced through regular
legal training provided in field offices during the remainder of an SA=s career.

e. In October of this year, a former FBI agent Jeffrey A. Royer was
sentenced to six years in prison for racketeering and securities fraud. According to
witnesses at trial, the agent provided non-public FBI information to an outside party who
used the information to spread negative publicity about companies and profit from
short-selling their stock. 'What lessons can the FBI learn from this case?

Response:

In response to a recommendation in the March 2002 Webster Commission report,
the FBI's Security Division (SecD) developed and implemented a comprehensive
security awareness, education, and training program for all persons with access to
FBI information. This comprehensive approach included the development of a
professional cadre of highly trained Chief Security Officers, who now provide FBI
personnel with the most up-to-date security policy, training, lessons learned, and
best practices.

SecD uses a variety of educational methods, to include formal classroom training,
web-based training, written guidance, and mentoring, to enhance the security
awareness and education of the entire FBI population. Formal classroom
instruction has included: the authorized procedures for releasing information to

These responses are current as of 2/8/07

33




the public; refresher courses on establishing an information recipient=s
"need-to-know"; and the potential penalties for deviating from established
procedures. Instruction is also provided in the form of ANon-disclosure and
Releasability briefings,@ during which all personnel execute a "Classified
Information Non-disclosure Agreement" and "FBI Rules of Behavior" form
acknowledging their responsibility to protect and properly handle FBI information.
SecD also provides a host of additional training opportunities and materials, each of
which serves to reinforce security awareness throughout the FBI.

While this approach will not stop a trusted insider intent on disclosing information
for improper purposes, it ensures the employee is educated on proper information
handling techniques and encourages each employee to report others who violate the
rules. In other words, FBI employees now better understand their role in
protecting and ensuring the security of FBI information, personnel, and facilities.

f. What safeguards exist to prevent agents like Royer from similarly

profiting on non-public information about ongoing investigations?

Response:

Please see our responses to subparts ¢ and e, above.

USE OF GOVERNMENT-OWNED OR LEASED AIRCRAFT

36. Iunderstand that the FBI operates a number of executive jets as part of its aviation
program for both operational use and for official travel by senior FBI officials.

a. Please identify the number, type, and cost of aircraft owned and/or leased

by the FBI and used for both operational purposes and travel by senior FBI officials.

Response:

The FBI reads this question as distinguishing between aircraft used to meet
Amission requirements@ of the FBI and those used for the Aofficial travel@ of
Asenior Federal officials@ in the FBI other than to meet mission requirements, as
those terms are defined in OMB Circular No. A-126."  While the vast majority of

Paragraph 5 of OMB Circular No. A-126 (5/22/92) includes the following definitions:

b. Mission requirements means activities that constitute the

These responses are current as of 2/8/07
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investigative files implicates significant individual privacy interests because these
files discuss allegations against individuals under investigation. DOJ has
consistently offered to accommodate Congressional requests for information about
OPR investigations through briefings, minimizing the intrusion on the privacy of
Executive Branch employees.

On 6/21/06 the FBI responded to the Committee's 5/10/06 request for information
and documents relating to the FBI's investigation of the suspected murder of
Assistant United States Attorney Jonathan Luna. In its response, the FBI advised
the Committee that documents concerning OPR matters raise serious privacy
considerations, particularly when, as in that instance, there was no finding of
misconduct. Consistent with the policy articulated above, Candice Will, AD of
the FBI's OPR, provided a 6/30/06 staff briefing that included an overview of
OPR's investigation and addressed both the issues raised in the Committee's
5/10/06 letter and all issues raised by the staff. In response to a question from staff
concerning the availability of the OPR report, our records reflect that AD Will did
not indicate that she had no objection to producing the report, but rather advised
that privacy concerns counseled against providing that document to the Committee.

FBI WHISTLEBLOWERS

42. In May, 2006, I asked the FBI for a description of each instance where an FBI
supervisor has been disciplined for retaliating against a whistleblower. Two weeks ago, I
received a response from your agency advising me that since 1999 no FBI supervisors have
been disciplined as a result of their having retaliated against whistleblowers.

a. Why haven=t any FBI supervisors been disciplined for having retaliated

against whistleblowers?

Response:

As the FBI has previously indicated in response to Questions for the Record, an
Assistant Special Agent in Charge (ASAC) was disciplined for whistleblower
retaliation. While that sanction, which was imposed before implementation of the
Bell Colwell recommendations, was ultimately vacated on appeal, that case does
not indicate that supervisors are not disciplined for retaliation, but instead indicates
that the FBI has procedures in place designed to protect the rights of all employees.
Since that response, no allegations of whistleblower retaliation have reached final
adjudication.

These responses are current as of 2/8/07
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b. The DOJ/IG found that Jorge Martinez retaliated against Michael

German for protected whistle blowing actmty Has FBI disciplined Martinez? If not,

why not?

Response:

The FBI is well aware of this matter and is in the process of taking appropriate
action. Consistent with longstanding Executive Branch policy, our goal in all
cases is to satisfy legitimate oversight interests while protecting significant
Executive Branch confidentiality interests. As a general matter, the disclosure of
information from OPR investigative files implicates significant individual privacy
interests because these files discuss allegatlons against individuals under
investigation.

c. Since 1999, how many FBI personnel have claimed whistleblower status?

How many have claimed retaliation for protected whistleblowing activity?

Response:

The FBI is not in a position to provide this information. Pursuant to 5 U.S.C.

' 2303 and 28 C.F.R. Part 27, DOJ=s OIG and OPR serve as Investigative and/or
Conducting Offices in FBI whistleblower cases, while the Director of DOJ=s
Office of Attorney Recruitment and Management (OARM) is authorized to
adjudicate claims of FBI whistleblower reprisal and to order corrective action
subject to appeal to the Deputy Attorney General (DAG). Pursuant to 28

C.FR.' 27.4, the identity of employees who make those claims is not disclosed to
the FBI unless there is a recommendation for corrective action.

DOJ=s OARM advises that, based on numbers collectively reported by OARM,
OIG, and OPR for calendar years 1999 through 2006, 96 FBI personnel have made
allegations of retaliation for claimed protected whistleblowing activity. It is the
FBI=s understanding that there is no formalized consolidated record of those who
may initially claim whistleblower status because, in the absence of subsequent
retaliation based on the whistleblowing, the mere status as a whistleblower does not
affect the employees= rights or benefits.

REPORTING OF DRUG SEIZURE STATISTICS

43. The staff of the House Committee on Homeland Security, Subcommittee on
Investigations, recently released a staff report entitled, AA Line in the Sand: Confronting
the Threat at the Southwest Border.@ This report describes, among other things, the

These responses are current as of 2/8/07
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NICS developers are receiving daily system logs for further analysis. In addition,
the FBI is working in the non-operational environment in an attempt to recreate the
outage, but to date these efforts have been unsuccessful.

Absent a clear indication of the cause of the outage, the only changes made to NICS
as a result of it have been an increase in the shared memory pool and Oracle
database cache, which appear to have resolved the issue. The FBI=s CJIS
Division will continue to monitor and analyze the NICS in order to prevent or
minimize future outages.

b. Does the FBI know how many gun sales were completed without

background checks while the system was down?

Response:

again?

Response:

The outage on Sunday, 11/26/06, lasted 45 minutes, and the three outages on
Monday, 11/27/06, lasted 34 minutes, 1 hour 24 minutes, and 35 minutes. Even
with these outages, NICS processed 17,983 firearms transactions on Sunday
(11/26) and 29,867 on Monday (11/27). For comparison purposes, on the Sunday
and Monday after Thanksgiving in 2005, NICS processed 14,574 and 28,200
firearms transactions, respectively The FBI has no reason to believe gun sales
were executed during the outage in violation of the legal requirements of the Brady
Handgun Violence Prevention Act of 1993.

c¢. What is the FBI doing to make sure that this problem never happens

The FBI=s CJIS Division has made all of the changes recommended by the
vendors. As indicated in response to subpart a, above, the problem has not
recurred, but the CJIS Division will continue to monitor the system and make any
corrections we identify.

MIKE GERMAN / WHISTLEBLOWERS

76. According to the Office of the Special Counsel (AOSCR@), the average number of
whistleblowers who have filed complaints with the government has increased by 43% since
September 11, 2001. Yet, sadly, the number of whistleblowers who have filed reprisal

These responses are current as of 2/8/07
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complaints with the OSC because their employers have retaliated against them for coming
forward has also increased by 21% during the same time period. For example, former FBI
special agent Michael German has said that his reputation and career were ruined after he
reported concerns about misconduct on the Bureau=s terrorism investigations to his
superiors. What is the Bureau doing to protect the rights of whistleblowers within the FBI
to come forward and disclose government fraud, waste and abuse?

Response:

Although the FBI can never completely eliminate an employee's fear of whistle
blower retaliation, factors likely to induce such fear can be reduced or eliminated.
The anonymous nature of inspection leadership surveys (which are conducted prior
to internal FBI inspections to assess management effectiveness), private interviews
with the inspection staff during these inspections, and executive managers who
promote the proper environment all help to reduce the fear of whistleblower
retaliation. If an employee nonetheless believes retaliation has occurred, this may
be reported to the Inspection Division's IIS or to DOJ's OIG or OPR. FBI
employees are also frequently reminded through FBI-wide emails and other
mechanisms that there is a procedure established under law (5 U.S.C. ' 2303) and
implemented by regulation (28 C.F.R. Part 27) that provides a formal avenue for an
employee to seek corrective action based on a personnel action taken in reprisal for
whistle blowing.

77. Many whistleblowers in the intelligence community are discouraged from coming
forward because intelligence agencies are exempted from the Whistleblower Protection Act.
Would you support legislation to extend whistleblower protections to national security

employees?

Response:

Congress specifically excluded the FBI and other IC agencies from the application
of 5 U.S.C. ' 2302 (the government-wide Whistleblower Protection Act) because
of the classified and sensitive nature of their work and the fact that any employee
may have access to such information. The legislative history indicates that the
exceptions for the FBI and the other specified agencies is tied to the intelligence
aspect of their missions. See H.R. Rep. 328, 101st Cong., 1989 WL 225002 (Leg.
Hist.). We support the Congressional reasoning that underpins these exceptions.

Congress has provided separate whistleblower protections for national security
employees through the IC Whistleblower Protection Act of 1998 (ICWPA). The

These responses are current as of 2/8/07
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ICWPA provides that an employee may communicate "a complaint or information
with respect to an urgent concern” regarding intelligence activities to the
appropriate Inspector General (or designee) and thereafter, under specified
circumstances, "to Congress by contacting either or both of the intelligence
committees directly." Inspector General Act of 1978, 5 U.S.C. Appendix 3,

' 8H(a)(1) and (d).

ANTHRAX INVESTIGATION

78. The Bureau=s investigation into the 2001 anthrax attacks that killed 5, infected 17
others and terrified millions of Americans is now well into its fifth year. Many believe that
the investigation has gone very cold and no arrests have been made in the case.

a. What is the current status of the anthrax investigation?

b. Do you expect that criminal charges will be brought in the case and if so,
when? :

¢. You testified at the hearing that the FBI currently has 17 agents and 10
postal inspectors assigned to the anthrax investigation. Has the number of personnel
dedicated to the investigation changed? Will you consider increasing the number of agents
and investigators dedicated to this investigation?

d. How much money has the FBI spent on the anthrax investigation to date?

Response to subparts a through d:
Pursuant to the longstanding DOJ policy against disclosing non-public information
concerning pending law enforcement and litigation matters, we are unable to
provide a response at this time.

79. A frequent criticism of the anthrax investigation is that the FBI has made a number of
incorrect assumptions about the source of the anthrax and refused to heed outside expert
advice in the case. Will the Bureau be open to new theories about the case and more
receptive to outside expertise and criticism going forward?

Response:

Pursuant to the longstanding DOJ policy against disclosing non-public information
concerning pending law enforcement and litigation matters, we are unable to
provide a response at this time.

These responses are current as of 2/8/07
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FBI SAs, the FIGs, FBIHQ, and DOJ will all have roles in measuring the value ofa
source=s operation as well as managing the risks associated with using a human
source. Redundancy of review will be an intentional part of the validation process,
serving as a check and balance on human source activities, including authorized
and any possible unauthorized criminal activities,. The EAD of the FBI=s NSB
has approved a draft of the Validation Manual, and the FBI is moving toward
implementation throughout the FBI.

116. Some critics argue that the FBI often allows agents involved in wrongdoing to quietly
retire. 'What are you doing to ensure future accountability, since most of the FBI
personnel responsible for the Leung security breach avoided negative consequences by
retiring? Do you believe that the penalties described in your colloquy with Senator
Grassley about the Woods allegations are consistent with the recommendations of the
Inspector General in the Leung affair? Ifso, why?

Response:

As stated above in response to question 93, in order to ensure the accountability of
agents who engage in wrongdoing and then attempt to quietly retire, the Director
amended FBI policy governing the administrative inquiry process so that,
notwithstanding the resignation or retirement of an employee, a disciplinary matter
is completed where necessary to protect the institutional interests of the FBI.
Obviously, any matters involving criminal allegations are pursued irrespective of
an employee's retirement or resignation.

117. In response to a written question from Senator Grassley after our last Oversight
hearing, you appear to acknowledge that no one has ever been disciplined for whistleblower
retaliation under the FBI=s guidelines. Is that accurate? Can you explain? What is
being done to ensure that FBI whistleblowers are being protected from retaliation?

Response:

That is not accurate. As stated above in response to question 42a, the FBI has
disciplined a number of employees for engaging in retaliatory behavior, including
whistleblower retaliation. OPR recently suspended one supervisor for 30 days for
engaging in retaliation against a whistleblower. Although not final, in another
disciplinary matter, OPR has proposed the dismissal of a supervisor for retaliating
against a whistleblower. In another, OPR imposed a 3-day suspension on a
supervisor who threatened to retaliate against a whistleblower.

These responses are current as of 2/8/07
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118. You also noted that, in the one FBI case where a 3-day suspension was initially
imposed for whistleblower retaliation, that decision was later reversed, through an appellate
process that the FBI=s General Counsel declared to beaAflawed.@ What has been done to
fix the appellate process?

Response:

Upon the completion of the Bell/Colwell Commission's study of the FBI's
disciplinary process, the FBI adopted changes recommended by the Commission to
improve the FBI's disciplinary process. With respect to the FBI's appellate
process specifically, the Commission recommended key changes designed to
improve the transparency and fundamental fairness of the appellate process for all
FBI employees. These changes were adopted and made effective by the FBI
Director on 8/19/05.

One such improvement offers non-SES employees the option to choose a mid-level
manager, rather than an SES employee, to participate on the three-member
Disciplinary Review Board (DRB), which convenes to hear appeals in those cases
in which an adverse disciplinary sanction has been imposed by the FBI's OPR.
(Previously, the voting members of the DRB's were composed strictly of SES
employees.) The advantage of this change is that non-SES employees are now
being judged with input from "one of their own." This concept is especially
important in light of past OIG investigations into allegations of disparate treatment
in the FBI's disciplinary process.

Another important change, recommended by the Commission and adopted by the
FBI Director, was elimination of the ability to increase a disciplinary penalty on
appeal. This change was made to ensure all employees could take full advantage
of the FBI's appellate process without fear of facing additional sanctions. In
addition, the Commission recommended that the "de novo" appellate standard be
replaced with a "substantial evidence" standard, which is now being used to review
matters on appeal. This change allows the FBI's appellate authority to continue to
serve as an important check and balance on the entire OPR process.

In addition to the improvements mentioned above, the FBI's appellate authority
will continue to seek the advice of the FBI's OGC when guidance is needed on legal
matters. The FBI is dedicated to ensuring the FBI's appellate process continues to
operate in a fair, effective, and efficient manner for all employees.

Background: In response to questions following the last FBI Oversight hearing about press
reports relating to the New York Field Office, you seem to acknowledge that there may be

These responses are current as of 2/8/07
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Linted Statcs Senate

January 28, 2014

The Honorable Eric Holder
Office of the Attorney General
U.S. Department of Justice
050 Pennsylvania Avenue, NW
Washington, DC 20530-0001

Dear Attorney General Holder:

It has now been over 15 months since the issuance of Presidential Policy Directive
19 (PPD-19). This directive mandated that the Attorney General deliver a report to the
President within 180 days to assess the efficacy of the Department regulations that
implement the Whistleblower Protection Act (“WPA”) for Federal Bureau of
Investigation (FBI) employees.

Specifically, the provision states:

Within 180 days of the date of this directive, the Attorney General, in
consultation with the Special Counsel and Federal Bureau of Investigation
employees, shall deliver a report to the President thal assesses the efficacy of
the provisions contained in part 27 of title 28, Code of Federal Regulations in
deterring the personnel practices prohibited in section 2303 of title 5, United
States Code, and ensuring appropriate enforcement of that section, and
describes any proposed revisions to the provisions contained in Part 27 of title
28 that would increase their effectiveness in fulfilling the purposes of section
2303 of title 5, United States Code.!

This report was due by April 8, 2013. However, to date, there has been no public
announcement that the review has been completed. The report appears to be nearly ten
months overdue.

A comprehensive review is vital to correct the shortcomings of the FBI
whistleblower process. For years, I have asked the FBI about whistleblowers such as

| On March 15, 2007, the Department’s Office of Inspector General found b6
thai fvas retaliated against for pointing out fraudulent activities in the FBI. b7cC
The I'BI appealed the Inspector General’s findings to Main Justice’s Office of Attornev

Recruitment and Management [OARM]. In 2009 and 2010, I asked you about .
|i. nd the extremely lengthy amount of time OARM takes to make decisions. In
response to one of those questions, you replied on March 22, 2010: “OARM has been

! Presidential Policy Directive/PPD-19, Section E, p. 5 (Oct. 10, 2012).




conducting appropriate and necessary proceedings regardind:IRequest for
Corrective Action since it was filed in May 2006. Subject to a change in circumstances,
a ruling could be issued by OARM within the next several months.” Instead, OARM did
not issue the final ruling until more than three years later, on July 25, 2013.

I:lcase is just one example that illustrates the dire need for a review of
28 C.I'.R. Part 27 and a revision of the processes an FBI whistleblower has to follow in
order to be protected. Accordingly, please answer to the following questions:

1. What is the current status of your review pursuant to Section E of PPD-19?

2. Why have you failed to issue a report assessing the efficacy of 28 C.F.R. Part 27?

3. When will the report be complete?

4. When the report is complete, do you intend to provide it to the Judiciary
Committee? Why or why not?

Thank you for your attention to this matter. I would appreciate a response by March 2.
2014. Should you have any questions regarding this letter, please do not hesitate to

contact] |of my Committee staff at] |7 look forward to your

response.

Sincerely,

Charles E. Grassley
Ranking Member

cc:  The Honorable James B. Comey, Jr., Director
Federal Bureau of Investigation

bé
b7cC

bé
b7cC

bé
b7cC




Updated: March 31, 2014 (8:00 a.m.)

Week of March 31— April 4, 2014

ALL T2l INFCEMATICE CONTATHED
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L&TE D5-03-2016 BY FIGHERESD NSILC

Date Time Event Topic FBI Other ‘Contact
Participants. Participants

Tuesday, 11:00 am. HPSCI Staff Briefing Post 9/11 Terrorism TBD b6
April | Financing | p7C
Friday, 9:00 a.m. HPSCI Chairman and RM Courtesy Visit DD Giuliano N/A
April 4 Courlesy Visit |
Friday, 2:00 p.m. Sen. Grassley Staff Briefing | National Insider Threat CD N/A
April 4 Program

DO |




Oificeof

NGRESST!

Updated: January 29, 2014 (1:00 p.m.)

Week of JANUARY 27 - 31, 2014

Date Time Event Topic FBI Other Contact
‘Participants Participants
Tucsday, 8:00 a.m. House Homeland Security | TSC 101 and Redress PDD Steven Mabeus TS b6
Jannary 28 Commilice Member Procedures/Process Director Pichota | | b7cC
Briefing
Tuesday, 9:00 a.m. Senator Whitehouse-Guest | The Future of DD Giutiano N/A I
Jamary 28 Speaker at FBI Cyber Cybersecurity AD Demarest
Division All Hands All Cyber Leadership
Conference DOJ:| )
Wednesday, | 10:00 am, SSCI Annual Threal Worldwide Threats Director Comey DNT Clapper ] l
January 29 Assessment Hearing D/CIA Brennan '
DI1A
DOS
NCTC

DOJ :I l




Thursday, 1:30 p.m. Briefing to HPSCI Staff Security Clearance, | DAD-Brocks-SecD .| NCIX
January 30 Insider Threat Reform: " { CD-TBD:
DOJ: | l
Thursday, 4:30 p.m. Joint SSCI HPSCI JRIG Expansion of JRIG AD Velez-Villar N/A l
January 30 Staff Briefing Program

DOJ: l I

bé
b7C




(DO) (FBI)
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From:

Sent:

To:

Subject:
Attachments:

SentinelCaseld:

1{CD)(FBI)

2014 10:26 AM
(DO) (FBI)

Video Lelter --- UNCLASSIFIED/FFOUT
OCA letter2.docx

NON-RECORD

Classification: UNCLASSIFIED/ 7/ Feuo—

Classification: UNCLASSIFIED//ArFede-

b6
b7C

b6
b7C
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b6
From: | ] b7cC
Sent: Wednesday, February 19, 2014 3:03 PM
To: l ]
Subject: Status Update re Proposed Insider Threat briefing

Hi I:l- I just wanted to touch base with you and let you know that we offered the briefing to Grassley staff
regarding the Insider Threat program, but have not heard anything back yet; I'll let you know if they do and
perhaps we can work out another date/time that will work for your schedule...

Let me know if you have any questions meantime, bé

Man% thanks, b7C
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| Do) (FBI)

From: BEERS, ELIZABETH RAE (OCA) (FB) bé
Sent: 7,2014 4:54 PM b7C
To: (DO) (FBI) ’

Subject: RE: New calendar item --- UNCLASSIFIED

SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED

Did we ever schedule the briefing re the insider threat program?

From| DO) (FBI)
Sent: Thursday, February 27, 2014 4:49 PM :
To: KELLY, STEPHEN (DO)(FBI); BEERS, ELIZABETH RAE (OCA) (FBI) | (DO)(FBI)| |
(OCA) (FBI| [ocA) (FBD)] 1507 (FED] [(OCA) (FB—1 1.6
[ HCOIG:) DO)(FBI —___J(DOXFBI);| | b7C
(DOY(FBIY;| | EoTeN¢:38] ] (DO) (FBIY] foca) (FBI);
l

] (DO) (FBI){ [DO) (FBI)I—PO) (FBI)

Subject: New calendar item --- UNCLASSIFIED

Classification: UNCLASSIFIED

P L e L LY Tt T L - L T P -

TRANSITORY RECORD

Calendar item:

Date and Time: March 11, 2014 at 1:30 pm
Event: Briefing
Committee/Staff: Staff for Senate Judiciary Committce
Location: TBD
Topic: Criminal History Records and Use of Non-Criminal/Justice/Civil Purposes
FBI Participants: [ OGC and|:| CIIS
Other participants: [SEARCH
| SEARCH b6

. | Compact Council b7cC

Classificalion: Unclassified ‘

OCA Contacl:
OLA Contact:

Classification: UNCLASSIFIED

Classification: UNCLASSIFIED.
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SEARCH

| Fompact Council

DO) (FBI
) (FBI) o b6
From: I [DO) (FBI) b7C
Sent: Friday, February 28, 2014 11:03 AM
To: BEERS, ELIZABETH RAE (OCA) (FBI)
Subject: RE: New calendar item --- UNCLASSIFIED
SentinelCaseld: TRANSITORY RECORD
Classification: UNCLASSIFIED
I extended to staffer a date and time for a briefing but they have not yet responded or accepted
From: BEERS, ELIZABETH RAE (OCA) (FBI)
Sent: Thursday, February 27, 2014 4:54 PM
To:| pPO) (FBI) b6
Subject: RE: New calendar item --- UNCLASSIFIED b7C
Classification: UNCLASSIFIED
Did we ever schedule the briefing re the insider threat program?
From:| DO) (FBI)
Sent: Thursday, February 27, 2014 4:49 PM
To: KELLY, STEPHEN (DO)(FBI); BEERS, ELIZABETH RAE (OCA) (FBI) (DO)(FBI)] b6
(OCA) (FBI)] [OCA) (FBI); [DO) (FBI) CA) (FBIY] | b7C
(DO)(FBI) [DO)(F [OOXFBL |
(DO)(FBI (DO)(FBD)| DO) (FEN) OCA) (FBIJ;
| [(DO) (FBI);I_WFUO')TFBTF (DO) (FBI)
Subject: New calendar item --- UNCLASSIFIED
Classification: UNCLASSIFIED
TRANSITORY RECORD
Calendar item:
Date and Time: March 11, 2014 at 1:30 pm
ISvent: Bricfing
Committee/Staff: StafT for Senate Judiciary Committce
Location; TBD
Topic: Criminal History Records and Use of Non-Criminal/Justice/Civil Purposes
FBT Participants: | . 0GC and[1CIJIS b6
Other participants: | ISEARCH b7C




Classification: Unclassified
OCA Conltact: " b6
OLA Contact: b7C

T T N T N T NIRRT DS IO S e m oo m e

N N N I NN R R S T S S N I N N e I T I mIm I mm m mm

Classificaticn: UNCLASSIFIED
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|(DO) (FBI)
bé
From: KELLY, STEPHEN (DO)(FBI) b7C
Sent: Tuesday, December 24, 2013 12:49 PM
To: [ ] (CD)(FBI) :
Cc: BEERS, ELIZABETH RAE (OCA) (FBI)| pO) (FBI)
Subject: RE: Materials Responsive to Sen Grassley's Letter Re: Insider Threat ---
UNCLASSIFIEDA=SWQ.__
SentinelCaseld: - NON-RECORD
Classification: UNCLASSIFIED//FoUuc—
Thank{__]
bé
I've included Beth anq:', who can handle this when they return from the holidays. b7cC
Merry Christmas.
- Stephen
Stephen D. Kelly
Assistant Director
Office of Congressional Affairs
Fronl : l(co)(FBI)
Sent: Monday, December 23, 2013 2:04 PM b6
To: KELLY, STEPHEN (DO)(FBI) b7C
Subject: Materials Responsive to Sen Grassley's Letter Re: Insider Threat --- UNCLASSIFIED/A~ede-
Classification: UNCLASSIFIED//Foue-
AD Kelly - )
I have a short paper and some materials prepared regarding Sen Grassley’s letter regarding Insider Threat as 1t relat::
whistleblowers. Is there a specific person in OCA through which | should coordinate?
Thanks,
CD- bé
b7C

Classification: UNCLASSIFIED//TO%¥e—
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(DO) (FBI)
From: BEERS, ELIZABETH RAE (OCA) (FB!)
Sent: Monday, March 24, 2014 10:53 AM
To: [ | (DO)(FBI) |(DO) (FBI] |DO) b6
(FBII J(DOXFER b7C
Ce: KELLY, STEPHEN (DOY(FBI] | (0O) (FBI)] |
(OCA) (FBIJ [DO) (FB1y
Subject: Calendar ltems /TMS entries —— UNCLASSIFIED
SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED

TRANSITORY RECORD

b5
b6
b7C

Classification: UNCLASSIFIED

UCS1
Thanks,
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| |Do) (FBI)

©

From: [ PO) (FBI) b6

Sent: Monday, March 24, 2014 11:01 AM

To: BEERS, ELIZABETH RAE (OCA) (FBI) | (Do)(FBIY ] P7C

(DO) (FBN DO) (FBI) Q)(FBI)
Cc: KELLY, STEPHEN (DO)(FBI (DO) (FBI)] |
(OCA) (FBI)

Subject: RE: Calendar items / IMS entries --- UNCLASSIFIED

SentinelCaseld: TRANSITORY RECORD

Classification: UNCLASSIFIED

Beth,

Apologies for any confusion in our conversation earlier today.

[—Jwas in an internal backbrief from the Insider Threat team for CLU 1.

This was not on the Hill, it was internal FBI and informational. :sc

v/r,

From: BEERS, ELIZABETH RAE (OCA) (FBI)

Sent: Monday, March 24, 2014 10:53 AM

To | (DO)(FBI)] 1(DO) (FBL)} [DO) (FBI)] b6

(DOYFBL) b7C

Cc: KELLY, STEPHEN (DO)(FBI)| [DO) (FBIY (OcA) (FBI):|

DO) (FBI) :

Subject: Calendar Items / IMS entries --- UNCLASSIFIED

Classification: UNCLASSIFIED

TRANSITORY RECORD
b5
bé
b7cC

Thanks,
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From:
Sent;
To:

Subject:

SentinelCaseld:

| bo) (FBI)

o) (FBI)
Friday, March 28, 2014 4:16 PM -
KELLY, STEPHEN (DOVFBIY: BEFRS, ELIZABETH RAE (OCA) (FBI)| |

(DOYFBH JOCA) (FBI DOY (FBI
[ [TOONFB. b7C
[ TOOTFBI] DoyEBN] ]
[OCAI (FB] . (DO) (FBIY] IOYGED
[0O) (FBI)

Calendar items --- UNCLASSIFIED

TRANSITORY RECORD

Classification: UNCLASSIFIED

Calendar ilems:

Date and Time:
Event:
Committee/Staff:
Location:

Topic:

FBI Participants:

Other participants:

Classification:
OCA Contact;
OLA Contact:

Patc and Time:

Event:
Committee/StafT:
Location:

Topic:

FBI Participants:

Other participants:

Classification:
OCA Contact:
OLA Contact:

'TRANSITORY RECORD

April 4, 2014 at 2:00 pm

Briefing

Sen. Grassley staff

Hart 135

National Insider Threat Program
[ ]UC, Counterintelligence Division 4D (Insider Threat Investigation: -

None b6
Unclassified b7c

April §,2014 at 2:30 pm

Hearing

Senate Judiciary

Dirksen 226

The Problem of Trade Secret Thefl

Acting Assistant Director Louis Bladel. Counterespionage Section, Counterintelligence
Division

TBD

Unclassified

b6
b7cC

Classification: UNCLASSIFIED
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From: -
Sent: Did4 420 Pl
To: I

Subject: RE: Insider Threat preéentation slide deck

It should be treated as PSHQ, but otherwise there is no problem in sharing.

Thanks,

ve——1
Counterespionage Section, FBIHQ
Co-Director, National Insider Threat Task Force

From{ ]
Sent: Monday, April 28, 2014 2:26 PM

To:l |
Subject: Insider Threat presentation slide deck

3] I

bé
b7C

bé
b7C

bé
b7C

Thanks as always,

b5
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| . b6

From: Kelly, Stephen b7C
Sent: Monday, April E4, 2014 4:30 qt\/l
To: dicianaRen]™ ¢ jidiciarv-Ren)
Cc:
Subject: RETTATormaton ASsUrance I raining - nsiger | hreat
bb
Thanks.
- Stephen
Stephen D. Kelly
Assistant Director
Office of Congressional Affairs
Federal Bureau of Investigation .
| b6
b7cC

From: Kelly, Stephen
Sent: Monday, April 14, 2014 4:15 PM .
To Judiciary-Rep] Dudiciary-Rep) b6

Cc: | b7C
Subject: Information Assurance Training - Insider Threat

As we discussed, it appears that the information assurance training that the FBI requires for all employees includes a
"insider threat" section, along with numerous other sections. It's my understanding that this training is developed by
the Defense Information Security Agency and is available for you to review online at this link:
http://iase.disa.mil/eta/cyberchallenge/launchPage.htm, As you can see at this link, this training has three versions for
DoD, Federal Agencies, and the Intelligence Community. | believe we use the federal agencies version, but | wili confirm
that for you. As! mentioned to you, | apologize in advance because the format of the training is not particularly user
friendly for your purposes. You need to launch the program and then go through a step-by-step process to get to the
section on insider threat, which is a relatively small part of the overall training. This is the format that we have
internally, so we're notimmediately able to provide it to you in another format. Also, as | mentioned, | have gone
through the insider threat piece, which includes several case examples and a series of exercises designed to identify
possiblg insider threat vulnerabilities, but I do not believe there is any mention of whistleblowers or their protections.
That being said, | wanted you to see it for yourself, and let me know if you have trouble accessing this link.

We will look further to see if there are other materials that may be responsive to your request, but | wanted to send this
along now as this training is provided to all employees, as well as the earlier DVDs that were provided earlier.

- Stephen

Stephen D. Kelly

Assistant Director

Office of Congressional Affairs
Federal Bureau of Investigation
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b7cC

From: I:l(.] udiciary-Rep

Sent: Wednesday, ﬁgri! 16, 2014 156 AM

To: KellyStephe . [Judiciary-Rep)
Ce: [ Pudiciary-De
Subject: RE: Information Assurance Trainmg=Trser Trreat

Correction: It looks like we were able to access it on a second attempt.

From |:|(Judiciary—Rep)

Sent: Wednesday, April 16, 2014 10:59 AM

To: 'Kelly, Stephen'] , lJudiciary-Rep) b6
Cc | Qudiciary-Dem | b7cC

Subject: RE: Information Assurance Training - Insider [hreat

We cannot access the intelligence community version from the link you provided. 1t looks like you'll
need to figure out another way to get the relevant portion to us.

From: Kelly, Stephen [mailtol | b6
Sent: Monday, April 14, 2014 4:30 PM b7C
To: Kellv, StephenI ™ Judiciary-Rep);] ] (Qudiciary-Rep)

Cc: lJudiciary-Dem)| |

Subject: RE: Information Assurance Training - Insider Threat

One correction. It appears that we use the Intelligence Community version of this information assurance training, which
includes sections on SC! procedures and working in SCIFs, which are not in the Federal Agencies version. This is the third
option on the link attached to the prior e-mail.

Thanks.

- Stephen
Stephen D. Kelly
Assistant Director

Office of Congressional Affairs
Federal Bureau of Investigation

I b6

[ 1 b

b7cC
From: Kelly, Stephen

Selj._t;_Mgug_aL_AQrii 14, 2014 4:15 PM

To Judiciary-Rep] JJudiciary-Rep)
c
Subject: Information Assurance 1Taming - Isaer Tnreat

b7cC
As we discussed, it appears that the information assurance training that the FBl requires for all employees includes a
“insider threat" section, along with numerous other sections. It's my understanding that this training is developed by
the Defense Information Security Agency and is available for you to review online at this link:
http://iase.disa.mil/eta/cyberchallenge/launchPage.htm. As you can see at this link, this training has three versions for
DoD, Federal Agencies, and the Intelligence Community. | believe we use the federal agencies version, but I will confirm

L




that for you. As| mentioned to you, | apologize in advance because the format of the training is not particularly user
friendly for your purposes. You need to launch the program and then go through a step-by-step process to get to the
section on insider threat, which is a relatively small part of the overall training. This is the format that we have
internally, so we're not immediately able to provide it to you in another format. Also, as | mentioned, | have gone
through the insider threat piece, which includes several case examples and a series of exercises designed to identify
possible insider threat vulnerabilities, but | do not believe there is any mention of whistleblowers or their protections.
That being said, | wanted you to see it for yourself, and let me know if you have trouble accessing this link.

We will look further to see if there are other materials that may be responsive to your request, but | wanted to send this
along now as this training is provided to all employees, as well as the earlier DVDs that were provided earlier.

- Stephen

Stephen D. Kelly

Assistant Director

Office of Congressional Affairs
Federal Bureau of Investigation

b6
b7C
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b6
b7C
From: [ |
Sent: Thursday, January 30, 2014 12;35 PM
To: I Judiciary-Rep)'
Subject: RE: Letter re Insider threat videos
—1 b6
I should have a better picture by this afternoon or tomorrow morning, will follow up with you on any details, b7C
Thanks

[ 1

Froml '(Judiciaty-Rep) [mailtd
Sent: Wednesday, January 29, 2014 3:49 PV
To: — .

Subject: RE: Letter re Insider threat videos

I Have you been able to ind an answer to this question? b6

- b7C
'hank you.

[ 1
I |

Investigative Counsel
Ranking Member Charles L. Grassley
11 S Senate Cammitice on the Judiciary

Froni l(Judiciary-Rep)
Sent: Thursday, January 09, 2014 2:39 PM
To] |

Subject: RE: Lelter re Insider threat videos

Thank you for the very prompt response to Senator Grassley's letter. 1 just got back in the office yesterday after being out b6
on paternity lcave, and reccived the videos then. However, | did want to just cheek—docs this.mean thatthere areno . bTC
other training materials regarding the National.Insider Threat Program or any FBI-specific insider threat program?

Thanks.

Investigative Counsel
Ranking Member Charles E. Grassley
L.S. Senate Committee on the Judiciary




Froml [mailto] : b6
Sent: Tuesday, December 31, 2013 2:29 PM b7C
To| Pudiciary-Rep); CEG (Judiciary-Rep)

Subject: Letter re Insider threat videos

Letter from FBI, response to Sen. Grassley’s of Dec. 17, 2013, requesting copy of videos re: insider threat. Hard copies of
letter and videos were also hand-delivered to SJC Minority office, Dirksen 152 on December 31, 2013.
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A company can often detect or control when an outsider (non-employee) tries o access company
data either physically or electronically, and can mitigate the threat of an outsider stealing
company property. However, the thief who is harder to detect and who could cause the most
damage is the insider-~the employee with legitimate access. That insider may steal solely for
personal gain, or that insider may be a “spy "-—someone vwho is stealing company information or
products in order to benefit another organization or country.

The Insider Threat
An introduction to-detecting and deferring an insider spy.
View printable version (pd)

This brochure serves as an introduction for managers and securify personnel on how (o defect
an insider threat and provides tips on how to sqfeguard your company's trace secrets.

Protect Your Intellectual Property

: 3
By f x ‘Er; i Eﬂl heft of intellectual property is an increasing threat to organizations,
and can go unnollced for months or even years,

There are increased incidents of employees taking proprietary information when they belicve
they will be, or are. searching for a new job.

Congress has continually expanded and strengthened criminal laws for violations of intellectual
property rights to protect innovation and ensure that egregious or persistent intellectual property
violations do not merely become a standard cost of doing business.

A domestic or loreign business competitor or foreign government intent on illegally acquiring a
company’s proprietary information and trade secrets may wish (o place a spy into a company in
order to gain access to non-public information. Altcrnatively, they may try to recruit an existing
employee to do the same thing.

Personal Factors




LT T Y There are a variety of molives or personal situations that may increase
1.« kelthood sors mewill spy against their employer:

Greed or Financial Need: A belief that money can [ix anything. Excessive debt or overwhelming
expenses.

Anger/Reven - Disgruntlement to the point of wanting Lo retaliate against the organization.

Protiems at work: . lack of recognition, disagreements with co-workers or managers,
dissatisfaction witt the job, a pending layolT.

Ideology/Identification: A desire to help the “underdog” or a particular cause.

Divided Loyaltv: Allegiance to another person or company, or t0 a country besides the United
States.

Adventure/Thrill: Yant Lo add excitement to their life, intrigued by the clandestine activity,
“James Bond Warnabe.”

Vulnerability to blackmail: Extra-marital aflairs, gambling, fraud.
Ego/Self-image: An “above the rules” attitude, or desirc (o repair wounds to their self-esteem.
Vulnerability to Huttery or the promise of a better job. Often coupled with Anger/Revenge or

Adventure/Thrill.

Ingratiation: A desire lo please or win the approval of someone who could benefit from insider
information with the expectation of returned favors.

Compulsive and destructive behavior: Drug or alcohol abuse, or other addictive behaviors.
Family problems: Marital conflicts or separation from loved ones.

Organizational Fuctors




The availab 1y «: | case of acquiring proprielary, classified, or other protected materials.
Providing access prvik « - to those who do not need it.

Propriclary or ¢ . ..1.+ rmation is not labeled as such, or is incorrectly labeled.

The ease that somu ... may exit the facility (or network system) with proprictary, classified or
other protected materials.

Undefined policies «egarding working {rom home on projects of a sensitive or proprietary nalure.

ERER D B a e . s .
PR T VTR 8 iThe perception that security is lax and the consequences for theft are

minimal or non-~ 1 at.

Time pressure: Luspioyees who are rushed may inadequately secure proprietary or protected
n-aterials, or  ~ fully consider the consequences of their actions.

Frplorees.  + + r-ned on how to properly protect proprietary information.
Behavioral Indic: dors

Some behaviors - 3 be a clue that an employee is spying and/or methodically stealing fiom the
organization’




h ! Without nced or authorization, takes proprictary or other material
home via documuus. thumb drives, computer disks, or c-mail. Inappropriately seeks or obtains
proprictary or classified information on subjects not related to their work duties.

I derest in mattet. sutside the scope of their duties, particularly those of interest to forc1gn
entitics or b i.ee ' competitors.

U.rece satily copies material, especially if it is proprietary or classificd.
Remotely accesses the computer network while on vacation, sick leave, or at other odd times.

Disregards compa- v computer policics on installing personal software or hardware, accessing
restricted websires zonducting unauthorized searches, or downloading confidential information.
Y ks odd hours . out authorization; notable enthusiasm for overlime work, weekend work,
or unusual scheduics when clandestine activities could be more easily conducted.

Unreported foreign contacts (particularly with foreign government officials or intelligence
officials) or unveported overseas travel.

« Ll _ IShort trips to foreign countries for unexplained or strange rcasons,
U nexplained afflu 1+ buys things that they cannot afford on their household income.

Engages in suspicious personal contacts, such as with competitors, business partners or other
unawborized individuels.

Cwverv.  .ncd by | fe crises or career disappointments.

Shows unusnal int- v in the personal lives of co-workers; asks inappropriate questions
reparding finances »  slationships.




Concern that they are being investigated; leave straps (o detect searches of their work area or
home; scarches for listening devices or cameras.

Many people experience or exhibit some or all of the above to varying degrees; however, most
people will not cross the line and commit a crime.

You Can Make A Difference
Organizations need to do their part to deter intellectual property theft:

o Lducate and regularly (rain employees on sccurity or other protocols.

e Insure that proprietary information is adequately, if not robustly, protected.

o Use appropriate screening processes 1o select new employces.

» Provide non-threatening, convenient ways for employecs to report suspicions.

+ Routinely monitor computer networks for suspicious activity.

o Ensure security (lo include computer network security) personnel have the tools they
need.

Remind employees that reporting security concerns is vital to protecting your company’s
intellectual property, its reputation, its linancial well-being, and its future. They are protecting
their own jobs. Remind them that if they sec something, (o say something.

Get Assistance

Being aware of polential issues. exercising good judgment, and conducling discrete inquiries will
help you ascertain if there is a spy in your midst. However, if you believe one of your employees
is a spy or is stealing company trade secrets, do not alert the person 1o the fact that he/she is
under suspicion. bnt seek assistance {rom trained counterintelligence experts—such as the FBIL
The FBi has the tools and experience to identify and mitigate such threats. If asked to
investigate, the FBI will minimize the disruption to your business, and safcguard your privacy
and your data. Where necessary, the FBI will seck protective orders to preserve trade secrets and
business confidentiality. The FBI is committed to maintaining the conlidentiality and
competitive position of US companies. The FBI will also provide security and
counterintelligence training or awareness seminars for you and your employees upon request.

Recent lasider Theft Cascs

Wen Chyu Lin, a retived research scientist, was sentenced in January 2012 to 60 months in
prison. twao vears supervised release, a $25,000 finc and was ordered to forfeit $600,000. Liu was
convicted in February 2011 of stealing trade secrets from his former employer and selling them
o companies in China Liu conspired with at [east four current and former employees, traveled
throughout China w market the stolen information, paid current and former employees for
material and informntion. and bribed a then-employee with $50,000 in cash to provide a process
manugl and other information.




Kexue Huang was employed by two different US companies. He admitied that from 2007 to
2010 he delivered stolen trade scerets from both companies to individuals in Germany and
China. The stolen materials were used to conduct unauthorized research to benefit Chinese
universities. Huang also pursued steps to develop and produce the trade secrets in China. The
aggregated loss [rom both companics was between $7 and $20 million. Fuang pleaded guilty to
charges of cconomic espionage and theft of uade secrets, and was sentenced in December 2011
10 87 months in prison and three years supervised rclease.

Yuan Li. a former research chemist with a global pharmaceutical company, pleaded guilty in
January 2012 to stealing her employer’s tradc secrets and making them available for sale through
Abby Pharmatech. Inc. Li was a 50% partner in Abby. Between October 2008 and June 2011 Li
accessed her emloyer’s internal databases, downloaded information to her personal home

¢ ymputer. and made them tor sale through Abby. She was sentenced to 18 months in prison.

Elliot Doxer sent an e-mail to the Israeli Consulate stating that he was willing to provide
information from his cmplover that might help Israel. An undercover FBI agent posing as an
Isracli intellizence ofticer spoke to Doxer and established a *dead drop™ where the two eould
exchange information. For the next 18 months. Doxer visited the dead drop at least 62 times.
Doxer pravided customer and employcee lists, contract information. and other trade scerets. e
pleaded guilty Lo one count ol foreign economic espionage and was sentenced in December 2011
1o six months in prison. six months home conflinement, and fined $25,000.

Sergey Aleynikov worked as a computer programimer for a Wall Street company. During his fast
few days a* thar company. he transferred 32 megabytes of proprietary computer codes — a thell
that could have cost his employer millions of dollars. He attempted to hide his activities but the
comnany diseovercd irregularities through its routine network moniloring systems. In December
2100 Aevnikoy was found guilty of theft of trade seerets.

Michael Mitchefl became disgruntled and was fired from his job duc to poor performance, He
kept numerous computer files with his employer’s trade secrels; he enlered into a consulting
agreement with a rival Korean company and gave them the stolen (rade secrets. In March 2010,
I'e was sentenced 1o 18 months in prison and ordered to pay his former employer over $187,000.

Shalin Jhaveri gave trade secrets 10 a person he believed was an investor willing to finance a
business venture in tndia. and conlirmed that the information he had taken {from his employer
was eveything he vecded o start the business. In January 2011, he was sentenced to time served
tone yeor and fifteen davs). three vears probation, a$5,000 fine, and a $100 Special Assessment.

Foamuan dirctock 1 cave of absence [rom her US employer in 2006. While on Jeave, Jin worked
1ot a sivilar compuny in China. A year later. Jin returned to the United States. Within a week of
orretun. she bougie a one-way ticket back to China, and advised her US employer that she was
ready o end per lerce. Jin returned 10 work on February 26, 2007 and for the next two days
downlomded hundreds of technical documents. Qn February 28, 2007, during a routine check at
the carport. neore than 1.000 electronic and paper documents proprietary to her US employer
vre fowad i Jin's fuggage. In 2012, Jin was sentenced to four years in prison and fined$20,000.




Greg Chung spicd for China from 1979-2006. Chung stole trade sccrets about the space shutllc,
the Delta IV rocket and the C-17 military cargo jet for the benefit of the Chinese government.
Chung’s motive was to “contribute to the Motherland.” Ie stole hundreds of thousands of
documents from his employer. He traveled to China under the guise of giving Jectures while
sceretly meeting with Chinese agents. e also used Mak (below) to transfer information back to
China. In February 2010 he was sentenced to over 15 years in prison.

Chi Mak admiued that he was sent to the United States in 1978 in order to obtain employment in
the defense industry with the goal of stealing US defense scerets, which he did for over 20 years.
T2 passed information on quiet electric propulsion systems for US submarines, details on the
Acgis radar systeni. and information on stealth ships being developed by the US Navy. The
Chinese government tasked Mak to acquire information on other technologics. Mak recruited
family members to encrvpt and covertly courier information back to China. In May 2007, Mak
was convicted of conspiracy, failing to register as an agent of a foreign government, and other
violations. He was sentenced to over 24 years in prison.

Report theft of traae scerets Lo your local FBI office or submit a tip online: Lips.fbi.gov
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Congressional Affairs Office

e Congressional Contacts
Event Date: ] 311212014

Classification Level: lUnClassiﬁed
Date ] 03/12/2014 ~  |2014-600 ! () Proactive (O Reactive ]
Entered: - . oo R e
L J Briefing (Y Hearng () sACov (O HQCV () FOC (o) Other Ji f\‘/gt :AC cv 0
Brief Type: Event Date: l 3/12/2014 Event Time:
Entered By: n I Unit: lCLU Il
Topic: Acknowledgement from Grassley slaffe| |thal he did - Division: l
" not respond to FBI's offer more.than a month ago for a briefing on
the-matter of Insider Threat program, and request for a briefing. b6
OCA Contact [ |
Person: *

b7cC

D0OJ Contact: r

Date: l Attended: ]

FBI
Participants:

Other Participants:

- Committees
ISubcommittees

Members/Staff: I:ISrassley staffer

b6
Executive Summary:

b7C
e Insider Threat program brieing

Details of Event:
Acknowledgement from Grassley staffer :hat @

pond to FBI's offer more than a month ago b6
for a briefing on the matter of Insider Threal program. Agent enewed the offer of a brieﬁng.ljl b7C

agreed. Will follow up with prospeclive date/time.
Follow Up Action:
Attachment:

0
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From: | |

Sent: 07, 2014 3:38 PM b6
To: (Judiciary-Rep)' b7C
Subject: RE: Letter re Insider threat videos

following up on a short voicemail | left a moment ago — it looks like a briefing may best answer your
questions on the subject, so perhaps we could coordinate something for the week of the 24™; let me know
how that works and we'll see what we can line up
Thanks,

[ ]

From{ Judiciary-Rep) [mailto] |
Sent: Thursday, February 06, 2014 11:06 AM
To: | ]

Subject: RE: Letter re Insider thréat videos b6

[ 1 o

What were you able to learn? | never heard back from you last week.

Thanks,

[ ]

From| Jnailto | be
Sent: Thursday, January 30, 2014 12:35 PM b7C
To (Judiciary-Rep)

Subject: RE: Letter re Insider threat videos

]
I should have a better picture by this afternoon or tomorrow morning, will follow up with you on any details,
Thanks

From{_|(Judiciary-Rep) [mailta
Sent: Wednesday, January 29, 2014 3:49 pM
To
Subject: RE: Letter re Insider threat videos

[ 1

Iave you been able to find an answer to this question? b6
b7cC

Thank you,

Investigative Counsel




Ranking Member Charles E. Grassley
U.S. Senate Committee on the Judiciary

b6
b7c
From| KJudiciary-Rep)
Sent: Thursday, January 09. 2014 2:39 PM
To:

SubJectr RE: Letter re Insider threat videos

Thank you for the very prompt response to Senator Grassley's letter. 1 just got back in the office yesterday afler being out
on paternity leave, and received the videos then. Flowever, 1 did want 10 just check—docs this mean that there are no
other training materials regarding the National Insider Threat Program or any FBl-specilic insider threat program?

'I‘hzmkf'j

Investigative Counsel
Ranking Member Charles E. Grassley

U.S. Senate Commjttee on the Judiciary

b6

b7cC

From] |[m_ajl__t_c1
Sent: Tuesday, December 31, 3 2:29 PM

To Judiciary-Rep); CEG (Judiciary-Rep)
Subject: Letler re Insider threat videos

Letter from FB, response to Sen. Grassley’s of Dec. 17, 2013, requesting copy of videos re: insider threat. Hard copies of
letter and videos were also hand-delivered to SIC Minority office, Dirksen 152 on December 31, 2013.
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From: [ [Judiciary-Rep) | | b6
Sent: 3:54 PM b7C
To:

Subject: : T e msiger ireat videos

Thanks for looking into updated bricfing dates. and 1 apologize | never got back to you on Lhis before. Again. to reiterate
Senator Grassley's request, if there are any additional (raining materials on the Insider Threat Program, whether intended
FRI-specific or intended for the training of other agencics through the National Insider Threat Program, we would like
those to be produced o the: Committee (hoth majority and minority). If the briefer would like to walk us thraugh such
malterials, that would be great. but any briefing would be most helplul in the context of the materials themscelves.

Best.

[ oo

| | b7C
Investigative Counsel
Ranking Member Charles L. Grassley
U1.S. Senate Committee on the Judiciary
From| [mailtd ] b6
Sent: Friday, February 0/, 2014 5:38 PM b7C
Tq Judiciary-Rep)

Subject: RE: Letter re Insider threat videos

:lfollowing up on a short voicemail | left a moment ago — it looks like a briefing may best answer your
questions on the subject, so perhaps we could coordinate something for the week of the 24" let me know
how that works and we'll see what we can line up

Thanks,

From |(Qudiciary-Rep) [mailtg
Sent: Thursday, February 06, 2014 11:06 AM
To] ]

Subject: RE: Letter re Insider threat videos

bé
What were vou able to learn? [ never heard back frony you last week. . b7C

Fhanks.

From{ |mailto]
Sent: Thursday, January 30, 2014 12:35 PM




Tqd I Judiciary-Rep)

Subject: RE: Letter

re Insider threat videos

bé
b7cC

I should have a better picture by this afternoon or tomorrow morning, will follow up with you on any details,

Thanks

From:: l (Judiciary-Rep) [mailtq
Sent: Wednesday, January 29, 2014 3:49 PM

To3

Subject: RE: Letter

Have you been able

Thank you,

[ 1

Tnveshigalive Counsel

re Insider threat videos

to find an answer (o this question?

Ranking Member Charles 2. Grassley
LLS, Senate Committee on the Judiciary

From|

Pudiciary-Rep)

Sent: Thursday, January 09, 2014 2:39 PM

To:|

]
Subject: RE: Letter re Insider threat videos

bé
b7cC

bé

Thank vou for the very promipt response to Senator Grassley's letter. 1 just got back in the office yesterday afier being ot b7c
on paternity leave, and received the videos then, However, 1did want to just check—doces this mean that there are o
other training materials regarding the National Insider Threat Program or any FBI-specific insider threat program?

Fhanks.

Investigative Couns
Ranking Member ¢
LLS, Senate Comimi

el
harles . Grassley
ttee on the Judiciary

From|

[mailto]

bé

Sent: Tuesday, December 31, 2013 2:29 P

To:l

(Judiciary-Rep); CEG (Judiciary-Rep)

Subject: Letter re ]

Insider threat videos

b7cC




Letter from FBI, response to Sen. Grassley’s of Dec. 17, 2013, requesting copy of videos re: insider threal. Hard copies of
letter and videos were also hand-delivered to SIC Minority office, Dirksen 152 on December 31, 2013.
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December 17, 2013

VIA ELECTRONIC TRANSMISSION

The Honorable James B. Comey; Jr.
Director

Federal Bureau of Investigation
035 Pennsylvania Avenue, N.W.
Washington, DC 20535

Dear Director Comey: ,

On October 28, 2013, 1 received a letter from the Federal Bureau of Investigation
(FBY) in which it indicated that it'had collaborated with the Office of the Director of
National Intelligence (ODNI) on two training videos about the FBI's National Insider
Threat Program. The videos, titled Betrayed and Game of Pawns, were developed
jointly by the FBI's Counterintelligence Division and QDNI's Office of the National
Counterintelligence Executive (ONCIX). The FBI has also produced other insider threat
materials, such as the brochure, The Insider Threat: An In troduction to Detecting and
Deterring an Insider Spy.’

As I understand it, the National Insider Threat Program is the result of Executive
Order 13587, issued by President Obama in October 2011, which established an
interagency Insider Threat Task Force, to be staffed by the I'BI and the ONCIX.2 Italso
directed Executive Branch departments and agencies to develop their own insider threat
programs. The President subsequently issued a Presidential Memorandum in
November 2012 transmitting the National Insider Threat Policy and setting forth
minimum standards for departmental and agency programs.3

These efforts have subsequently received press attention, some of which has
focused on concerns about whether the program adequately protects whistleblowers.

' ederal Bureau of Investigation, The Insider Threat: An Introduction to Detecting and Deterring an
Insider Spy, hitp://www.fbi.gov/about-us/investigale/counterintelligence/ insider_threat_brochure.

« Executive Order 13587 — Structural Reforms to Improve the Security of Classificd Networks and the
Responsible Sharing and Safeguarding of Classified Information, October 7, 2011. Available at
htip://www.whitchouse.gov/the-press-office/2011/10/ 07/executive-order-structural-reforms-improve-
seeurity-classificd-networks-.

J Presidential Memorandun — National Insider Threat Policy and Minimum Standards for Executive
Branch Insider Threat Programs, Nov. 21, 2012. Available at hitp:/ /www.whitchouse.gov/the-press-
olfice/2012/11/21/ presidential-mcmorundum-nutionnl-insider-thrcut—policy-zmd—minimum-stand.

4 For example, Marisa Paylor and Jonathan S. Landay, “Obama’s crackdown views Yeaks as aiding enemies
of U.S.,” MeClatehy (Jun. 20, 2013), available at




The HMonorable James B. Comey, Jr.
December 17, 2013
Pageczof 2

As you know, I strongly believe that whistleblowers play an important role in
safeguarding the federal government against waste, fraud, and abuse. You too stated in
your confirmation hearing that you believe whistleblowers are a critical element of a
functioning democracy. Their willingness lo come forward conilributes to improving
government operations. They often pul themselves at risk of reprisal from their
employers, sometimes being demoted, reassigned, or fired as a result of their actions.
Under the Whistleblower Protection Act and Presidential Policy Directive 19, federal
employees may nol be retaliated against for reporting waste, fraud, and abuse.s

Accordingly, some agencies have taken steps lo prevent the insider:threat
program from chilling whistleblower communications. For example, the Office of the
Inspector General for the Intelligence Community is developing training that integrates
whistleblowing into the agency processes, making the Intelligence Community
whistleblowing and insider threat programs mutually reinforcing.

In order to assess whether. training materials on the National Insider Threat
Program provide adequale guidance on protecting whistleblowers, I respectfully request
that you provide me with copies of Betrayed and Game of Pawns, as well.as copies of
any other training materials regarding the National Insider Threat Program or any FB1--
specific insider threat program. {1 would appreciate receiving these materials by January
14, 2014. 1 know that you consider transparency to be an important value, and T trust
that transparency on this issue will benefit both whistleblowers and our national
securilty,

Should you have any queslions regarding this letter, please contact

[ fmystaff at'

Sincerely,

Charles E. Grassley

Ranking Member

ce:  The IHonorable James R. Clapper
Director of National Intelligence

hup://www.meelatchyde.com/2013/06/20/ 194513/ obamas-crackdown-views-leaks-as, htmi#. Ucey--
vV,

5 Presidential Policy Directive 19, The White House, Oclober 10, 2012,

bé
b7C
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From: {Judiciary-Rep)
Sent: IE&MA{JTPM pe
To: b7cC

Subject: RE: Letter re Insider threat videos

[ ]

Thank you for the very prompt response o Senator Grassley’s letter. 1 just got back in the office yesterday after being out
on paternity leave, and received the videos then. However, | did want to just check—does this mean that there are no
other training materials regarding the National Insider Threat Program or any FBI-specific insider threat program?

Thanks.

1

Tnvestigative Counsel b6
Ranking Member Charles L. Grassley b7C

ULS. Senate Committee on the Judiciary

From:] |[mailto] |
Sent: Tuesday, December 31, 2013 2:29 PM
To: [ (3udiciary-Rep); CEG (Judiciary-Rep)

Subject: Letter re Insider threat videos

Letter from FBI, response to Sen. Grassley’s of Dec. 17, 2013, requesting copy of videos re: insider threal. Hard copies of
letter and videos were also hand-delivered to SJC Minority office, Dirksen 152 on December 31, 2013.
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Congressional Affairs Office
Congressional Contacts

Event Date: ] 1/30/2014 Classification Level: UnClassified

gztgred_ ]g@jj@ggggggg i J2014-522° | © Proactive ® Reactive ]
’
C Brefing QO Hearing O sacov O HQov (O FOC (@ Other gigift gAC cv 0

Brief Type: | EventDate: | 173012014 EventTime: ] :
Entered By | Unit: JeUTT :SC

Topic: {Sen: Grassleysfa?fer:;|inquiwre statusofany ! pivision: ]
ladditional Insider Threat traning details, E
OCA Contact | |
Person: ™~
DOJ Contact: i Date: ] Attended: ,
FBI

Participants:

Other Participants:

Committees
ISubcommittees

Members/Staff: 'Sen, Grassley §taffer|:|

Executive Summary: b6
Sen. Grassley staffer |inquiry re status of any additional Insider Threat training details. ‘ i b7C

Details of Event:

‘Sen, Grassley staffe||:|nquiry re status of any additional Insider Threat training details. Advised staffer ‘
‘that additional details may be available, wil get pagk when/if any available.

Foltow Up Action:
Attachment:

0
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Congressional Affairs Office

N Congressional Contacts
Event Date: | 20712014 Classification Level: iUnCIassiﬁed
Date

F0207/2014" | 552 @ i g ] |
Entored: [l.0207/2004 "7 |2014-552 ’ & Proactive @ Reactive _I

IO priefing (O Hearing () SACCY () HQCV (D FOC (s Other hof SACCV [
Brief Type: i

Event Date: ] 2{712014 Event Time:
Entered Byl I Unit: ’CLU 11

Topic: [ coordinate briefing for Sen. Grassley stafferlZl - Division: i b6
e Insider Threat program training b7cC
OCA Contact |
Person:

DOJ Contact: )

Date: ] Attended: l

FB! |
Participants:

Other Participants:

Committees
ISubcommittees

Members/Staff: I:lstaffer for Sen. Grassley (IA)

. bé
Executive Summary:

b7C
Steps to coordinate briefing for Sen. Grassley stafdelre Insider Threat program training
Details of Event:

‘Steps to coordinate briefing for Sen. Grassley slaffel:lre Insider Threat program training. Questions
sthat staffer has do not lend themselves to yes or no answers, so oriefing in the format of a Q&A is proposed to
staffer through the CD-4D unit,

Follow Up Action: )

Attachment:

0
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Congressional Affairs Office
Congressional Contacts

4/16/2014

Event Date:

Classification Level: UnClassified

Date TTOA0/20TA | - | @ rroact @ React
Entored: ’L ZO4/16/2014" 12014 627 &) Proactive Reactive l
: . . b e v s e et o s 1< . )
(¢ Briefing < i Heanng 1Y SACCV (JHQGCY /2 FOC (e Other VoSACSY T o
Brief Type: Event Date: l 4/16/2014 Event Time:
. Unit: lCLU 11
Entered By: | [ b6
Topic: Grassley staffe||:|e insider threat video training access link  Division® ’ b7C
sent by AD Kelly
OCA Contact
Person:
DOJ Contact: ] Date: ]-—_——- Attended; }—_——‘
FBI
Participants:
Other Participants:
Committees
ISubcommittees
Members/Staff: :Grassley staffer b6
b7C

Executive Summary:
Grassley stafferIZI re insider threat video training access link sent by AD Kelly.

Details of Event:

bé

b7C

Grassle staffer:lre Defense Information Security Agency insider threat video training access link sent by AD
Kellyltlclaimed unable to access, then later acknowledged ability to access link on computer.

Follow Up Action:
Attachment:

0
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