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December 17, 2013 

VIA ELECTRONIC TRANSMISSION 

The Honorable James B. Corney, Jr. 
Director 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, N.W. 
Washington, DC 20535 

Dear Director Corney: 

hlnitcd States ,Senate 
C\Hv1MITH~ (JN iHE .11.li>ll'.i,\H, 

Wi\SHIN!lHlN ll\. ~llh l\l ti,' I~ 

On October 28, 2013, I received a letter from the Federal Bureau of Investigation 
(FBI) in which it indicated that it had collaborated with the Office of the Director of 
National Intelligence (ODNI) on two training videos about the FBI's :National Insider 
Threat Program. The videos, titled Betrayed and Game of Pawns, were developed 
jointly by the FBI's Counterintelligence Division and ODNI's Office of the National 
Counterintelligence Executive (ONCIX). The FBI has also produced other insider threat 
materials, such as the brochure, The Insider Threat: An Introduction to Detecting and 
Deterring an Insider Spy. 1 

As I understand it, the National Insider Threat Program is the result of Executive 
Order 13587, issued by President Obama in October 2011, which established an 
interagency Insider Threat Task Force, to be staffed by the FBI and the ONCIX.2 It also 
directed Executive Branch departments and agencies to develop their own insider threat 
programs. The President subsequently issued a Presidential Memorandum in 
November 2012 transmitting the National Insider Threat Policy and setting forth 
minimum standards for departmental and agency programs.3 

These efforts have subsequently received press attention, some of which has 
focused on concerns about whether the program adequately protects whistleblowers.4 

1 Federal Bureau of Investigation, The Insider Threat: An Introduction to Detecting and Deterring an 
Insider Spy, http://www.£bi.gov/ about-us/investigate/ counterintelligence/insider_threat_brochure. 
2 Executive Order 13587 - Structural Reforms to Improve the Security of Classified Networks and the 
Responsible Sharing and Safe~arding of Classified Information, October 7, 2011. Available at 
http://www.whitehouse.gov/the-press-office/ 2011/10/07 / executive-order-structural-reforms-improve­
security-classified-networks-. 
3 Presidential Memorandum - National Insider Threat Policy and Minimum Standards for Executive 
Branch Insider Threat Programs, Nov. 21, 2012. Available at http://www.whitehouse.gov/the-press­
office/2012/11/21/presidential-memorandum-national-insider-threat-policy-and-minimum-stand. 
4 For example, Marisa Taylor and Jonathan S. Landay, "Obama's crackdown views leaks as aiding enemies 
of U.S.," McClatchy (Jun .. 20, 2013), available at 



The Honorable James B. Corney, Jr. 
I)ecember 17, 2013 

Page 2 of2 

As you know, I strongly believe that whistleblowers play an important role in 
safeguarding the federal government against waste, fraud, and abuse. You too stated in 
your confirmation hearing that you believe whistleblowers are a critical element of a 
functioning democracy. Their willingness to come forward contributes to improving 
government operations. They often put themselves at risk of reprisal from their 
employers, sometimes being demoted, reassigned, or fired as a result of their actions. 
Under the Whistleblower Protection Act and Presidential Policy Directive 19, federal 
employees may not be retaliated against for reporting waste, fraud, and abuse.s 

Accordingly, some agencies have taken steps to prevent the insider threat 
program froni. chilling whistleblower communications. For example, the Office of the 
Inspector General for the Intelligence Community is developing training that integrates 
whistleblowing into the agency prqcesses, making the Intelligence Community 
whistleblowing and insider t~reat programs mutually reinforcing. 

In order to assess whether training materials on the National Insider Threat 
Program provide adequate guidance on protecting whistleblowers, I respectfully request 
that you provide me with copies of Betrayed and Game of Pawns, as well as copies of 
any other training materials regarding the National Insider Threat Program or any FBI­
specifiC'insider threat program. I would appreciate receiving these materials by January 
14, 2014. I know that you consider transparency to be an important value, and I trust 
that transparency on this issue will benefit both whistleblowers and our national 
security. 

___ Should you have any questions regarding this letter, please contac1._ ___ ..... 
___ bf my staff 9 I 

cc: The Honorable James R. Clapper 
Director of National Intelligence 

Sincerely, 

~~ 
Charles E. Grassley 
Ranking Member 

http:/ /www.mcclatchydc.com/ 2013/06/20 / 194513/ obamas-crackdown-views-leaks-as.html #. U ccy-­
vm VHl. 
5 Presidential Policy Directive 19, The White House, October 10, 2012. 
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Week of August 1 - 5, 2011 

Updated: August 5, 2011 (7:00 .::cc:.::"-····-

Date · Time · ·Event To.pie FBI 
... Participants 

Monday, 9:30 a.m. Senate Select Committee Insider Threat Study I 
August 1 on Intelligence Staff Security; SC Randy 

Briefing I I Coleman-CD; 

I 

Monday, 11:30 a.m. Staff Briefing-Senate Community Outreach u9 
August 1 Homeland Security and Efforts/Countering 

Governmental Affairs Violent Extremism 
Committee (CVE) 

Tuesday, 9:30 a.m. Senate Select Committee Insider Threat SC Randy Coleman 
August2 on Intelligence Staff Investigations & & others 

Briefing-I I prevention coordinated 

I by CD 

Other 
_ ·---- ·Participants 

NIA 

DOJIOLA~ 

I I DOJ: OLD 
1Civil Rights! I 

I I; CRSI 
EOUSA/~ I 

DOJIOLA:I 
NIA 

DOJIOLAI 
I 

I 
I! 

I 

I 

I 

I 
I 
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I 

I 
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I ALL I~TIC!N CONTAINED 

I 

Honorable Charles E.· Grassley 
Ranking Member 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Senator Grassley: 

U.S. Department of Justice 

Federal Bureau of .Investigation 

Washington, D.C. 20535-0001 

December 31, 2013 

This responds to your letter to Director Corney dated December 17, 2013, in which you 
requested copies of two training videos about the FBI's Insider Threat Program. The videos. 
titled Betrayed and Game of Pawns, were developed jointly by the FBI's Counterintelligence 
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are 
enclosed and are considered law enforcement sensitive for official use only, so we would requt:st 
that you not disclose the videos further withot1t contacting us. 

If I can be of additional assistance in this or any other matter, please feel free to contact 
me a~ I 

Enclosures 

I - Honorable Patrick J. Leahy 
Chairman 
Committee on .the Judiciary 
United States Senate 
Washington, DC 20510 

1 - Honorable James R. Clapper 
Director of National Intelligence 

Sincerely, 

~D~ 
Assistant Director 
Office of Congressional Affairs 

b6 
b7C 



Honorable Charles E. Grassley 
Ranking Member 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Senator Grassley: 

December 31, 2013 

This responds to your letter to Director Corney dated December 17, 20 I 3. in which you 
requested copies of two training videos about the FBI's Insider Threat Program. The videos, 
titled Betrayed and Game of Pawns, were developed jointly by the ·FBI's Counterintelligence 
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are 
enclosed and are considered law enforcement sensitive for official use only, so we would request 
that you not disclose the videos further without contacting us. 

If l can be of additional assistance in this or any other matter, please feel free to contact 

me1._ ___ ____.! 

lkp. Di11.'<!IC>r'E i 
FA11-Ac1m. nc osures 
1,\l>·CTICI ---· --· ·-·· 
• \l>-t nm. 
1 ,\1>·1111c11 •• _r:·Horiorable Patrick J Leahy 
: \l>,IJ·S , • 

H llir.: -· ~.-·Chairman 
.\tl111, Sen•. . 
ms --·comm1ttee on the Judiciary 
l"h·inlcll. ___ ., -··---:--

t"ln,,nnis;,;-- · Umted States Senate 
Crim. hl\". W sh• DC 20510 
C\'hcT --- ---, •. -- a ··-1ngton, 
Finm1cc 1 H bl J R Cl .lnlh, Res.· -r-·· -0fl0ra e ameS . apper 
lnsrc~tinn -- -DireGtor of National Intelligence 
Ill\, lcch. 

Sincerely, 

Stephen D. Kelly 
Assistant Director 
Office of Congressional Affairs 

1·'"'"""'') ::r:-. F.BrExecSec Room 6147 (TRIM# 13/00/4459) 
Oil oft"~~- ' 
, •11 ... r~h~ffKelly · 
1>11 .. r~,;;;:;;:1··.: Ms:·Beers 
tlll' l'uh. ,\llj; .• E)D,A M b ' F ]d 
on. ,•f'l'ml: k,.;'i,. ~-~:- em er S O er 
lie'\: Memt. 
Sl.'\:Urit, 
Train inµ _ .. _________ _ 

on: ofEEOA --- .. ------ MAIi.ROOM D 
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Honorable Charles E. Grassley 
Ranking Member 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Senator Grassley: 

U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535-0001 

December 31, 2013 

This responds to your letter to Director Comey dated December 17, 2013, in which you 
requested copies of two training videos about the FBI's Insider Threat Program. The videos. 
titled Betrayed and Game of Pawns, were developed jointly by the FBI's Counterintelligence 
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are 
enclosed and are considered law enforcement sensitive for official use only, so we would request 
that you not disclose the videos further without contacting us. 

If I can be of additional assistance in this or any other matter, please feel free to con.tact 
me aq I 

Enclosures 

I - Honorable Patrick J. Leahy 
Chairman 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

I - Honorable James R. Clapper 
Director of National Intelligence 

Sincerely, 

~D~ 
Assistant Director 
Office of Congressional Affairs 
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Honorable Charles E. Grassley 
Ranking Member 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Senator Grassley: 

December 31, 2013 

This responds to your letter to Director Corney dated December 17, 2013, in which you 
requested copies of two training videos about the FBI's Insider Threat Program. The videos. 
titled Betrayed and Game of Pawns, were developed jointly by the FBI's Counterintelligence 
Division and the Office of the National Counterintelligence Executive (ONCIX). The videos are 
enclosed and are considered law enforcement sensitive for official use only, so we would request 
that you not disclose the videos further without contacting us. 

If I can be of additional assistance in this or any other matter, please feel free to contact 

me a~ I 

llcp. Director E J 
FAIMdm. . llC OStlres 
1,\1).(;Tl('I ··-··· - •••• 

\().( nm, 

I •\l)-lt1ldl. .-r::uo,iorable Patrick J Leahy 
: \ll-1 I·<: • 
\-,L IJir.: • -_ _- Chairman 

.\dm, S~I'\'. • 
1·J1s 

11 
.• ---committee on the Judiciary 

l'tn111c . tf . d S crncon,,;,;1;--· nrre tates Senate 
l'rim. hw. W sh' DC 20510 Cvhcr ___ --- _ .. __ a ... 1ngton, 
l'inm1cc 1 H bl J R CJ Info, Res~· ·r-•· -011(:)fa e ameS . apper 
""rc~rion -- -DireGtor of National Intelligence 
In, h:ch. 

Sincerely, 

Stephen D. Kelly 
Assistant Director 
Office of Congressional Affairs 

'""""'."'.~ :r:.,_EB[ExecSec Room 6147 (TRIM# 13/00/4459) 
I )II, ol ( 'e'f~· > 
1111 ... r~1r~ffKelly 

t,1un, 
, ,11.,,nn,,·11. J·:: M:cBeers 
t >1l. ('uh. ,\Iii, .• eaA M b ' F Id 
on: ,11'l'm1: kctp. ~-'='~-em er S O er 
lh.\.'. J\fontt. 
Sc..:urit, 
Training _________ .., __ 

on: ofEl::OA ___ ., ___ _ MAIi.ROOM 0 
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Event Date: 

Congressional Affairs Office 
Congressional Contacts 

Classification Level: F 
Date 
Entered: 

I .0~110,?Q.13 - j2013-280 ·- 9P~~~~ti:'._e____ @ -~e~cti::'~ __ __l 
Q Other - - -f # of SAC CV r---o 
·---- ...... J Visits: l u 

Brief Type: 1Member Event Date: r 
Entered By: .. ! _________ _. 
Topic: Insider Threat/ Bo Jiang/ Shane Todd 

6/6/2013 

Unit: ]cLUI 

Event Time: 

Division: 

12:30 PM 

OCA Contac r--------,. ____________________ _ 
Person. 

Date: 16/6/2013 Attended: DOJ Contact: I 
,!:::::::;;::::;::::=::;=-----------------

Pa rt i c i pa~:: 1g~b V1~::~t Lisi! 
SC Mark Bartek 
......... It ..... o• t 

Other Participants: ---~------------------------­none 

/s b
Comm!ttees House Appr~priatlons Subcommittee on Commerce Justice Science and Related 

u committees Agencies(HAC CJS) 

Members/Staff: Rep. Frank Wolf, staffel .. _____________ _ 

Executive Summary: 

,Insider Threat' .. ! _______ ....,! 
Details of Event: I On 06/060013 lbe FBI nmvided a dassi'ed brieWlA IA Ben Frank w,, and staff· 1\ tpslder Threat ,m,ram to 

Follow Up Action: 

none 

Attachment: 

Q 
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Congressional Affairs Office 
Congressional Contacts 

Event Date: 

Date 
Entered: 

'03/·121?01'41 

Classification Level: J Unclassified 

J2014-600 L" _QP,r.?ac~y_e _____ o Reactive. ·--' 
----

·o Briefing () Hearing ( ) SAC OJ () HQ CV O FOC @ other l # of SAC CV 
-;:::===::::_-____________ -----~Visits: 

BriefType: Event Date: Event Time: 

Entered By: l._ _______ ....,r 
3/12/2014 

Unit: jcLU II 

Topic: Acknowledgement from Grassley staff~ I that he did 
not respond to FBl's offer more than a month ago for a briefing on 
·the matter of Insider Threat program, and request for a briefing. 

Division: 

OCA Contact _,.==================;;r----------------------
Person::,._ ________ __. 

DOJ Contact: 

FBI 
Participants: 

Other Participants: 

Committees 
/Subcommittees 

Members/Staff: ._! ____ __,!Grassley staffer 

Executive Summary: 

,._ __ _.re lnside(Threat program brieing 

Details of Event: 

Date: Attended: 

Acknowledgement from Grassley staffe~ lhat he did not respond to FBl's offer more than a month ago 
'for a briefing on the matter of Insider Threat program. Agent! ! renewed the offer of a briefing,! I 
agreed. Will follow up with prospective date/time. 

Follow Up Action: 

Attachment: 
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Event Date: 

Congressional Affairs Office 
Congressional Contacts 

Classification Level: 

Date 
Entered: 

'04/0.11~Q1~' J2014-612 

_fessilled ___ _ 

0 Proactive f!!) Reacti~;-· ·-! 

C Briefing (•J Hearing O SAC 0/ ':'; HQ 0/ 0 FOC 0 Other 

BrlefType: 
·---------------~-~-:--_-;;:.::.::.::=-·=::,-~· --

Member Event Date: 3/24/2014 Event Time: 

Entered By: J: ,_! _______ __. Unit: )CLUI 

#of SAC CV JO 
Visits: 

4:30 PM 

Topic: HPSCI FY 2015 Budget , Division: jNSB 

OCA Contact 
Person:,__ _________ _. 

DOJ Contact: )NIA 

FBI IEAD McCabe 
Participants: 

Other Participants: joHs-i&l,_ ___ _. 

Date: ]4/1/2014 

Committees House Permanent Select Committee on lntelligence(HPSCI) 
/Subcommittees 

Attended: 

Members/Staff: Miller, King, Schiff, Rooney, Pompeo, Conaway, Nunes, Heck, Himes, Sewell. Bachman 

Executive Summary: 

Fiscal Year2015 HPSCI Member brief on FBI budget 

Details of Event: 

The brief was held al a classification level that precludes most information discussed from being entered into this 
log. Mr. Miller acted as Chair and opened the brief with positive remarks and praise for the FBI and a negative 
opening statement regarding DHS-INA past performance. He primarily wanted to hear from FBI about the state of 
,the Insider Threat Program and current levels of resources dedicated to Cyber matters. Mr. King left the Hearing 
immediately following roll call and did not participate. Mr. Shiff mainly asked about FBI plans moving forward for 
'Insider Threat c ber and surveillance matters. Mr. Conawa ask d about NSRP. surveillance capabilities, the FBI 

All of his questions were answered with no get­
.,_ac-s-. --r"". H'"'e-c"'k_w_a_s_c_u_( .. 1o_u_s_a,..bo_u..,.t_w.,.h""ic""h-a-re-a-s""t""h-e""B,..u-re-a-u""'is-w-::"!!ilting lo accept risk, in light of decreasing budget. 
No get-backs for Heck. Ms. Bachman's only questions were about FBI linguists and were answered to her apparent 
satisfaction. No get-backs for Bachman. More details are included in the TS/SCI level IMS. 

Follow Up Action: 

For Mr. Miller-Are all FBI computers, both NIP and non-NIP, auditable?! bdvised he would provide answer 
after confirming. For Mr. Schiff-Wants specific percentage of FBI CT work bot.h before and after 9/11,! I 
advised he would get actual numbers. 

Attachment: 

Q 
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Congressional Affairs Office 
Congressional Contacts 

Event Date: Class1 1cat1on Level: UnClasslfie 4/4/2014 .fl . I d 

Date 
Entered: f ·.Q5f?9/~014 • }2014·698 r--(~~r~5.t~~e .... ~~·~ ?~-~=-;ctive ~= 
Brief Type: Event.Date: 

Entered By:._! ________ __. 

4/4/2014 

Unit: jcLU H 

Event Time: 

Topic: •Briefing for Grassley staffers re9arding FBl Insider Threat Program Division: 

OCA Contact --------------------------------Person:.__ _________ __, 

DOJ Contact: 

Partloipa~~' 1"1 .. _____ _. 
Other Participants: 

Committees 
/Subcommittees 

Members/Staff: 

Executive Summary: 

Date: J 

Briefing for Grassley staffers regarding FBI Insider Threat Program 

Details of Event: 

Attended: 

Briefin for Grassle staffers regarding FBI Insider Threat Program. This briefing was coordinated in advance with 
staffe .._ ___ ..,...wh1 reques1ed a briefing speclficatl on the FBI Insider Threat program - no other topic was 
propose or requested b o be brtefed. After U • duced himself and noted his role among other 
things as al lot the Insider Threat Task Force, sta e opened with a remark that FBI videos did not 
distinguish Insider Threat from whistleblowers. Agen __ .,..... __ _.eminded staffers that FBI was there, per 

j !request, to brief on the topic of Insider Thre,<3,!.!::12jlrarn. and invited staffers to ask questions regarding the 
Insider Threat program, and noted lo staffers that Uq__Jwas not there to brief on matters regarding 

~blowing. Reference was made to a website that may provide guidance for propspective whistleblowers. UC 
j__Jloted that. as far as he knew, if someone is a whistleblower then any investigation under Insider Threat is 
suspended; he further noted that he was not asked or prepared to brief on whislfeblowinq, and was ready, willing, 
and able to to proceed with briefing on the matter of the Insider Threat program. Staffer~ !efused 
to keep to the subjec~;fJosiciec Threat program, and instead badgered exclusively for statements regarding 
whislleblowing. Agefl!_ I again reminded staffer nr--1 that they had requested nnh, foe ao 
,briefing on the Insider hreat program, and Age ...,_...,......,. .. rea to 'flie""sla1fers tbe cooreot of staffe[ I 
email that requested a briefing only on the topic o ns1 er hreat program. Agent! ! further t~rs 

-=au.·uney want a briefing in the future on whistleblowing, then they should make that request. StaffersL__Jnd 
efused and continued their badgering with questions unrelated to the Insider Threat program. Grassley 

_______ ....,...ontinued bad faith rendered the purpose of the instant briefing null. and FBI departed. 

Follow Up Action: 

Attachment: 

•.Q 
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Event Date: 

Date 
Entered: 

Congressional Affairs Office 
Congressional Contacts 

Classification Level: JciassiReel 

)2011-96 O_Pr_o_ac_ti_ve ____ Ci; ReacUve _ l 

NSI:CG 

I@ Briefing 

'---· 
. 0 Hearing () SA~ ;;--0-H-Q CV 0-F-OC-- () ~ti~~~---, # of SAC CV 

·------.,. --=====::::::::.--·-----'-Visits: 
JO 

Brief Type: Event Date: 3/24/2011 Event Time: 

Entered By: J ·• I Unit: }cLUI 

Topic: Senate Appropriations/Commerce, Justice, Science subcommittee Division: ]FD 
staff briefing, re: FY 2012 Budget Rollout (.;laesiReel~ 

OCA Contact 
Person: .__ _____ __, 

DOJ Contact: !.._ _____ _ Date: )3123/2010 Attended: 

Part1c1pants: I. JFDt 
. • FBI :DAD.Janicie La:mbert (FD) 

I .. ~ .. :~. 
Other Participants: NIA 

Committees 
/Subcommittees Senate Appropriations Subcommittee on Commerce Justice Science and Related 

Agencies(SAC CJS) 

Members/Staff: .. s=!a:.:.:ffl.!:==::::;=:~I, (majority staff clerk-Sen. Mikulski) 
I (majority staff- Sen. Mikulski) 

Executive Summary: 

Details of Event: 

~T/!401'019<1Q 

(U) SAC/Commerce, Justice and Science (CJS) subcommittee majority staffer 
were briefed on the FBl's FY 2012 Budget request by FD's DAD and three FD/~B-ud"'"g-e"'"t-s~ta~ffr-. _______ __, 

· ~The briefing was very well received by the SAC/CJS staffers. The "get backs" from FD to the staffers include 
·the following: justification information on the-construction base figures, including the shortfall~ I 
,construction cuts; a "cheat sheet· version of budget figures for Sen. Mikulski's use; information on the ·Insider 
Threat" portion of the Foreign Intelligence budget, i.e., Is it a new initiative or included in the base funding figures: a 
.request for a demonstration of the ne 1.-------.-...- ..... ...--..,,...---...-"l"'"n unclassified version of 
the PPT presentation used for the brie mg; an , a request for a nefing on the proposed closure of several Resident 
Agencies (RA's), as well as a map of the FBl's Field Offices.~.ii~§'.!'IM8Fefitl4 

Follow Up Action: 

1· Justification information on the construction base figures. including the shortfalls r ~onstruction cuts; 
2- a ·cheat sheet" version of budget figures for Sen. Mikulski's use; information on the "Insider threat" portion of the 
Foreign Intelligence budget, i.e., is ii a new initiative or included in the base funding figures; 3- a request for a 
demonstration of the nef !4· an unclassified version of the PPT 
presentation used for thl! bfleling; ahd,5-a request tor a bnehng on the proposed closure of several Resident 
,Agencies (RA's). as well as a map of the FBl's Field Offices. 

Attachment: 
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Congressional Affairs Office 
Congressional Contacts 

Event Date: 

Date 
Entered: 

!0 Briefing 

Brief Type: 

Classification Level: )unclassified 

}2011-244 0 Proactive 

Event Date: ] 5/25/2011 Event Time: 

Entered By: n._ _________ ., Unit: jcLU II 

Topic: 1Boslon SAC Richard Deslauriers Courtesy Visits • Daf 2 of 2 Division: J 

OCA Contact 
Person:'"----------

DOJ Contact: JNiA 

FBI ]Boston SAC Richard Deslauriers 
Participants: 

Date: J Attended: 

Other Participants: i-,.,.------------------------------None 

Committees 
/Subcommittees 

Members/Staff: 

Executive Summary: 

Details of Event: 

SAC Deslauriers conducted courtes epresentalives, Senators and·lheir corresponding 
staff: Rep Michaud (D • 2nd ME._ __ ,...,......,...,..--......,,,....... Rep Keating (D - 10th MA)/Garreli I 
Senator Ayotte (NH)/Samantha o erts o n awrence; Rep Langevi . Hake & Christopher 

I ~ Rep Keating (D • 1oth Mlt iRep Olver (D -1st M Sen Scott Brown (MA)/ 
en J. Reed (Rlj ~:; lCJbilebruse (RI.~ .,. ___ ..,..-._en John 

, Rep McGovern (D - 3rd MAI : Rep Mic au requested that the 
SAC cons'"u""t-w"'"1t ...... ,..a .. m-e',_s_. Attorney to review the States repoiroowmg an officer-involved shooting at a VA 
hospital which resulted in the death of one of Rep Michaud's constituents (constituent's family, also constituents, are 
petitioning for a federal review). It was fun lo note that Rep Keating's office was once occupied by John F. 
•Kennedy. Senator Ayotte was extremely supportive.of the FBI and very knowledgeable about FBI-related issues 
(such as the Patriot Act). She expressed strong support to help the FBI achieve its mission. She mentioned a visit 
she had earlier in th~ day with an executive with Microsoft who explained to her that Microsoft has developed a new 
imaging technology that could be used to combat child pornography. Microsoft would like lo offer this software to 

~he fede~al gove~nment for free ifth 1v~:~~i~:~::: ::lelpful. Sen Ayotte's office provided.the followi;a cont;,I 
mtm:at100 at Mtcrosoft for folloW·Ufl ------· ... _Microsoft Federal Government Affa1rsJ __ ._J 

! • microsofl.com. Repe 1 , 1ed that his career aspiration as a young man etore 1s 
accien( was to ecome an FBI Agent. His staffers had follow-up issues regarding Cyber threats and Cyber 
·security. Specifically mentioned was the recent Cyber IG report that was critical of the FBI, yet the staffers' 
interaction with the private sector implied great confidence in the FBl's abilities to investigate intrusions. The other 
slaffej jwanted to know what more the FBI is doing or could do to prevent future problems like 
"Wikileaks". The re uested a " e back" re ard·ng the National Insider Threat Program and SAC Deslauriers 
mentioned tha.._ ...... ...,......,......,--,,,,....,-.,.,,..,.....,.,.might be good choices for that. Sen Whitehouse mentioned that 
he wlll be sponsoring leg1slal1on wit Sen Kyl addressing "Cyber Security Public Awareness" and wanted to know 
more about what the FBI does in that arena. Sen Whitehouse's biggest concern right now is that when someone 
becomes a victim online (e-mail, Internet, etc.) they don't know where to tum for help. Sen Whitehouse wants to 
make sure that the government has solutions to offer the public when they find themselves as online victims AND he 
wants the.public to know (public awareness campaign) immediately where they should turn to find that help. All 
visits were friendly and pleasant. A~t up appoi~r SAC Deslauriers with Representatives Neal 
(D- 2nd M~ !(D- 8th MA1.,_j' • 1St ME)'L__J' • 1st NH) and Senators Snowe (ME) and 
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Congressional Affairs Office 
Congressional Contacts 

Shaheen {NH) were unsuccessful. Rep Frank (D - 4th MA) declined an invitation to meet with SAC Deslauriers in 
'D.C. because they have met each other on several occasions previously. 

Follow Up Action: 

None. 

Attachment: 
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Event Date: 

bate 
Entered: 

8/
1
/2011 Classification Level~-·- 1,1.i;sifled- .· . .. 

Jk',:-;o""'s ... ,.1 ... 2""'r?.-O_-j,1'""'r,..,..~ J2011-341 L __ QP.r9acti~-- --·- - 0 ~~~!i_':'.e __ ·-r 

Brief Type: 

Entered By: j ~- - ,,,; - .J. 

Topic: Insider Threat Study 

Event Date: 

... 
. I 

8/1/2011 

Unit: jcLUI 

Event Time: 

Division: JsECD 

OCA Contact..--------,.-----------------------
Person:L--------' 

DOJ Contact: .===-==-~r-------

Participants: 
FBI Jue 1..I ___ _.j SC Patrick Reidy 

Other Participants: N 
one 

Date: j7t27/2011 

/s b
Comm!ttttees Senate Select Committee on lntelligence(SSCI) 

u comm, ees 

Members/Staff: L.! ____________ _. 

Executive Summary: 

Details of Event: 

Attended: 

:(U) The brief was requested by slaffe~,,11,.-_____ _.~s part of the Insider Threat Study being conducted by the 
Audit and Oversights Staff of the ssd1. 

)() Ucc::::::}rovided a comprehensive overview of the Enterprise Security Operations Center's (ESOC)programs 
and capabilities of detecting and recording unauthorized access to the computer systems of the FBI. The programs 
used and future plans forthe ESOC to address the insider threat were discussed, Cooperation and interaction 
wilhin the FBI and the intelligence community were described. 

Follow Up Action: 

(U) Staff requested the Circular number for one 0MB 
circular regarding encryption 

Attachment: 
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Event Date: Classification Level: Jc1ass111ea 

I 
. 

Date,, (Q8/,1Y~9f1: .] 
Entered: · 

)2011-340 
r·.--·--
; Proactive i-------- 0 Reactive 

[C-) Bri~fi;--o Hearing O SAC 01 0 HQ 01 O FOC O Other I # of SAC CV to 
Visits: J v ------------------- ... _-_-----... -------------__________ __, 

Brief Type: .Staff Event Date: } 8/2/2011 Event Time: 

Entered By: ): , Unit: )CLUJ 

Topic: Insider Threat Study Division: Jco 
OCA Contact 

Person.-------

DOJ Contact:..=======::::;"'----- Date: )7127/2011 " Attended: 'j 

Participants: -
FBI lsc Randall Coleman, AS9~ ____ Pc ... l _____ .. 

Other Participants: N 
one 

/s b
Comm!ttttees Senate Select Committee on lntelligence(SSCI) 

u comm, ees 

Members/Staff: 

Executive Summary: 

Details of Event: 

.(U) The brief was requested by staffert I as part of the Insider Threat Study being conducted by the 
Audit and Oversights Staff of the SSC!. 

~SC Coleman outlined the Counter Intelligence Division's (CD) approach to combali~g the insider threal problem, 
:both within the FBI and the intelligence community (IC)as a whole. He discussed the outreach and education 
program including the use of the movie "Betrayed" and training programs. The cooperation between agencies in 
prevention, deterrence and investigation was described. Coleman also detailed the CD's role in carrying out 
investigations of unauthorized disclosure and espionage throughout the IC. The staff asked a variety of questions 
relating to the topic. 

Follow Up Action: 

(U) Staff requested the statutory language relating to a SS00,000 reward for information leading to arrests in counter 
intelligence investigations. They also requested the workinq title to an Executive Order relating to Insider Threat. 

Attachment: 

Q 

b6 
b7C 

b6 
b7C 

b6 
b7C 



Congressional Affairs Office 
Congressional Contacts 

Event Date: Classification Level: )unclassified 

Date 
Entered: 

- I __ O_P_ro_a_ct_iv_e __ __,._@_!l_~~a~ti'I_: ,_J 
! () Br;i'~g Q Hearing () SAC OJ O HQ OJ -@-~O~ - - () Oth;r--i # of SAC CV JO 
, --------------·---;:::===::.::.::.::.-:.-:.-:..-:.,-------' Visits: 

Brief Type: Event Date: j 8/31/2011 

Topic: 

Unit: JFO 
Senator Johnson staff visit to FBI Milwaukee 

OCA Contact )BEERS. ELIZABETH 
Person: 

DOJ Contact: ln·one 

FBI ISAC Nancy McNarnera 
Participants: 

Date: J 

Event Time: 

· Division: JFo 

Attended: 

Other Participants;------------------------------
None 

/Sub~~~~:~;::: Senate Appropriations Subcommittee on Commerce Justice Science and Related 
Agencies(SAC CJS) 

Members/Staff: !,__ ____ __. 

Executive Summary: 

Details of Event: 

Staffer requested support from Finance Division to stop by the MW FO during a scheduled visit to the state. 
I ttaffs Sen. Johnson (R-WI) who sits on our appropriations subcommittee. SAC McNamara met with the 
·staffer and provided a backbriefto OCA. Overall! hiessage was that the Senator is very supportive of 
the FBl's mission and wants to restore any funds that the FBI is slated to lose. However, the Senator is also 
concerned about overlapping missions throughout the USG. In addition, he is interested in Cyber and whether is 
USG is efficiently meeting that mission requirement. SAC McNamara highlighted three issues that she briefed: 1) 
·responding to Cyber concerns, SAC focused on the insider threat issue and everything that the FBI is doing lo lock 
·down our systems and address vulnerabilities. She is going to talk with CD DAD Anderson about providing the 
:staffer with a copy of the movie "Betrayed" produced by CD. 2) SAC spoke specifically about cost savings 
·measures in MW • i.e. they've parked cars. She also talked about the RA closings and how. more than just saving 
·rent money. it's abiut gaining efllciencies via the consolidation. 3) Finally, they talked about HIDTA and the SAC 
advised! • hat based on her experience in MW, it is an area where there may be some mission overlap. 
She was clear lo say that she didn't speak for the HIOTA program, but only about her experience in MW. 

Follow Up Action: 

•None. 

Attachment: 
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Date 
Entered: 

1,1/.17/201~ 

Congressional Affairs Office 
Congressional Contacts 

Classification Level,..= __ J;...unclassified __ 

]2011-479 0Proact~v: _____ _ 0 Reactive I 
.,. -· - -·· .._l 

I@ Briefi_n_g-- () H;ring_Q_s;c c~···-(5" ~Q cv --()-;;~·-· ___ O_o_tt,;r---1 # of SAC cv JO 
i---·------------· --- .. ---_-_-,:_-_-_-_-_-_-----.:;------·· .J Visits: 

Brief Type: Staff Event Date: 11/16/2011 

Entered _By: ) . L.I ____ ____.r Unit: jcLU II 

Topic: ·Congressional staff visit to Defense Security Service 

OCA Contact Lr------..1 
Person: 

Event Time: 

· Division: 

DOJ Contac-------,.-------
Date: J 11110/2011 

FBI IFBI-Phila; SA! 
Participants: s11 ... ____ __. 

10:00 AM 

Attended: 

Other Participants: J . . . 
. Defense Security Service staff: Center for Development of Security Excellence (COSE) 

Committees Other 
/Subcommittees 

Members/Staff: Staff for; 

Executive Summary: 

Sen. Chris Coons 
Sen. Frank Lautenberg 
·Rep. Frank LoBiando 

'FBI Phila participated in a DSS presentation on insider threats and defensive briefing for govt contractors and 
Congressional staffers. 

Details of Event: 

sie:::::]and s1 !introduced FBI video "Betrayed''. followed by slides about most significant threats to 
information and ecamy mceo by government contractors and personnel. 

Follow Up Action: 

None 

Attachment: 
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CQ CONGRESSIONAL TRANSCRIPTS 
Congressional Hearings 
Feb. 10, 2011 - Final 

House Select Intelligence Committee Holds Hearing on 
Worldwide Threats 

ROGERS: 

· We'll call the committee and we'll come to order. 

I want to welcome Director Clapper and our other witnesses this morning. They are very busy 
people. 

And I appreciate you all taking the time today away from that important work from your 
agencies to participate in today's hearing. 

Please pass along our thanks and appreciation to the men and women in your agency for their 
commitment and dedication in the defense of the United States. We are eternally grateful for 
their sacrifices. 

I also want to welcome Dutch Ruppersberger as the committee's new ranking member. He is a 
solid leader. His dedication and talent will serve the committee and country well. 

Dutch is also a friend, and I look forward to working with him to foster the strong bipartisan 
energy that we're going to need to lead this committee to our oversight responsibilities and to 
keep America safe. And of course it never hurts to have a former prosecutor on your side. 

I'm looking forward to the discussion of threats in the witnesses' statements this morning, and the 
questions and answers that follow. 

Before we get to that, I want to talk a moment about where I would like the committee to go in 
the new Congress. And we've had the opportunity to talk with each of you about that direction, 
from reasserting oversight to taking a strong evaluation of the 10 years wher~ the budget has 
grown exponentially and changed significantly; the budget, cyber issues, leaks and many others. 

On reasserting oversight, it's a profound honor and a tremendous responsibility to assume the 
role of the HPSCI chairman in such an important juncture in our nation's history. 

The U.S. intelligence community is vital to defending our nation from many threats that we face. 
I have no doubt that the hard work of our intelligence professional is one of the primary reasons 
there has not been a successful major attack in the homeland since 9/11, despite numerous failed 
and disrupted plots and Al Qaida's unrelenting efforts to attack the United States. 



I don't believe it's been deployed on every nod~, but I will get back to you on that for the record, 
sir. 

LANGEVIN: 

Director Mueller? 

MUELLER: 

I would say that what has been in place for a couple of years it called the National Cyber 
Investigative Joint Task Force, is a hub of identifying an early -- attributing attacks, big, larger or 
small. You have all of the relevant agencies there and the expertise and the tie-in into the 
rel~vant agencies. 

If it -- if it turns out to be an attack by your -- your high school student down the street, then we 
obviously would take it'd be a crime. More particularly that, it goes to the question of stopping 
an attack, depending on the -- from whence the attack originates, you would have people at the 
table there who have the capability of doing it. If it originates overseas, certainly NSA, CIA, and 
others. If it originates in the United States, we would have jurisdiction. If it comes to the -- in 
putting a wall on between the attackers and particular entities within the United States, DHS 
would have a role. 

But we have a focal point that identifies immediately the attack and then immediately tries to 
deterring the focus of that -- that attack and utilize all of the capabilities we have to address it, 
regardless of whether it's in the intelligence side or the -- or the law enforcement side. 

LANGEVIN: 

Let me tum quickly to some of the things we're talking about, especially with respect to 
protecting dot-mil and -- and -- and dot-gov, our perimeter defenses. What is our level of 
progress in being able to protect against -- and dealing with the insider threat, as it relates to 
cyber? 

CLAPPER: 

Well, that's -- that is -- that issue has -- has come to the fore and been reaffirmed by the 
WikiLeaks disclosures. And certainly within the intelligence community, at least, we -- we have, 
I think, a strategy and embarked on an improvement program to attend to the insider threat, 
whether it's WikiLeaks or any -- any sort of insider threat through better identification of people 
who are on networks, controlling movable media, and most importantly -- and this applies for --
to several purposes -- auditing and monitoring. · 

And we're -- our progress is uneven to this point. And we've embarked on a campaign to -- to 
police that up, particularly within the intelligence enterprise. 
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December 17, 2013 

VIA ELECTRONIC TRANSMISSION 

The Honorable James B. Comey, Jr. 
Director 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, N.W. 
Washington, DC 20535 

Dear Director Comey: 

l:lnitrd iStates Senate 
f\lMl\fllTTH: ON IHE ,IUi>ICit',H, 

W1\SHIN1;10N Dt tilhh) nV~• 

On October 28, 2013, I received a letter from the Federal Bureau of Investigation 
(FBI) in which it indicated that it had collaborated with the Office of the Director of 
National Intelligence (ODNI) on two training videos about the F~n's National Insider 
Threat Program. The videos, titled Betrayed and Game of Pawns, were developed 
jointly by the FBI's Counterintelligence Division and ODNI's Office of the National 
Counterintelligence Executive (ONCIX). The FBI has also produced other insider threat 
materials, such as the brochure, The Insider Threat: An Introduction to Detecting and 
Deterring an Insider Spy.1 

As I understand it, the National Insider Threat Program is the result of Executive 
Order 13587, issued by President Obama in October 2011, which established an 
interagency Insider Threat Task Force, to be staffed by the FBI and the ONCIX. 2 It also 
directed Executive Branch departments and agencies to develop their own insider threat 
programs. The President subsequently issued a Presidential Memorandum in 
November 2012 transmitting the National Insider Threat Policy and setting forth 
minimum standards for departmental and agency programs.3 

These efforts have subsequently received press attention, some of which has 
focused on concerns about whether the program adequately protects whistleblowers. 4 

1 Federal Bureau of Investigation, The Insider Threat: An Introduction to Detecting and Deterring an 
Insider Spy, http://www.fbi.gov/about-us/investigate/counterintelligence/insider_threat_brochure. 
2 Executive Order 13587 - Structural'Refoi:ros to Improve the Security of Classified Networks and the 
Responsible Sharing and Safegµarding of Classified Information, October 7, 2011. Available at 
http://www.whitehouse.gov/the-press-offi~e/2011/10/07/executive-order-structural-reforms-improve­
security-classified-networks-. 
3 Presidential Memorandum - National Insider Threat Policy and Minimum Standards for Executive 
Branch Insider Threat Programs, Nov. 21, 2012. Available at http://www.whitehouse.gov/the-press­
office/2012/11/21/presidential-memorandum-national-insider-threat-policy-and-minimum-stand. 
4 For example, Marisa Taylor and Jonathan S. Landay, "Obama's crackdown views leaks as aiding enemies 
of U.S.," McClatchy (Jun.20, 2013), available at 



The Honorable James B. Corney, Jr. 
December 17, 2013 

Page2 of2 

As you know, I strongly believe that whistleblowers play an important role in 
safeguarding the federal government against waste, fraud, and abuse. You too stated in 
your confirmation hearing that you believe whistleblowers are a critical element of a 
functioning democracy. Their willingness to come forward contributes to improving 
government operations. They often put themselves at risk of reprisal from their 
employers, sometimes being demoted, reassigned, or fired as a result of their actions. 
Under the Whistleblower Protection Act and Presidential Policy Directive 19, federal 
employees may not be retaliated against for reporting waste, fraud, and abuse.s 

Accordingly, some agencies have taken steps to prevent the insider threat 
program from chilling whistleblower communications. For example, the Office of the 
Inspector General for the Intelligence Community is developing training that integrates 
whistleblowing into the agency processes, making the Intelligence Community 
whistleblowing and insider threat programs .mutually reinforcing. 

In order to assess whether training materials on the National Insider Threat 
Program provide adequate guidance on protecting whistleblowers, I respectfully request 
that you provide me with copies of Betrayed and Game of Pawns, as well as copies of · 
any other training materials regarding the National Insider Threat Program or any FBI­
specific insider threat program. I would appreciate receiving these materials by January 
14, 2014. I know that you consider transparency to be an important value, and I trust 
that transparency on this issue will benefit both whistleblowers and our national 
security. 

d hould you have any questions regarding this letter, please contact! 
fmystaffat! I . . ...._ __ _, 

cc: The Honorable James R. Clapper 
Director of National Intelligence 

Sincerely, 

~~ 
Charles E. Grassley 
Ranking Member 

http:/ /www.mcclatchydc.com/2013/06/20/194513/obamas-crackdown-views-leaks-as.html#.Uccy-­
vmVHl. 
5 Presidential Policy Directive 19, The White House, October 10, 2012. 
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SECRETHNOFORN 

Responses of the Federal Bureau of Investigation 
to Questions for the Record 

Arising fro~ the April 14, 2011, Hearing Before the 
House Permanent Select Committee on Intelligence 

Regarding the FBl's Fiscal Year 2012 National Intelligence Program Budget 

Questions Posed by Chairman Rogers 

1. How much does a surveillance team cost? Please provide the costs of various sized 
teams and armed vs. unarmed teams? 

Response: 

~~ In Fiscal Year 2011 it costs approx,_im=at'""e_.l .-....-----' to establish a new 
armed surveillance team and approximatel to establish a new 
unarmed surveillance team. 

rn, ..... 2. During the heari:rtl fstated that the FBI can currently surveiBargets on a 
24x7 basis. What is the FBI's goal for the number of targets it is able to cover on a 24x7 bG 

basis? How many additional positions and how much additional funding· would be b 7c 
required to meet this goal? 

Response: 

· · · ~~Atpresent;the FBlis capable ·ofcoverinBargets on a 24/7 basis. Our 
goal is to build a national surveillance capacity to provide for additional coverage. 

3. The FBI requested no enhancements in FY 2012 for linguists. How does FBI plan to 
handle the increasing volume of documents that requires translation? 

Response: 

(U) The demands on the FBI's Foreign Language Program (FLP) fluctuate and 
priorities are adjusted frequently to meet the greatest need at any given time. The 
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(U) 

8ECRET//NOFORN 

!U) 
• 

b. Is the FBI giving sufficient attention to other cou_nterintelligence threats? 
How so? 

Response: 

~Because the FBI's National CI Strategy prioritizd 

!The FBI's 

ith appropriate attention afforded to 

s 

5. Last year, the Ji'BI created[]Regional Intelligence Groups (RIGs) to facilitate 
cooperation among field offices in the same region. 

a. What specific value-added have the RIGs provided? 
Response: 
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The FBI continually recruits for all necessary languages, and attempts to address all 
work possible. The chart provided as Enclosure A reflects the hiring in recent 
years up to 12/31/06 in the critical counterterrorism languages. When the FBI 
does not have the la,nguage resources for a particularly rare language, we work with 
contractors and with the National Virtual Translation Center (NVTC) to address 
those needs. In one situation, the FBI used Department of Defense (DoD) 
contracts to provide cross-training for FBI Arabic linguists on an unusual dialect of 
Arabic that was needed. These resources provide a surge capacity in the FBI=s 
most critically needed languages as well as a pool of linguists in less commonly 
needed languages that are important to the FBI=s mission. Contract linguists must 
pass the same language test batteries and security vetting as full-time employees. 
Their Top Secret clearances, native-level proficiency in the foreign language, 
high-level of skill in English, and knowledge of the target culture make FBI 
contract linguists a highly desirable commodity in the IC. Many of the FBI=s 
contract linguists provide support in languages that the full-time linguist staff does 
not cover. The FBI depends on the contract linguists and NVTC for a substantial 
amount of the needed support in many languages critical to the FBI=s mission. 

While the FBI continues to hire new contract linguists, it is currently converting 
many of the talented contract linguists hired since 9/11/01 to full-time language 
analysts, with the goal of maintaining a language workforce composed of one-third 
contract linguists and two-thirds FBI language analysts. This ratio will enable the 
FBI to maintain a stable workforce and will provide greater job security and 
benefits for the linguists proficient in the languages most needed to meet ongoing 
national security requirements. 

Since May 2006, the FBI has made a special effort to focus on the backlog and has 
decreased the unaddressed counterterrorism work in the most critical languages to 
less than 1,000 hours. While the figures referenced in the May 2006 hearing 
pertain to counterterrorism cases only, audio backlog continues to be a concern for 
the FBI. In general, audio collection in the difficult and unusual languages 
represents only about 1 % of the FBI=s total audio collection in the past four years. 

WHISTLEBLOWERS 

17. Whistleblower Mike German has alleged that the FBI failed to investigate a potential 
terrorist link between white supremacist and Islamic extremists. During our investigation 
of this case, our staff received two different versions of a crucial transcript. Neither version 
of this transcript was complete. 
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transcript? 

Response: 

a. Can you explain the apparent discrepancies in the two versions of the 

In connection with its investigation of this matter, by letter dated 2/3/06 the 
Committee requested from the DOJ OIG copies of documents the OIG relied upon 
in preparing its reports. The document request included the transcript of the 
1/23/02 tape-recorded meeting between members of the foreign and domestic 
terrorist groups, which German had provided to the OIG in February 2003, and any 
other transcripts made of that meeting. By letter dated 7 /27 /06, the FBI provided 
the Committee with copies of the FBI documents responsive to this request, 
including copies of two transcripts of the 1/23/02 meeting. 

One version of the transcript, identified with the text marking A037eb01.t3@ at the 
top left of each page, was obtained from German on 2/12/03 during his interview by 
investigators from DOJ=s OIG and FBI. German produced and referenced 
portions of this transcript in support of information he provided in his signed, 
sworn statement, and this version was attached to and made a permanent part of 
German=s sworn statement. This version of the transcript is a rough draft of the 
transcription of a consensually monitored conversation that occurred on 1/23/02; it 
contains several.instances of Aunintelligible@ conversations on the recording and 
abruptly ends on page 126. On page 49, the construction of this document changes 
from a rough draft format to FBI FD-302a format, and continues sequentially but 
displays the page number starting at 46. This Acombination@ document submitted 
by German contains duplicative pages of the rough transcription and the FD-302a, 
so that pages 46, 47, 48, and 49 are misnumbered yet sequential. It is unknown 
why German provided to OIG and FBI interviewers only 126 pages of a total 167 
pages or why this document has a combination of transcript formats. 

The second version of the transcript, identified with the marking AFD-302a@ at the 
top left of each page, represents the draft of the entire ·transcription in the official 
FD-302a format. Because the header and footer on each page of an FD-302a 
reduce the remaining printing surface, the pages of this FD-302a draft do not line 
up exactly with the pages of the rough draft portion of the version obtained from 
German. In the FD-302a draft, many, though not all, of the Aunintelligible@ 
portions that appear in the rough draft have been clarified. This FD-302a version 
is a complete transcription of the 1/23/02 conversation at 167 pages, or 31 pages 
more than the version provided by German. 
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Response: 

b. Which of the two transcripts do you consider most accurate? 

For the reasons discussed above, the version identified with the FD-302a marking 
at the top left of each page is the most accurate. 

c. Will you provide the committee with the tape that this transcript is based 
on, in its complete form? If not, why not? 

Response: 

The Committee has not previously requested a copy of the tape in connection with 
its oversight investigation of this matter. Should we receive a Committee 
oversight request from the Chairman regarding this matter, we would be pleased to 
consult with DOJ as to the appropriate response. 

Questions Posed by Senator Grassley 

AMERITHRAX INVESTIGATION 

18. a. Why was Richard Lambert removed as the head of the Amerithrax 
investigation? 

Response: 

Richard Lambert served as the Inspector in Charge of the Amerithrax investigation 
from 9/20/02 to 9/16/06. On 5/22/06, he applied for promotion to the position of 
Special Agent in Charge (SAC) of the FBI's Knoxville Division. The Senior 
Executive Career Board reviewed the qualifications of the interested candidates 
and recommended Richard L~bert for selection. On 6/16/06, Director Mueller 
announced the selection of Mr. Lambert as the Knoxville SAC. 

b. Was it related in any way to disagreements between him and others 
working on the investigation about the proper scope and focus of the FBl=s inquiry? If so, 
please explain. 

Response: 
Mr. Lambert applied for and was selected as Knoxville SAC based on his 
qualifications for the position. 
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and effectively collecting, sorting, and examining relevant data, the FBI will be 
able to rapidly identify indicators of misuse and other inappropriate activity. 
Along with these technology-driven innovations, the FBI will continue to use 
regular personnel reinvestigations, including reviews of employees= financial 
circumstances, to detect willful and/or potentially criminal misconduct. 

d. What guidelines and training govern how agents deal with potential 
informants who may be engaged in trading or short-selling securities or may be selling 
information to hedge funds? 

Response: 

The FBI has instituted a new comprehensive informant validation process for use 
by field offices and FBIHQ. The validation process includes quarterly SSA 
reports addressing the sources= motivation, access, timeliness, corroboration, and 
history. As discussed above, AG Guidelines address unauthorized criminal 
activity by confidential sources. These AG Guidelines are covered in the New 
Agent core-training received at the FBI Academy and reinforced through regular 
legal training provided in field offices during the remainder of an SA=s career. 

e. In October of this year, a former FBI agent Jeffrey A. Royer was 
sentenced to six years in prison for racketeering and securities fraud. According to 
witnesses at trial, the agent provided non-public FBI information to an outside party who 
used the information to spread negative publicity about companies and profit from 
short-selling their stock. What lessons can the FBI learn from this case? 

Response: 

In response to a recommendation in the March 2002 Webster Commission report, 
the FBI's Security Division (SecD) developed and implemented a comprehensive 
security awareness, education, and training program for all persons with access to 
FBI information. This comprehensive approach included the development of a 
professional cadre of highly trained Chief Security Officers, who now provide FBI 
personnel with the most up-to-date security policy, training, lessons learned, and 
best practices. 

SecD uses a variety of educational methods, to include formal classroom training, 
web-based training, written guidance, and mentoring, to enhance the security 
awareness and education of the entire FBI population. Formal classroom 
instruction has included: the authorized procedures for releasing information to 
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the public; refresher courses on establishing an information recipient=s 
"need-to-know"; and the potential penalties for deviating from established 
procedures. Instruction is also provided in the form of AN on-disclosure and 
Releasability briefings,@ during which all personnel execute a "Classified 
Information Non-disclosure Agreement" and "FBI Rules of Behavior" form 
acknowledging their responsibility to protect and properly handle FBI information. 
SecD also provides a host of additional training opportunities and materials, each of 
which serves to reinforce security awareness throughout the FBI. 

While this approach will not stop a trusted insider intent on disclosing information 
for improper purposes, it ensures the employee is educated on proper .information 
handling techniques and encourages each employee to report others who violate the 
rules. In other words, FBI employees now better understand their role in 
protecting and ensuring the security of FBI information, personnel, and facilities. 

f. What safeguards exist to prevent agents like Royer from similarly 
profiting on non-public information about ongoing investigations? 

Response: 

Please see our responses to subparts c and e, above. 

USE OF GOVERNMENT-OWNED OR LEASED AIRCRAFT 

36. I understand that the FBI operates a number of executive jets as part of its aviation 
program for both operational use and for official travel by senior FBI officials. 

a. Please identify the number, type, and cost of aircraft owned and/or leased 
by the FBI and used for both operational purposes and travel by senior FBI officials. 

Response: 

The FBI reads this question as distinguishing between aircraft used to meet 
Arnission requirements@ of the FBI and those used for the Aofficial travel@ of 
Asenior Federal officials@ in the FBI other than to meet mission requirements, as 
those terms are defined in 0MB Circular No. A-126. 1 While the vast majority of 

1 Paragraph 5 of 0MB Circular No. A-126 (5/22/92) includes the following definitions: 

b. Mission requirements means activities that constitute the 
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investigative files implicates significant individual privacy interests because these 
files discuss allegations against individuals under investigation. DOJ has 
consistently offered to accommodate Congressional requests for information about 
OPR investigations through briefings, minimizing the intrusion on the privacy of 
Executive Branch employees. 

On 6/21/06 the FBI responded to the Committee's 5/10/06 request for information 
and documents relatiµg to the FBI's investigation of the suspected murder of 
Assistant United States Attorney Jonathan Luna. In its response, the FBI advised 
the Committee that documents concerning OPR matters raise serious privacy 
considerations, particularly when, as in that instance, there was no finding of 
misconduct. Consistent with the policy articulated above, Candice Will, AD of 
the FBI's OPR, provided a 6/30/06 staff briefing that included an overview of 
OPR's investigation and addressed both the issues raised in the Committee's 
5/10/06 letter and all issues raised by the staff. In response to a question from staff 
concerning the availability of the OPR report, our records reflect that AD Will did 
not indicate that she had no objection to producing the report, but rather advised 
that privacy concerns counseled against providing that document to the Committee. 

FBI WHISTLEBLOWERS. 

42. In May, 2006, I asked the FBI for a description of each instance where an FBI 
supervisor has been disciplined for retaliating against a whistleblower. Two weeks ago, I 
received a response from your agency advising me that since 1999 no FBI supervisors have 
been disciplined as a result of their having retaliated against whistleblowers. 

a. Why haven=t any FBI supervisors been disciplined for having retaliated 
against whistleblowers? 

Response: 

As the FBI has previously indicated in response to Questions for the Record, an 
Assistant Special Agent in Charge (ASAC) was disciplined for whistleblower 
retaliation. While that sanction, which was imposed before implementation of the 
Bell Colwell recommendations, was ultimately vacated on appeal, that case does 
not indicate that supervisors are not disciplined for retaliation, but instead indicates 
that the FBI has procedures in place designed to protect the rights· of all employees. 
Since that response, no all~gations of whistleblower retaliation have reached final 
adjudication. 
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b. The DOJ/IG found that Jorge Martinez retaliated against Michael 
German for protected whistle blowing activity. Has FBI disciplined Martinez? If not, 
why not? 

Response: 

The FBI is well aware of this matter and is in the process of taking appropriate 
action. Consistent with longstanding Executive Branch policy, our goal in all 
cases is to satisfy legitimate oversight interests while protecting significant 
Executive Branch confidentiality interests. As a general matter, the disclosure of 
information from OPR investigative files implicates significant individual privacy 
interests because these files discuss allegations against individuals under 
investigation. 

c. Since 199~, how many FBI personnel have claimed whistleblower status? 
How many have claimed retaliation for protected whistleblowing activity? 
Response: 

The FBI is not in a position to provide this .information. Pursuant to 5 U.S.C. 
' 2303 and 28 C.F.R. Part 27, DOJ=s OIG and OPR serve as Investigative and/or 
Conducting Offices in FBI whistleblower cases, while the Director ofDOJ=s 
Office of Attorney Recruitment and Management (OARM) is authorized to 
adjudicate claims of FBI whistleblower reprisal and to order corrective action 
subject to appeal to the Deputy Attorney General (DAG). Pursuant to 28 
C.F.R.' 27.4, the identity o.f employees who make those claims is not disclosed to 
the FBI unless there is a recommendation for corrective action. 

DOJ=s OARM advises that, based on numbers collectively reported by OARM, 
OIG, and OPR for calendar years 1999 through 200.6, 96 FBI personnel have made 
allegations of retaliation for claimed protected whistleblowing activity. It is the 
FBI=s understanding that there is no formalized consolidated record of those who 
may initially claim whistleblower status because, in the absence of subsequent 
retaliation based on the whistleblowing, the mere status as a whistleblower does not 
affect the employees= rights or benefits. 

REPORTING OF DRUG SEIZURE STATISTICS 

43. The staff of the House Committee on Homeland Security, Subcommittee on 
Investigations, recently released a staff report entitled, AA Line in the Sand: Confronting 
the Threat at the Southwest Border,@ This report describes, among other things, the 
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NieS developers are receiving daily system logs for further analysis. In addition, 
the FBI is working in the non-operational environment in an attempt to recreate the 
outage, but to date these efforts have been unsuccessful. 

Absent a clear indication of the cause of the outage, the only changes made to NieS 
as a result of it have been an increase in the shared memory pool and Oracle 
database cache, which appear to have resolved the issue. The FBI=s ens 
Division will continue to monitor and analyze the NieS in order to prevent or 
minimize future outages. 

b. Does the FBI know how many gun sales were completed without 
background checks while the system was down? 

Response: 

again? 

Response: 

The outage on Sunday, 11/26/06, lasted 45 minutes, and the three outages on 
Monday, 11/27/06, lasted 34 minutes, 1 hour 24 minutes, and 35 minutes. Even 
with these outages, NieS processed 17,983 firearms transactions on Sunday 
(11/26) and 29,867 on Monday (11/27). For comparison purposes, on the Sunday 
and Monday after Thanksgiving in 2005, NieS processed 14,574 and 28,200 
firearms transactions, respectively. The FBI has no reason to believe gun sales 
were executed during the outage in violation of the legal requirements of the Brady 
Handgun Violence Prevention Act of 1993. 

c. What is the FBI doing to make sure that this problem never happens 

The FBI=s ens Division has made all of the changes recommended by the 
vendors. As indicated in response to subpart a, above, the problem has not 
recurred, but the ens Division will continue to monitor the system and make any 
corrections we identify. 

MIKE GERMAN/ WHISTLEBLOWERS 

76. According to the Office of the Special Counsel (AOSC@), the average number of 
whistleblowers who have filed complaints with the government has increased by 43% since 
September 11, 2001. Yet, sadly, the number of whistleblowers who have filed reprisal 
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complaints with the OSC because their employers have retaliated against them for coming 
forward has also increased by 21 % during the same time period. For example, former FBI 
special agent Michael German has said that his reputation and career were ruined after he 
reported concerns about misconduct on the Bureau=s terrorism investigations to his 
superiors. What is the Bureau doing to protect the rights of whistleblowers within the FBI 
to come forward and disclose government fraud, waste and abuse? 

Response: 

Although the FBI can never completely eliminate an employee's fear of whistle 
blower retaliation, factors likely to induce such fear can be reduced or eliminated. 
The anonymous nature of inspection leadership surveys (which are conducted prior 
to internal FBI inspections to assess management effectiveness), private interviews 
with the inspection staff during these inspections, and executive managers who 
promote the proper environment all help to reduce the fear of whistle blower 
retaliation. If an employee nonetheless believes retaliation has occurred, this may 
be reported to the Inspection Division's IIS or to DOJ's OIG or OPR. FBI 
employees are also frequently reminded through FBI-wide emails and other 
mechanisms that there is a procedure established under law (5 U.S.C. ' 2303) and 
implemented by regulation (28 C.F.R. Part 27) that provides a formal avenue for an 
employee to seek corrective action based on a personnel action taken in reprisal for 
whistle blowing. 

77. Many whistleblowers in the intelligence community are discouraged from coming 
forward because intelligence agencies are exempted from the Whistleblower Protection Act. 
Would you support legislation to extend whistleblower protections to national security 
employees? 

Response: 

Congress specifically excluded the FBI and other IC agencies from the application 
of 5 U.S.C. ' 2302 (the government-wide Whistleblower Protection Act) because 
of the classified and sensitive nature of their work and the fact that any employee 
may have access to such information. The legislative history indicates that the 
exceptions for the FBI and the other specified agencies is tied to the intelligence 
aspect of their missions. See H.R. Rep. 328, 101st Cong., 1989 WL 225002 (Leg. 
Hist.). We support the Congressional reasoning that underpins these exceptions. 

Congress has provided separate whistleblower protections for national security 
employees through the IC Whistleblower Protection Act of 1998 (ICWPA). The 
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ICWPA provides that an employee may communicate "a complaint or information 
with respect to an urgent concern" regarding intelligence activities to the 
appropriate Inspector General ( or designee) and thereafter, under specified 
circumstances, "to Congress by contacting either or both of the intelligence 
committees directly." Inspector General Act of 1978, 5 U.S.C. Appendix 3, 
' ' 8H(a)(l) and (d). 

ANTHRAX INVESTIGATION 

78. The Bureau=s investigation into the 2001 anthrax attacks that killed 5, infected 17 
others and terrified millions of Americans is now well into its fifth year. Many believe that 
the investigation has gone very cold and no arrests have been made in the case. 

a. What is the current status of the anthrax investigation? 

b. Do you expect that criminal charges will be brought in the case and if so, 
when? 

c. You testified at the hearing that the FBI currently has 17 agents and 10 
postal inspectors assigned to the anthrax investigation. Has the number of personnel 
dedicated to the investigation changed? Will you consider increasing the number of agents 
and investigators dedicated to this investigation? 

d. How much money has the FBI spent on the anthrax investigation to date? 

Response to subparts a through d: 
Pursuant to the longstanding DOJ policy against disclosing non-public information 
concerning pending law enforcement and litigation matters, we are unable to 
provide a response at this time. 

79. A frequent criticism of the anthrax investigation is that the FBI has made a number of 
incorrect assumptions about the source of the anthrax and refused to heed outside expert 
advice in the case. Will the Bureau be open to new theories about the case and more 
receptive to outside expertise and criticism going forward? 

Response: 

Pursuant to the longstanding DOJ policy against disclosing non-public information 
concerning pending law enforcement and litigation matters, we are unable to 
provide a _response at this time. 
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FBI SAs, the FI Gs, FBIHQ, and DOJ will all have roles in measuring the value of a 
source=s operation as well as managing the risks associated with using a human 
source. Redundancy of review will be an intentional part of the validation process, 
serving as a check and balance on human source activities, including authorized 
and any possible unauthorized criminal activities. The BAD of the FBI=s NSB 
has approved a draft of the Validation Manual, and the FBI is moving toward 
implementation throughout the FBI. 

116. Some critics argue that the FBI often allows agents involved in wrongdoing to quietly 
retire. What are you doing to ensure future accountability, since most of the FBI 
personnel responsible for the Leung security breach avoided negative consequences by 
retiring? Do you believe that the penalties described in your colloquy with Senator 
Grassley about the Woods allegations are consistent with the recommendations of the 
Inspector General in the Leung affair? If so, why? 

Response: 

As stated above in response to question 93, in order to ensure the accountability of 
agents who engage in wrongdoing and then attempt to quietly retire, the Director 
amended FBI policy governing the administrative inquiry process so that, 
notwithstanding the resignation or retirement of an employee, a disciplinary matter 
is completed where necessary to protect the institutional interests of the FBI. 
Obviously, any matters involving criminal allegations are pursued irrespective of 
an employee's retirement or resignation. 

117. In response to a written question from Senator Grassley after our last Oversight 
hearing, you appear to acknowledge that no one has ever been disciplined for whistleblower 
retaliation under the FBI=s guidelines. Is that accurate? Can you explain? What is 
being done to ensure that FBI whistleblowers are being protected from retaliation? 

Response: 

That is not accurate. As stated above in response to question 42a, the FBI has 
disciplined a number of employees for engaging in retaliatory behavior, including 
whistleblower retaliation. OPR recently suspended one supervisor for 30 days for 
engaging in retaliation against a whistleblower. Although not final, in another 
disciplinary matter, OPR has proposed the dismissal of a supervisor for retaliating 
against a whistleblower. In another, OPR imposed a 3~day suspension on a 
supervisor who threatened to retaliate against a whistleblower. 
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118. You also noted that, in the one FBI case where a 3-day suspension was initially 
imposed for whistleblower retaliation, that decision was later reversed, through an appellate 
process that the FBl=s General Counsel declared to beAflawed.@ What has been done to 
fix the appellate process? 

Response: 

Upon the completion of the Bell/Colwell Commission's study of the FBI's 
disciplinary process, the FBI adopted changes recommended by the Commission to 
improve the FBI's disciplinary process. With respect to the FBI's appellate 
process specifically, the Commission recommended key changes designed to 
improve the transparency and fundamental fairness of the appellate process for all 
FBI employees. These changes were adopted and made effective by the FBI 
Director on 8/19/05. 

One such improvement offers non-SES employees the option to choose a mid-level 
manager, rather than an SES employee, to participate on the three-member 
Disciplinary Review Board (DRB), which convenes to hear appeals in those cases 
in which an adverse disciplinary sanction has been imposed by the FBI's OPR. 
(Previously, the voting members of the DRB's were composed strictly of SES 
employees.) The advantage of this change is that non-SES employees are now 
being judged with input from 11one of their own. 11 This concept is especially 
important in light of past OIG investigations into allegations of disparate treatment 
in the FBI's disciplinary process. 

Another important change, recommended by the Commission and adopted by the 
FBI Director, was elimination of the ability to increase a disciplinary penalty on 
appeal. This change was made to ensure all employees could take full advantage 
of the FBI's appellate process without fear of facing additional sanctions. In 
addition, the Commission recommended that the "de novo 11 appellate standard be 
replaced with a 11substantial evidence 11 standard, which is now being used to review 
matters on appeal. This change allows the FBI's appellate authority to continue to 
serve as an important check and balance on the entire OPR process. 

In addition to the improvements mentioned above, the FBI's appellate authority 
will continue to seek the advice of the FBI's OGC when guidance is needed on legal 
matters. The FBI is dedicated to ensuring the FBI's appellate process continues to 
operate in a fair, effective, and efficient manner for all employees. 

Background: In response to questions following the last FBI Oversight hearing about press 
reports relating to the New York Field Office, you seem to acknowledge that there may be 
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The Honorable Ede Holder 
Office of the Attorney General 
U.S. Department of Justice 
950 Pennsylvania Avenue, Nv\7 
·washington, DC 20530-0001 

Dear Attorney General Holder: 

llmtni .StJtcs .$rnatr 

January 28, 2014 

It has nmv been over 15 months since the issuance of Presidential Policy Directive 
19 (PPD-19). This directive mandated that the Attorney General deliver a report to the 
President within 180 clays to assess the efficacy of the Department regulations that 
implement the Whistleblm,ver Protection Act ("WPA") for Federal Bureau of 
Investigation (FBI) employees. 

SJ)ecifically, the provision states: 

Within 180 clays of the date of this directive, the Attorney General, in 
consultation with the Special Counsel and Federal Bureau of Investigation 
employees, shall deliver a report to the President that assesses the efficacy of 
the provisions contained in part 27 of title 28, Code of Federal Regulations in 
deterring the personnel practices prohibited in section 2303 of title 5, United 
States Code, and ensuring appropriate enforcement of that section, and 
describes any proposed revisions to the provisions contained in Part 27 of title 
28 that would increase their effectiveness in fulfilling the purposes of section 
2303 of title 5, United States Cocle.1 

This report was clue by April 8, 2013. However, to date, there has been no public 
announcement that the review has been completed. The report appears to be nearly ten 
months overdue. 

A comprehensive review is vital to correct the shortcomings of the FBI 
whistleblower rocess. For years, I have asked the FBI about whistleblowers such as 

.____, ____ ..,On March 15, 2007, the Department's Office of!nspector General found 
tha..._ _____ vas retaliated against for pointing out fraudulent activities in the FBI. 
The FBI appealed the Inspector General's findings to Main Justice's Office of AJ;to.i.:.Qey 
Recrnitment and Management [OARM]. In 2009 and 2010, I asked you aboutl__J 

I hnd the extremely lengthy amount of time OARM takes to make decisions. Tn 
response to one of those questions, you replied on March 22, 2010: "OARM has been 

1 Presidential Policy Direclive/PPD-19, Section E, p. 5 (Oct. 10, 2012). 
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conducting appropriate and necessary proceedings regardinJ !Request for 
Corrective Action since it was filed in May 2006. Subject to a change in circumstances, 
a ruling could be issued by OARM within the next several ni:onths." Instead, OARM did 
not issue the final ruling until more than three years later, on .July 25, 2013. 

I !case is just one example that illustrates the dire need for a review of 
28 C.F.R. Part 27 and a revision of the processes, an FBI ·whistleblower has to follow in 
order to be protected. Accordingly, please answer to the following questions: 

1. What is the current status of your review pursuantto Section E of PPD-19? 

2. Why have you failed to issue a report assessing the efficacy of 28 C.F.R. Part 27? 

3. When will the report be complete? 

4. When the report is complete, do you intend to provide it to the Judicimy 
Committee? Why or why not? 
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Thank you for your attention to this matter. I vmuld appreciate a response by Mareh :!. 

2014. Should yon have any questions regarding this letter, ~)lease do not hesitate to 
con tac~ !of my Committee staff at! _ ! I look fonvarcl to your b6 
response. b7c 

Charles E. Grassley 
Ranking Member 

cc: The Honorable James B. Corney, Jr., Director 
Federal Bureau of Investigation 



Updated: March 31, 2014 (8:00 a.m.) 

Date Time Event 

Tuesday, 11:00 a.m. HPSCI Staff Briefing 
April I 
Friday, 9:00 a.m. HPSCI Chairman and Rivi 
April 4 Courtesy Visit 

Week of March 31 - April 4, 2014 

Topic 

I Post 9/11 Terrorism 
Financing 
Courtesy Visit 

FBI 
Participants, 

I 
I DD Giuliano 

Friday, 2:00 p.m. Sen. Grasslcy Staff Briefing National lnsider Threat FD 
April 4 Program 

I TBD 

NIA 

NIA 

Other 
Partic~pants 

DOJ:I I 

Contact 
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Updated: January 29, 2014 (1:00 p,m.) 

Oate Time Event 

Tuesday, 8:00 a.m. House Homeland Security 
Januai)'28 Committee Member 

Briefing 

Tuesday, 9:00 a.m. Senator Whitehouse-Guest 
January28 Speaker at FBl Cyber 

Division All Hands 
Conference 

Wednesday, I 0:00 a.111. SSCI Annual Threat 
January29 Assessment Hearing 

Week of JANUARY 27 .. 31, 2014 

Topic 

l TSC 10 J and Redress 
Procedures/Process 

The Future of 
Cybersecurity 

Worldwide Threats 

I 

'FBI 
Participants 

PDD Steven Mabeus 
Director Pichota 

DD Giuliano 
AD Demarest 
All Cyber LeadershiJJ 

Director Corney 

Other 
Participants 

TSAl 
I 

NIA 

DOJ:I t 
DNTciapper 
D/CIA Brennan 
DIA 
DOS 
NCTC 

DOJ:I 

Contact 

I I 

I 

I 

I 

I 
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Thursday, 1:30 p.m. Briefing to HPSCJ Staff Security Clearance, , PAl)Br9oks-SecD 
January 30 Jnsider '.TIJ1reat Reform CID-T:Bll,r . - ! -v ~~ .,__ - -

' -

Thursday, 4:30 p.m. Joint SSCI HPSCl JRJG Expansion of JRIG AD Velez-Villar 
January 30 Staff Briefing Program 

. NCIX 

DOJ: I I 
NIA 

DOJ: I 

I 

I 

I 

I b6 
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!(DO) (FBI) 

From: .._ ____ ___, (CD)(FBI) 

Sent: 
To: 
Subject: 

Ericla11J:ebC11anL.!lJ 2014 10:26 AM 

~r;eo Letter ---~J~~~k~~~~b/J~OO 
Attachments: OCA letter2.docx 

SentinelCaseld: NON-RECORD 

Classification: UNCLASSIFIED/tpouo 
====================================================== 

Her.e is the letter we'd put together on the three videos. 

=============================================-=-====--
Classification: UNCLASSIFIED//FOUO 

l 
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From: 
Sent: 
To: 

I I 
Wednesday, February 19, 2014 3:03 PM 
I I 

Subject: Status Update re Proposed Insider Threat briefing 

Hi D-1 just wanted to touch base with you and let you know that we offered the briefing to Grassley staff 
regarding the Insider Threat program, but have not heard anything back yet; I'll let you know if they do and 
perhaps we can work out another date/time that will work for your schedule ... 
Let me know if you have any questions meantime, 

I Many t!anks, 

l 

b6 
b7C 

b6 
b7C 



From: 
Sent: 
To: 
Subject: 

SentinelCaseld: 

!{DO) (FBI) 

BEERS, ELIZABETH RAE (OCA) (FBI) 

:1r:dav F:b~1arv fc7· 2014 4:54 PM I (DO) (FBI) 
: ew caen arltem ---UNCLASSIFIED 

TRANSITORY RECORD 

Classification: UNCLASSIFIED 

---=-==--============================================= 

Did we ever schedule the briefing re the insider threat program? 

Classification: UNCLASSIFIED 

.-----------------~-----------------------------------
TRANSITORY RECORD 

Calendar item: 

Date and Time: 
Event: 
Committee/Staff: 
Location: 
Topic: 
f,'BJ Participants: 
Other participants: 

Classification: 
OCA Contact: 
OL/\ Con!acl: 

March 11, 2014 at I :30 pm 
Briefing 
Staff for Senate Judiciary Committee 
TBD 
Criminal HislOJJ} Records and Use ofNon-Crimina/1.Juslice/Civil Purposes 

,.__ ____ 
1
_r GC and! ! CJIS 

.,__ ___ ........a;S""'"EARCH 
_____ ..... SEARCH 

.__ ___ _. Compact Council 
U nclassifiecl 

=============================================~======== 
Classification: UNCLASSIFIED 

------------=================================---==----
Classification: UNCLASSIFIED 
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L-------....l1o_o_} __ (_FB_I_} _________________ .......,.....u=, .. ,._.,,,. b6 

From: ,___ _____ ,DO) (FBI) 
Sent: 
To: 
Subject: 

Friday, February 28, 2014 11:03 AM 
BEERS, ELIZABETH RAE (OCA) (FBI) 
RE: New calendar item --- UNCLASSIFIED 

SentinelCasel.d: TRANSITORY RECORD 

Classification: UNCLASSIFIED 

====================================================== 

I extended to staffer? date and time for a briefing but they have not yet responded or accepted 

From: BEERS, ELIZABETH RAE (OCA) (FBI) 
Sent: Thursday, February 27, 2014 4:54 PM 
To:! DO) (FBI) 
Subject: RE: New calendar item --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

================================================---=-= 

Did we ever schedule the briefing re the insider threat program? 

Classification: UNCLASSIFIED 

================================================------
TRANSITORY RECORD 

Calendar item: 

Date and Time: 
Event: 
Committee/Staff: 
Location: 
Topic: 
FBT Participants: 
Orhcr participants: 

March 11, 2014 at 1 :30 pm 
Briefing 
Staff for Senate Judiciary Committee 
TBD 
Criminal Hisl01y Records and Use ofNon-Crimina/1.Jus/ice!Civil Purposes 
I I, OGC an<ll 1c.ns 
I !SEARCH 
I !SEARCH 
I f:ompact Council 
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Classification: Unclassified 
OCA Contact: 
OLA Contact: 

=================================================-==== 
Classification: UNCLASSIFIED 

================~===================================== 
Classification: UNCLASSIFIED 

=============·======================================== 
Classification: UNCLASSIFIED 
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!(DO) (FBI) 

From: KELLY, STEPHEN (DO)(FBI) 
Sent: Tuesday, December 24, 2013 12:49 PM 
To: 
Cc: 

(CD)(FBI) 
BEERS, ELIZABETH RAE (OCA) (FBI)! PO) (FBI) 

Subject: RE: Materials Responsive to Sen Grassley's Letter Re: Insider Threat --­
UNCLASSIFIEDffFQ! tQ_ 

SentinelCaseld: NON-RECORD 

Classification: UNCLASSIFIED//FOUO 
----=----=--========================================== 

Thankc:::] 

I've included Beth ance=J, who can handle this when they return from the holidays. 

Merry Christmas. 

-Stephen 

Stephen D. Kelly 
Assistant Director 
Office of Congressional Affairs 

FroJ , i(CD)(FBI) 
Sent: Monday, December 23, 2013 2:04 PM 
To: KELLY, STEPHEN (DO)(FBI) 
Subject: Materials Responsive to Sen Grassley's Letter Re: Insider Threat --- UNCLASSIFIED//FOUO 

====================================================== 

AD Kelly-
I have a short paper and some materials prepared regarding Sen Grassley's letter regarding Insider Threat as 1t rPLI':" • 
whistleblowers. Is there a specific person in OCA through which I should coordinate? 

Thanks, 

ucl 
C 0-.._4 .... u.------' 

-----.------========================================== 
Classification: UNCLASSIFIED/~ 
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L.._ _____ !_(o_o_)(_FB_I_) ----------------,"~-
From: BEERS, ELIZABETH RAE (OCA) (FBI) 

Monday, March 241 2014 10:53,.ci.:,i.L--------. 
I I (DO)(FBI) (DO) (FBI)._! _____ _.!DO) 

(FBl)t !(Do ......... ="------ .... 
KELLY, STEPHEN DO FBI (DO) (FBI)~ 
(OCA) (FBl . .__....,..,.,...,.,,...__,......-----,,.,....,.,.,.,....,.-.1.:DO) (FBI) .__ _____ __. 
Calendar Items/ MS entries-~ UNCLASSIFIED 

Sent: 
To: 

Cc: 

Subject: 

SentinelCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED 
====================================================== 
TRANSITORY RECORD 

UCs 

Thanks, 

===============================================-------
Classification: UNCLASSIFIED 
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roo) (FBI) 

From: I PO) (FBI) 
Sent: 
To: 

Cc: 

Monday, March 24, 2014 11:01 AM 
BEERS, ELIZABETH RAE (OCA) (FBI~:=-;::::===~! (~D~O)(FBll 
(DO) (FBI)! KOO) (FBI)! DO){FB!,-,,1),---------1 
KELL Y, STEPHEN (DO)(FBl1 j (DO) (FBI);! 
(OCA) (FBI) ,..__ ____ __. 

Subject: RE: Calendar Items/ IMS entries --- UNCLASSIFIED 

SentinelCaseld: TRANSITORY RECORD 

Classification: UNCLASSIFIED 
-=-=================================================== 

Beth, 
Apologies for any confusion in our conversation earlier today. 

c:::Jwas in an internal backbrief from the Insider Threat team for CLU 1. 
This was not on the Hill, it was internal FBI and informational. 

v/r, 

From: BEERS, ELIZABETH RAE (bCA) (FBI) 
Sent: Monday, March· 24, 2014 10:53 AM 
To[ I coo)(FBI)~ .... -----1cDo) (FBI); .... ! ____ _..too) (FBI)JL...--___ ..... ~ 
(OO)(FBI) 
Cc: KELLY, STEPHEN (OO)(FBI)J too) (FBq !(OCA) (FBI)~ I too) ( FBI) ,..__ ___ ...., 

Subject: Calendar Items/ IMS entries --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
==============================================--=====-
TRANSITORY RECORD 

Thanks, 
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bo) (FBI) ....., __________ -"'.:..-.:----------------------- ....... ----· 
From: 
Sent: 
To: 

I po) (FBI) 
Fnday, March 28, 2014 4:16 PM 
KELL y I s ~;.J.JJ..J.:1..1.l.l.>.,u.u.;;.l,;IJ,J.,...l,;l.l,;~ 

DO FBI 

FBI L-,,,,..,........,.....,....------1.........._...,, (DO~) (':"::F~B'.".""l);-r--------"~.1.1...1,1"""'-...,,...,,..,....,.,,=---____J 

Subject: 

SentinelCaseld: 

,__ _______ _.DO) (FBI) 
Calendar items --- UNCLASSIFIED 

TRANSITORY RECORD 

Classification: UNCLASSIFIED 

====================================================== 
TRANSITORY RECORD 

Calendar items: 

Date and Time: 
Event: 
Committee/Staff: 
Location: 
Topic: 
FBI Participants: 
Other participants: 
Classification: 
OCA Contact: 
OLA Contact: 

Date and Time: 
Event: 
Corn mi ttee/S ta ff: 
Location: 
Topic: 

April 4, 2014 at 2:00 pm 
Briefing 
Sen. Grassley staff 
Hart 135 
Nc1tionC1l Insider ThreCII ProgrC1111 

I !UC, Counterintelligence Divfaion 4D (Insider Threat Invcsliguti11H. i 

None 
Unclassified 

April 8, 20 I 4 at 2:30 pm 
Hearing 
Senate Judiciary 
Dirksen 226 
The Problem of Trade Secret Theft 

b6 
b7C 

FB1 Participants: Acting Assistant Director Louis Blade!. Counterespionage Section, Countcrintcllig1;11cl' 
Division 

Other participants: TBD 
Classification: U nclassi fiecl 
OCA Contact: 
OLA Contact: 

====================================================== 
Classification: UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: RE: Insider Threat presentation slide deck 

It should be treated as PSYQ. but otherwise there is no problem in sharing. 

Thanks, 

UCL.I ___ _, 
Counterespionage Section, FBIHQ 
Co-Director, National Insider Threat Task Force 

I I 
From.__ _________ __. 
Sent: Monda A ril 28 2014 2:26 PM 
To: 
Su!) ... Je-c-: ___ ....,........,presentation slide deck 

Hii C 

L.j ________ ..... , i-680;­
Thanks as always, 

CJ 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Thanks. 

- Stephen 

Stephen D. l<elly 
Assistant Director 
Office of Congressional Affairs 
Federal Bureau of Investigation 

I I 
From: Kelly, Stephen 
Sent· ril 14, 2014 4:15 PM 
To Judicia -Re--------._ 
Cc: 

rammg - ns1 rea 

----------------------------------Subject: Information Assurance Training - Insider Threat 

b6 
b7C 

As we discussed, it appears that the information assurance training that the FBI requires for all employees includes a 
"insider threat" section, along with numerous otl,1er sections. It's my understanding that this training is developed by 
the Defense Information Security Agency and is available for you to review online at this link: 
http:Lliase.clisa.mil/eta/cyberchallenge/launchPage.htm. As you can see at this link, this training has three versions for 
DoD, Federal Agencies, and the Intelligence Community. I believe we use the federal agencies version, but I will confirm 
that for you. As I mentioned to you, I apologize in advance because the format of the training is not particularly user 
friendly for your purposes. You need to launch the program and then go through a step-by-step process to get to the 
section on insider threat, which is a relatively small part of the overall training. This is the format that we have 
internally, so we're not immediately able to provide it to you in another format. Also, as I mentioned, I have gone 
through the insider threat p(ece, which includes several case examples and a series of exercises designed to identify 
possible insider threat vulnerabilities, but I do not believe there is any mention ofwhistleblowers or their protections. 
That being said, I wanted you to see it for yourself, and let me know if you have trouble accessing this link. 

We will look further to see if there are other materials that may be responsive lo your request, but I wanted to send this 
along now as this training is provided to all employees, as well as the earlier DVDs that were provided earlier. 

- Stephen 

Stephen D. Kelly 
Assistant Director 
Office of Congressional Affairs 
Federal Bureau of Investigation 
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From: 
Sent: 
To: 
Cc: 
Subject 

Correction: 1t looks like we were able to access it on a second .attempt. 

From! !(Judiciary-Rep) 
Sent: Wednesday, April 16L 2014 10:59 AM 
To: 'Kelly, Stephen'! y kJudiciary-Rep) 
Cc:j I (Judiciary-Dernj 
Subject: RE: Information Assurance-"'-r-:1 r::::a":':'m:T:m,:O::g:---rr:en:--::s':"':'1dr.=:e.,..r "T"l ""nr""'e""a,,..t _______ ____J 

,,ve cannot access the intelligence community version from the link you provided. lt looks like you'll 
need to figme out another way to get the relevant portion to us. 

From: Kelly, Stephen [mailtQ.. _________ _. 
Sent: Monday, Aprll 14, 2014 4:30 PM 
To: ~eUy Stephen;! pudiciary-Rep);l I (Judiciary-Rep) 
Cc: L.__ ____ ....ibudiciary-Dem)~I ~-:---~~~...,,,,.,-...,..--------___,J 
Subject: RE: Information Assurance Training - Insider Threat 

One correction. It appears that we use the Intelligence Community version of this information assurance training, which 
includes sections on SCI procedures and working in SCIFs, which are not in the Federal Agencies version. This is the third 

option on the link attached to the prior e-mail. 

Thanks. 

- Stephen 

Stephen D. Kelly 
Assistant Director 
Office of Congressional Affairs 
Federal Bureau of Investigation 

I 
From: Kelly, Stephen 
Se • ii 14, 2014 4:lS PM 

Judiciary-Replr-------.pudiciary-Rep) 
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As we discussed, it appears that the information assurance training that the FBI requires for all employees includes a 
"insider threat" section, along with numerous other sections. It's my understanding that this training is developed by 

the Defense Information Security Agency and is available for you to review online at this link: 
http://iase.disa.mil/eta/cyberchallenge/launchPage.htm. As you can see at this link, this training has three versions for 

DoD, Federal Agencies, and the Intelligence Community. I believe we use the federal agencies version, but I will confirm 
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that for you .. As I ~entioned to you, I apologize in advance because the format of the training is not par.ticularly user 
friendly for your purposes. You need to launch the program and then go through a step-by-step process to get to the 
section on insider threat, which is a relatively small part of the overall training. This is the format that we have 
internally, so we're not immediately able to provide it to you in another format. Also, as I mentioned, I have gone 
through the insider threat piece, which includes several case examples and a series of exercises designed to identify 
possible insider threat vulnerabilities, but I do not believe there is any mention of whistleblowers or their protections. 
That being said, I wanted you to see it for yourself, and let me know if you have trouble accessing this link. 

We will look further to see if there are other materials that may be responsive to your request, but I wanted to send this 
along now as this training is provided to all employees, as well as the earlier DVDs that were provided earlier. 

- Stephen 

Stephen D. Kelly 
Assistant Director 
Office of Congressional Affairs 
Federal Bureau of Investigation 

I I 
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From: 
Sent: 
To: 
Subject: 

Thursday, January 30, 2014 12:35 PM 
Vudiciary-Rep)' 

.......,R"""E'"":"'"L_e_tt_e_r -re""'l"""n-'sider threat videos 

b6 
b7C 

b6 
I should have a better picture by this afternoon or tomorrow morning, will follow up with you on any details, b7c 

Thanks 

Fromj I (Judiciary-Rep) [rn.fil!.td 
Sent: Wednesday. Janua: 29. 2014 3:49PM------------------' 
To:I _ I 0 I 

Subject: RE, Letter re Insider threat videos 

I lave you been able to !ind an answer to this question? 

Thank you. 

Investigative Counsel 
Ranking Member Charlps E. Grassle)' 
I! S S!'P'llf' CommiJfce on !he .Judiciary 

I 
From !(Judiciary-Rep) 
Sent: Thursday, January 09, 2014 2:39 PM 
To ------------' Subject: RE: Lelter re Insider threat videos 

b6 
b7C 

Thank you for the very prompt response to Senator Urasslcy's letter. I just go! back in the orticc yesterday a Iler being out b6 
on paternity leave, and received the videos then. However. I did wm1t to just check-docs this.mean that,th~re are no b7C 
other training materials regarding the National. Insider Threat Program or any FBl-specilic insider threat program? 

Thanb, 

Investigative Counsel 
Ranking Member Charles E. (Jrasslcy 
U.S. Senate Committee on the .luclieiar'> ___ ___.I . 

1 



From! I [!llilfilQJ 
Sent: I uesda December 31, 20!3 2:29 P""'M,...... ________ _. 

T udiciary-Rep); CEG (Judi½iary-Rep) 
..................... ..,.,...-....... nsider threat videos 

Letter from FBI, response to Sen. Grassley's of Dec. 17, 2013, requesting copy of videos re: insider threat. Hard copies of 
letter and videos were also hand-delivered to SJC Minority office, Dirksen 152 on December 31, 2013. 
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A compw~v can <?fien detect or control when an outsider (non-employee) tries to access company 
data either physically or electronically, and can mitigate the threat o.f an outsider stealing 

company pro perry. However. rhe thief who is harder to detect and who could cause the most 
damage is the insider---the employee with legitimate access. That insider may steal solely.for 

personal gain. or that insider may be a ··spy ··--someone who is srealing co111pany il1formation or 
produc:ts in order to bene:fir another organization or counr,y. 

The Insider Threat 
An introduction to detecting and deterring an insider spy. 

View printable version (pell) 

This brochure serves as an introduction.for managers and security personnel on how to detect 
an insider threat and provides tips on how ro sqfeg11ard your company's trade secrets. 

Protect Your Intellectual Property 

heft of intellectual property is an increasing threat to organizations, 
and can go unnoticed for months or even years. 

There are increc1sccl incidents of employees taking proprietary information when they believe 
they will be, or are. searching for a new job. 

Congress has continually expanded and strengthened criminal laws for violations of intellectual 
properly rights to protect innovation and ensure that egregious or persistent intellectual properly 
violations do not merely become a standard cost of doing business. 

A domestic or foreign business competitor or foreign government intent on illegally acquiring a 
company's proprietary information and trade secrets may ,,,vish to place a spy into a company in 
order to gain access to non-public information. /\llcrnatively, they may try to recruit an existing 
employee to do lhc same thing. 

Personal Facto1·s 



'--'-"':.......--L"'--'-'---=.:.:.=.....,.There are a variery of motives or personal situations that may increase 
r. 't /<.elilwod SOI" ,ne will spy aKainst their employer: 

Greed or Financial Need: A belief that money can fix anything. Excessive debt or overwhelming 
expenses. 

Anger/Reven ·, Disgruntlement to ,{he point of wanting lo retaliate against the organization. 

Pror 1ems at work: . lack of recognition, disagreements with co-,vorkers or managers, 
dissatisfaction wiH the job, a pending layoff. 

Ideology/Identification: A desire to help the --underdog" or a particular cause. 

Divided Loyaltv: Allegiance to another person or company, or to a country besides the United 
States. 

Ad,enturerrhrill: Nant to acid excitement to their life. intrigued by the clandestine activity, 
'·James Bond \Var,nabe:· 

Vulnerability to blackmail: Extra-marital affairs, gambling, fraud. 

Ego/Se If-image: An ''above the rules" attitude, or desire to repair wounds to their self-esteem. 
Vulnerability to tkucry or the promise of a belter job. Often coupled with Anger/Revenge or 
Adv0nture/'rl1ril!. 

Ingratiation: A desire lo please or win the approval of someone who could benefit from insider 
information with the expectation of returned favors. 

Compulsive and destructive behavior: Drug or alcohol abuse, or other addictive behaviors. 

Family problems: ~,tarital conflicts or separation from loved ones. 

Organizational Factors 



The availab t} <I; ,J ease of acquiring proprietary, classified, or other protected materials. 
Providing ac·l·ess pr\ il1 '. , to those who do not need it. 

Proprietary or c : . J . : )Imation is not labeled as such, or is incorrectly labeled. 

The ease that som\ ... ~ n1<ty exit the facility (or network system) with proprietary, classified or 
other protected materials. 

l •ndefined p,)licies ,·cgarding working from home on projects of a sensitive or proprietary nature. 

·,: The perception that security is lax and the consequences for theft are 
minimal or non-," t .it. 

Time pressure: I::.n,1)10yees who are rushed may inadequately secure proprietary or protected 
!1"aterials, or folly consider the consequences of their actions. 

• 1 <ned on how to properly protect proprietary information. 

Behavioral Indk, ior-: 

Some behm•iors ,·11 • 1 he a due that an employee is spying and/or methodically stealing from the 
organizal ion· 



tilll!UU.:.:te!!l:!Elei.u!:!a:...~-...:::!.'--..£W' Without need or authorization, Lakes proprietary or other material 
home via clocumems. thumb drives, computer disks, or e-mail. Inappropriately seeks or obtains 
proprietary or classified information on subjects not related to their work duties. 

r .tcrcst in maltt:1. 1utsiclc the scope oftheiL· duties, particularly those of interest to foreign 
entities orb•· .: .. er, .;ompetitors. 

l . ·! ecc ,at ily cop11 .. .; material, especially if it is proprietary or classified. 

Remotely accesses the computer network while on vacation, sick leave, or at other odd times. 

Disn.:gards comrB v computer poli9ies on installing personal software or .hardware, accessing 
restricted wchsire· :.:onclucting unauthorized searches. or downloading confidential information. 

· ·ks Pdcl hours " .t1out authorization; notable enthusiasm for over(ime work, weekend work, 
01 unusual sehcduks when clandestine activities could be more easily conducted. 

linrepmtcd foreign contacts (particularly with foreign govenunent officials or i11telligence 
officials) or unrep<'rlcd overseas travel. 

~--.1.-l!f&lLJIIU..-..>oa..i;a.. -· Short trips to foreign countries for unexplained or strange reasons. 
l ncxplriine<l afllu 1 : buys things that they cannot afford on their household income. 

1:n~:tg.cs in suspicious p~rsonal contacts, such as with competitors, business partners or other 
umw1l•odzcd indiYiduds. 

(,ven'. -ncd b) l le crises or career disappointments. 

Shmvi, unusnal int· 1-. in the personal lives of co-workers; asks inappropriate questions 
ri.:garding l~nance!- , jJationships. 



Concern that they are being investigated; leave straps lo detect searches of their work area or 
home; searches for listening devices or cameras. 

Many people experience or exhibit some or all of the above to varying degrees; however, most 
people will not cross the line and commit a crime. 

You Can Make A Difference 

Organizations need lo do their part to deter intellectual property theft: 

0 Educate and reg.ularly !rain employees on security or other protocols. 
0 Ensure that proprierary information is adequately, if not robustly, protected. 
0 Use appropriate screening processes to select new employees. 
.. Provide non-threatening, convenient ways for employees to report suspicions. 
o Routinely monitor computer networks for suspicious activity. 
~ Ensure secmity (to include computer net,vork security) personnel have the tools they 

need. 

Remind employees that reporting security concerns is vital to protecting your company's 
intellectual propcrt,v. its reputation, its financial well-being, and its future. They are protecting 
their own jobs. Remind them that if they sec something, to say something. 

Get As~:istancc 

Being aware of potential issues. exercising good judgment, and conducting discrete inquiries will 
help you ascertain irthere is a spy in your midst. However, if you believe one of your employees 
is a spy or is stealing i:ompany trade secrets, do not alert the person to the fact that he/she is 
under suspicion. bJ.11 seek assistance from trained counterintelligence experts-such as the FBI. 
The FBI has the tools and experience to identify and mitigate such threats. If asked to 
investigate. tile FBI '.rill minimize the disruption to your business, and safeguard your privacy 
and your data. Where necessary, the FBI will seek protective orders to preserve trade secrets and 
business confidentiality. The FBI is committed to maintaining the confidentiality and 
competitive position of US companies. The FBI will also provide security and 
counterintelligence training or awareness seminars for you and your employees upon request. 

Recent insider Theft Cases 

Wrn Cbyu Liu. a retired research scientist, was sentenced in January 2012 to 60 months in 
prison. two yean; supervised release. a $25,000 fine and was ordered to forfeit $600,000. Liu was 
convicted in February 2011 of stealing trade secrets from his former employer and selling them 
to ~-o·npanie~ in China Liu conspired with at least four current. and former employees, traveled 
throughout China to market the stolen information. paid current and former employees for 
matnial and infor·n:1tiPn. and bribed a then-employee ·with $50,000 in cash to provide a process 
manual and other mformution. 



Kc::rnc Hunng was employed by two different US companies. He admitted that from 2007 to 
2010 he delivered stolen trade secrets from both companies to individuals in Germany and 
China. The stolen materials were used to conduct unauthorized research to benefit Chinese 
universities. Huang. ::ilso pursued steps to develop and produce the trade secrets in China. The 
aggn.::g.atc::d loss from both Gompanics was between $7 and $20 million. Huong pleaded guilty to 
char,t.1.cs l)f cconomk t:spionage and theft of trade secrets, and was sentenced in December 201 I 
to 87 m,mths in prison and three years supervised release. 

Yuan Li. a lbnner research chemist with a global pharmaceutical company, pleaded guilty in 
January 20 I:? to st1:aling her employer's trade secrets and making them available for sale through 
A bhy Pharmntech. [nc. Li was a 50% partner in Abby. Bet ween October 2008 and June 20 l I Li 
accessed her emnl0ycr's internal databases, downloaded information to her personal home 
c m1puter. and made rhem for sale through Abby. She was sentenced to 18 months in prison. 

Elliot Doxcr sent an e-rnuil to the Israeli Consulate stating that he ,:vas willing to provjde 
info1111:.111l~n from hi::; employer that might help Israel. An undercover F.BJ agent posing as an 
b;radi in:.elli6ence officer spoke to Doxer and established a '"dead drop" where the two could 
exchangt: inti.wmation. for the next 18 months. Doxer visited the dead drop at least 62 times. 
Doxcr 1rovi<led cu;tomcr and employee lists. contract information. and other trade secrets. He 
pleaded guillv to <'·le .. ~ounr of foreign economic espionage and was sentenced in December 2011 
to six months in pnson. six months home confinement, and fined $25,000. 

Scrgey \lcynikm worked as n computer programmer for a Wall Street company. During his last 
k\, ,.!a:.;-; a· 111al" comrany. he lrnnsferred 32 megabytes of proprietary computer codes - a thefl 
thnt could have co:-t riis ;.;mployer millions or dollars. He attempted to hide his activities but the 
c•)mnanv discnvc:J\·<l irre:gularities through its routine network moniloring systems. In December 
'.: l10. AIPyniko\ vn1s found guilty of theft of trade secrets. 

Michael MitcheU became disgruntled and was fired from bis job due to poor performance. He 
h:pt numerous computer files \.vith his employer's trade secrets; he entered into a consulting 
agre.::inent wi[h a rival Korean company an,9 gave them the stolen trade secrets. In March 20l0, 
h: \\as ~cntc11ced to 18 months in prison and ordered to pay his former employer over $187,000. 

Sh:alin ,lhavciri ga,·,~ tracte secrets to a person he believed was an investor willing to finance a 
busincs:s \ enture ir. rndia. and confirmed that the information he had taken from his employer 
\\ as tW\?' ') t11inµ lw -1eL'ued to start tbe business. In January 2011, he was sentenced to time served 
I l)IW yc:1r and til'te,·n days). three years probation, a$5,000 fine, and a $100 Special Assessment. 

!. an_i l!J a .I h• tot (. 1 \ :n•\;" <'t. &.bscnce from her US employer in 2006. While on .leave, Jin worked 
1m :l si1,1ilur ...:ompuny in China. A year later. Jin returned to the United States. Within a week of 
h,'r wtu, n. sbe b1.11:;;lli a on,·-way ticket back to China, and advised her US employer that she was 
n·m1, w ~~n,i her h'T.c. Jin returned to ,,.ork on February 26, 2007 and for the next two days 
d1)wnlo:.1tied hundri~ds of technical c!ocumcnts. On February 28, 2007, during a routine check at 
till' .. ~1rrort. !1'0n! 11,:m I .000 electronic and paper documents proprietary to her US employe1· 
, • ..i-...· fou.1d i 'l .lin · s lu:):gagc. In 20 I 2. Jin was sentenced to four years in prison and :fined$20,000. 



Greg Chung spied frir China from 1979-2006. Chung stole trade secrets about the space shuttle, 
the Delta TV rocket and the C-17 military cargo jct for the benefit of the Chinese government. 
Chung·s motive was to "contribute to the Motherland." He stole hundreds of thousands of 
documents from his employer. He traveled to China under the guise of giving lectures while 
secretly meeting with Chinese agents. 1-fc also used Mak (below) to transfer information back to 
China. In Fdmmry 1010 he was sentenced to over 15 years in prison. 

Chi Mak admitted that he was sent to the United States in 1978 in order to obtain employmenr in 
t11e defense rndustry with the goal of stealing US defense secrets, which he did for over 20 years. 
He passed information on quiet electric propulsion systems for US submarines, details on the 
Aegis radar system. and infrmnation on stealth ships being developed by the US Navy. The 
Chinese government tasked Mak to acquire information on other technologies. Mak recruited 
family members to encrypt and covertly courier information back to China. In May 2007, Mak 
vvas convicted of <.:onspiracy, failing to register as an agent of a foreign government, and other 
violatior:s. He was sentenced lo over 24 years in prison. 

Report then of tnwe secrets to your local FBI office or submit a tip online: tips.lbi.gov 
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Classification Level: 

Date 
Entered: 

0371'2/201<1 ' ]2014-600 

j~nClassified 

0Proactive 0 Reactive . J 
( ) Briefing ( ) Hearing () SAC OJ O HQ OJ () FOC (•J Other I # of SAC CV 

~- --····--- -·-· . .. __ .. _.,J Visits: 

Brief Type: Event Date: 

Entered By: nL-________ _. 
3/12/2014 

Unit: JcLU II 

Event Time: 

Topic: Acknowledgement from Grassley staffe! !that he did · Division: 
not respond to FBl's offer more than a month ago for a briefing on 
the·matter of Insider Threat program, and request for a briefing. 

OCA Contact.,_ ________ _. 
Person: 

DOJ Contact: 

FBI 
Participants: 

Other Participants: 

Committees 
/Subcommittees 

Members/Staff: 

Executive Summary: 

L-----..i~rassley staffer 

c:::Je Insider Threat program brieing 

Details of Event: 

Date: Attended: 

Acknowledgement from Grassley staffer! lhat h" did oaf cesrnd to FBl's offer more than a month ago . 
for a briefing on the matter of Insider Threat program. Agent[ enewed the offer of a briefing,! I 
agreed. Will follow up with prospective date/time. -

Follow Up Action: 

Attachment: 

Q 
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b6 
b7C 

b6 
b7C 



From: 
Sent: 
To: 
Subject: 

b6 
b7C 

~ following up on a short voicemail I left a moment ago - it looks like a briefing may best answer your 
.__q_u_e_s"""ti ..... ons on the SLJbject, so perhaps we could coordinate something for the week of the 241\ let me know 

how that works and we'll see what we can line up 
Thanks, 

D 

Fromt budiciary-Rep) [illil.filQIL· _____________ _..... 
Sent: Thursday, February 06, 2014 11:06 AM 
To:I I 
Subject: RE: Letter re Insider threat videos 

Whal \Vere you able to learn'! I never heard back from you last week. 

Thanki., 

From:! mal[!Qj 
Sent: Thursday, January 30, 201412:35 P:i-M ________ __. 

To~ h (Judiciary-Rep) 
Subject: RE: Letter re Insider threat videos 

HI._ __ _, 

b6 
b7C 

b6 
b7C 

I should have a better picture by this afternoon or tomorrow morning, will follow up with you on any details, 
Thanks 

I I 

From~ !(Judiciary-Rep) [maiJtd 
Sent: Wednesday, January 29. 2014 3:49PM'------------------' 
Tot I 
Subject: RE: Letter re Insider threat videos 

I lave you been able to Jind an nnswer to this question'? 

Than!-. vou. 
I ·1 

Investigative Counsel 

1 

b6 
b7C 



Ranking rvtcmbcr Charles E. Grass Icy 
U.S. Senate Committee on the .ludiciarv 

I I . 

FromL..! -.-----,--__.budiciary-Rep) 
Sent: Thursda · 39 PM 
To: 

reat videos 

b6 
b7C 

[rl,.,nk L, lb,· the very prompt response to Senato,· Grnssley·s le1te1·. I just got back in the on1ee yesterdny aficr bdng 0111 

on paternity leave, and received the videos then. However, I did \\-ant to just check-docs this mean that there arc no 
other training materials regarding the National Insider Threat Program or any Fl31-spccilic insider threat program'? 

Thanks, 
I 

lnv<.:sligat ive Counsel 
Ranking Member Charles E. Urassley 
U.S. Senate Cotnml"'e on the Judieimy 

Fromt l[!nailli[ ' 
Sent: I uesday. December 31, 2013 2:29 ..,P""IV ... I ---------
To[ tJudiciary-Rep); CEG (Judiciary-Rep) 
SubJect: Letter re Insider threat videos 

b6 
b7C 

Letter from FBI, response to Sen. Grassley's of Dec. 17, 2013, requesting copy of videos re: insider threat. Hard copies of 
letter and videos were also hand-delivered to SJC Minority office, Dirksen 152 on December 31, 2013. 

2 



From: 
Sent: 
To: 
Subject: 

CJ 
Thanks for looking into updated brieling dates. and I apologize I never got back to you on this before. /\gain. to reiterate 
Senator Grasslcy's request. if there arc any additional !raining materials on the Insider Threat Program, whether intended 
FR I-specific or intended f'or the training of other agencies through the National Insider Threat Program. we would like 
those lo be produced to Lhc Committee (both majority and minority). lfthc briefer would like to walk us through such 
matcrinls. that would be great. but any briefing would be most helpful in the context or the materials themselves. 

13est. 

I I 
Investigative Counsel 
Ranking Member Charles E. Grass Icy 
U.S. Senate Commiucc on Lhe Judieiarv 
I I . 

From! railtcj 
Sent: Fnday, February o7, 2014 3: 8 PM 
T ol,.. ____ .............. KJud icia ry-Rep) . 
SubJect: RE: Letter re Insider threat videos 

b6 
b7C 

b6 
b7C 

I !following up on a short voicemail I left a moment ago - it looks like a briefing may best answer your 
questions on the subject, so perhaps we could coordinate something for the week of the 24

th
; let me know 

how that works and we'll see what we can line up 
Thanks, 

Froni !(Judiciary-Rep) Ullil..iJ..td 
Sent: Thursday, February 06, 2014 11:06 Arvli------------------' 
To:! I 
Subject: RE: Letter re Insider threat videos 

Whm were you abk to lcnrn? I never heard back from you lasl week. 

rlianks. 

From~ !mailtol 
Sent: Thursday, January 30, 2014 12:35 PM 

1 

b6 
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b6 
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Ta (Judiciary-Rep) 
Subject: RE: Letter re Insider threat videos 

~ I 

b6 
b7C 

I should have a better picture by this afternoon or tomorrow morning, will follow up with you on any details, 

Thanks 

D 
From:! ~ (Judiciary-Rep) [.!lli!l!.td · 
Sent: Wednesday, January 29, 2014 3:49 PM,__ _____________ __, 
To~ 1 
SubJect: RE: Letter re Insider threat videos 

Have you been able to !incl an ans\\'cr co this question? 

Thank you, 

nves 1g.a 1vc ounscl 
Ranh.inp. fvlembcr Charle" E. Cirassley 
l l.S. Senate Co111111iuee on the Judiciary 

I I 
Frott1..,,.,.,.....___,,_.,,...-__.Dudiciary-Rep) 
Sent: Thursday, January 09, 2014 2:39 PM 
To: .__ ________ __. 

Subject: RE: Letter re Insider threat videos 

D 

b6 
b7C 

Thank you !'or the very prompt response lo Senator Grassley·s letter. I just gol back in the onicc yestert!ay a Iler being out 
on paternity leave, and received the videos then. However, I did want to just check-docs this mean that there arc ilO 

other training materials regarding the National Insider Threat Program or any FBI-specific insider threat program'? 

I hanb. 

nvcst1gat1ve ounse 
Ranking Member Charle~ E. <.iras~ley 
ll.S. Senme Committe<.! 011 the Judiciary 

From! I [mail~ 
Sent: Tuesday, December 31, 2013 2:29 ""'p-1,,-----------' 
To:! !(Judiciary-Rep); CEG (Judiciary-Rep) 
Subject: Letter re Insider threat videos 

2 

b6 
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b6 
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Letter from FBI, response to Sen. Grassley's of Dec. 17, 2013, requesting copy of videos re: insider threat. Hard copies of 
letter and videos were also hand-delivered to SJC Minority office, Dirksen 152 on December 31, 2013. 

3 



December 17, 2013 

VIA ELECTRONIC TRANSMISSION 

The Honorable ,fames B. Comcyi Jl'. 
Director 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, N.W. 
Washington, DC 205~,5 

Dear Director Corney: 

llrntcli SrJtrs 5cnJtt 

On October 28, 2013, l received a letter from the Federal Bureau of Investigation 
(FBI) in which it indicated that it'had collaborated with the Office of the Director of 
National Intelligence (ODNI) on two training videos about the FBl's National Insider 
Threat Program. -:rhevideos, titieclBetrayecZ:and Game-of Pawns,, were developed 
jointly by the FBI's Counterintelligence Division and ODNl's Office of the National 
Counterintelligence Executive (ONCIX). The FBI bas also produced other insider threat 
materials, such as the brochure, The Insider Threat: An Introduction tn Detecting and 
Deterring wz lnsicler Spy. 1 

As I understand it, the National Insider Threat Program is the result of .Executive 
Order 13587, issued by President Obama in October 2011, which established an 
interagency Insider Threat Task Force, to be staffed by the FBI and the ONCIX.2 It also 
directed Executive Branch departments and agencies to develop their own insider threat 
programs. The Pl'esident subsequently issued a Presidential Memorandum in 
November 2012 transmitting the National Insider Threat Policy and setting forth 
minimum standards for departmental and agency programs.3 

These efforts have subsequently received press attention, some of ,,vhich has 
focused on concerns about whether the program adequately protects whistleblowers.'1 

• Federal Bureau of lnvcsligation, '/'he fllsicle1· Threat: An introduction to Detecting anc/ Deterl"ing an 
f 11siciel' Spy, http://www.fili.gov/ a bou Hts/ invcstiga tc/ counterintelligence/ insider_threa t_brochurc. 
, Eiwcutivc Order 1:1587 - Struclllral Reforms to Improve the Security of Classified Networks and the 
Responsible Sharing and Safeguarding of Classified fnformation, October 7, 2011 • .11vai/able at 
htl p://www.whitchouse.gov/the-press-office/ 20 u/ 10 / 07 / exccutive-order-struclurnl-rcforms-improve­
scc11rity-classificd-nclworks-. 
,1 Presidential Memorandum - National Insider Threat Policy and iVJinimum Standards for Executive 
Branch Insider Threat Programs, Nov. 21, 2012. Available cit. http://www.whitehousc.gov/the-press­
oflicc/2012/ 11/21/ presiden tial-mcmorandum-natio n al-insider-th rcat-policy-a nd-minimum-sta nd, 
,1 For example, Marisa 'l'aylor and Jonathan S. l.anday, "Obama's crackdown views leaks as aiding enemies 
of U.S.," McClatchy (Jun. 20, 20.13), auailahle at· 



The Honomblc James B. Comey, Jr. 
December 17 1 2013 

Pagc2 of2 

As you kno,,v, I strongly believe that whistleblowers play an important role in 
safeguarding the federal government against waste, fraud, and abuse. You too stated in 
your conHrmal ion hearing that you believe whistleblowers m·e a critical element of a 
functioning de:•mocrncy. Their willingness lo come forward corrtributes to improving 
govc:>rnmenl opt~ralions. They often put themselves at risk of reprisal from their 
employers, sometimes being demoted, reassigned, or fired as a result of their actions. 
Under the Whistleblower Protection Act and Presidential Policy Directive 19, federal 
employees may nol be retaliated against for reporting waste, fraud, and abuse.s 

Accordingly, some agencies have taken steps to prevent the insiderthreat 
program from chilling whistleblower communications. For example, the Office of the 
Inspector General for the Intelligence Communily is developing training that integrates 
whistleblowing into the agency processes, making the Intelligence Community 
whistleblov,•ing and insider thre.1t programs mutually reinforcing. 

fn order to assess whether. training materials on the National Insider Threat 
Program provide adequate guidance on protecting whistleblowers, I respectfully request 
that you provide me with copies of Betrayed and Game of Pawns,,.aswe1Las co,1::>ies,of 
.any otbert1·a.ining materials r<;lgarding the National Insiclel! Tbreat,Pi'og1,arn. <:?r any F:81-­
specifieinsiderthreat li)J:ogrnm.H would appreciate receiving these materials by Janua1y 
14,. 2014. I know that you consider transparency to be an important value, and I trust 
tlmt transparency on this issue will benefit both ,•.,histleblowers and our national 
security. 

Should you have any uestions regarding this letter, please contact! ----ff my staff at ____ __, 

cc: The Honorable ,James R. Clapper 
Director of National Intelligence 

Sincerely, 

~~ 
Charles E. Grassley 
Ranking Member 

http://www.mcclatchydc.corn/2013/06/20/194513/obamas-cmckdown-views-leuks-as.htmlfl.Uccy-­
vmVHI. 
5 Presidential Policy Directive 19, The White House, October 10, 2012. 
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From: 
Sent: 
To: 
Subject: 

I I (Judiciary-Rep H 
I bmsciav ,)anuary•09 2014 2:j':t.s-F,.,1v""1 -------------...1 

I ! 
RE: Letter re Insider threat videos 

b6 
b7C 

Thank you for the very prompt response to Senator Grasslcy's letter. I just got back in the office yesterday after being out 
on paternity leave, and received the videos then. However, I did want to just check-does this mean that there arc no 
other trnining materials regarding the National lnsider Threat Progrnm or any FBI-specific insider thrcnt program'? 

Thanks. 

nvcst1ga1tve ounsc 
Ranking Member Charles E. Grasslcy 
ll.S. Senate Committee on the Jucliciar, 

b6 
b7C 

I I . 

From:! ![mailtoj 
Sent: Tuesday, December 31, 2013:'"'.2"::":':::2-;:9=-;iP:":'M-:----------.....J 
To: I !(Judiciary-Rep); CEG (Judiciary-Rep) 
Subject: Letter re Insider threat videos 

Letter from FBI, response to Sen. Grassley's of Dec. 17, 2013, requesting copy of videos re: insider threat. Hard copies of 
letter and videos were also hand-delivered to ~JC Minority office, Dirksen 152 on December 31, 2013. 

1 
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-----------------~::::::::::::.:;-------' Visits: 
Brief Type: Event Date: 1/30/2014 

Unit: JcLU II Entered By~ 
'"""-:----:----::-:::-;:::==-

Top l c • ,Sen. Grassley sta~ffe~ : : : I inquiry re status of any 
· I additional Insider Threat training cl_etails. ·. 

Event Time: 

I Division: 

' 
OCA Contact r--------,1----------------------

Person: 

DOJ Contact: 

FBI 
Participants: 

Other Participants: 

Committees 
/Subcommittees 

Members/Staff: 1sen. Grasstey staffer .. ! ____ _. 
Executive Summary: 

Date: l Attended: 

Sen. Grassley staffer .. l ____ _.linquiry re status of any additional Insider Threat training details. 

Details of Event: 

:sen. Grassley staffe4 lnquiry re status of any additional Insider Threat training details. Advised staffer . 
•that additional details may be available, will i:1et !'ack wh~n/if any available. 

Follow Up Action: 

Attachment: 
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Event Date: 

Date 
Entered: 

Congressional Affairs Office 
Congressional Contacts 

Classification Level: Junclassified 

J2014-552 [@Proactive @ Reactive _J 
'.C Briefing () Hearing O SAC CV () HQ CV () FOC I. #of SAC CV~ 

_ Visits: ·----=========:;------' 
~ Other 

Brief Type: Event Date: 

Entered Byj._ _________ __. Unit: jcLU II 

Topic: ~ coo~dinate briefing for Sen .. ~rassley staffer! 
L__Je Insider Threat program trammg ,._ __ _. 

OCA Contact 
Person: .._ _______ _. 

DOJ Contact: 

FBI 
Participants: 

Other Participants: 

Committees 
/Subcommittees 

Date: j 

Members/Staff: .. I _____ ... ~taffer for Sen. Grassley (IA) 

Executive Summary: 

Event Time: 

Division: 

Attended: 

Steps to coordinate briefing for Sen. Grassley staffd.._ ____ __.~e Insider Threat program training 

Details of Event: 

Steps to coordinate briefing for Sen. Grassley staffe! !re Insider Threat program training. Questions 
.that staffer has do not lend themselves to yes or no answers. so briefing in the format of a Q&A is proposed to 
staffer through the CD-4D unit. 

Follow Up Action: 

Attachment: 

Q 
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Congressional Affairs Office 
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Event Date: 

Date 
Entered: 

:. 'iO!i'/;16/W1lf , "-•~---· 

Classification Level: 
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I unclassified 

---------, 
(".!) Proactive 1~ Reactive 

\ • Briefing \ 1 Hearing ,. l SAC OJ .( /~Q;: f-J F~-C---(-~-- 0-th;,. ·-1 ti of SAC CV J. 
J_ _________ " ____ ----·-· ·------·--··· ---------~- Visits: 

Brief Type: Event Date: j 4/16/2014 Event Time: 

Entered By: I r Unit: jcLU II 
Topic: Grassley staffelte insider threat video training access link Division: 

sent by AD Kel~ 

OCA Contact 
Person: 

DOJ Contact: 

FBI 
Participants: 

Other Participants: 

Committees 
/Subcommittees 

Members/Staff: .. ! ____ _.!Grassley staffer 

Executive Summary: 

Date: J 

Grassley stafferc:Jre insider threat video training access link sent by AD Kelly. 

Details of Event: 

Attended: 

Grasf'ey staf!erc::Jre Defense Information Security Agency insider threat video training access link sent by AD 
Kelly claimed unable to access, then later acknowledged ability to access link on computer. 

Follow Up Action: 

Attachment: 

Q 
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