
Analysis	of	100,148	comments	submi6ed	by	the	Electronic	Fron<er	Founda<on	
	

Comments	are	submi.ed	through	a	comment	submission	pla5orm	at	www.dearfcc.org.	An	archive	of	the	site	shows	
that	early	versions	of	the	EFF	site	allowed	users	to	pick	from	several	variable	words	and	sentences	in	construc?ng	
their	le.ers.	(Archived	version	available	at:	h.ps://web.archive.org/web/20170516083335/h.ps://www.dearfcc.org/)		
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Today,	EFF’s	site	appears	to	have	automated	the	rota?ng	variables.	A	site	reload	subtly	changes	the	le.er	text	in	
several	places	each	?me	as	highlighted	below	(Available	at	h.p://www.dearfcc.org).	
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Fake	email		
addresses	

Fake	physical	
	addresses	

EFF	Le6er		
Text	

Address	doesn’t	exist	in	
Greenville,	SC	

Address	doesn’t	exist	 Address	is	in	Nashville	TN,	not	Denver	
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An	analysis	of	dozens	of	submissions	appears	to	show	that	the	comments	are	coming	from	fake	email	
addresses	and	fake	physical	addresses.	
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Ten	extensions	common	
to	all	100,148	EFF	emails:	
teleworm.us	
fleckens.hu	
cuvox.de	
armyspy.com	
dayrep.com	
einrot.com	
gustr.com	
jourrapide.com	
rhyta.com	
superrito.com	

All	100,148	comments	were	submi.ed	using	only	ten	different	email	extensions	that	appear	to	have	been	
generated	from	the	website	h.p://www.fakemailgenerator.com.		
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The	comments	also	appear	to	have	been	submi.ed	using	fake	addresses	and	possibly	even	fake	names	generated	
through	sites	like		h.p://wwwfakeaddressgenerator.com		
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Example	of	fake	EFF	comment	from	dataset	of	100,148	submi.ed	into	the	FCC	docket	
h.ps://www.fcc.gov/ecfs/filing/1051172731575			

Address		
doesn’t	exist		

No	record	of	Jason	Sharpe	
In	Dow	City,	IA	
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More	than	465,322	pro-net	neutrality	comments	(close	to	one	quarter	of	all	comments	submi.ed)	come	from	
email	addresses	that	have	submi.ed	comments	mul?ple	?mes.	In	some	cases,	thousands	of	?mes.	

Example:	The	email	address	example@example.com	submi6ed	the	same	pro-
net	neutrality	comment	almost	7500	<mes.		
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Hundreds	and	perhaps	thousands	of	other	comments	appear	to	be	from	email	addresses	not	associated	with	the	
filer’s	name	or	reused	mul?ple	?mes	for	filings	from	different	individuals.		

Example:	Seven	comments	filed	either	by	“Katrin	Sippel”	or	from	the	email	
address	katrin_sippel@yahoo.es.	

Filers	name	not	associated	with	email	address	

Same	email	addresses	reused	for	mul<ple	filings	from	different	individuals	
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In	the	“Katrin	Sippel”	example	from	the	previous	page,	the	email	address	appears	to	have	been	culled	from	a	spam	
email	database	on	the	open	web	associated	with	an	Islamic	hacker’s	group	(Data	source:	
h.ps://justpaste.it/Fr1234).	

Transla<on:	“French	Inn	
Database”	 Transla<on:	“In	the	name	of	

Allah	the	Merciful	
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