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(U) Final Report of the Department of Defense Information Review Task Forge

{U) Executive Summzry

(L) Ar the dircetion of the ULS, Sceretary of Exefonse (SeeDel). the informetion Review Task Foree
CIRTF ) assessed the impact of ruuthorized Wikileaks diselosire of United States Goventment
(USGY records. The IRTF completed a comprebensive review of mone than 140,000 records known
or belicved compronised 1o WikiLeaks, coordinated ts revicw throughout the Lnielligence
Cenvnunity ()C), and integrated its cifons with those of the National Counterinteltigence
Exceutive {NCIX).

{43 Given the enamily of the chulienge, the IRTF reached out and received Iremendous suppon
{rom ot only the affccted Depaament of Defense (DwD} Componcenls but also from the multiple
affected foderal departments and egencics as well. This wholc-of-government approach.
together with clasc coordination with the appropriate fogal and foreign disclosure officials.
cnabled the IRTF o get ahead of the Wikilcaks public refeascs and to inform scnior Jeaders snd
poticymakers across the USG as well ay coalition governments prior to publiv disclosuee so that
miligation actions could be taken

(L) Overall Summary of Impact. The IRTF reviewed compromised data sets using criteria
established by the SceDef (see Appendix A). After a comprchensive revicw. the IRTF asscssed
the greaiest impact to the folfowing DoD equitics:

s (L) Lives of cooperative Afghans. Ireqis, and other forcign interlocutors arc at increased
risk
101(11,(D)(3}10 USC 424,14 (@)1 4 (£),1.4 (C).1 .4 (d]




Pages5-8 a-e
withheld in full

(0)(1),(b}3):10 USC 424.1.4 (2).1.4 {c).14 (d)

o (Li/PeotePorsonally identifiable information (PN) coneerning 23 1L.S milstery
personnel, including full names and social sccurity numbers. All affecied individuals
were nosified,

(b){1).{0)(3):10 USC 424,1.4 (a),1.4 (¢).1.4 {d]




{1 Due us the sheer volume of infarmation the JRTFE revicwed, this report focuses on the mosi
significant findings cenicred on the scven key focus sreas, a gencral overview of what was
leamned, and setected examples and summarics of relevant reports to provide contexi.

(U} This repon, along with associated analvtical assessments and ather IRTF products. 15 posicd

’-Q“—‘hsj (b)(3):10 LSC 424

(U) Interagency Cofluburation

{U/di@i=@The IRTT brought logether representatives fron over 20 agencies in the intalligence,
law enforcement, and diplomatic communities (Figuee 1) for the conduct of this review. The
support of these partness was criticel to timnely complction of the Task Force's work.

REPEN%EE INVELLIOI MGCE ADIENRTY

IRTF -~ Community of interest

USD(P) & U 3D}

CYBERCDM

Ui A Rl DRy

ML vpgnanaty ol Bemesa st 1) 2020 000




(b)(3):50
USC 3024(1)

(b)(3):50
USC 3024(i}

Janua 304, and December 31, 2006.
The reports contain the eporting
unit designator as well as information on such
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(U) Duty Sets and Review Process

(U/#@e@The compromiscd data encompesses four large dara sets containing information up
t¢ the SECRET/NQFORN level. The IRTF reviewed thiy compramised mformation in its
enlirely, and a descriphon of cach of these data seis and the associated review process is oaoilined
below, ln addition. the IRTF reviewed two airstrike videos and an ACIC repon alsc known Lo
have been obtained by WikiLcaks.

(U} The Afghan Data Scr (b)(1),1.4 (c)

(L@@ The 76,911 (76K) and 14,821
(15K tactiea] reports downloaded from the
USCENTCOM[__ lcontain
information elassificd up to the
SECRET/NOFORN leve!l. The database
contains devailed significant activity
(SIGACT) reports and is the designated
SIGACT reporting 1ol of record n the
USCENTCOM anza of responsibility (AOR).
The compronised reports are dated between

event typces as encmy action, explosive
hazard, fricndly action, detaincc operations,
friendly fire, countee-insurgency, and threat
reporss (Figure 2). Wikileaks has not yet
released the fubl text of the 15K dala due w
cnticism that the release of “sensitive” threa

report data could place the fives of innocent civilians Boi i CING sty Skt N
at nsk; however. scveral rews orgamizations
have 'neluded infoermasion from this dalz in their news reporting.

« «94(b)(3):10 USC 424 | 76K data sot: 76,911 SIGACT end thecat reports
from USCENTCOM s CIDNE- A databasc covering the January |, 2004, to December
34, 20069, rimeframc and posted to the WikiLeaks wehste on July 25, 2010

(b)(1),1.4 (a),1.4 (c),1.4 (d)




(b)1).{0)3):10

USC 424.14 =

{a),1.4 {c)

(b)3):50 USC

30241 [

(b)3):50 USC
3024())

{b)1),1.4
{a).1.4 (c)

PSP DN

(U} The lrag Daa Set
(U mi@dbdi | Ising cumbinaloncep[s and technical means, the IRTF conducted

..... areview ofapproximately 409,00

aﬂpr refe

27, 2018, hen

fornat-to the] ~

ecords produced from November 1, 2003, to May
¢d to as the Iraqg data se1, Thesze reponts are very similar in type and
eports descrided above. Al the time of the initial review, the JRTF was

unsure how many of the 409,000 records were in Wikil.eaks' possession; however, we now
assess with high confidence that only 391,832 reports dated through Deceinber 31, 2009, were
compromised. All reports are tactical in nzture and contain informetion classificd up 1o the
SECRET/NOFORN level.

tU) The JTF-GTMO Dala Set




(L) The NCD Data Se¢
(LY APl ikilegks has a

total of 251,287 DoS cables
classthed UJ)lo the
SECRET/”NOFORN level and
has begun relvasmg them into
the public domzin. The release
canlains some repotting from as
carly as 196&; however, the bulk
of the reporting is from 2002 1o
February 28, 2010,

egiwddli=sT he compromised

diplomatie czbles are derived

from the Dos NCD dawabase. NCD

is 8 progrsm that prorwotcs information sharing and supponts the inleragency informaticn
requirements of eleared USG personnel in the foreign atfairs and nationa! securily commiunijtics.
NCD brings together information from mare than 200 diplomatic posts and contains copies nf
cables, e-mails without anachments, and webforms, Uniess specifically lsheled otherwise,
content in NCD is not relzasable to foreign nationals. Some webforms end e-mails available in
the dalabase, such ag Palitical-Military Action Team (PMAT) reports, have not been
compromised.

¢ Il Lo e

Fromie d Sawding wl I--I--|mrl‘ [ Clgae e v,

{17} The Review Process

(U) The IRTF uscd search engines to initally triage, sort, and ealegorizc the reports in each dala
set. This allowed IRTF analysts to focus their initial etforts on reports with s high probability of
yielding informiation relevani (o one of the key SceDef focus arcas. Once the initial tnage of
information was complctcd, snalysts began a linc-by-line revicw of every report within that data
s¢t, Each report reccived a two-tier review, The first-tier review, conducted by analysts aided

" by an sutamated cheeklisi, captured significant (indings and passed the information to a senior
anglyst for a ticr swe review, All significant reporting was idenlified, placed in context, and

captured in the IRTF databgse for futurg reference,

12




(£)(1),1.4 (a),1.4 (c),1.4 (d)

U} Addiriona] Duta

(U) WikiLcaks also posted a 1.4 gigabyte (GB) encrypted file lo the “A4/ghan War Diary, 2004-
010" webpage, which is labcled “frswronce fife,” Minimal information about this file is
disclosed on the website, other than “name: insurance.oes256 " end “type - unknown fite npe.
/. 3aGA. " 1t appears 10 be encrypted with AES-236, a publicty available symmetric-key
eneryption standard * This file is publicly available for download in its encrypted form, but
WiliLcaks has net released the key/password requircd to read its contents. Numerous websites
have con firmed that they have downlogded the "fusurance file " and are awaiting the release of
the pussword Lo unluck its eonients. Julian Assange, an Australian who is described in open
souree reporting as Wikileaks® founder, publicly insists he ean rel¢asc the key 10 the public at
eny lirae that he feels his coninued ability to disscminate the eompromised information is at risk,
Bascd on public statemcnts by Assange, the IRTF asscsses with moderate confidenec that the
“fnsurance Fife” does not contzin any additional USG date beyond that which the IRTF has
alrcady revicwed.

b L) AES-2$8 Adveneed Cicryplion System {ARS) thit uses 3 I36-bit onervplion key {passsordd,




Chapter One
(U) IRTF Summary Repart — Afghznistan Data Set

(L) Background

(U) On Jjuly 25, 2010, at 1700 hours Eastery Daylight Time (EDT), the WikiLeuks o1ganization
rcleased 76,811 Government reponts to the general public through its website, WikiLeaks.org
(dedicaied webpage at th /wardiary.wikileaks org). Wikileaks rcfers to these documents as
the “Alghan War Diary.” The 76,311 SIGACTs relcased by Wikileaks on Inly 25, 2010, cover

o =L, 2004, to December 31, 2009 They originated from USCENTCOM's
which resides on Secret Internet Protocol Ravier Network {STPRNET). The
ocomeniF were nat redacted or altered by WikiLeaks.

(b)(3):50
USC 3024(i)

(U) Al the time, WikiLeaks slso ¢laimed to have approximately 15,000 additional reporis it

would not post to ifs websile until they had undergone a “harm minimization process” review,
Wikilgaks advised that “Afrer further review, these {15.000] reports will be released, with
occasional redactions, and eventually in full. as the security situation 1t Afghanistan permits,
As of Junc 2011, these reports have been reported on and released in a limited farm by & bandful
of select Wikik.caks media partrers. IRTF mairminf hifh confidenee thet these 14,821 reports

wilhtheld by WikiLeaks arc a subset of the samcl wia sct deseribed sbove. (b)(3):50

USC 3024(i)

(U} The WikiLeaks websilc provided access to the Afghan data in a varicty of formats, including
HTML (web), CSV {comma-separatcd valucs), SQL (dstubase}, and KML (Keyhole Markup
Language) geospatial data that can be used with visuzlization tools such as Google Eanh,

(U) Prior 10 the July 25, 2010, public posting of reports from|___ | WikiLeaks provided X350
The New York Times, Der Spiegel. and The Guardian copies of the 76,911 reports subsequently JSC 3024()
posted online, along with the remaining approximatcly 15,000 reports. Each of these media
outlets has used this information in their reporting and posted & small rumber of redacted reports
beyond what is available on the Wikilaaks website. Tn addition, in carly Aprit 2011, Denmark's
Dagblader Information began a series of reports based on 14,821 reports that TRTF assesses with
(b)(3):50 ~ high confidcace a:e..;hc--mmaining--rcpons that WikiLeaks had heid back. Dagbladet
USC 3024(1) Informalion cluims to have received these from WikiLcaks and has posted only meladata and
associsted merrics rather than the full text of these reports.

(b)(1),1.4
(8),1.4 (c) ~ -

il R S P et




withheld in full.

Pages 16 - 21 are |

(U} Key Findings
(b)(1),(b)(3):10 USC 424,(b)(5),1.4 (a),1.4 (c)

e (Li/ase® P1] concering 23 U S. soldiers, ineluding full names and social scourity
numbers. All affecied individuals have been notificd.

(b)(1),(b)(3):10 USC 424,(b)(5),1.4 (a),1.4 (c)




(b)(1

@)1

(c).1

Pages 23-24 are
withheld in full,

|

).1.4 (a),1.4

4 (d)

(U) Uiarcleascd Docuwments in the 15K Data Set: Four reports in the 15K data set are deemed to
be of minimal significance,




Page 26 is
E withheld in full
PPPITC DU

(L) The IR b the assicranee of USCENTCOM, NSA, NGA, and CIA, reviewed the
(b)(3):50 . Afghanista or information conceming infelligence sources and methonds. This
USCl 3024 review yiclded HUMINT, SIGINT. and GEOINT capsbilitics, reporting, and TTP, This

information has been divided into three categorics: 1) Human Svurces and Methods, 2) SIGINT,

and 3} GEQINT. Although the IRTF assesses there is nol any significant “strategic impact” to

the release of this information, these is the potential for serious damage in lwo critical areas: 1)
risks to intelllgence sources, informants. and the Afghan populativn, and 2) U.S /NATQ SIGINT
coliection methads and capabilitics.

(1ii Human Sonirces and Methody

(b)(1),(b)(3):10 USC 424,1.4 (a),1.4 (c),1.4 (d)
(b)(3):50 (U} Selected examples of[ i Idisclosing cooperative local national names:
USC 3024 (b)(1).(b)(3):10 USC 424.1.4 (a),1.4 (c).1.4 (d)
25




Pages 28 - 29
{b}1).DY3)10 are withheld in
LSC 424,14 full.

{a)1.4 {c)1.44d

| (b)(3):10

I USC 424 ST
; ; TR R R AR
5 1&{ N Additional SIGINT reporting in carly August revesled that an
insurgent Teeder ordered Tnicmcet dotumenis pertaining to Coalition operstions in
Afghanistan distributed among subordinate elements,
(b)(3):10. e - A Jihadist website posied a bink 1o o British newspaper article
USC 424 “ ng(" which affers readess|

(b)(1).(b)(3):10 USC 424,1.4 (2),1.4 (c).1.4 (d)

7 ikink we have a marel obligation. not only 10 cur rroups bui 10 those who hove
worked with us. And as we go through these documenis and idemify people who
kave helped us, it seems 1o me we have on obligarion 10 toke some resporsibilicy
Sor their securizy

~ Robert Gates, Scacary of Defense, July 29, 2010

(b)(1),(b)(3):10 USC 424.1.4 (a),1.4 (c),1.4 (d)

7




(0)(1).(0)(3):10 USC 424,14 (a),1.4 (c),1.4 (q)

1) GEOINT Sources and Method's

(UMPSESPNGA analyzed 147 Googic Earth documents posted to the Wikileaks websitc that
depict the focation and cvent for reponts in the 76K data set. These Google Earth files,
commonly called XML, include one file with all of the 76K rccords. The remaiting 146 files
contain subscts of the 76K data that portray varisus themes selecicd by WikiLeaks, such as;
direct fire, indircet fire, explosive hazards, mines found and cleared, TEDs, and others.

{L/"uesT he KML documents posted to WikiLeaks containing classified SIGACT reporting
wire likely created using third-party soflware by the WikiLcaks saff, as they are not siruclured
in the same manner as the XML files thar are available for dewnload vis the CIDNE database on
SIPRNET. Additionally, the parallcls between the spreadsbeets and KML files posted to
WikiLeaks sugpesi that the Wikilcaks s1aff (ikety derived the WikiLesks-posted KML files from
the spreadsheets in order 10 provide 3 visusl représcntation of the data.

(b)(1),(b)(3):10 USC 424,(b)(5),1.4 (a),1.4 (c),1.4 (d)

EY)




 [Pages 32- 33 are
withheld in full.

(b)(1).(0)(5).1.4 (a),1.4 (c)

(LSOO Civilian Casualties Not Previously Reported

(U: The IRTF used keyworsd searches Lo identify civilian casualtics within the data scis. The
search for casvalties also cncompasscd senous injuries 10 civilians, Reports revealing in-dcpth
delails were searched and compared against Open-source reporting.

(b)(1),(b)(3):10 USC 424,(b)(5),1.4 (a),1.4 (c),1.4 (d)

(U) The following two summaries are of seports not found in open source that could be used by
the press or our adversaries 10 aegalively impact support for cusrent operations in the region:

(6)(1).(6)(3):10 USC 424,1.4 (a),1.4 (b),1.4 (c),1.4 (d)

(V) Cultural {mpact
(b)(1),(b)(3):10 USC 424 (b)(5),1.4 (a),1.4 (c),1.4 (d)

3




usd 3024 complele un-redacied copies nf these reparts in early August. Each of the medta outlets has

Page 35 is }
withheld in full

Chapter Two
(U) IRTF Summary Report ~ Iraq Data Set

(U) Background

(U) On October 22, 2010, at 1700 EDT, the Wikil.eaks nrganization refeased 397,832

governmenl reconds (o the genera) publie through its website; Wikil.esks.org (dedicate =

at htip:/“wardiary.wikileaks.org). Prior to the October 22 public posting of reports from (b)(3):50
A50 . o [wWikilesks provided The New York Times, Der Spiegel. Al Juzvera, and The Guardian USC 3024

selsctively used this inforination in their nreparting

(B)(1),(b)(3):10 USC 424,14 (a),1.4 (c),1.4 (d)

(L) Key Findings
(b)(1).(b)(3):10 USC 424,14 (a),1.4 (c),1.4 (d),1.4 (g)




TP DI CORe

(b)(1),(b)(3):10 USC 424,1.4 (a),1.4 (c),1.4 (d)

(U) Analytical Ass¢ssmeats

194(}3)(3):1 0 USC 424 |Tbu tollowing IRTT anulytical assessmenis, arganized by
seven key focus arcas, are based on the results of an intia) kevword scarch, followed by an in-
depth, “line-by-line” yeview of each repost in the lrag daw set.

(L) Foree Protection Jaeplications

(U) The IRTF s review for force protection impiications resulted in three categories of reporting:
U.S. Persons PlI, Current and Previous Senior U.S. Leadership in {rog, and Special Operations
Forces Idemifying Unit Information. Sutmmarics and assessments of the corresponding data are
addressed helow.

(U) US. Persans PIT

(b)(1),(b)(3):10 USC 424,(b)(6),1.4 (a).1.4 (¢),1.4 (d)

(U} Enemy Inflicted Deathe

(©)(1),(6)(3):10 USC 424,(b)(6),1.4 (a),1.4 (c),1.4 (d)

36
_‘l"E-'ml‘ ’- ' BI Bl!!i




RO

. yﬁl(b)(3)11 0 USC 424 (b) |Anarher repont ineludes significant details of an [ED
incident resulting in a vehicle cominander’s desth and another seriously woundcd
member reeciving bums covering 90 pereant of his body.

(L7 Accidenial Death

(b)(1).(b)(3):10 USC 424,1.4 (a),1.4 (c).1.4 (d)

v (L) Scif-Inflicted GSW:

(0)(1).(0)(3):10 USC 424,1.4 (a),1.4 (c),1.4 (d)

e (U} Fratriaide Incidents:

(b)(1).(b)(3):10 USC 424,1.4 (a).1.4 (c).1.4 (d)

o {[J) Other Causes:

(b)(1).(b)}(3):10 USC 424,1.4 (a),1.4 (c).1.4 (d)

»




®)(Pr4
(a).14
©.14 (@)

Pages 39 - 40 are
withheld in full.

(14) Murder

(b)(1),(b)(3):10 USC 424,(b)(5),1.4 (a),1.4 (¢c),1.4 (d)

(L) Curreni and Former Senlor ULS. Leadership in Irag

(U/ @@ The IRTF searched the fraq dala set for reports cantaining references to eurrent and
former serios U.S. leadership in lreq. The IRTF found two reports with references (o, or
commenis by, General David H. Petracus, and one report with reference to Genersl Ricardo
Sanchez None of the reports are damaging in any way.

{U/4nidebaeh IRT'F Assessment: The IRTF asscsses with high confidence that disclosure of the
Trag data set will have no direct personal impact on currenl and former senior U.S. Icadership in
fraq.

(Uy 1derifying Unit Information: Special Opergtivns Forcex (SOF)

IR




(b)(1),(0)(3):10 USC 424,(b)(5),1.4 (a).1.4 (c),1.4 (d)

"L On Judy 16, 2000, the LS. Coun of Appeads for the Disuiar of Tolwnbia disecaed e 1.8 Secrctary of Siawe
(e her sevicw thy MoK desigration 3y « Foreigh Temuriat Orgameation, sine du process ol the law was wiolaeed
durm 2 17 State Deportment's previous decisioi 1o masrianm the MoK 's desipgnaled st




Fé'ges 43 - 57 are
. withheld in full

SREREFA NS PR

(b)(1),(b)(3):10 USC 424 (b)(5).1.4 (a),1.4 (c),1.4 (d)

2 (1 e Tl Sol program imchides caslitjons of tribal sheikhs tad unite 16 rrainiain seoenty, Funled by the
Uniled Sisies, the Sol program has been crilicized by Gavernmeni of Irag Izaders ax a separaic infitary foree,




Pages 52 - 71 are
withheld in full.

Chapter Threc
(U) Joint Tusk Force — Guantanamu Records

(U} Background

(U) On April 25, 2011 at 1700 EDT, the WikiLeaks organization, through a serics of
international meadia putlets, began releasing Guantanamo detainee files o the general public. By
April 28, 2011, a totel of 769 compromised ITF-GTMO documents wereé posted 1o the
WikiLcaks websile (http://wikileaks.chigilma). Prior Lo the public posting of reponts from JTF-
GTMO, Wikil.eaks provided complete un-redacted eopies of these seports to 10 media oullets,
including The Washinglon Pust, The Telegroph, Der Spiegel. Le Monde, £l Pais, the McClutchy
Company, snd several others. The New Yark Times, Nationol Public Radio, and The Guardian
also acquired the JTF-GTMO daa independently from a scparate spurce, likely formerly
associated with Wikilraks

(B)(1),(b)(3):10 USC 424,1.4 (3),1.4 (c),1.4 (d)

(U) Key Findings




Page 73 is
withheld in full.

Chapter Four
(U) IRTF Summury Report -- Net Centric Diplomacy Data Set

(U) Background

(U/dm@ei@) On Novemnber 28, 2010, the WikiLeaks organization releasod 243 DoS cables from
the NCD databsse to the geners! public through the WikiLeaks website. Wikilcaks had
provided The New York Times, Der Spiegel, The Guardion, Le Morde, and El Pais compleie, un-
redacted copics of these reports in advante. Each of these media outicts has selectively used this
information in their initial reporting, which has included concerns about the Iranian nuciear
program, information on historical events (c.g., Nclson Mandela's release, Tran hostages, and
Manucl Noriegs), hingraphies (¢.g, Qeddafi, Mugahe, Ahmed and Wali Karzai), information on
domestic politics (e.g., Germany and Turkey), information on Yemen CT operations, legal
analysis of the Honduran coup, North Korean missite concems, information oo sanctions against
fran, and procedures for walk-in‘defecior handling. As of Junc 10, 2011, WikiLeaks end its global
pastrers have released more than 14,600 of 25] 287 records from the NCD.

{U P& Based on information being publicly released by Wikilcaks and ils media partners,
the [RTF has confirmed that as many s 251,287 cables from the DoS NCD datzbase have been
compromiscd, with an information cuteff date of February 28, 2010, WikiLeaks has stated thet
“lt}he embassy cables will be released in stages over the next few months. The subject matter of
these cobles is of such importonce, and the geographical spread so broad, that to do otherwise
would nol do 1his material justice. "

(U} Key Findings

(b)(1).(b)(5),1.4 (a),1.4 (c),1.4 (d)




Pages 75 - 93
are withheld in
full.

(t)) Analytical Assessments

{UYThe Fcllt)_\v_lr_!g IRTF analytical assessments, organized by focus areas, are based on the
results of an initial keyword search, followed by an in-depth, ling-By-finc review of cach report
in the NCD data set.

(U} Force Provection Implicgtions
(b)(1),(b)(5).1.4 (a),1.4 (d)

(L) U8, Persons Hdensifping Infarmation

(b)(3):10
USC 424.(b)
@ysovsc | .
e —

(U} Force Dispositiony and Vulnerabifities
(b)(1),1.4 (a),1.4 (c),1.4 (d)

74




Pages 95 -96
are withheld in
full

b)(13,(b)(54.1.4 [a),1.4 (C)

Cavans B Jeonpre Mg tonn
v il

(L} Currerii Operations or Military Plans

(b)(1).1.4
(@).1.4 (c)

DL
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Pages 98 -100 are
withheld in full.

Chapter Five

(U) IRTF Summary Repert - ACIC Special Report

(b)(1),(b)(5).1.4 (a),1.4 (c),1.4 (d)

o (WROBOMWY KiLeaks founder Julian Assanpe views the ACIC report os a2 “declaration
of war,” bused on a June 2010 interview with The New Yorker, which msy serve as
motivation for further releases. .

(b)(1),1.4 (a),1.4 (c),1.4 (d)

() Data Ckararterizution

[©)(1).(6)(3):10 USC 424,(b)(3):50 USC 3024(i),1.4 (a),1.4 (C)
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Chapter Seven

(U) IRTF Summary Report — Baghdad Airstrike

PO

(L)) Backpround

(U/AF@MEPTrere are three distinet engagements shown in the leaked foolage. According to
CNN reports, the soldiers of Bravo Company 2-16 Infantry had been under fire all morning on
July -2, 2007, from RPGs and smail arms fire. Air Woapons Teams {AWTSs) consisting of two
Apache AH-64’s were providing aerial support 10 ground units involved with Operation Jaaj.
The AWT spotted a group consisting of 15-20 men believed ‘o be insurgents, some of whom
were brandishing AK-47s. After recciving permission o engage, the AWT dispenscd 30 am
rourkis, killing several tnen, including one Reuters staff member, and severely wounding the
other. Crew members mistook their video recording equipment for RPGs.

(1)/%e8% Shortly after the initia! cogagement, o van arrived on scene. Purportedly unarmed
men uiteinpied o load the wounded Reuters stafT member into the vehicle. The Apache crows
believed the men 1o be additional insurgents atiempting to reeover bodies and weapons from the
scenc and requested permission o engage. The AWT opened fire on the van, killing the second
Reurters reporter and one other man. Two children sirting in the van were severcly wounded in
the incident.
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(U:408@¥ There iy a period of 20 minutes not included in the cdited Wikilvaks version of
video footage that showed the AWT cngaging armed insurgen!s in u fize fight on the ground,
Some of the nsurgents were seen entering a building. The wlited WikiL caks video resumes
showing wo men holcing weapons cntering the building. The aircrews request pemission o
engege the target, steling that they belicved the buildings to be abandened. Upon reaciviag
permission, the AWT fircs a total of thrpe Hellfire missiles into the target. One of the gunners
can be heard on the video stating, “Theie it goes! Look af thet bitch goi Patoosh!”!

(U} Media Coverage

{U) The footage was released by Wikilcaks lounder Julian Assange during un April 5, 2010,
press conference af the National Press Club, and subsequently under 3 designaied websiic titled
“Collateral Murder.” Publieily of the incident spiked fullowing Lhe release of the faotage. Some
af the more notablc mediz vatlcts covering the issue were Al Jazocra Eaglish, RT, Reuters, The
Washirgion Post, The New Yark Times, the Christion Science Monitor, the BBC. and CNN.
Caversge of the evenl in the mainstream media was lsrgely unfavorable towards the U.S.
position in this ineident,

{L} WikiLeaks prefaees onc of their videos with & disclaimer that sume of the men may have
been srmed. Fox News cluims that, “st {east one man in that group was carrying an RPG, &
clearly visible weapon that runs oearly two-thirds the length of his body,” However, Glenn
Greenwald of Salon com said that the “vas majority of the mer were unarmed™ and called the
ineident “painty unjustified killing of » group of unarmed men cerrying away an unarmed,
scriousty wounded man to safcty.” The Guardian stated, “It is unclear if some of the men are
armed Sut Noor-Eldeen (Reuters s1afT) ean be seen with a camera™ The Australian newspaper
described the group as displaying “nro obvious hostile acdon.” Reuters further elsims that it
could nat locate any witnesses who had seen gunmen in the immediate area of the incident.

(L) Military Legal Review

(UMPSWerOn Apnil §, 2010, USCENTCOM released two seperate 15-6 investigative reporty 1o
cointide wilh the WikiLcaks press confercace o the same day. One investigation was
commissioned by the 1™ Air Cavalry Brigade, 1” Cavalry Division, and another by the 2
Brigsde Combat Team, 2™ [nfanlry Division (MND-B), Both investigalions exonerated the
individuels involved in this event, eoncluding that they foltowed the rules of cngagement to a
satisfactory degree  Furthermore, the 2™ Bagade investigation provided stills front the gun
camcras and photos from Ihe ground identify:ng defimavely Ihat there were weapons present on
the scene and that the Reuters Staif did nat hove any identification or clothing identifying them
es members of the press while traveling with armed insurgents.
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(U) Final Repnrt of the Department of Defense Information Review Task Force

(o
(B)(1).(b)(3):10 USC 424,(b)(5),1.4 (a),1.4 (c),1.4 ()

() This report along with associated analytical assessments and other IRTF produets are posted
orfb)3):10 JSC 424 If you have any
questions regarding (his report please contact the TRTF through the RFE link on the IRTF
Inictiipedia website refercnced above,
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APPENDIX A
UNCILASSIFLED! SRSt G-

SECRETARY OF OEFENSE
1000 DEFENSE PENTAQON

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN (UF THE JOONT CHIEFS OF STAFF
UNWDER SECRETARIES OF DEFENSE
ASSISTANT SFCRETARTES OF DEFENSE
GENFRAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPFRATIONAL TEST AND EVALUATION
DIRECTOR, COST ASSESSMFENT AND PROGRAM

EVALUATION

INSPECTOR GENERAL OUF [HE DEPAR TMENT OF DEFENSE
ASSISTANTS TO THL SECRETARY OFf DEFENSE
DIRECTOR, ADMINISTRATION AND MANAGEMENT
DRECTOR, NET ASSESSMENT
DIRECTCRS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FTIELD ACTIVTTIES

Subject: Task Force lo Review Unauthorized Disclosure of Classified Inforrmation (&&=

Oa july 28, 2010, I directed the Dhirestor, Defense Imelligence Agency
{DIA) to estabbish an Jnformation Review Task Force (IRTTF) o lead & comprehensive
Departroent of Defense (DoD) review of clesgified documenrs pasted to the WikiLeaks
website (wew wikileaks.org) ob July 25, 2010, and any other asanciated rogmesials.
Department of Defense Camponents should provide DIA any ass{sizace required o ensure
Lhe timely completion ef the review.

SRSy The IRTE wil] review te iropact of the unsuthorized disclogure of
clagsified informatioc specificd above. The IRTF wiil coondinate throughow the
ImeNigence Commmanity in conducting this (me-sensitive review and iategrate ity efforts

. with those of the National Counteriniclligence Exccutive.

ConFSEEPET e IRTT wili provide rogular updates to the Office of the Secretary of

Defense (DSD) on its fndings. A mare compreheraive inlerim repoet will be provided 19
lix efforl progresses. That report will inclode the following items:

v O FSEeRALy rletsed informalion wilh immediate force protection implications;

»  (WhFOE® Any rcloased informatior conceruing allics or coslition parmers that may
wegatively impact (oreign palicy;

v (eveR@edmAny military plans;
Rt

&

UNCLASSIFIED:




UNTLASS FIED/ ot SNy GFrahial

s PSS ny intelligence reporang;

s (EAEEEOrA Ry releasad informarion ameem:ng intelligence sources or methads;
« (Bl Aoy Infonmation on civiliar casvaltes oot previously reloused;

o {IEERE&® A ny derogaton sonvuety tegardiog Alfphan culture or Lilam: and

» (EeReEetminy relaed data that mey have aiso have been released m WikiLcaks,
but not posted.

A final seport will be produced once @} documenls are assessod.

CPOEOFThe IRTF is the single DoD crganization with authority and resporsibitity to
conclioet he DoD review regarding this uasuthosized disciosure. By geparste tasking, 1 am
directing USDY(T) to conduct ar assessment of the Deparement’s procadures for sccessing
and temsporting cansificd informaton.

HPeEYTTis review i separate from, ind ynrelated w, aov eriminal investgation of
the leiked infarmation. The asscsament and review of the Izaked documents (s not intonded
t0, and shall not Lmit in noy way, the ability of Departmny, Federsl Bureau of Investigation
of eay other faderal criminal investigniors, mal counse! and prosecutors W conduct
investgative and trial proceedings in support of possible prosecutions wader the Uasform
Code of Milimry Justice or fedzrul crimingl provisions.

Diecior of Nativeal Intelligence

?uﬁn
Director, Central Intelligence Agency

Asisiant Secretary of Siate for Intefligence & Research
Natiogal Counterinlelligence Centzr

[~ H

UNCLAS SIFIE D/ SO @rh il
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Page 107 is
withheld in full.

APPENDIX B
(U) GENERAL BACKGROUND INFORMATION ON WIKILEAKS

o ‘
" (U) WikiLeaks is a publicly sccessible Internet

website that host worldwide submissions of
sensittve and classiticd mititary, government,
corporale, and religious documents, while
altempting to preserve the anonymity and
uniraccability of its cuniributors.

(L)) It has becn described as & web-based
medium for peeple with damning, potentially
helpfut, or embarrassing information to reach
the public, without providing any linkage back
10 the source wha disclosed the information,

{U) “WikiLeaks describes itseif as ‘on uncensorabie sysiem for unsraceable mass
document leaking.’ WikiLeaks is hosted by PRQ. o Sweder-based company
providing ‘highly secare, no-questions-asked hosting services. ' PRQ is said to have

‘almost no nformation aboui fts clienicle and maimains few if any of its own logs.”
The servers are spread around the world with the centraf server lncated i Sweden. *
— Source: Wikipadia a( Anp:/‘on. wikipedia.org/wikn WikiLeaks {rcuieved 18 Sep 20103

(U] The WikiLeaks website, launched in 2006, is run by The Sunshine Press
{nttpisunshinepress.org/). Juliar Pau) Assange, an Ausiralian, is described in open source
reporting as the Wikileaks founder. According to Assange, WikiLeaks maintains its web
content on mere than twenty servers around Lhe world and on hundreds of domain namces.

{(LPeoorWikileaks” main websilc is accessible vig hlip:“wikileaks org (straight plaintext
HITP) or via hitps://sccure.wikileaks.org over TLS.* The domain name is registered under
[possible .S, person name deleted! ¢/'o Dynador Privacy, PO Box 701, San Mateo, CA. 94401
{a domain lookup resolves to 89.80.28.193, which geolocates to Stockholm, Sweden). The
domain used to host mail for contagting the owners. is regisicred 10 Slava Tomaz, cio WLK, PO
Box 80%8.-00200, Nairedi, Kenva (3 domain lookup resolves Lo 88.80.13.160, which also
geolocaies to Stovkholm, Sweden).

(L) TLS (Transpodt Laycr Security} a cryplographic protocol (ha! provides scounty fur communicason over
nesworks suck as the {ntermet. TLS pratacol allows chicot/server applizations (0 comnmunic 20 80T08s 8 network in &
woy 1o prevent cavesdropping and lampering A peosninent use of TLS {s fot scounng Workl Web maffic by HTTP
w forn HTTPS,
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are withheld in full.

APPEXNDIX D
(L) DEROGATORY INFORMATION ON FOREIGN GOVERNMENTS

(U} The (ollowing are summarics of reporting found in the Juint Task Force—Guantanamo (JTF-
GTMO) dats sel that provide information on the nefurious activitics of a foretgn government, its
pcrsonrel, or institutions. Most of this information s detaince repocted but some ol it is derived
frum JTF-GTMO ssscssments and intclligence reporing,

(L) Pakixzan

(b)(1),1.4
(a),1.4

(b).1.4
©)1.4 (d)

to%
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APPENDIX F
(U) IRTF-Produced Country Information Memorsadums

":}2{2 ;ﬁa‘fgg {U) Country specific information mcnwrw
usd 3024()) [
Afghaniswn India South Atrica
Africa Indonesia South Asia
Albania Iran Spain |
Argentina Iraq Sweden |
Ausmabs Israci Syria |
Azerbaijan Ialy Taiwen '
Bahrain Japan Tajikistan
Basltie States Jordan Timor Leste
Belarus Kazakhastan Lganda
Belgium Korea Ukraine
Bolivia Kuwait United Arab Emirates
Bosnia-Herzegovina Lebanon United Kingdom
Brazil Macedonia Liruguay
Bulgaria Malaysia Uzbekistan
Burkina Faso Mali Venentela
Burma Mauritius Vielnam
Cambodia Mexico Yenten
Canado Mozambique Zimbabwe
Cupe Verde Netherlands
Chile New Zealand
China Niearagua
Colombia Nigeria
Congo Oman
Croalia Pakistan
Cote d'lvoire Panama
Cuba Peru
Cyprus Philippines
Czech Republic Poland
Denmark Partugal
Ecuador Principe
Eaypt Qatar
France Ramania
Georgia Rwapda
Germany Saudi Arubia
Greoge Sao Tome
Guatcmala Senegal
Guines Serbia
Haiu Seychelles
Honduras Singapore
Hungary Somalia
114
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