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National Security Division

Washington, D.C. 20530
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September 29, 2017

Mr, Charlie Savage

The New York Times

1627 I Street, N.-W.

Washington, D.C. 20006
3.

Dear Me-Savage:

This is our final response to your Freedom of Information Act (FOIA) request dated May
10, 2016, for “previously unreleased documents from the Foreign Intelligence Surveillance Court
docket for the case that resulted in Judge John Bates' October 3, 2011, and November 30, 2011,
rulings, both of which were declassified and made public in August 2013 but with their docket
number and case name redacted.” Your request was received on May 10, 2016.

In response to your request, we conducted a search of the National Security Division
Office of Intelligence (NSD/OI), and we have located responsive records. We have processed
documents for today’s response under the FOIA, and enclose here 12 documents with portions
withheld in part pursuant to one or more of the following FOIA exemptions set forth in 5 U.S.C.

552(b):

(1) which permits the withholding of information properly classified pursuant to
Executive Order No. 13526; and

(3) which permits the withholding of information specifically exempted from disclosure
by statute, including but not limited to Section 102(d)(3) of the National Security Act of 1947,

(6) which permits the withholding of information when the disclosure of such
information "would constitute a clearly unwarranted invasion of personal privacy.”; and

(7)(C) which permits the withholding of records or information compiled for law
enforcement purposes the release of which could "could reasonably be expected to constitute an
unwarranted invasion of personal privacy.”

Additional documents responsive to the May 10, 2016 FOIA request are exempt from
disclosure in their entirety pursuant to one or more of these FOIA exemptions. To describe these



documents in any more detail would disclose information that is exempt from disclosure under
the FOIA.

For your information, Congress excluded three discrete categories of law enforcement
information and national security records from the requirements of the FOIA. See 5 U.8.C.
§552(c). This response is limited to those records that are subject to the requirements of the
FOIA. This is standard notification that is given to all our requesters and should not be taken as
an indication that excluded records do, or do not, exist.

Although this request is now the subject of litigation, we are including the following
information on FOIA mediation and administrative appeals.

You may contact the Office of Government Information Services (OGIS) at the National
Archives and Records Administration to inquire about the FOIA mediation services they offer.
The contact information for OGIS is: Office of Government Information Services, National
Archives and Records Administration, 8601 Adelphi Road-OGIS, College Park, Maryland 20740-
6001, or at ogis@nara.gov, or 202-741-5770, or toll free at 1-877-684-6448, or facsimile at 202-
741-5769. Or you may contact our Public Liaison at 202-233-0756.

If you are not satisfied with this response, you may administratively appeal by writing to
the Director, Office of Information Policy, U.S. Department of Justice, 1425 New York Avenue,
N.W., Suite 11050, Washington, D.C. 20530, or you may submit an appeal through OIP’s FOIA
portal by creating an account at: https://foiaonline.regulations.gov/foia/action/public/home. Your
appeal must be postmarked or transmitted electronically within 90 days of the date of my
response to your request. If you submit an appeal by mail, both the letter and envelope should be
clearly marked, “Freedom of Information Act Appeal.”

Sincerely,

l N
Kevin G. Tiernan
Records and FOIA
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UNDER SEAL

GOVERNMENT'S EX PARTE SUBMISSION OF REAUTHORIZATION
CERTIFICATION AND RELATED PROCEDURES, EX PARTE SUBMISSION OF
AMENDED CERTIFICATIONS, AND REQUEST FOR AN ORDER APPROVING

SUCH CERTIFICATION AND AMENDED CERTIFICATIONS «5)-

In accordance with subsection 702(g)(1)(A) of the Foreign Intelligence
Surveillance Act of 1978, as amended ("the Act"), the United States of America, by and
through the undersigned Depaftment of Justice attorney, hereby submits ex parte the
attached certification, DNI/AG 702(g) Certification B T1is certification
reauthorizes DNI/AG 702(3) Certification -Nhich expires on-OI 1
Attached as Exhibits A, B, C, D, and E to DNI/AG 702(g) CertificatiorJJJi ave the

targeting and minimization procedures to be used under the certification. LSHOCNF)

wommes e = - Classified by: - - Tas ~Gauhar;- ty Assfstant Attorney—— B
' ‘ General, NSD,

Reason;
" Declassify on:

NYT vDOJ, 16 CIV 7020_000238
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The National Security Agency (NSA) targeting procedures and Federal Bureau of

) Iﬁvestigation (FBI) minimization procedures attached to the certification as Exhibits A

and D, respectively, previously have been submitted to and approved by this Court,
The NSA and Central Intelligence Agency (CIA) minimization procedures attached as

Exhibits B and E, respectively, as well as the FBI targeting procedures attached as

Exhibit C, were submitted to this Court on April 20, 2011_ S
I 54 o CIA

" minimization procedures, as well as the FBI targeting procedures, are similar to, but

differ in certain substantive respects from, procedures previously approved by this

Court. {SHOSNE)-

In addition, the above-captioned certification also includes amendments to the

certification being reauthorized, DNYAG 702(g) Cerﬁﬁcation-and its

predecessors, DNI/AG 702(g) Certifications ||| | | QN Specifically, these

amendments authorize the use of the NSA and CIA minimization procedures attached

_as Exhibits B and E, resPectively,. to DNI/AG 7b2(g) Certificatio in connection

NYT v DOJ, 16 CIV 7020_000239
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with foreign intelligencé information acquired in accordance with DNI/AG 702(g)
Cortitication | (/0N
- Cbnclusion (U)

DNI/AG 702(g) Certificaﬁon-onfains aﬂ of the elemen?s l.:equirec'[' by the
Act, and the fargeting and minimization procedurgs included with the certification are
consistent with the reéuirements of the Act and the Fourth Ameﬁdment to the
Constitution of the United Stétes. Accordingly, the Gov.ermnent respectfully requests,
p.ur's'uant to subsec.tion 702(1()(2)- of the Act, that this Court review ex parte éﬁd m
céméra DNI/AG 702(g) Certificatior- and supporting docu.ments, which 'are |
sub‘rniticed herewith. Tﬁe Govement further rei:luests that this' Court. enter an order
pursugnt to subsection 702(i)(3)(A) of the Act approving: DNI/AG 702(g) Certification
- the use of the targeting and n;u'nﬁnizaﬁon pr;)cedures attached ‘.ché-reto as
Exhibits A, B, C, D, at.nd E 1n connec-:tion Wlth acquisitions of foreign intelligence
information in accordance Wiéh that certification; and the ﬁée of the minimization

procedures attached as Exhibits B and E to DNI/AG 702(g) Certificatior{jjjjjjjJj i

! The FBI minimization procedures attached to the above-captioned certification as Exhibit D are identical
to the FBI minimization procedures that already have been approved for use by this Court in connection

" with foreign intelligence information acquired in accordance with DNI/AG 702(g) Certificationd il

under those certifications, no amendments are necessary. (SfOENEy
= - . G g

NYT v DOJ, 16 CIV 7020_000240
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connection with foreign intelligence information acquired in accordance with DNI/AG

702(g) Certifications | (51O C )

orney-Advisor
ational Security Division
‘United States Department of Justice

NYT v DOJ, 16 CIV 7020_000241
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| UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
. WASHINGTON, D.C.

IN RE DNV/AG 702(g). CERTIFICATION|

ORDER

This matter having come before this Court pursuant to the Govem:hent‘s ex |
parte gubmission éf the abdve—refereﬁced certiﬁcétic'un in aécordance' with subsection
702(g)(1)(A) of the Foreign Intelligence Suréfei]la.mce Act of 1978, as amenaed (“the Act"),
and request for an ;)rdex; approving such certification and the use.of the targeﬁné _and
minimization procedures attached thereto, and full consideration having been given to
the ﬁatters set forth therein, the Court finds thai; the above-captioned c:ertification
submitted in accordance with 50 US.C. § 1881.a(g) contains ail the; required elements,
an‘d that the targeting ;"md minimization procedures adopted in aécordance with

50 U.S.C. § 1881a(d)-(e) are consistent with the requirements .of_ those subsections and

- with the Fourth Amendment to the Constitution of the United States.

s USFISC
ioned above

NYT v DOJ, 16 CIV 7020_000242
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Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 1881a(i)(3)(A), that

such certification and the use of such procedures are approved.

Entered this day ofjjjj 2011, at ' Eastern Time,

Judge, United States Foreign.
Intelligence Surveillance Court

NYT v DOJ, 16 CIV 7020_000243
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIFICATIONNI: | Docket No. 702(i) 08-01

ORDER -

. For the reasons stated in the Memorandum Opinion issued contemporaneously

herewith, and in reliance on the entire record in this matter, the Court finds, in the

language of 50 U.S.C. § 1881a(i)(3)(A), that the certification submitted in the above- "

capﬁoned docket, as amended, "contains all the required elements” and that the revised

National Seéurity Agency and Central Intelligence Agency minimization procedures

submitted with the amendment "are consistent with the requirements of [Section

1881a(e)] and with the fourth amendment to the Constitution of the United States.”

Accordingly, it is hereby ORDERED, pursuant to 50 US.C. § 1881a(i}{3)(A), that

such amendment and the use of such procedures are approved.

Entered this day JJjjjj} 2011, at

Eastern T’ iln"le.'

Judge, United States Foreign
Intelligence Surveillance Court

Dérivéd From B Sﬁbmissibn :
in Docket

NYT v DOJ, 16 CIV 7020_000244
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UNITED STATES
* FOREIGN INTELLIGENCE SURVEILLANCE COURT
'WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIFICATION] N ]

ORDER

For the reasons stated in-the Memorandum Opinion issued contemporaneously

-herewith, and.in reliance ori the entire record in this matter, the Court finds, in the
language of 50 U.S.C. § 1881a(i)(3)(A), that the certification submitted in the above-
- capﬁoned docket, as amended, "contains all the required elements" and that the revised
National Security Agency and Central Intelligence Agency minimization procedures o
submitted with the amendment "are consistent with the requirements of [Section -
1881a(e)] and with the fourth amendment to the Consﬁ‘rution of the United States."

Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 1881a(i)(3)(A), that

such amendment and the use of such procedures are approved.

Entered this day c- 2011, at Eastel_:n Time,

Judge, United States Foreign
Intelligence Surveillance Court

NYT v DOJ, 16 CIV 7020 000245
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FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIFICATION [

ORDER

For the reasons stated in the Memorandum Opinion issued contemporanecusly

~ herewith, and in reliance on the entire record in this matter, the Court finds, in the

language of 50 U.S.C. § 1881a(i)(3)(A), that the certification submitted in the above-

captioned docket, as amended, "contains all the required elements" and that the revised

National Security Agency and Central Intelligence Agency n_l-inimization procedures

submitted with the amendment "are consistent with the requirements of [Section

1881a(e)] and with the fourth amendment to the Constitution of the United States."

Accordingly, it is hereby ORDERED, pursuant to 50 U.5.C. § 1881a(i)(3)(A), that

such amendment and the use of such procedures are approved.

Eastern ’fime.

Entered this day - 2011, at

Judge, United States Foreign
Intelligence Surveillance Court

Derived From:

Submission to the USEISC
in Docket Number captioned above

NYT v DOJ, 16 CIV 7020_000246
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DNIAG 702(g) Certlﬁcatlon- R~

IR I S IS

In accordance with subsection 702(g) of the Foreign Intelligence Surveillance Act of
1978, as amended ("the Act"), and based on'the represeﬁtations made in the sup.porting affidavits
of John C. nglis, Acting Director of the National Secuﬁty Agency (NSA), Robert S. Muellér, 111,
Director of the Federal Bureau of Investigation (FBI), gnd Leon E, Panetta, Director of the
Cenfral Intelligence Agency (CIA), in the above-referenced matter, the Director of National
_Intelligence and the Attorney General, being duly sworn, hereby certify that:* (S//OC,NF)
| (1) there are ﬁrocedures in place th_af have been e_lpprc-ve:d2 or ﬁiﬂ be submitted with this
certification for approval by the Foreign ﬁlteﬁigencg Surveillance Court’ that are
reasonably designed to --
a. | ensure that an acquisition authorized pursuant to subsection 702(a) of the Actis |

limited to targeting persons reasonably believed to be located outside the United

States; and

CHEL N~

2 Spéciﬁcall the NSA. targeting procedures attached herewith as Exhibit A were most recently approv;ad by the
Court onh 2010, in connection with Amendment 1 to DNVAG 702(g) Certification]jJJil]. (S/OCNF)

* Specifically, the FBI targeting procedures attached herewith as Bxhibit C are bemg submitted for approval by the
Court. (87060~ -

NYT v DOJ, 16 CIV 7020_000247
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—SECRETHORECONNOFORN
b. prevent thelintentionz;tl acquisition of any comﬁﬂcation as to which the sender
and all intended recipients are‘ known at tht;, time of acquisition to be located in
the United States;

) thé .minimizatio;-:l procedures with respect to such acquisition --

a. meet thé deﬁnitidn of minimization procédures under subsections 101(h) and
301(4) of the Act; and | | |

b. have been approved* or will be submitted with this certification for épproval by
the Foreign Intelligence Surveillance Court;’

. 3 g;iideiines have been adopted m aécordance with subsection 702(f) of the Act to
ensure compliancé with the limitations in subsection 7Q2(b) of the Act and to ensure
that an application for a court order is filed as required by the Act;

(4) the procedures and guidelines referred to in sub-paragraphs (1), (2), and (3) above are’
consistent with the requitements of the fourth améndmeﬁt to the Constitution of the
United States;

{5)a si.gnific.ant purpose of the acquisition is to obtain foreign intelligehce information;

(6) the acquisition involves obtéining fo;ei gn intelligence information from or with the

_ assistance of an electronic communication service provider; and
'(7) the acquisition complies with the limitations in subsection 702(b) of the Act.~(5)-
On the basis of tile- foregoing, the targeting of non-United States persons reasonably ‘

believed to be located outside the United States to acquire foreign intelﬁgence information, as

4 Specifically, the FBI minimization procedures attached herewith as Exhibit D were most recently submitted to the

Court for approval in connection with Amendment 1 to DNI/AG 702(g) Certiﬁgatiox-n-ZOIO,
and were most recently approved by the Court on [ 2010. S#oc

,.5 Specifically, the NSA and CIA minimization procedures attaéhec;l herewith as Exhibits B and E, respectively, are
" being submitted for approval by the Court. {SHOENE) ' T T T

-SEW. 4 . ¥ 3 . . s s S B =
2 .

- NYT v DOJ, 16 CIV 7020_000248
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described above, 1s authorized, and such authorization shall be effective on-, 2011, 0ron’
the date upon which the Foreign Intelligence Surveillance Court issues an order concerning this
certification pursuant to subsection 702(i)(3) of the Act, whichever is later. Such targeting is

authorized for a period of one year from the effective date of this authorization. This

authorization feauthoxizes DNI/AG 702(g) Certiﬁcation_

which became effectivg on_20 10, {SHOENFY

Amendment 4 to DNIAG 702(g) Certificatio
Amendment 3 te DNI/AG 702(g) Certificatio and
Amendment 2 te DNI/AG 702(g) Certification

Furthermore, in accordance with subsection.702(i)(1)(C) of the Act, DNI/AG 702(g)

Certifications - < h<rcby 2mended. Specifically, the use.of the

NSA. and CIA. minimizatio_n procedures attached herewith as Exhibits B and B, respectively, in

connection with foreign intelli géncé information acquired in accordance with DNT/AG 702(g)

Certiﬁcation is authorized.” Such authorization, as amended,

“shall be effective on [, 2011, or on the date upon which the FISC issues an order

'concerm'ng these amendments pursuant to subsection 702(i)(3) of the Act, whichever is later, All .

other aspects of Certiﬁcaﬁbns_ as amended, remain unaltered and
are incorporated herein. £{SHOCNEY '

$ DNI/AG 702 Certiﬁcation-was first amended by the Attorney General and the Director of National
Inteliigence i 2009, This amendinent related only to modifications to the FBI's targeting procedures.
Amendments to DNI/AG 702(g) Certification 010 and 010, which related only to
modifications to the minimization procedures for NSA, FBI, and CIA, were incorrectly specified as Amendment 1
anid Amendment 2, respectively, to DNI/AG 702(g) Certificatio The amendments in July and August
2010 should bave been specified as Amendment 2 and Amendment 3, respectively. {SHOGNE)-

7 As certified above, these minimization procedures meet the definition of minimization procedures under

-subsections.-101¢h)-and-301(4)-of the Act, will- be submitted for approval-by-the FISC,-and are consistent-with- the .

requirements of the Fourth Amendment to the Constitution of the United States, {SHOEF

3

NYT v DOJ, 16 CIV 7020_000249
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VERIFICATION (U)

I declare under penalty of perjury that the facts set forth in the foregoing certification in

_ DNIAG 702(g) Certiﬁcatior-, are true and correct to the best of

my-knowledge and belief. I further declare under pehalty of perjury that the facts set forth in the

foregoing amendments to DNVAG 702(g) Certifications|i| G -:- e

and correct to the best of my knowledge and belief. Executed pursuant to 28 U.S.C. § 1746

on k%_; \ )\, 2011 QSj

Eric H. Holder, Jr
Attomey General of the United State

NYT v DOJ, 16 CIV 7020_000250
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_SECRET/ORCON;NOFORN-
VERIFICATION (U)

I declare under penalty of perjury that the facts set forth in the foregoing certification in

— DNIYAG 702(g). Certlﬂcatlon- are true and correct to the best of

my 1d10wledge and belief. I further declare under penalty of perjury that the facts set forth in the
foregomg amendments to DNI/AG 702(g) Certificationsij EGTGTNNEEEEE - t-
and cotrect to the best of my knowledge and belief. Executed pursuant to 28 U.S.C. § 1746

on 12 Ap‘t | ooy

(-

JAmes R. Clapper, Jr.
Director of Natlonal Intelhgence

NYT v DOJ, 16 CIV 7020_000251.
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AFFIDAVIT OF JOHN C. INGLIS, ACTING DI
" NATIONAL SECURITY AGENCY

b b

HE S KN

- DNVAG 702(g) Certification]] ]

{8y Pursuant to subsection 702(g)(2)(C) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), and in support of DNI/AG 702(g) Certification I affirm that the
following is true and accurate to the best of my knowledge and belief:

1. (S/ANF)-There are reasonable procedures in place that the National Sécurity Agency
(NSA) will use to ensure that any acquisition under this certification is limited to
targeiing non-United States persons reasonably believed to be located outside of the
United States. In-addition, these targeting procedures are reasonably designed to prevent
the intentional acquisition of any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States.
These targeting procedutes, which are attached herewith as Exhibit A, were most recently
submitted for approval to the Foreign Intelligence Surveillance Court (FISC) in
connection with Amendment 1 to DNI/AG 702(g) Certification on
2010, and were most recently approved by the FISC on 2010,

2. (FBHSHMANFY As described below, NSA's acquisition of foreign intelligence information
pursuant to this certification involves obtaining foreign intelligence information from or
with the assistance of electronic commmication service providers, as that term is defined

* in subsection 701(b)(4) of the Act, '

NSA seeks to acquire foreign intelligence informatio

NYT v DOJ, 16 CIV 7020_000252



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

5-.—_€E.S#S-H:€NE.)_Pmsuant.to_thé-above-

_ intelligence information conceming

TOP SECRET/COMINT//NOFORN//20320108

NYT v DOJ, 16 CIV 7020_000253
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TOPR SECRET/COMBNE/NOFORN20320108—

is attached herewith as Exhibit B, NSA
believes that the non-United States persons reasonably believed to be located outside the
United States who will be targeted for collection under this certification possess, are
expected to receive, and/or are likely to communicate forelgn intelligence iniformation
concemingh Thus, a significant purpose of the acquisition isto
obtain:
(1 mformatlon that relates to, and if concemning a United States person is
necessary to, the ability of the United States to protect against --
a. actual or potential attack or other gréve hostile acts of a foreign power
or an agent of a foreign power;
b. sabotage, international terrorism, or the international proliferation of
weapons of mass destruction by a foreign power or an agent of a-
: foreign power; or
¢. clandestine intelligence activities by an intelligence service or network
of a foreign power or by an agent of a foreign power; or
(2) information with Tespect to a foreign power or foreign terrifory that relates
. 10, and if concerming a United States person is necessary to —
a, the national defense or the security of the United States; or
b. the conduct of the foreign atfairs of the United States.

If NSA seeksto acquire foreign intellipence information concernin

NSA
may target wnder this certification non-United States persons reasonably believed
to be Iocated outside the United States who possess, are expected to receive,

and/or are likely to communicate foreign intelligence information concetning
provided that NS A notifies the Atforney General -

and Director of National Intelligence within five business days of implementing
such targeting. Such notification will include a description of the factual basis for
NSA's determination that th

6. {SHNES With respect to the information NSA acquires pursuant to the above-referencéd
certification, NSA will follow the minimization procedures attached herewith as Exhibit

NYT v DOJ, 16 CIV 7020_000254
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7. -GS#S}#N-F) NSA may provide to the Central Intelligence Agency (CIA) unminimized
communications acquired pursuant to the above-referenced certification. CIAwill -
identify to NSA the targets for which NSA may provide unminimized communications to
CIA, CIA will process any such unminimized communications received from NSA in
accordance with the CIA minimization procedutes adopted by the Aftorney General, in
consultation with the Dlrector of National Intelligence, pursuant to subsection 702(e) of
the Act.

-

8. ~{8//8D- NSA may provide to the Federal Bureau of Investigation (FBI) unminimized
communications acquired pursvant to the above-referenced certification. The FBI will
identify to NSA the targets for which NSA may provide unminimized communications to
the FBI." The FBI will process any such unminimized communications received from
NSA in accordance with the FBI minimization procedures adopted by the Attorney
General, in consultation with the Dlrector of National Intelhgencc pursuant to subsection
702{(e) of the Act.

wen The remainder of this page intentionally left blank —-
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(U} Ideclare under penalty of perjury that the foregoing is true and correct.
. H . :
Signed this ‘6 h day of April, 2011.

Avting Dir

National Security Agency

NYT v DOJ, 16 CIV 7020_000256
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DIRECTOR, FEDERAL BUREAU OF ]ZNVESTIGAél'n]i(I)H.JR 29 " | f\H l.l—' f]é

DNI/AG 702(g) Certification -

£8)-Pursuant to subsection 702(g)(2)(C) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), and in support of DNI/AG 702(g) Certification -, I affirm the
following is true and accurate to the best of my knowledge-and belief:

1. «(8) The National Security Agency (NSA) has represented to the Federal Bureau of
Investigation (FBI) that, in accordance with the NSA targeting procedures attached

. herewith as Exhibit A, NSA may identify certain electronic communications
] that are used by non-United

States persons reasonably believed to be outside the United States and which are
reasonably believed fo contain foreign intelligence informatio

2. €5) The FBI's acciuisiﬁon of il pursuant to NSA's request is
consistent with Section 702 of the Act because, inter alia: the acquisition willbe
" conducted in compliance with the limitations set forth in subsection 702i lii of the Act; the

acquisition will involve obtaining foreign inteltigence informatio
lectronic communication service providers; and a |

significant purpose of the acquisition is to obtain foreign intelligence information,

3. 8>In conducting the acquisition o as requested by NSA, the
FBI will use the procedures attached herewith as Exhibit C to determine that the
requested acquisition targets non-United States persons reasonably believed to be located
outside the United States.

4. S/ The FBI will convey anyl MMM i :uires pursuant to the

above-referenced certification to NSA in unminimized form without performing any
further processes or procedures to ensure that the user of the is a
non-United States person reasonably believed to be located outside the United States. If

directed by NSA, the FBI will also convey the— of specified '
ﬁfmm the electronic communication service provider to the Central

NYT v DOJ, 16 CIV 7020_000257



Approved for public release. All withheld information exempt under b{1) and b(3) except as otﬁerwise noted.

Intelligence Agency (CIA) in unminimized form without ierformini ani further

processes or procedures to'ensure that the user of the is a non~United
States person reasonably believed to be located outside the United States. NSA and CIA
shall process any— received from the FBI in accordance with the
NSA and CIA minimization procedures, respectively, adopted by the Attorney General,

in consnltation with the Director of National Intelligence, pursuant to subsection 702(e)
of the Act. '

he minimization procedures that the FBI will use with respect to any-
it acquires pursuant to the above-referenced certification are attached

herewith as Exhibit D. These minimization procedures were most recently submitted for
approval to the Foreign Intelligence Surveillance Court (FISC) in connection with -
Amendment 1 to DNI/AG 702(g) Certification _ 2010, and were
most recently approved by the FISC o 010.

6. £5NSA may acquire, pursuant to the above-referenced certification, unminimized
" communications as those communications are transmitted. Such unminimized
communications may contain foreign intelligence information relating to the lawfal
functions and responsibilities of the FBI's counterterrorism, counterintelligence, and
national security activities. Accordingly, the FBI may request and receive such
unminimized communications from NSA. The FBI will identify to NSA the targeted
selectors for which the FBI seeks the dissemination of unminimized commumications.
The minimization procedures that the FBI will use with respect to any unminimized
. communications it receives from NSA are attached herewith as Exhibit D.

—-- The remainder of this page intentionally left blank —--
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I declare under penalty of perjury that the foregoing is true and correct.

oA

ROHERT S. LLER, TIT
Director, Federal Bureau of Investigation

Signed this 2 zxfiay of April 2011.
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‘AFFIDAVIT OF THE DIRECTOR OF 'l HE CENTRAL INTELLf&%ﬁNCE AGENCY
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Lot D05 U HEN

DNIAG 702(g) Certification [

_—(ES/ATE)- Pursuant to subsection 702(g)(2)(C) of the Foreign Intelligence Surveillance Act of

1978, as amended (“the Act®), and in support of DNI/AG 702(g) Certiﬁcation- I afftrm
the following is true and accurate to the best of my knowledge and belief: -

165} As Director of the Central Intelligence Agency (CIA), I am responsible for the collection
of foreign intelligence through human sources and by other appropriate means. These functions
are carried out by and through CIA. The mission of CIA includes the collection, production, and
dissemnination of foreign intelligence and counterintelligence, including information not
otherwise obtainable. This includes the conduct of clandestine espxonage or countermtelhgence
activities abroad.

2, CFSHNTY Pursuant to the above-referénced certification, the National Secﬁrity Agehci (NSA)

and Federal Bureau of Inve_stiiation iFB ii mai aciuire unminimized communications
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TOP SECRET/ANOFORN

. 5.£FS/#NF) Thave reviewed the minimization procedures attached herewith as Exhibit B. CIA

will follow these minimization procedures with respect to communications acquired pursuant to
the above-referenced certification. :

- I declare under penalty of perjury that the foregoing is true and correct.

~7 .
Signed this & day of April 2011.

=Fa

Director, Central Intelligence Agency
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apie f‘i‘i'{E'LI‘
EXHEIBIT A SURVEINLL;

PROCEDURES USED BY THE NATIONAL SECURITY AGENCY FOR TAHGRTTE 3 14
NON-UNITED STATES PERSONS REASONABLY BELIEVED TO Blf;;gq{,& ED
OUTSIDE THE UNITED STATES TO ACQUIRE FOREIGN INTELLI6ENEE CCURT
INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT OF 1978, AS AMENDED
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MINIMIZATION PROCEDURES USED BY THE NATIONAL SECURZ}]]YM CXHIN 20

CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE
INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN i[lSE‘ELI}IGENC
SURVEILLANCE ACT OF 1978, AS AMENDED  {! Fiix SN

Seétion 1 - Applicability and Scope (U)

- These National Security Agency (NSA) minimization procedures apply to the acquisition,
retention, use, and dissemination of non-publicly available information concerning
unconsenting United States persons that is acquired by targeting non-United States persons.
reasonably believed to be located outside the United States in accordance with section 702 of
the Foreign Intelligence Surveillance Act of 1978, as amended ("the Act"). (U)

If NSA determines that it must take action in apparent departure from these minimization
procedures to protect against an immediate threat to human life (e.g., force protection or
hostage situations) and that it is not feasible to obtain a timely modification of these

© procedures, NSA may take such action immediately. NSA will report the action taken to the
Office of the Director of National Intelligenceé and to the National Security Division of the
Department of Justice, which will promptly notify the Foreign Intelligence Surveillance
Court of such activity. (U)

For the purposes of these procedures, the terms "National Security Agency" and "NSA
personnel" refer to any employees of the National Security Agency/Central Security Service
("NSA/CSS" or "NSA") and any other personne! engaged in Signals Intelligence (SIGINT)
operations authorized pursuant to section 702 of the Act if such operations are executed
under the direction, authority, or control of the Director, NSA/Chief, CSS (DIRNSA). (U) .

Section 2 - Deﬁnitions {8)]

In addition to the definitions in. sectlons 101 and 701 of the’ Act the following deﬁmtlons
will apply to these procedures

(a) Acquisition means the collection by NSA or the FBI through electronic means of a non-
public communication to which it is not an intended party. (U)

(b) Communications concerning.a United States person include all communications in which
a United States person is discussed or mentioned, except where such communications
reveal only publicly-available information about the person. (U)

(c) Commumcatlons of a United States person include all communicatiens to which a United
States personis a party (8)}
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(d) Consent is the agreement by a person or organization to permit the NSA to take particular
actions that affect the person or organization, To be effective, consent must be givenby
the affected person or organization with sufficient knowiedge to understand the action
that may be taken and the possible consequences of that action. Consent by an
organization will be deemed valid if given on behalf of the organization by an official or
goveming body determined by the General Counsel, NSA, to have actual or apparent
authority to make such an agreement. (U)

(e) Foreign commumcatlon means a commumcation that has at least one communicant
outside of the United States, All other communications, including communications in
which the sender and all intended recipients are reasonably believed to be located in the
United States at the time of acquisition, are domestic communications.<(S/#8B—

(f) Identification of a United States person means (1) the name, unique title, or address of a
United States person; or (2) other personal identifiers of a United States person when
appearing in the context of activities conducted by that person or activities conducted by
others that are related to that person. A reference fo a product by brand name, or .

" manufacturer's name or the use of a name in a descriptive sense, e.g., "Monroe Docfrine,"
is not an'identification of 2 United States person. £SHST

() Processed or processmg means any step necessary to convert a commumcauon into an
intelligible form intended for human inspection. (U)

(h) Publicly-available informaﬁon means information that 2 member of the public could
obtain on request, by research in public sources, or by casual cbservation. (U) -

(i) Technical data base means inforimation retained for cryptanalytic, traffic analytic, or
~ signal exploitation purposes. (SHSEy

(j) United States person means a United States person as defined in the Act. The following
gu1delmes apply in determining Whether a person whose status is unknown is a United
States person: (U)

. (1) A person known to be currently in the United States will be treated as a United States
person. unless positively identified as an alien who has not been admitted for
permanent residence, or unless the nature or circumstances of the person's
communications give rise to a reasonable belief that such person is not a United
States person. (U)

(2) A person known to be currently outside the United States, or whose location is
unknown, will not be treated as a United States person unless such person can be
positively identified as such, or the nature or circumstances of the person's
communications give rise to a reasonable belief that such person is a United States

person. (U)
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(3) A person known to be an alien admitted for permanent residence loses status as a
United States person if the person leaves the United States and is not in compliance
~with 8 U.S.C. § 1203 enabling re-entry into the United States. Failure to follow the .
statutory procedures provides a reasonable basis to conclude that the alien has
abandoned any intention of maintaining his status as a permanent resident alien. (U)

(4) An unincorporated association whose headquarters or primary office is located
outside the United States is presumed not to be a United States person unless there is
information indicating that a substantial number of its members are citizens of the
United States or aliens lawfully admitted for permanent residence. (U)

Section 3 - Acqui'sition and Processing - General (U)
(a) Acquisition (U)

The acquisition of information by targeting non-United States persons reasonably believed to
be located outside the United States pursuant to section 702 of the Act will be effected in
accordance with an authorization made by the Attorney General and Director of National

- Intelligence pursuant to subsection 702(a) of the Act and will be conducted in 2 manner
designed, to the greatest extent reasonably feasible, to minimize the acquisition of
mformation not relevant to the authorized purpose of the acquisition. (S//SI)

(b). Monitoring, Recording, and Processing (U) -

(1) Personnel will exercise reasonable judgment in determining whether informatjon

acquired must be minimized and will destroy inadvertently acquired communications
- of or concerning a United States person at the earliest practicable.point in the

processing cycle at which such communication can be identified either: as clearly not
relevant fo the authorized purpose of the acquisition (e.g., the communication does
not contain foreign intelligence information); or, as not containing evidence of a
crime which may be disseminated under these procedures. Such inadvertently
acquired communications of or concerning a United States person may be retained no -
longer than five years from the expiration date of the certification authorizing the
collection in any event.” The communications that may be retained include electronic -
communications acquired because of limitations on NSA's ability to filter
communications. (S4#SD- B

(2) Communications of or concerning United States persons that may be related to the
authorized purpose of the acquisition may be forwarded to analytic personnel
responsible for producing intelligence information from the collected data. Such |
communications or information may be retained and disseminated only in accordance
with Sections 4, 5, 6, and 8 of these procedures. €€)— :

 (3) Magpetic tapes or other storage media that contain acquired communications maybe

processed. £33
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(4) As a communication is reviewed, NSA analyst(s) will determine whether it is a
domestic or foreign communication to, from, or about a target and is reasonably
* believed fo contain foreign intelligence information or evidence of a crime. Only
such communications may be processed. All other communications may be retained
or disseminated only in accordance with Sections 5, 6, and 8 of these procedures.

s

(5) Magnetic tapes or other storage media containing communications acquired pursuant
to section 702 may be scanned by computer to identify and select communications for
analysis. Computer selection terms used for scanning, such as telephone numbers,
key words or phrases, or other discriminators, will be limited to those selection terms
reasonably likely to return foreign intelligence information. Any United States
person identifiers used as terms to identify and select communications must be
approved in accordance with NSA procedures. NSA will maintain records of all
United States person identifiers approved for use as selection terms. The Department
of Justice's National Security Division and the Office of the Director of National
Intelligence will conduct oversight of NSA's activities with respect to United States

. persons that are conducted pursuant to this paragraph S

(6) Further processing, retention and dissemination of foreign communications will be
-made in accordance with Sections 4, 6, 7, and 8 as applicable, below. Further
processing, storage and dissemination of inadvertently acquired domestic
‘communications will be made in accordance with Sectlons 4, 5,-and 8 below. {S#S-B—

(c) Destructioh of Raw Data (&}~

Communications and other information, including that reduced to graphic or "hard copy"
form such as facsimile, telex, computer data, or equipment emanations, will be reviewed for
retention in accordance with the standards set forth in these procedures. Communications -
and other information, in any form, that do not meet such retention standards and that are
known to contain communications of or concering United States persons will be destroyed
upon recognition, and may be retained no longer than five years from the expiration date of
the certification authorizing the collection in any event. The communications that may be
retained include electronic communications acqmred because of limifations on NSA's ability

to filter communications. —(S#S5-
(d) Change in Tafget's Location or Status (SHEH—

(1) In the event that NSA determines that a person is reasonably believed to be located
outside the United States and after targeting this person learns that the person is inside
thé United States, or if NSA. concludes that a person who at the time of targeting was
believed to be a non-United States person is in fact 2 United States person, the
acquisition from that person will be terminated without delay. £S#SH

______________ "~ (2)" Any commiunications acquired through the targeting of a person who at the time of
targeting was reasonably believed to be located outside the United States but is in fact
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located inside the United States at the time such communications were acquired, and
any communications acquired by targeting a person who at the time of targeting was

believed to be a non-United States person but was in fact a United States person, will
be treated as domestic communications under these procedures. (5455

Section 4 - Acquisition and Processing - Atiorney-Client Communications (€}

As soon as it becomes apparent that a communication is between a person who is known to
be under criminal indictment in the United States and an attorney who represents that’
individual in the matter under indictment (or someone acting on behalf of the attorney),
monitoring of that communication will cease and the communication will be identified as an
attorney-client communication in a log maintained for that purpose. 'The relevant portion of
the communication containing that conversation will be segregated and the National Security
Division of the Department of Justice will be notified so that appropriate procedures may be
established to protect such communications from review or use in any criminal prosecution,
while preserving foreign intelligence information contained therein. Additionally, all
proposed disseminations of information constituting United States person attorney-client
privileged communicafions must be reviewed by the NSA Office of General Counsel prior to
dissemination. {S/78F -

: Section 5 - Domestic Commu.nications (U)

A communication identified as a domestic communication will be promptly destroyed upon
recogrition unless the Director (or Acting Director) of NSA specifically determines, 111
writing, that: €5

(1) the communication is reasonably believed to contain significant foreign intelligence
information. Such communication may be provided to the Federal Bureau of
Investigation (FBI) (including United States person identities) for possible
dissemination by the FBI in accordance with its minimization procedures; &

(2) the commuiiication does not contain foreign intelligence information but is
reasonably believed to contain evidence of a crime that has been, is being, ‘or is about
to be committed. Such communication may be disseminated (including United States
person identities) to appropriate Federal law enforcement authorities, in accordance
with 50 U.S.C. §§ 1806(b) and 1825(c), Executive Order No. 12333, and, where _
applicable, the crimes reporting procedures set out in the August 1995 "Memorandum
of Understanding: Reporting of Information Concerning Federal Crimes," or any .
successor document. Such communications may be retained by NSA for a reasonable
period of time, not to exceed six months unless extended in writing by the Attorney

- General, to permit law enforcement agencies to detérmine whether access to original
recordings of such communications is required for law enforcement purposes; '(-S)-

(3) the commumcatmn is reasonably believed to contain technical data base information,
" “as defined in Section 2(i), or information necessary to understand or assessa
communications security vulnerability, Such communijcation may be provided to the
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FBI and/or disseminated to other elements of the United States Government. Such
communications may be retained for a period sufficient to allow a thorough
exploitation and to permit access fo data that are, or are reasonably believed likely to
become, relevant to a current or future foreign intelligenee requirement. Sufficient
duration may vary with the nature of the exploitation. ~(S#8H-

a. In thecontext ofa cryptanalync effort, maintenance of techmcal data bases
requires retention of all communications that are enciphered or reasonably
“believed to contain secret meaning, and sufficient duration may consist of any
period of time during which encrypted material is subject to, or of use in,

cryptanalysis. -(-S#S—B—

b. Inthe case of communications that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is five years from the expiration date
of the certification authorizing the collection unless the Signal Intelligence
Director, NSA, determines in writing that retention for a longer period is required
to respond to authorized foreign mtelh gence or counterintelligence requirements;

or {553y -

{4) the communication contains mfonnatlon pertammg to a threat of serious harm to life

or property. (5

Notwi1“.h;-3’ca11(11'11;<._,r the above, if a domestic communication indicates that a target has entered
the Unitéd States, NSA may advise the FBI of that fact. Moreover, technical data regarding
domestic communications imay be retained and prowded to the FBI and CIA for collection

avoidance purposes. -<€8/#SH—

Section 6 - Foreign Communications of or Concerning United States Persons {S)
(a) Retention (U)

Foreign communications of or concerning United States persons collected in the course of an
acquisition authorized under section 702 of the Act may be retained only:

(1) if necessary for the maintenance of technical data bases. Retention for this purpose is
permitted for a period sufficient to allow a thorough exploitation and to permit access
- to data that are, or are reasonably believed likely to become, relevant to a current or
future foreign intelligence requirement. Sufficient duration may vary with the nature
of the exploitation.

a. Inthe context of a cryptanalytic effort, maintenance of technical data bases
requires retention of all communications that are enciphered or reasonably
believed to contain secret meaning, and sufficient duration may consist of any
period of time during which encrypted material is subject to, or of use in,

. cryptanalysis. S T '
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b. Inthe case of co,mmunicanons that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is five years from the expiration date
of the certification authorizing the collection unless the Signals Intelligence
Director, NSA, determines in writing that retention for a longer period is required
to respond to authorized foreign intelligence or counterintelligence requirements;

(2) if dissemination of such communications with reference to such United States persons
would be permitted under subsection (b) below; or

- (3) if the information is evidence of a crime that has been, is being, or is about to be
. committed and is provided to appropriate federal law enforcement authorities. {S#45%)-

(b) Dissemination (U)

A report based on communieations of or conceming a United States person may be
disseminated in accordance with Section 7 or 8 if the identity of the United States person is
deleted and a generic term or symbol is substituted so that the information cannot reasonably
be connected with an identifiable United States person. Otherwise, dissemination of _
intelligence reports based on communications of or concerning a United States person may
only be made to a recipient requiring the identity of such person for the performance of
official duties but only if at least one of the following criteria is also met:

(1) the United States person has consented to dissemination or the information of or
concerning the United States person is available publicly;

2) the identity of the United States person is necessary to understand foreign intelligence
information or assess its importance, e.g., the identity of a semor official in the
Executive Branch;

(3) the communication or information indicates that the United States person may be:
a. an agent of a foreign poﬁer;
b. a foreign power as defined in Section 101(a) of the Act;

c. residing outside the United States and holding an official position in the
government or military forces of a foreign power;

d. acorporation or other entity that is owned or controlled directly or deIectly bya
forelgn power; or

e. acting in collaboration with an intelligence or security service of a foreign power
and the United States person has, or has had, access to classified national security
information or ma_tengl
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(4) the communication or information indicates that the United States person may be the
target of mtelhgence activities of a foreign power; :

(5) the communication or information indicates that the United States person is engaged
in the unauthorized disclosure of classified national security information or the
United States person's identity is necessary to understand or assess a communications
security vulnerability, but only after the agency that originated the information
certifies that it is properly classified;

(6) the communication or information indicates that the United States person may be
engagmg in internationa) terrorist activities; :

(N the acquisition of the United States person's communication was authorized by a
court order issued pursuant to the Act and the commumcatlon may relate to.the
foreign intelligence purpose of the surveillance; or

(8) the communication or information is reasonably believed to contain ev1dence thata
crime has been, is being, or is about to be comumitted, provided that dissemination is
for law enforcement purposes and is made in accordance with 50 U.S.C. §§ 1806(b)
- and 1825(c), Executive Order No. 12333, and, where applicable, the crimes reporting
procedures set out in the August 1995 "Memorandum of Understanding: Reporting of
Information Concerning Federal Crimes," or any successor document. (U)

(c) Prowsmn of Unmmumzed Commumcatlons to CIA and FBI -GS#NFT

(1) NSA may provide to the Central Intelligence Agency (CIA) unminimized
communications acquired pursuant to section 702 of the Act. CIA will
identify to NSA targets for which NSA may provide unminimized
communications to CIA. CIA will process any such unminimized
communications received from NSA in accordance with CIA minimization
procedures adopted by the Attorney General, in consultation with the Director
of National Intelligence, pursuant to subsection 702(e) of the Act. {SASEFANT—

(2) NSA may provide to the FBI unminimized comumunications acquired pursuant to
section 702 of the Act. The FBI will identify to NSA targets for which NSA may.
provide unminimized communications to the FBI. The FBI will process any such
unminimized communications received from NSA in accordance with FBI
minimization procedures adopted by the Attorney General, in consultation with the
Director of National Intelligence, pursuant to subsection 702(e) of the Act. (S#55H—

Section 7 - Other Foreign Communications {U)

Foréign communications of or conceming a non-United States person may be retained, used,
and dlssenunated in any form in accordance with other applicable law, regulation, and policy.
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Section 8 - Collaboration with Foreign Governments S#55-

(a) Procedures for the dissemiination of evaluated and minimized information. Pursuant to

~ Section 1.7(c)(8) of Executive Order No. 12333, as amended, NSA conducts foreign
cryptologic liaison relationships with certain foreign governments. Information acquired
pursuant to section 702 of the Act may be disseminated to a foreign government. Except
as provided in subsection 8(b) of these procedures, any dissemination to a foreign '
government of information of or conceming a United States person that is acquired
pursuant to section 702 may only be done in a manner consistent with subsections 6(b)
and 7 of these NSA minimization procedures. {5y

(b) Procedures for technical or linguistic assistance, It is anticipated that NSA may obtain

information or communications that, because of their technical or linguistic content, may
require further analysis by foreign governments to assist NSA. in determining their .
meaning or significance. Notwithstanding other provisions of these minimization
procedures, NSA. may disseminate ecomputer disks, tape recordings, transcripts, or other
information or items containing unminimized information or communications acquired
pursuant to section 702 to foreign governments for further processing and analysis, under
the following restrictions with respect to any materials so disseminated: €5)

.. (1) Dissemination to foreign governments will be solely for translation or analysis
of such information or communications, and assisting foreign governments
will make no use of any information or any communication of or conceming
any person except to provide technical and linguistic assistance to NSA. £5)

(2) Dissemination will be only to those personnel within foreign governments
involved in the translation or analysis of such information or communications.
The number of such personnel will be restricted to the extent feasible. There
will be no dissemination within foreign governments of this unminimized data,

{S& .

(3) Foreign governments. will make no permanert agency record of information or
communications of or concerning any person referred to or recorded on
computer disks; tape recordings, transcripts, or other items disseminated by
NSA. to foreign governments, provided that foreign governments may

. maintain such temporary records as are necessary to enable them to assist
NSA with the translation or analysis of such information. Records maintained
by foreign governments for this purpose may not be disseminated within the
foreign governments, except to personnel involved in providing technical or
linguistic assistance to NSA. £8).

_(4) Upon the conclusion of such technical or linguistic assistance to NSA,
computer disks, tape recordings, transcripts, or other items or information
disseminated to foreign governments will either be returned to NSA orbe

- destroyed with an accounting of such destruction made to- NSA.—8)~
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(5) Any information that foreign governments provide to NSA as a result of such
" technical or linguistic assistance may be disseminated by NSA in accordance

with these minimization procedures. (&3 _
5 =\ \ - \\ m =

Date ' Eric H. Holder, Jr.
. Attorney General of the United States

NYT v DOJ, 16 CIV 7020_000280



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted,

—SECRET/NOFORN/AZHFUEY-2634—

-
Aoy

st PR 20 11: 20

PROCEDURES USED BY THE FEDERAL BUREAU OF INVESTIGATION FO .

TARGETING NON-UNITED STATES PERSONS REASONABLY BEIIEVED TOBE ,,

LOCATED OUTSIDE THE UNITED STATES TO ACQUIRE FOREIGN 7+ 1 £+

INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN "
INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED

—£5) These procedures address: (I) the process the Federal Bureau of Investigation (FBI) will use
in acquiring foreign intelligence information, d by targeting
electronic communications accounts/addresses/identifiers designated by the National Security
Agency (NSA) _ as being used by non-United States persons reasonably

believed to be located outside the United States, (If} the FBI's documentation of that process, and
(III) compliance and oversight. '

I. (U) DETERMINATION OF WHETHER A PERSON IS REASONABLY BELIEVED TO

BE LOCATED OUTSIDE THE UNITED STATES AND NOT A UNITED STATES
PERSON :

1.

NSA will follow its targeting procedures, adopted by the Attorney General, in

consultation with the Director of National Intelligence, pursuant to subsection 702(d) of
the Act, for determining that the user of th* is a person reasonably

believed to be located outside the United States and is not  United States person. NSA

will also be responsible for determining that a significant purpose of the acquisition is to
obtain foreign intelligence information.

NSA will provide the FBI with identi

together with an
explanation of NSA's conclusion that the user of the is a person

reasonably believed to be located outside the United States and its determination .
regarding the non-United States person status of the user. NSA will also represent that a
significant purpose o 'is to obtain foreign
intelligence information and that the purpose of such acquisition is not to intentionally
target a particular, known person reasonably believed to be in the United States.

3. ~8)-The FBI, in consultation with NSA, will review and evaluate the sufficiency of: (a)
NSA's explanation for its reasonable belief that the user of the is
located outside of the United States; and (b) information provided by NSA. concerning -

- the || usc1's non-United States person status. '

Reason: E.0~L295% Section 1.4((c))
Declasst
SECR
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is a United States person or is located inside of the Umted States, the FBI will
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All such communications retained by the FBI will be

processed in accordance with FBI minimization procedures adopted by the Attorney -
General, in consultation with the Director of National Intelligence, pursuant to subsection

702(e) of the Act.
7. If NSA analysis o
indicates that a user of a o which
ursuant to these procedures is actually located within the

United States or is a United States person, NSA will promptl

8. 5y If the FBI is not
appropriate for tasking under section 702 (i.e., becanse the user of th
E is a United States person and/or is located inside of the United States), the FBI

will inform NSA, and the FBI will no of the
B tc FB! determines that the

is in fact
appropriate for tasking under section 702. '
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II. (U) DOCUMENTATION
1048y The FBI will ensure the retention of information it receives from NSA concerning
the non-United States person status of the user of t d the factual
 basis for NSA's determination that the user of the is reasonably
believed to be located outside the United States in accordance with the National Archives

and Records Administration (NARA) and, as appropriate, the FBI's Records Management
Division and/or Security Division standards, policies, and guidelines. -

11

IIL. (8)] COMPLIANCE AND OVERSIGHT

12.48) The FBI will develop and deliver training regarding the applicable procedures to
ensure that all personnel responsible for
under these procedures understand their responsibilities with respect to
The FBI has established processes for determining whic

ensuring that and the related e accessible
only to those who are authorized and have had the proper fraining.

IBrES}—fPhe FBI Inspection Division will conduct oversight of the FBI's exercise of these
procedures. This oversight will include periodic reviews by FBI Inspection Division
personnel to evaluate the implementation of the procedures and the fraining given to
relevant personnel. Such reviews will occur at least once every quarter.

14.¢Sy The DOJ and ODNI will conduct oversight of the FBI's exercise of the authority
under section 702 of the Act, which will include periodic reviews by DOJ and ODNI-
personnel to evaluate the implementation of these procedures. Such reviews will occur at
least once every sixty days,

" 15+48) The FBI will report to DOJ through the Deputy Assistant Attorney General in the
National Security Division with responsibility for intelligence operations and oversight,
to the ODNI Office of General Counsel, and to the ODNI Civil Liberties Protection

"Officer any incidents of noncompliance with these procedures by FBI personnel w1th1n
five business days of Iearmng of the incident.

- —— - - Date-- — M —Eric-H:-Helder; Jr. -~ —— - - — -
Attormey General of the United St

. NYT v DOJ, 16 CIV 7020_000284



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

—SECRET/NOFORN—

H S FORENY
i ”Fz ;
SURVEILLA : '

EXHIBIT D

MINIMIZATION PROCEDURES USED BY THE FEDERAL BUREAY Offf 3 14
INVESTIGATION IN CONNECTION WITH ACQUISITIONS é’ﬁﬁ%ﬂ%
INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 s (]
INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED

These Federal Bureau of Investigation (FBI) minimization procedures apply to the
acquisition, retention, use, and dissemination of non-publicly available information concerning
unconsenting United States persons that is acquired by targeting non-United States persons
reasonably believed to be located outside the United States pursuant to section 702 of the
Foreign Intelligence Surveillance Act of 1978, as amended ("the Act™). (U)

With respect to any unminimized communications acquired pursuant to section 702 of the
Act, the FBI will apply its standard minimization procedures as described in the Standard
Minimization Procedures for FBI Electronic Surveillance and Physical Search Conducted Under
the Foreign Intelligence Surveillance Act (adopted October 21, 2008) ("Standard Minimization
Procedures"), with the following modifications: €&}~

a. References to "information acquired pursuant to FISA" and "FISA-acquired
information" will be understood to also include communications acquired
pursuant to section 702 of the Act. (U)

~5

c. References to "target" will be understood to refer to the user(s) of a targeted
selector, account, or S—

d. Section ILA ("Acquisition — Electronic Surveillance") will not apply. (U)

e. Subparagraphs 1 through 5 of Section ILB ("Acquisition — Physical Search, including
of Electronic Data") will be replaced in their entireties by the following

subparagraphs: £5F

1. The FBImay acquire_ pursuant to section 702 of the Act
only in accordance with FBI targeting procedures that have been adopted by the
Attorney General, in consultation with the Director of National Intelligence,
pursuant to section 702(d) of the Act.—5r—

2. Any communication acquired through the targeting of a person who at the time of

-~ -—-——--—-targeting was reasonably believed-to be-anon-United-States-person located
og’gside the United States but is in fact located inside the United States at the time

Derived : tiple Sources
~Nuly 21, 2034
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such communication is acquired or is subsequently determined to be a United
States person will be removed from FBI systems upon recognition, unless the
Director or Deputy Director of the FBI specifically determines in writing that
such communication is reasonably believed to contain significant foreign
intelligence information, evidence of a crime that has been, is being, or is about to
be committed, or information retained for cryptanalytic, traffic analytic, or signal
exploitation purposes. Notwithstanding the above, if any such communications
indicate that a person targeted under section 702 has entered the United States,
nothing in these procedures shall prevent the FBI from retaining and providing to
the National Security Agency (NSA) and Central Intelligence Agency (CIA)
technical information derived from such communication for collection avoidance

purposes. £33~

3. As soon as FBI personnel recognize that an acquisition of a communication under
section 702 of this Act is inconsistent with any of the limitations set forth in
section 702(b),’ the FBI will purge the communication and destroy all other
copies of that communication that are accessible to any end user electronically or
in hard copy. Any electronic copies of the communication that are not available
to any end user but are available to a systems administrator as an archival back-up
will be restricted and destroyed in accordance with normal business practices and
will not be made available to any other person except as permitted by the FISC,
In the event FBI archival back up data is used to restore an electronic and data
storage system, the FBI will ensure that the previously deleted communication
will not be accessible to any user and will be deleted from any stored system. &)

f. Paragraph 4 of Section IIL.B will be replaced in its entirety with the following:

Required training on the Standard Minimization Procedures and the FBI’s policies
regarding access to raw FISA-acquired information before granting access to raw
FISA-acquired information. €Sy

! Subsection 702(b) provides that "[a]n authorization authorized under subsection (a) --

(1) may not intentionally target any person known at the time of the acquisition to be located in the United

States;

(2) may not intentionally target a person reasonably belicved to be located outside the United States if the

purpose of such acquisition is to target a particular, known person reasonably believed to be located in the

United States;

(3) may not intentionally target a United States person reasonably believed to be located outside the United

States;

(4) may not intentionally acquire any communication as to which the sender and all intended recipients are
T kmown at the time of the 'ﬁﬁtﬁ[ﬁi's'iﬁbﬁ"'tﬁ beTocated it the United States; and - Tt

(5) shall be conducted in a manner consistent with the fourth amendment to the Constitution of the United

States." (U) T - - SR

SECRETHNOFORN
2
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' g. The following will be added as Paragraph 6 to Section III.B:

‘With respect to information-acquired pursuant to section 702 of the Act, only those
FBI personnel who have received training on the application of these "Minimization
Procedures Used by the Federal Bureau of Investigation in Connection with
Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of the
Foreign Intelligence Surveillance Act of 1978, as Amended" may be designated as

* case coordinators. All FBI personnel having access to information acquired pursuant
to section 702 of the Act will be informed of and provided access to these
minimization procedures. €5

h. Section III.C.3 ("Categories of Non-Pertinent and Sensitive Information") will not

apply. 5y

i. In Section IILE ("Retention of Attorney-Client Communications"), the second
sentence of the preamble (i.e., "In certain cases, however, the Government may
propose and/or the FISC may order the use of supplemental procedures.") shall not
apply. Furthermore, all remaining references to the FISC in this section shall be
replaced by DOJ-NSD. 5y

j  The time limits described in Section II.G ("Time Limits for Retention") as applied fo
communications acquired pursuant to section 702 of the Act will be measured from
- the expiration date of the certification authorizing the collection. 83—

k. Section IV.E ("Dissemination Under—“) will be replaced in its

entirety with the following paragraph: €5-

With respect to any communications that the FBI acquires from an electronic
communication service provider pursuant to Section 702 of the Act, the FBI may
convey such communications to the NSA and CIA in unminimized form, The
NSA and CIA shall process any— received from the FBI
pursuant to these procedures in accordance with the NSA and CIA minimization
procedures, respectively, adopted by the Attorney General, in consultation with

the Director of National Infelligence, pursuant to subsection 702(e) of the Act. {5F

1. Section V.C ("Minimization Briefings") will not apply ~5)—

T>F-8} ﬁ\\}&é\ 1

Date Eric H. Holder, Jr.
Attorney General of the Unite)/States
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1. GENERAL PROVISIONS (I

A, In accordance with 50 U.8.C. §§ 1801(h) and 1821(4), these procedures govern the
acquisition, retention, and dissemination of nonpublicly available information concerning:
unconsentihg United States persons that the Fedéral Bureau of Invéstigation (FBI) obtaiiis
pursuant to orders issued by the Foreign Intglligence Suiveillance Court (FISG) or emergency
authorizations by the Attorney General under the Foreign Intelligence Surveillance Aet of 1978,
as gmended (FISA), 50°U.SC. §§ 1801-1811 and 1821-1829. For the puipose of these
progedures, the term “applicable FISA authority” refers fo both FISC-ordered and Attorney
‘General anthorized electronic surveillance or physical search condueted in & particular cage
puisuant to FISA. The Attorney General has adopted these procedures after concluding that they
meet the requirements of 50 U.8.C.-§§ 1801(h) and 1821(4) because they are specific procedures
that are reasonably designed in light of the purpose and technique of the particular surveillance
or physical search to minimize the acquisition and retention, and prehibit the dissemination, of”
nenpublicly available information conceining uinconsenting United States persons consistent
with the nead of thie United States to obtain, produce, and disseminate foreign intelligence
information and etherwise comport with the statutory definition of niinimization procedures. Tu
accordance with 50 U.8.C. § 40_5- 1(f)(6), the Director of National Intelligence. (DNI)has .
provided assistance to the Attorney Getieral with respect to the dissemination procediires sef
forth heétein so that FISA-acquired information may be used efficiently and effectively for

foreign intelligence purpoges. (U)
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B. Pursuant to 50 U.S.C. §§ 1806(a) and 1825(=), no information acquired pursnant to FISA
may be used or-disclosed by Federal officers or employees except for lawful purposes.
Information acquired from electronic surveillance or physical search conducted under FISA
concerning United States persons may be used and disclosed by Federal officers and employess
without the consent of the United States persons only in accordarice with these minimization
‘procedures and-any modified or supplemental minimization procedures that may apply. These
procedures do not apply to publicly available information concerning United States persons, noy

do they apply to information that is acquired, retained, or disseminated with-a United Sfates

persgfi’s consent.

C.  These procedures adopt the definifions set forth in 50 U.S.C. § 180!, incliding those for

the terms “foreign intelligence information® and “United Statés person.” _

|
i
\
\
I
i
|
\

§

b

1]
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D. If FBI personnel, which, for the puirposes of these procedures; includes all contractors and
others authorized to work under the direction and control of the FBI en FISA related maiters,
enicounter a situation that they believe requires them to act incosistently with -the_s‘e procedures
ix order to. protect the national security of the United States, enforee the.criminal law, or proteot
life or property from serious harm, those personne! immediately- should contact FBI'
Headquarters and the Office of Intelligence of the National Security Divisiou-_ of the Departnient
of Justice (NSD) to request that these procedures be.modified. The United States may obtain
meodifications to these procedures with the approval of the Attorney General and a determination
by the FISC that the modified procedures meet 'the'deﬁnit-io'n.ef inin{mization procediresinder
sections 1801(k) and/or 1821(4) of FISA. (U)

E. If, in arder to protect against an immediate threat to. nman life, the FBI detérivines that it
must take action in apparent departure from tliese procedures and that it is not feasible o obtain.a
timely modification of these procedures from the FISC, the FBI shall report-that activity
promptly to the NSD, which shall notify the FISC proriptly of such activity, (U)

F. Nothing in these procedures shall restrict the FBDs performance of lawful oversight.

functions of its pérsonnel. (U)

NYT v DOJ, 16 CIV 7020_000294



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

SEERET

II. ACQUISITION (U)

A, Acquisition — Eleutronic Surveillance. (9)]

1. Prior to initiating elecironic surveillance, the FBI shall verify that the facility ob
place at which it will direct surveillance is.the facility or place specified i1 the applicable FISA
authority. The FBI is uuder a continuing obli é’atidﬂ to verify that the authorized target of the
surveillance uses or is about to use the facility or place at which the surveillange is direected
during the authorized period of surveillance. The FBI shall terminate-electronie surveillance of a.
ficility or place as soon as it determines that the authorized tatget of the glectronic surveillance
1io fonger yses, nor is about to use, the facility or place, and shall promptly notify the NSD of
such termination, (U)

2. When conducting electronic surveillance of a fagility or place pursuant to the,
applicable FISA authority, the FBI may acquire, using the means and to the extent approved by
1hi¢ couit or authorized by the Attorney General for that facility or place: (&) all inforimation or
cominunications transmittéd to or from the facility or place; (b) all connnunications that eccus at
such ficility or placs;, (c) all visual, aural, and other non-verbal inforination that the-approved
surveillance deviee(s) can acquite at such f_acilit_y or place; and {d) all information,
communieations, or ofher data processed at such facility or place by computers or-othér
equipment present at the fa cility or place. To the exient consistent with the electronic
surveillanee approved By the Couit of authorized by-the Atterney General; the FBI shay, at'its

discretion, automaticaily record all information, communicatiosis and data that it acquires, and

also may conduet Jive.monitoring of such acquisition. £8)- . o
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3. Nofwithstanding Section IL.A.2; the FBI shall, to the extent reasonably feasible:
(a) use means of surveillance that are designed to limit the acquisition of nonpublicly available
information or communications. of or concetning unconsenting United States persons that are not
foreign inteltigence information relating to a target of the surveillance; and {b) place syWeiHance
devices in locations within a facility or place at which surveillaince is directed only where they

are likely to acquire foreign intelligence information relating to a target of the surveillance. —653-

B. Acquisition — Physical Seﬂr'ch_ 487

1. Personnel Authorized to Conduet Physical Search. (U)

_Physical ssarch shall be conducted only by: (i) appl'opr}‘_ately dutliorized and trained
persontel of the FBI, not including contractors; il |
N )
I
I ©isvint to 50 US.C. § 1824(0)(2)(B)-(D), oftier
persons, —.m_ay assist in the physical search as specified in
the applicable FISA authority. &)

2. Conducting Physical Search. (U)

Prior to initiating physical search, the FBI shall verify that the premises or property'at
which it will conduct physical sedrch is the premiges or property specified In the applicable FISA
authority. The FBI shall conduct physical search with the minimum intrusion necessary to
acquire the foreign intelligence-information §otight. Peisonnel condueting physical search shall

_exercise reasonable judgment in déterimining whether the information, material; or propetty

All withheld information exempt under b{1} and b{3) except as otherwise noted.
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revealed through the search reasonsbly appears to be foreign infelligence information relating to
a target of the search or evidence of a crinie, The FBI shall conduct the sedrch i accordance
with the applicable FISA authority. (U)

a. Areas of searclh. For physical search of premises or propetrty, after
conducting anynecessary protective sweep, the FBI shall, where reasonably feasjble, limit
search areas to locations within premises or property where the FBL reasonably expects that; @)
foreign intelligence information may be stored or concealed by the tayget; or (ii) foreign
intelligence information related to the target or the activities of the target may be fouid, (U)

b. Manner of Search. Thie FBI thay conduct pliysical search using the:
methods most suitable for acquiring the foreign intelligence information sought in light of the.
patticular circumstances of the search. When conducting a physical search of electronic data, the
FBI may acquire all information, cominunications, or data elating to the target in accordatige
with the applicable FISA anthority. Methods used to cendiict physical search may include
inspection; examination; reproduction; femporary removal; hiarking for identification; festing;

alteration; substitution; or seizure of information, material, or property. (U)
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i. Temporaty Removal. ‘The FBI may temporarily remove

information, material, or-property fof téchnical, scientific, or other
réasonably necessary exauiination, and for ahy other purpose
approved by the Court. 5}

iii.  Destructive Testing, The FBI may conduct destructive testing.of

material discovered in a physical search only wher. such testing is
provided for in the applicable FISA authority of in case of
emergency when reasonably necessary o protect against
immediate threat to public safety.. (U)

c. United States Persoti Information, Material, or Property, TheFBI may-

intentionally alter, substitute; or seize information, material, or property belonging fo a. Unifed
States person only when reasonably necessary to prevent sericus injury; loss of life, etime,
damage to propeity, or damage to the national security of the United States. The-preceding
sentence daes not preclude the alteration or substitution of material of property that is necessary
to effect a physical search of electronic data in accordance with the applicable FISA authiority.

3. Physical Search Involving Mail or Private Couriers. (U)
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The FBI shall keep records identifying all information, material, or property: acquired

during a physical search. (U)

5. Report of Physical Search. (U)

‘Within severi business days following the execution of a physical search, of receiving
notice that a search has been executed, and for-which thé FISC ordéred that a search reburn be
filed, the FBI shall notify the NSD of the date the search took place. The preceding requiremerit

shall not apply to physical searches of electronic data. £85}

C. Acquisition — Third Parties, (U)

“Third-party information™ is: (a) nonpublicly available information of o1 concerhing an
uncongenting United States person who is not the anthorized target of the particular FISA.
collection, or (b) the material ‘Qr- property of a United States person who 15 not the authorized
target of the particular FISA collection, Third-paity inforhation may include the:
cotnmunications or property of family members, céworkers or others, who are not the targets of
the collection, but who shere facilities, premises ot property with the targef, Third-party

_information does not include any information contained in a communication to which the target
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is a party. The FBI shall liinit, t6 the extent reasonably feasible, its acquisition of third-party

information during the course of electronic surveillance or physical search, The foregoing-does
not preclude the scquisition of ali information, communications, or data jelating fo the targetin
accordance with the applicable FISA aunthority where necessary to effect electronic surveillance

or physical search of electronic data 487"

L. RETENTION (U)
A, Re.tenﬁon — Storage of FISA-acquired Information. (U)

The FBI mustretain all FISA-acquired inforimation undet dppropriately secure-condifions
that limit aocess to such information oiily to autherized users in accordance with.these and-otlier
applicable FBI procedures. These retention procedures apply to FISA-acquired inforniation
rataia-u.ed in any form. FBI electronic and dafa storage systems may permit multiple authorized
users to access therinformation simultansously or sequentiaily and to share FISA-acquired
information between systems. “FISA-acquired infoimation™ means all. iiformation;
cotmja‘iunica'ti'ous,_ma-’rerial,'Qr property that the FBI acquires. from electroiic surveillance or
physical seareh conducted pursuant to FISA. (U)

“Raw FISA-acquired. information” is FISA-acquired information that (a) is.in the same or
substantially same format as when the FBI acquired it, or (b) has been processed only as
necessary to render it into a form in which it can be evalusted to determine whether it easonably
appears tobe foreign intelligence information, to be necessary to undeistand foreign intelligence
informatiof1 or to assess its importance, or to be evidence.of a crime, Iustrative: examples of

raw FISA-acquired information fnclude audio recordings of intereepted commuiticatforis

)
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(ihcluding copies thereof); soft or.hard copies of e-mails and other Internét communications ot
data; digital images, negatives, or prints of photographs of documents obtained during a physical
search; elecfronic storage media (including computer hard drives and removable storage media;
vetbatim translations of documents or communications; and infercepted communications that
have béen processed into thé forny of “tech cuts” but have not been evaluated to détermine
whether the tech cuts reasonably appear to be foreign intelligence information, to be neeessary to

understand foreipn intelligence information or to assess {ts importance, or to he-éviderice of a

crime., -5~

B. Retention - Access to FISA-acquired Information, (1)

The FBI may grant access to FISA-acquired information to all authorized personnel in
accordange with policies established by the Director, FBI, in consultation with the Attorngy
General or a designee. The FBI's policies regarding access will vary according to whether a
particular storage system contains raw F ISA-acquired information, will be consistetit with the
FBI's foreign intelligence information-gathering and information-sharing responsibilities, and
shall include provisions:

1, Pérmitting access to FISA-acquired information only by individuals who require

access in order to perform their job duties or assist il a lawful and authorized governmental

function;
2. Requiring the FBI o maintain accurate records of all persons fo whom it hag
granted access;
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3 Requiring the FBI to maiitain dccuitte records of all persons who have. accessed

taw F1SA-acquired information, and to audit its access records regularly to ensure that raw

FISA-gcquired information is only accessed by authprized indi‘t\ri‘xiuals_
I

4, Requiring training on these minimization proceduies and the FBI’s policies
regarding access to raw FISA-acquired inforination before granting acoess to raw FIS A-acguired
mformaticon; and

5. Requiring the primary case agent(s) and his/her/their designees (hereinafter “case
coordinator(s)™ to confrol the marking of information ina particuldr case in accordance with
FBI policy. A marking, for example, would include an indication that the information is or is not
foreign ititelligence. £53—

The FBI shall provide such policies to the Couit when these procedures go into-effect.
Thereafter, the FBI shall provide any new poligies or materially modified po'li;;’ies to the 'Court-
I

The F,BI may niake raw FISA-acquired information-available to authorized personnel on

4 continuing basis for review, translation, analysis, and use in accordance with these procedures,

Authorized personnet ma

1"
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C.  Retention — Review and Use of FISA-acquired Information. (U)

1, General Provisions, (U)

FBI personnel with authorized access to raw FISA-acquired informétion may review,
translate, ahalyze, and use all such information only in accordance with these procedutes aung
FISA and anly for the purpose of determining whether it reasonably appears to be forgign
intefligencé information, to be necessary to undeistand foreign iﬁtel_ligenca_ information or to
assess its importance, orto be evidence of a crime. Such personnel shall exeroise réasonable
judgment in making such déterminations. <)~

FBI personns] with aufhorized access may copy, transcribe, swntharize, review, of
analyze raw FISA-acquired information oily a$ nécessary to evaluate whether it reasonably
appears to be fort;,igfl intelligence Information, to be necessary to understand foreign intelligence-
information or assess its importance, or to be evidénceof a crime:. Oiice FBI persotingl have
assessed.that ravw FISA-acquired information meets one of thiese criteria, the FBI may retain that
iriformation. for further investigation and analysis and may disseminate it in accordance with
these procedures. Pursuant fo 50 U.8.C. §§ 1801()(3) and 1821(4)(C), howeves; information
that is assessed to be evidence of a crime but not to be foreign intelligence or necessary to:
understand foreign intelligence méy only beretained and disseminated for law enforcement.

~ purposes. The FBI shall identify FISA-acquired information in its storage systeins, | | N

| 2t has beeni reviewed apd moots these standards,

il
.
¢
B
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If the FBI proposes to use any storage systém that is:incapable of nieeting these requirements,
the FBI shall follow the procedures set f’orth in Section 1.D. 68}

Before using FISA~aoquired.'infor.lnation for further investigation, analysis, or
dissemlination, the FBI shall strike, or subsfitute a characterization for, information of or
concerhing a United States person, including that person’s identity, if it does not reagonably
appear o be foreigit intelligence infortmation, to be necessary to understand or assess the
impottanee of foreign intelligence information, or to be evidence of a criime, (U}

The FBIamay disseminate copies, transcriptions, sommaries; afid ofher documents
containing FISA-acquired information only in accordance with. the dissemination procedures set
forth in Part:IV below. (1I)

The FBI shall retain FISA-acquired information that.is not foreign intellizence
information, that has been reviewed and-reasonably appeats to be exéulpatory or impeachient
material for a criminal proceeding, or feasonably appears to be di S.ccw erable in a criminal
proceeding, and shall treat that information as if it were evidence of'a ciime.~f8).__

2. Third-Party Information, (U)

‘The FBLmay retain and use third-party information for investigative and analytical
purpeses in accordance with these procedures if such information reasonably appears to be
foreign intelligence information, to be nec_&_*:sgairy to understand foreign intelligence inforination
of assess its impertance, or to be evidence of a crimeg (which is being refained ar used for law
enforcement purposes), and:

{a) is a.communication made or received.on behalf of the target(s);
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(b) concerrs activities in which the tatget(s) is ot may be involved; or

() conceris aserious threat of injury, loss of life, damage to property, or damage to the
national security of the United States. £&Y

" Third-party information that does not fall into these categories may-be retained in
accordance with Section IIL.G of these procedurss but may not be used for inves_tigation or
analysis and may not be included in investigative or analytical docuyments sych a5 Electronic
Comymusications or teports. If, however, FBI personnel acquire informatiah that dogs.not fall.
into one of these categories but that they believe should be used, the FBI shall proceed in
dccordancs with Sgetions LD and LE. {8y

3. Catepories of Non-Pertinent and Sensitive Information. (U)

FBI personnel shall continually analyze comumunications of ot informs;t-ion cencermning
United States persons acquired pursuant to FISA for the purpose of establishing categories of
information that are not foreign intelligence mformation, are not necessary to-understand foreign
intelligenice- information or assess its importance, of aré niot evidence of a.ctime. These
categorles should be established after a reasonable period of monitosing the communications of
the target and shall be reported to the Court inn a later renewal application rélating to thatfarget.
When developing these categories, particular attention should be given to the following types of
sengitive: igformatio‘n:

@ I

o |

NYT v DOJ, 16 CIV 7020_000305




Approved for public release. All withheld information exempt under b(1) and b{3) except as otherwise noted.

o
|O

@ I
@
.

© I

Before using information from 4n established category. of sensifive information for
investigation or analysis, including using the information in invesiigative or-anatytical
docyments such as Electronic Cothmitnications (ECs) of repotts, EBI personnel shall determine
that the informaticn that falls into stich categories redsonably appeats to be foreign intelligence

information, to be necessary to understand foreign inteiligence.information o ag§ess ity

importnoe o 0 b svdence of a i [

|
|
|
|
|

|
|
t
|
I
|
|
i
|
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Authorized users may query FBI electronic and data storage systenis that-contain raw
FISA-acquired information to find, extract, review, translate, and assess whether such
information reasonably appedrs to be foreign intelligence information; to be necessaty to
understand foreign intelligence information or assess its importance, or to be evidence of a crime.
Such queries may involve the use of keywords, identifiers; formulas, attributes, or other
sophisticated data exploitation techhiques. To the extent ra‘a'son'a'bly feasible, al;ttl;m'izcd ysers

" misst design such queries to find and extract foreign intelligence information or evidence of &
&srime. and to nyinimize the extraction of third-party informatios. Authorized nsers may process
the results of-an.appropriate query in accordance with Section IILC above. The.FBI shall
maintain records of all searches, including. search terms, used t6 query such systems.—~5)—

Authoerized users may query FBi electronic and data storage systems to find,-extract, and
atialyze “metadata™ pertaining fo communications. The FBI'may also usé¢ such metadata to
analyze communications and may upload ot transfer some or all such metadata to other FBL

electronic and data storage systems for authorized foreign intelligence or law enforcement

puuposes. [
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B, Retention of Attorney-Client Communiedtians. (U)

This section governs the retention of attorney-client communications. In certdin cases,
hnwevér, the Government may proposé and/or the FISC may order the use of supplemental
procedures, FBI personnel shall consult as appropriate with FBI Division Coufisel, the FBI
Office of General Counsel, or the NSD to detemmirie whether a comitiunication is privileged. {U)

L. Tarpet charped with a crime pursuant to the United States Code, {U)

As soon as the FBI knows that a target is charged with-a crime, pursuant to fhe United
States Code, the FBI shall impleinent procedures that ensure that thetarget’s attorney-client
privilege isprotected. These procedures shall inelude tlie followliig; bnless otherwiss anthorized
by the FISC:

&, Establishment of a review team of one ormoré monitors and/or revigwers,
who have no role in the prosecution of tlie charged criminal matter, to initially access and review
information or comimuinications acquired from a surveillance or search of atarget who is charged
with a crime pursuant to the United States Code;

h. A procedure to ensure that-as soon as the review team determines that the:
FBI has acqguired a privileged communication concerning the chiarged crimyinal matter between
the target'and the aftorney répresenting the targetin that matter, the FBI will appropriately mark.
the communication privileged in a mannerthat is apparent to anyone who accesses the
information, including in any FBI electronic and data storage system. An attorney representing
the target in the cfiminal matter includes enyeneworking on behalf'of that-atforney, such as

another attorney, an expert witness, a paralegal, or a4y admihistrative assistant;and

_17 . . g : - - -
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c. A procedure to enistite that within 10 business days of detemmining that-a

privileged communication under this section has been a’cqu'iréd—
.
|
I
- - cicctionic
versions of the privileged communications that are not gvailable to any end yser but are availabls
to a systems administrator as an archival back-up will be restricted and destroyed in accordance
with notmal business practices and will not be made available to any other, person except as.
pernritted by the FISC. In the avent FBI'archiwal back-up data, is used to restore an electronic
and data storage systen, the FBI will ensure that the previcusly deleted privileged
communications will not be accessible to any user and will be deleted from any restored-system.

d. FISA-acquired informafion, other than privileged information thm:'ha"g
been sealed according to-Sections IILE. 1.a-c, above, may:subsequently be made available to the
investigative teain, including prosecutors, as apprepriate.

B, As soon as FBI personnel.recognize that cominunications between the
person under criminal charges and his-attorney have been acquired pursuant to a particular FISA
searcli or surveillance, the FBI shall ensure that wheénever-any user feviews:-information or
communieations acquired from that seatch or surveillance; which are in an FB1 electronic and
data storage system containing raw FISA-acquired information, he receives electriniic

notification that attorney-client communications have;been acquited during the. search or

. - 18 ERR BN - - i

NYT v DOJ, 16 CIV 7020_000309



Approved for public release. All withheld information exempt under b{1) and b(3) except as otherwise noted.

—SE& ) Ei

surveillance. The puzpoée of the notification is to aleit othefs who ray review this information
that they may encounter privileged communications, (S3-

2, Target charged with a non-Federal crime in the United States and persons other
than a tarpet charped with a cifme in the United States. (U)

FBI monitors and other personnel with access to FISA-acquited information shall be alert’
for communications that may be (i) between.a target who is charged with a non-Federal crime in
the United Statés and the attorney representing the individual in the criminal matter, or (i)
befween a person other than a target charged with a crime in the United States-and the atforney
representing the individual in the criminal matter: As soon as FBI personnel know that a target is
charged with a non-Federal crime in the United States or someane othier than the target whio
appears to regularly use the targsted facility, place, premises or property is charged witlea crime
irthe United States, they will notify the Chief Division Counsel, FBI Office of General Cotuse],
and the NSD to determine whetlier supplemental procedures-or a separate menitoring feam are
required. Inthe absence of such supplemental procedures: or a separate monitoring teain, as sbon
a5 FBI personnel recognize that they have acquired a communication betwsen (i) a target who is
charged with a non-Federal crime in thie United States and the attorney representing the
individual in the criminal matter, or (if) a person other than a target charged with a crime in the
United States and the attornéy representing the individual in the criminal matter, the FBTshall
implenient procedures that include the following:

| a. A procedure-to ensine that the FBIimmediately ceases monitoring or

reviewing a privileged communication concerning the charged criininal mafter;
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o
c A procedure to ensure that within 10 business days of detexminfiig that &

privileged communication under this section has been dequired, —

e
electronic versidua of the privileged communications that argnot available te any end nser but:
ate available to a systems adininistrator as an archival back-up will be restricted and destroyed in
accordance with normal businesg practices and will not be made available to any other persen
except as petmitted by the FISC, In the event FBI-archiva] back ip data is used to restore an
electroni¢-and data storage system, the FBI will engure that the previously deleted privileged.
communications will not be acoessible to any-user-and will be deleted froim any, restored systein;
and

d. As soon as FBI personnel recognize that communications bétwéen the
person nnder eriminal charges and his attorney have been acquired pnrsuant 1o a partigular FISA
search or surveillance, the FBI shall ensure thiat whenever any user reviews information or
conmmunications acquired from that search or:surveillance, which are in an FBI ¢lectronic and,

data storage system containing raw FISA-acquired information, he receives electronic
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notification that attorney-client conmmmnications have been acquired during the-search or
surveillance. The purpose of the notiflcation is to alert others-who may review this information
that they may encounter privileged communications.—S)~

3 Privileged communications invelving targets and other persons ot charge
crime in the United States. (U) '

“The FBI may review and use FISA-acquired communications of a target or-other ﬁe‘rsoxi
not chavged with a crime in the United States tliat are.attorney-client privileged.in condueting'a
National Security investigation. Anthorized FBI personne! who review FISA-acquired
information that is privileged () mwust mark the coipmunication (in bard copy and electronically)
as privileged in a manner that is apparent fo anyone who acoesses the-information; and (if) may
disseminate the item within the United States lﬂtelligenc'e Community if it otherwise hieefs the
standards for dissemination. Before disseminating such itein that otherwise meets the standards
for dissemination outside the. United States Intelligence Community, the FBL must obtain the
approval of the Attorey Geéneral or the Attoiney General’s designee.~8)

If the FBI defermines that a privileged FISA-acquired communication of 2 person not
charged witli a crin'ie in the United States is not foreign intelligenck infoimation but is evidenice
of 3 crime, the FBI-mugt obtain approval to disseminafe the information for law enforcement
purposes from the Attorney General of the Assistant Attorney General for National Sccurity.
The FBI may disseminate the information immediately if it determines there is.an immediate
threat to life.or of serious property damage. 1fthe FBI makes such a dissemination, it shéli.

immediately fitform the NSD. £8Y
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F. . Additional Procedures for Retention, Use and Disclosure of FISA
Information. (1J)

1. Pursuant to 50 1.5.C, §8 1806(b) and 1825(c), no information acquired pursuant

to an order authorizing electronic surveillance or physical search imder FISA shall be disclosed

for law enforcement purposes uules‘s_
O
I
-: FISA-acquired information, includivg iaw FISA-acquired jnformation, may be.
disclosed for law enforcement purposes in etiminal proceedings. 5y

2. The FBI shall ensure that identities of atly pérsens, including United States
persons, that reasonably appear to be foreign intelligence information, to be necessary to
understand foreign intelligence information or assess its importance, or to beévidefice of a criifie,

3. Prosecitors. (U}

A The FBI may disclose FISA-acquired information, including raw FISA-

acquired information, and-ihfoimation derived therefrom, to féderal presecutors and othets

working at their direction, for all lawful foreign intelligence and law enforcement purposes,
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others working at their direction are provided access to raw FISA-acquired information, they
shall be trained on and comply with these and all other applicable minimization procedures. €53

b. In accordance with applieable Attorney General-approved policies and
procedures, federal prosecutors may also disclose FISA-acquired information, when necessary.
for the prosecutors fo carry out their responsibilities, including to witnesses, fargets or subjects of
an-investigation, or their respective coungel, when'the FISA-acquired information could be
foreign intelligence information or is.evidence of a crime. This provision does ot restrict 2
federal bx‘oSec.ufor’s ability, iiva critinal proceeding, to disclose FISA-acquired information that
contains exculpatory or impeachment information or is otherwise discoverable uider the-
Constifution or applicable federal law. (U)

e. The FBI inay iiot provide federal prosecutors and others' working:at their
direction _cgnfaimng faw FISA-dcquired
information unless such access ig: (a) for foreign intelligence or 1-aw.av enforcement purposes; (b)
consistent ‘with their responsibilities as fedetal prosecutors; and {¢) putsuant to progedures
established by the Attoriiey General aiid provided to the FISC., The procedures established by

the Attorney General and provided to the FISC shall include the following:

1 access EEG_—_EEE
_m‘ust be limited.to that
which is consistent with their responsibilitiesas federal prosecutors:
and necessary to carry out their responsibilities efficiently during a

specific.investigation or prosecution;

ol 23 - o = . - o)
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Access must be requested fiom and approved by an executive at
FBI Headquarters in a position no lower than Assistant Director
(AD) and in coordination with the Deputy Géneral Counsel of fhe
FBI National Security Law Branch or a Senior Bxecufive Service
attorney in the National Securty Law Branch, and will be

considered o1 a edse-by-case basis;

A request for access must specif_
. oo Tnteiligence Surveillance Count
(FISC) docket numbers, and targeted facilities the-prosecutor needs
access, why such access 1§ necessary, and the duration of such
gCeess;

All individuals receiving authorization to have ditect4ctess must
receive [
and training on the standard minimization procedurés-and ahy
relevant supplementa! minimization procedures applicable to the
inforrnation to which they have access;

Access shall bé terminated no later thay the conglusion of the
ieleyant investigation or prosecition; and

Federal prosecntors thay immediately be give acoess'to FBI
I - s A-

aequired information if FBI personnel determine that an immediate

24 Pt - L. h | o
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threat to life or of serlous damage fo propeity necessitates
immediate access, and if such immediate access is given to federal
prosecutors, notification shall be madé to FBI Headquarters, FBI’s

Office of General Counsel, and NSD. €%~

G.  Time Limits for Retention. (U)

Iti general, the FBI may retain FISA-acquired information that reasonably appsays to be
foreign intelligence information, to be necessary to understand foreign intelligence information,
or assess its importande, of to be évidence of a crime. €9

1. The FBI is authorized to retain data in electronic.and.-data—

, in agcopdance with the following:

NYT v DOJ, 16 CIV 7020_000316



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

3, Audio and video recordings not accessibls through an elestronie and data sforage
system, and items and/or records obtained through physical search of ptemises or property,
including images ot copies of comyputer hard drives and rémov_able media acquired durlrig e
execution of a physical search order, whether reviewed or not, but not identified as information
that reasonably appears to b foreign intelligence information, necessary-to-understand foreign

intelligence information, or-evidence of a crine, shall be destroyed within §pecific time perlods

I
2
=
I
|
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as set forth in FBI policy, which shall provide for periodic destruction of certain categories of
FI8A-acquired information. This provision does not-apply to FISA-acquired jnformation within
the scope of Section IILG:1 or ILG.2. 653

4, FISA-agquired information retained by the FBI in any other fom-

IV. DISSEMINATION (U)

A. Dissemination of Foreign Intelligence Information to Federal, State, Local and
Tribat Officials znd Agencles, (U)

The FBI may disseminate FISA-acquired information that reasonably appears to be
foreign intelligence information in accordange with Sections TV.A.1 and IV.A.2 fo federal, state;
local and tribal officials and agencies with responsibilities directlyTelated to the information
proposed to be disseminated, Information that reasonably appears to be foreign intelligence

information not directly related to responsibilities of such agencies may b disseminated

ineidental to the dissemination of infoimation directly related to responsibilities of such agencies.

Such inforimation may-be disseminated only consistent-with the need.of the United Stites to

obtain, produce, and disseminate foreign intelligerce information. (U)

1. Foreipn Intelligence Infmmatmn as defined in 30 U.S8.C,

e ——

acqgiiired information-concérning United States persons that reasonably appears. to be nefessary
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to the ability of the United States to protect against: (i)-actual or potential attack or other grave
hostile acts of a foreign power or an agent of a foreign power; (ii) sébota g6, international
terrorism, or-the international proliferation of weapons of mass destruetion by a foreign power-or
an agent of a foreign power; or (iii) clandestine intelligence activities by an intelligence service
or network of a foreign power ‘or by an agent of a foreign power: X8

2. Forelgn Intelligence Iuformation as defined in 50 U.S.C. § 1801¢e}(2). ()

The FBI may disseminate to || EEG—_— R 1= -

acquired information concerning United States persons that reasonably-appears to be necessary:

(i) to the hational defense or the secyrity of the United States; or (i) the conduct of the foreign
affaivs of the United States. Such informiation shall not be disseminated, however, in a manner
that identifies a United States person, unless such persoir’s identity is necessary to uriderstand
Foreign intelligence information or to assess its importance. 483~
B. Disseminaﬁqn of Evidence of s Crinie to Federal, State, ff.oca_l and Txibal
Officials. (1)
The FBImay disseminate, for a law enforcement purposs, FIS A-acquired information
concerning a United States persoil ﬂfat reasonably-appears to be evidence of a crime butnot
foreign intelligence information tof | | | TG
- The FBI shall disseminate sach FISA-acquitred informatjon in a menner consistent

with tlie requirements of Section IILF. 45—
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C. Dissemination of Foreign Intelligence Information Coneerning Uniterd States
Persons to Foreign Governments. (U)

‘ 'The FBI may disseminate FISA-acqtiired information concernirig United States persons,
whicl is foreign intelligence information, to foreign governments as follows:
1. Disseminations of FISA-acquired information concerning United States persong
to the governments of the United Kingdoin, Canada, Australia or New Zealand may be
niade upon the approval of the Director of the FBI, or a designes..&8"
2. Disseminations of FISA-acquired information canceriting United States persons
to other foreign gévernments shall be made eonsistently with Department of Justice guidance
apd may be made upon the appioval of the Director of the FBI, or'a designee who shall held a
position tio lower ‘thaﬁ Section Chief in thie FBI, and shall be in coordination with the FBI Office
of General Counsel, upon consideration of the followinj factors: the natioual segurity benefitthe
United States may reasonably expect to obiain from making the dissemination; the anticipated.
uses to whicli the foreign government will put the information; and. any potetitial for-econpmic
injury, physical liaum, or other restriction of ifovement to be.reasonably expected from -p\,:pvidiﬁg
the information to the foreign government. Ifthe proposed reeipient(s) of the dissernination liave
a recent record of humen rights abuses, that history should be coiisidered in assessing the |
potential for econoimic injury, physicidl harm, or other restriction of movement, and whether the
dissemination should be made. €33
Where there is a regsonable bagis to anticipate that the dissemination will result ini.

economic injury, physical harm, or.other restriction of mavement, no dissemination shall be

.2
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miade without the approval of the Attornsy General. If the Attorney General approves the
dissemination, the FBI shall undertake reasondble steps to ensure that flie disseminated
information will be used in a manner consistent with United States laws, inclnding Excoutive
Order 12333 (as amended) and applicable federal eriminal statutes. €8)

3. The Attorney General, in consultation with the DNI or a4 designeg, may authorize
.
I o guing such
aufhorization, those officials shall consider, among other things: (1) whether such use is
consistent with the natiorial Security interests of the United States, and (2) the effect of such use-
on any identifigble United States person,—8)~

4, The FBI will make & written récord of each dissemination approved pursuant to,

tliis section, and information regarding sucl disseminations and approvals‘shali b‘e_

o

The 7B1.ns

with the otlier provisions of these procedures, the FBI is authorized to disseminate FISA-

acquired information, including; tape recordings, transeripts, or electronic storage media

(including computer hard drives and removable storage mediaj, _

SECRET—

P - - B ae . C. - 7130'[,.’ - A o e
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— The following restrictions apply with respect to any materials so
disseininated!

1. Dissermination to | NG
- of such information or commuaications. —
|
I -

2. Dissemination will be only to_
_ of such information or communications. _
|

3. _shall make 110 pefmanen‘t- record of inféimation
or communjcations of or concerniiyg any persori referred to i FISA-acquired information or
recorded on FISA-aequired tape recordings, franscripts, electronie sforage 1iedia (including
computer hard drives and removable storagémedia,_), ar che‘_
|

- Reeords maintained_ for this purpose may not be:

ey R

F—
4. Upon the conclusios ||| GG o t:c FBL the FISA-dcquited

information, inciuding atl tape récordings, itanscripts, electronic storage media (including:

31
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cofiputer hard drives and removable storage media), or other items, or information disseminated

5. Any information the|E orovide to the FBI as a result of
I b- dissciinated by the FBI in accordance with the applicable

minimization procedures. 653 .

I p——

-.1-'aw FISA-acquired information that relates to intsrnational terrorism acquired from
electronic surveillance or pliysical search conducted by the FBI as provided 'u_
I, (<) —

In addition to dissemination avithorized 1ndér other provisions Kerein, foreign intelligerce

fiformation, as defined in Section 1801(e), may be-disseminated t© —
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G, F
Notwithstanding any other provision of these procedures, the EBI 1_
I - to i
database, provided that such access is limited to classifications of cases that arelikely to centain
I 111 are on filerwith the
FISC. Ifthe FBI authorizes o disseminate any inforntatiorjjjjjJffeceives purstant o
this section, such authorization shall be mate consistent with these procqdures and applicable
Department of Justice guidance, including but not limited to restrictions governing dissemination

to foreign governments,~S3-

Y, COMPLIANCE (U)
A, Oversight. (U)

Ta ensure conmipliatice with these procedures, thé Attomey Gél_;&‘lfﬂ]i through the Assistant
Attornsy General for Nat_'mnal Security or other desigriee, shall iniplement policies and
procedures that ensuie tlie good faith compliance with ail of thie requirements set forth hereln,
and shall conduct periodic minimization reviews, ineluding reviews at FBI Headquartess, field
offices, and U.S. Attorney’s Offices that receive raw EI_—S{A—&cquir_e_

_1."113' Attorney General and the NSD or other designes of the:
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Attorney General shall have access to all FISA-acquired information to facilitate mininiization
reviews and for all other lawful purposes—€8y—

To assess i::ompli-aﬁoe with these procedures, minimization reviews shall consist of
reviews of docuiments, conumunications, audit trails, or other information. They shall include, as
appropriate, but are not limited to:

1. Reviews of electronic communications or o_ther documents containing FISA-
acquired information that have been retained for further investigation and analysis ot
disseminated in aceordance with these procedutes, (8}

2. Reviews of FISA-acquired information (from electronic surveillance and physical
search) in FBI electronic and data storage-systems that contain raw FISA-acquired mformation to
assess compliance with these procedures, including' whether raw FISA-acquired Qanmur_l,ié‘_&ﬁ_oi_ls'
or praperty have been properly marked as information that reasonably-appears to be-foreign
intelligence. ifformation, to be necessary fo understanid fofeign intélligence juformation or té
assesg its importance, or to be evidence of a grime. FISA-aequired communications and property
in FBI electronic and data storage systems that contain raw FISA-acquired information may-also
be reviewed to determine whether they were properly marked pursuant to tﬁe attorney-client
communications provisions of these procedures—~{8)—

3. xdits of [ G -~
FISA-acquired information to assess the FBI's compliance with the retention procedures for

FiSA-acquired information as detailed in Section I1I of these procedures. Tle audits may also

include reviewing a samplineJ
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- and accesses in FBI electronic and data storage systems containing raw FISA-acquired
information. These audits may-assist in defermining the FISA-acquir,ed,ﬁlfom}atiqn that was
accessed in these FBIelectronic and data sforage systerits and the individuals who accessed the
information. In turn, the minimization reviews may include verifying that the individuals who
accessed the FISA-acquired information in these FBI systems were individuals who had properly

béen given access under FBI guidelines. <83

B. Trajning., (UY | | i
The Atforney Geheral, or-a designes, shall ensie that adequate training on thése

procedures be provided to apprepriate persennel. (U}

C. Mininiization Briefings. (Uy

Following the authorization of collection activity, an NSD attorney shall conduct a
minimization briefing with appropriate FBI pefsommel responsible for the FISA surveillance or |
search, (1)

VI Interpretation (U) !

The FBI shall refer all significant questions relating to the interpretatien of'these

procedures to the NSD. (1) ' .
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VII. Review of Procedures (U)

The Attorney General, of a designes, in consultation with the FBI Office of General.
Counsel, shall review these procedures and determine whether they temain appropriate in Hght of
the technology and practices used by the FBI no later than five years from the. date. of the
Attorney General's approval of these procedures filed with the Cotrt, and every five years ’
thereafter, A written report of such review shall be provided to the Court within six montlis of '

the completion of the review, (U}

Attomey Gerieral of the United States

/4%4 267

Date
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EXHIBIT E

MINIMIZATION PROCEDURES USED BY THE CENTRALANIRIGLIGENCE. 20
AGENCY IN CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE

INFORMATION PURSUANT TO SECTION 702 OF THE FOREI@N

With respect to unminimized commum'cations’ the Central Intelligence Agency (CIA)
receives from the National Security Agency (NSA) or the Federal Burean of Investigation (FBI)
that are acquired pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as
amended (FISA or "the Act"), the CIA will follow the following minimization procedures:

| .
1. Deﬁnitions:

a. As used herein, the terms "Attorney General," "foreign power," "agent of a fore1gn
power," "United States person," "person," "foreign intelligence information,” _
"international terrorism," and "sabotage" have the meanings spec1ﬁed in secnons 101 and
701 of the Act.

b. The term "United States person identity" means (1) the name, umque title, or address of a
" United States person; or (2) other personal identifiers of a United States person when '
appearing in the context of activities conducted by that person or activities conducted by
others that are related to that person. - A reference to a product by brand name or
manufacturer's name, or the use of a name in a descriptive sense, €.g,, "Monroe
Doctrine," is not a United States person identity. S#ANE-

2. Unminimized commumications acquired in accordance with section 702 of the Act and -

- received by CIA will be maintained in access-controlled repositories that are accessible only
to those who have had the required training and are physically or logically separated from
repositories with general access. Unminimized communications that may contain United
States person information that does not otherwise qualify for retention under paragraphs 3, 6,
or 8 of these procedures may be retained in such access-controlled repositories for no longer
than five years from the expiration date of the certification authorizing the collection unless

. the Director of the National Clandestine Service (NCS), or one of his or her superiors,
determines that an extension is necessary because the communications are reasonably
believed to contain s:gmﬁcant foreign intelligence information, or evidence of a crime that
has been, is being, or is about to be committed. An extension under this paragraph may

* apply to a specific category of communications, and must be documented in writing, renewed -
on an annual basis, and promptly reported to the Department of Justice's National Security
Division (NSD) and the Office of the Director of National Intelligence (ODNTI). S/

3. Information concerning a United State.S person may be retained by CIA indefinitely and
outside of access-oontrolled ed repositories if (a) the information concerning the United States

Classified by:
.. Reason:
Declassify op-
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person is publicly available; (b} the United States person has consented to retention of the
information concerning him or her; or (c) the United States person identity is deleted or
otherwise sanitized to prevent the search, retrieval, or review of the identifying information
(a generic term may be substituted which does not identify the United States person in the

. context of the data). If the information cannot be sanitized in such a fashion because the
identity is necessary, or it is reasonably believed that it may become necessary, to understand
or assess the information, CLA may retain that information and the United States person
identity indefinitely and outside of access-controlled repositories if: £SAA¥F)

a. The information is forelgn intelligence information. Such information includes, but is not
limited to information falhng within one or more of the following categories:

(1) the information indicates that the United States person has acted or may be acting as
an agent of a foreign power, including information indicating that a United States
person was in contact with a foreign power under facts and circumstances indicating
that he intends to collaborate with a foreign power or become an agent of a foreign
pawer;

(2) the information indicates that a Umted States person may be a target of intelligence
activities of a foreign power,;

(3) the information indicates that a United States person has engaged or may be engaging
in the unauthorized disclosure of properly classified national security information; or

b. The information concerns corporations or other commercial organizations the deletion of
which would hamper the correlation of foreign intelligence information on the same
subject;

¢. The information is enciphered or contains secret meaning;

d. The information is needed to protect the safety of any persons or organizations, including
those who are targets, victims, or hostages of groups engaged in international terrorism;

€. The information concerns a United States person who is or reasonably appears to be, on
the basis of that or other information, an agent of a foreign power;

f. The information indicates that a United States person is éngaged or may be engaged in
" international terrorism or activities in preparation therefor;

. g The information is needed and retained solely to identify individuals in contact with a
foreign power or an agent of a foreign power (including for purposes of this subparagraph
(g) any person, regardless of location, who engages in international terrorism or activities
in preparation therefor; who aids, abets, or conspires with persons to engage in such .
activities; or who acts as a member of a group engaged in such activities);
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i. The information concerns a person or activity that poses a threat of sabotage,
international terrorism, actual or potential attack or other grave hostile act, to any facility
or personnel of any agency within the U.S. Intelhgence Commumty, or any department
containing such an agency, :

" j. The information mdlcates that a United States person may be a target of intelligence .
* activities of a foreign power; or

k. The inforiation concerns a U.S. Government.official acting in an official capacity.

. . ' l

4. CIA personnel may query CIA electronic and data storage systems containing unminimized
communications acquired in accordance with Section 702 of the Act.

Such queries must be reasonably designed to find and extract foreign
intelligence information. CIA will maintain records of all such queries, including but not
linited to United States person names and identities, and NSD and ODNI will review CIA's
activities that are conducted pursuwant to this paragraph. €S/~

- 5. Any information retained pursuant to paragraph 3 above may be disseminated to otherwise
authorized recipients outside of CIA if the identity of the United States person and all
personally identifiable information regarding the United States person are deleted or
otherwise sanitized to prevent the search, retrieval or review of the identifying information.
A generic term may be substituted which does not identify the United States person in the
context of the data. However, if the information cannot be sanitized in such a manner
because such person's identity is necessary to understand foreign intelligence information or
assess its importance, that identity may be disseminated outside of CIA without such person's
consent. Additionally, if the information cannot be sanitized in such in a manner because it
is reasonably believed that such person's identity may become necessary to understand or
assess the importance of foreign intelligence information as defined by 50 U.S.C. § 1801
(e)(1), that identity may be disseminated outside of CIA without such person's consent.

: .
6. Nothing in these procedures sha;ll prohibit:

a. The retention or disclosure of information necessary for the purpose of determining
whether the requirements of these procedures are satisfied, proyided that the recipient
-under this paragraph does not retain or disclose the identity of a United States person
where it is determined that the requirements of these procedures do not permlt
- dissemination;
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b. The retention of communications necessary for the maintenance of technical data bases,
so long as only collection or technical personnel have access to such data bases;

¢. The retention or dissemination of information concermning corporations or other
commercial organizations which is limited to their identities as manufacturers of
equipment and related nomenclature or their locations;

d. The retention or dissemination of information required by law to be retained or
disseminated; or

e. The retention or processing of communications in emergency data backup systems, -
provided that only administrative, collection, or technical personnel have access to such
systems. In the event that information from such systems must be used to restore lost,
.destroyed, or inaccessible data, CIA shall apply these procedures to the transferred data.

(SHANES
7. CIA wili also follow the following procedures:

b. Dissemination to Foreign Governments: CIA may disserninate nonpublicly available
identity or personally identifiable information concerning United States persons to
foreign governments provided that such information is foreign intelligence information
and either (i) the Attorney General approves the dissemination; or (i) CIA disseminates
the information under procedures that have been approved by the Attorney General. In
“addition, CIA may disseminate such foreign intelligence information acquired pursuant to
~ Section 702 of the Act to the extent authorized by the Director of the CIA, and in

SECRET/NOFORN-

4 L = - . . . =
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accordance with Director of National Intelligence Intelligence Community directives.
CIA may make such disseminations without specific Attorney General approval subj ect

to the following procedures:

(3) Procedures for technical or linguistic assistance. It is anticipated that CIA may
obtain from NSA and FBI unminimized information or communications that, because
of their technical or linguistic content, may require further analysis by foreign
governments (collectively "assisting foreign governments") to assist CIA in
determining their meaning or significance. Notwithstanding other provisions of these
minimization procedures, CIA may disseminate computer disks, tape recordings,
transcripts, or other information or items containing vnminimized information or
communications acquired by NSA or FBI pursuant to Section 702 of the Act to
assisting foreign governments for further processing and analysis, provided that the
following restrictions apply with respect to any materials so disseminated:

(a) Dissemination to assisting foreign governments will be solely for translation or
analysis of such information or communications, and assisting foreign
governments will make no use of any information or any communication of or
concerning any person except to provide technical assistance to CIA.

(b) Dissemination will be only to those personnel within assisting foreign
_governments involved in the trarislation or analysis of such information or
communications. The number of such personnel will be restricted to the extent
~ feasible. There will be no further dissemination within . ass1stmg foreign- -
governments of t}ns raw data.
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{c) Assisting foreign governments will make no permanent agency record of

. information or communications of or concerning any person referred to or
recorded on computer disks, tape recordings, transcripts, or other items
disseminated by CIA to assisting foreign government, provided that assisting
foreign govermment may maintain such temporary records as are necessary to
enable them to assist CIA with the translation or analysis of such information.
Records maintained by assisting foreign governments for this purpose may not be
disseminated within the assisting foreign government, except to personnel
involved in providing technical assistance to CIA.

(d) Upon the conclusion of such technical assistance to CIA, computer disks, tape
recordings, transcripts, or other items or information disserninated to assisting
foreign government will either be returned to CIA or be destroyed with an
accounting of such dest:ructmn made to CLA.

(e) Any information that assisting foreign governments provide to CIA as a result of
such technical assistance may be disseminated by CIA in accordance with these

minimization procedures.

(4) CIA will make a written record of each dissemination approved pursuant to these
procedures, and information regarding such disseminations and approvals Wlll be .
made available for review by the Department of Justice. S/

c. Compliance With Crimes Reporting Obligations. Notwithstanding other provisions of
these minimization procedures, information that is not foreign intelligence information,
but reasonably appears to be evidence of a crime that has been, is being, or is about to be
committed, may be retained and disseminated (including United States person identities)
to the FBI and other appropriate federal law enforcement authorities, in accordance with
50 U.S.C. §§ 1806(b) and 1825(c), Executive Order No, 12333, and, where applicable,
the crimes reporting procedures set out in the August 1995 "Memorandum of

‘Understanding: Reporting of Informatmn Concerning Federal Cnmes " or any successor

document '('S#N-F)—

8. Any connnunication received by CIA that is acquired through the targeting of a person who
at the time of targeting was reasonably believed to be a non-Unitéd States person located
outside the United States but is in fact located inside the United States at the time such
communication is acquired or was in fact a United States person at the time of targeting will
be destroyed unless the Director of the CIA. specifically determines in writing that such
communication is reasonably believed to contain significant foreign intelligence information
or evidence of a crime that has been, is being, or is about to be committed, (S/ANF—
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9. If CIA determines that it must take action in apparent departure from these minimization
procedures to protect against an immediate threat to human life and that it is not feasible to
" obtain a timely modification of these procedures, CIA may take such action immediately.
CIA will report the action taken to the Office of the Director of National Intelligence and to
the National Security Division of the Department of Justice, which will promptly notify the
Foreign Intelhgence Surveillance Court of such activity. ¢S/~

Date Eric 4. Holder, Ir.
: Attomey General of the United States
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FOP-SECREFHCOMINTHORCONNOFORN . 7777 -
UNITED STATES o T 8
0 {ag‘{ -5 i S
- FOREIGN INTELLIGENCE SURVEILLANCEC
y"'\\" ‘ 4 ‘l,\‘ l'..-

WASHINGTON, D.C. LEEARD To i b

g H T i
CLuRr Coni

NDER SEAL

MOTION FOR ORDERS EXTENDING TIME LIMITS PURSUANT
TO 50 U,S.C. § 1881a(}){2) {8

THE UNITED STATES OF AMERICA, through the undersigned Department of

Justice attorney, respectfully moves the Court to issue orders pursuant to 50 U.5.C.

| § 1881a(j)(2) of the Foreign Intelligence Surveillance Act of 1978, as amended (the Act),

extending to July 22, 2011, the time limits for the Court to complete its review of and

issue orders concerning DNI/AG 702(g) Certifications — and the

amendments to their respective predecessor certifications. As discussed below, the
-government respectfully submits that there is good cause for the extensions of the time

limits, and that such extensions would be consistent with national security. {S/SENT)

Classified by: Tashkina Gauhar, DeputyAssistant
' - Attorney '
1.4(c)

Reason:
Déclassify on:
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I. Procedural Background—5)—

A. The 2011 Reauthorization Certifications and Related Amendments {S)}—

On April 20, 2011, the government submitted to the Court DNI/AG 702(g)

Included with DNI/AG 702(g)

Certification -were the targeting and minimization procedures to be used by the

National Security Agency (NSA), Federal Bureau of Investigation (FBI), and Central

Intelligence Agency (CIA) under that certification. DNI/AG 702(g) Certification-

~ reauthorizes DNI/AG 702(g) Certification—

B o

DNI/AG 702(g) Certification -also included amendments to its predecessor

certifications, DN/AG 702(g) Certifications [ NNNNEE 55 <ifically, these

o _ amendments authorize the use of the minimization procedures attached as Exhibits B

and E to DNI/AG 702(g) _Certi.fica't‘it‘)_ﬁ-in connection with foreign intelligence - -
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information écquired in accordance with DNI/AG 702(g) Certificaﬁons_

These amendments also have an effective date of May 23, 2011. (SHOSINTY
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B. Two Mattexgs. Recently Re.apoi'te.d to the CourtASY~ |

1. Overcollection of —-(’T'"SﬁSiﬁN'F')'

On April 19, 2011, the government fﬂed with the Court pursuant to Rule 13(b) of
the Rules of Procedure for the Forei-gn Intelligence Surveillance Court, a preliminary
notice of two compliance incidents, both of which concern NSA's collection of I
_tha"c, in addition to targeted communications, contain communications
that are ﬁot to, from, or about selectors tasked for ;cquisition m accordance with section

702 of the Act.? One of these incidents concerns NSA's overcollection of-

— The government 1espectfully incorporates herein by

reference this notice c-iated Apﬁl 19, 2011. -(TS#S—I—HGETN'F')‘
2. Clarification Concerning Upstream Colléction LFSHSHANTY
On May 2, ;'2011, the govér_nment filed, pursuant to Rﬁle 13(a) olf the Rules .O.f
Procedure for the Foreign Intel]ig'ence Suryei]lance Court, a preliminary notice
clarifying certain facts concernirig NSA's upstream collection of electronic

communications.® Specifically, this notice provided the Court with additional details

. 1 A copy of this notice is attached herewith at Tab A ASHOSNE

2 r incident reported in this notice concerned NSA's overcollection o-
o On March 15, 2011, NSA termmated collectlon om .
: which these Were being collected. S m s s e

3 A copy of this notice is attached herewith at Tab B. -(-Eﬁee,NF}
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—FOPSECRETHCOMINTHORCONNOFORN-
concerning one specified category of Internet corrmm.n_icatibns NSA acquires through its

upstream collection -~ "electronic communications_
I << i e e, HEA KD

and ODNI are still reviewing this matter and assessing its'im'po'rt, including what effect,
if any, this type of Internet communications- collection has on the efficacy of the means
by which NSA p1 events the intentional acquisition of Internet communications where
the sender and all intended recipients afe known at the time of acqu151t10n to be located
in the United States. The government respectfully incorporates herein by reference this

notice dated May 2, 2011. LISHSHOENT)

{L. The Issuance of Orders Under 50 U.S.C. § 1881a(j)(2) is Appropriate in These
- Cases {5 _ '

| Uijoh ;d‘ie goveﬁrnment‘s submission of DNI/AG 702(g) Cerfificéﬁon -on
-the thir ty—day time penods in whlch the Court is required to review the
certifications began to run. See 50 U.5.C. §1881a(i)( )(1)(B). The t}urty—day time peuods :
for the Court to review the amendments to the predecessor certifications also began to .'
run on those same dates. See id. § 1881a(i)(C). Accordingly, the time lirnit for the Court :
to complete its review of DNI/AG 702(g) Ce'rtification-and the amendments to its

predecessor certifications is May 20, 2011. Likewise, the time limit for the Court to

 complete its review of DNI/AG 702(g) Cer_tl_f;;cigs_—m T
I - = 22, 201 ASHOEHE:
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FOP-SECRETHCOMINT/ORCONNOFORN
The Court may, however, "extend[].that time as necessary for good cause ina
manner consistent with national security." 50 .U.AS.C. § 1881a(j)(2).. For the following
reasons, the government reépectfuﬂsrsubmits that there is good cause for extensions of
the time limits, and that such extensions v;fould be consistent with national security.

(SHOENE

A. There is Good Cause for the Court to Extend the Time Limits for Its Review

48}

The government believes that there is good cause for the Court to extend the

deadlines for the Court to complete its review of DNI/AG 702(g) Cerﬁﬁcations-

_and the amendments to their respective predecessor certifications.

Specifically, as explained below,. the government intends fo supplgment the record
coneerning the ma.tters ﬂiscussed above in a manner that wx]l aid the Court in its review
and in making the determinations necessary to issue orders under 50 U.S.C. §

- 1881a(i)(3). However, the goirernment will not be in a position to supplement the -

record until after the statutory time limits for such review have expired. —GS#GC—,N-F-)-

First, N5 i in he process of [ RN

designed to eliminate the above-discussed overcollection of-communications-

_ However, these measures are not expected to be fully operational

until on or about IUné 17, 2011 -- which is after the time limits established by 50 U.S.C.

'§ 1881a(i) (1)(B) and (C). Because the government believes that thesé corrective

measures should be considered by the Court as part of its review of the certifications

. NYT v DOJ, 16 CIV 7020_000343
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and related amendments, thg governmeﬁt rgspectfully submits that there is good cause
for extending the time limits for such review. (S/OENFy
Second, NSA, NSD, and ODNI are continuing to investigate and assess th.e
manner in which SSA acquires through its upstream collectioﬁ-"élect-roﬁc
i [
-i.ncluding what affect, if any, this type of Internet communications collection has
on the efficacy of the means by which NSA prevents the intentional acquisition of
Internet communications where the sender and all intended re_cipignts are known at the
titne of acquisition to be located in the United States. The government intends fo
provide additional information and analysié to the Court upon completion of this
review and assessment, However, given the complexity of this issue, the government
does not believe its réview and assessment will bé complete until after the ,.stbove—
djs;:ussed time limits established by 50 U.S.C. § 1881a(i)(1)(B) and (C): The goverrunept
respectfully submits, therefore, there is good cause for extending those time limits
because the government believes the additional information and a.nalygis it i.ntgnds to
provide to the Court will assist the Court in making the required statutory findings
concerning the certifications and related amendments. {SHOENE-

B. Extending the Time Limit for the Court's Review is Consistent with
National Security. -5y~

As this Court has recognized, "[t]he govermnent:s_hmétmnd security interestin

m

conducting these acquisitions [under section 702] ‘is of the highest order of magnitude.

o . TP SECRET MYRATN S REEMN-INE
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FOP-SECRETHEOMINTHORCON,NOFORN—

In re DNI/JAG Certification_Mem- Op. at 37 (USFISC SEP’C'- 4,

2008) (quoting In re Directives Pursuant {0 Section 105B of the Foreign Intelligence

Surveillance Act, 551 F.3d 1004, 1012 (EiSA Ct. Rev. 2008)). For example, the foreign

intelligence information the government acquires under DNI/AG 702(g) Certification

I 7 —

.Afﬁdavit-of Lt. Ceneral Keith B. Alexander, Director, NSA, T 6. (5HOENT)

Were the Court ;co issue orders under 50 U.S.C. § 1881a(j)(2) extendiﬁg the time
limits for its review of the certifications and related amen&menfs so that the Cour.f._could
consider these additional materials, the aﬁthoriz‘ati’bﬁs in the certifications beirig
reauthorized, DNI/AG 702(g) Certiﬁcatﬁn_would, by
operation of 50 U.S.C. § 1881a(i}(5)(B), continue despite their expiration dates.t The

- government reépéctfully ;ﬁbmits that this result would be consistent with national
security, because it would allow the government's acciuisition éf vitally important -

foreign intelligence information under DNI/AG 702(g) Certiﬁcations_

R e 702ii)_
1)(5)(A), whic

comported with 50 U.S.C. § 1881a(
requires that if the government seeks to reauthorize an authorization issued under 50 U.S.C. § 1881a(a),
the government must, to the extent practicable, gubmit to the Cowrt a new certification executed under
e _____ 5015.5.C.§188la(g), with supporting documents, at Jeast thirty days before the expiration of the '

certification being reauthorized. If anew certification is filed 1A accordance Wit 50 US.Cm =~ 7 70
§ 1881a{i)(5)(A), 50 U.5.C..§.1881a(i)(5)(B) provides that the existing certification being reauthorized shall
remain in effect, notwithstanding its expiration date, until the Court issues an order under 50 U.S.C.

§ 1881a(i)(3) with respect to the new certification. 5}

NYT v DOJ, 16 CIV 7020_000345



Approved for public release. All withheld information exempt under b{1) and b(3) except as otherwise noted.

FOP-SECRETHEOMINTHORCON,NOFORN-
I <o continue pendiné the completion of the Court's review éf the
reauthorization certifications, DNI/AG 702(g) Certi_fication_
respectively. {S5HOENF)

Thé goVernmeﬁt further submits that it would be consistent with national
security for the Court to extend its consideration of the above—discussed amendments,
which authorize the use of the NSA and CIA minimization procedures submittgd with
DNI/AG 702(g) Cerﬁ.ficétions_n connection with foreign
‘J'ntelligence. information acquired in ac;*cordance with the predecessors of those
.certificat_ions.l The NSA and CIA minimization procedures QuIrentlﬁr approved for use
'un'der those predecessor certifications, however,' differ in some respects from the NSA

and CIA minimization procedures submitted with DNI/AG 702(g) Certifications

' _ The government believes that authorizing the NSA and

~_oversight of each agency's adherence to those standards. 4SHOSINF)—

CIA to use a. single set of minimization procedures (i.e, each agency's respective
minimization procedures submitted with DNI/AG 702(g) Certifications _
_for the éntirety of each agency's holdings of foreign intelligence
information acquired under section 702 will result in a more uniform application of
minimization standards to that information. Authorizing each agency to use a single

set of minimization procedures for that information also will significantly simplify
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—TFOP-SECRET/COMINTHORCON,NOFORN-
II. Conclusion~5)—
For tine foregoing reasons, the government respectfully submits that there is good -
* cause for the Court to issue orders under 50 U.S.C. § 1881a(j)(2) e>‘ctenc_1ing to July 22,
2011, the time hm1t for the Court to complete its review of, and issue orders under .
50 U.S.C. § 1881a(i)(3) concerning, DNV/AG 702(g) Celrtif'ica'ltions—
and the amendments to their respective predécessdr certifications, and that such an
extension would be consistent Witi'l natioﬁal_ security. For DNI/AG 702(g) éeftification
: -the gévernment also requests that the Court issue the proposed Notice of

Extension, attached herewith. (5HOCNF-

Respectfully submitted,

National Security Division
United States Department of Justice

11
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: _ ‘
APPROVAL
I find that this motion regarding DNI/AG 702(g) Certifications -

-a_nd the amendments to their respective predecessor certifications satisfies the

criteria and requirements set forth in the Foreign Intelligence Surveillance Act of 1978, -

—_—

as amended, and hereby approve its filing with the United States Foreign Intelligence

Surveillance Court. (5)

Eric H. Holder, Jr.
Attorney General of the United 5

James M. Cole ‘ .
Deputy Attorney General of the United State
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—SEERET-

UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

1N RE DNI/AG 702(g) CERTIFICATION [t 22

ORDER

Docket No.

This matter is before this Court on the motion -of the United States for an order

under 50 U.S.C. § 1881a(j)(2) of the Fofeign Intelligence Surveillance Act of 1978, as

amended ("the Act"), extending to July 22, 2011, the time llim@ts established by 50 U.S.C.

§ 1881a(i)(1)(B) and (C) for this Court to complete its review of, and issue orders under

50 US.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certificatiojj
M

entertaining the governfnerit's motion, this Court has considered the following:

1. DNI/AG 702(g) Certification|jjjjjjjjeauthorizes DNI/AG 702(g) Certification

B - ich expires on August 19, 2011,

2. Included within DNI/AG 702(g) CertificatiorJJJjjjjj axe amendments to

DNI/AG 702(g) Certifications ||| | GGG 7:csc amendments

authorize the use of the minimization procedures attached as Exhibits B and E to

NYT v DOJ, 16 CIV 7020_000349
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DNi/AG 702(g) Certification- in connection with foreign intelligence information
acquired in accordance with DNI/AG 702(g) Certifications _
3. The governument submitted DNI/AG 702(g) Certificatipn - and the
amendments to DNI/AG 702(g) Certifications —i_'o the Court
on April 22, 2011,
4, By operation of 50U.5.C. § 1881a(i)(1)(B) and (C), this Court is required to
complete its review of, and issue orders under 50 U.S.C. § 1881a(i)(3) concerning,
DNI/AG 702(g) Cerﬁfication-and the amendments to DNI/AG 7Q2(g)
| Certiﬁcations_ by May 22, 2911.
5. Based on the record presently before this Court concerning these matters, this
Court will not be able to complete its review of, and issue orders under 50 us.c
§1881 e.1(i)(3) concernix%g, DNI/AG 702(g) Certiﬁcation- and the amendmen’gs to
DNI/AG 702(g) Certitications | | <t > 2 2011.
6. "fhe government has asserted that it will be able to supplement the record
concerning these matters in a manner that will aid the Court in reviewing DNI/AG
702(g) Certification-and the amendments to DNI/AG 702(g) Cerﬂﬁcations-

_ and in making the determinations necessary to issue orders

ander 50 U.S.C. § 1881a(i)(3). However, the government has represented that it will not

o - _ e abletosupplement the record until after May 22,2011,
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7.50US.C. § 188iq(j)(2) permits this Court, by order for reasons stated, to
extend, as necessary for good cause in a manner consistentlwith national security, the
’cir_ne'linﬁt for this Court té issue prdérs uncier 50 U.S.C. § 1881a(i)(3) conqerning
DNI/AG 702(g) Certification [JJJlfand the amendments to DNI/AG 702(g)
Certiﬁcéxtions _

8. By operation of 50 U.5.C. § 1881a(i)(5)(B), the éuthorizaﬁon in the certification
to be reauthorized, DNYAG 702(g) Cerﬁfication-conﬁ;\ues beyond its stated
expiratibn date until this Court isSueé an order under 50 U.S.C. § 1881a(i)(3) concerning
DNYAG 702(g) Cextification [

Having given full consideration to these matters and the representations in the
government's motion, this Court finds that there is good cause to éxtend the time limit
for its review of DNI/AG 702(g) Certification -a.nd the amendments to DNI/AG
702(g) Cer’ciﬁcatioﬁs_beyond May 22, 2011, and that such |
extension is consistent with national security. |

WHEREEFORE, IT IS HEREBY ORDERED that the government's motion is

GRANTED; and
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IT IS FURTHER ORDERED, pursuant to 50 U.5.C. § 1_881a(j)(2), that the time
limit for this Court to complete its review of, and issue orders under 50 U.5.C.

. § 1881a(1)(3) concerning, DNI/AG 702(g) Cerh.ﬂca’non-and the amendments to

onac e cstscitos | - ==~ v .

2011.

Signed Eastern Time
Date - Time

Judge, United States Foreign
Intelligence Surveillance Court
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—SECRETHORCONNOFORN-

UNITED STATES A
FOREIGN INTELLIGENCE SURVEILLANCE ccﬂﬂjm‘tﬁ -1 PH e b7
WASHINGTON, D.C.

NOTICE OF FILING OF GOVERNMENT'S RESFONSE
TO THE COURT'S BRIEFING ORDER OF MAY 9, 2011

_ THE UNITED STATES OF AMERICA, through the unde151gned Department of

Justice attomey, 1espectfu]ly submits the attached factual and Jegal response to the

: Classmed by

Reason:
Declassify om:
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SRERETHORCONNOFORN-

questions posed by this Court in its Briefing Order of May 9, 2011, concerning the
above-referenced matters, The Government may seek to supplement and/or modify its

response as appropriate dﬁring any hearing that the Court may hold in the above-

captioned matters. (S//OCNF)

Respectfully submitted,

National Security Division
United States Department of Justice
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VERIFICATION
I declare under penalty of perjury that the facts set forth in the attached
Government's Response to the Court’s Briefing Order of May 9, 2011, are true and
correct based upon my best information, knowledge and belief. Bxecuted pursuant to

Title 28, United States Code, § 1746, on this 1** day of June, 2011. (8)

Signals Intelligence Directorate Compliance Architect
National Security Agency
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FOP-SECREFHCONMENTAORCONNOFORN

GOVERNMENT'S RESPONSE TO THE
COURT'S BRIEFING ORDER OF MAY 9, 2011

1. The government's May 2 Letter can be read to take the position that
h are corpmunications authorized for collection under the Section 702

Certifications that have previously been approved by the Court. CESHSHANEY

a. For how long has NSA been acquiring_ through its
upstream collection? {FSHSHANE— '

Under the Section 702 Certiﬁc.ations, NSA acauires, jnfer alia. "Internet
communications.” E.g., DNUAG 702(g) Ceﬁiﬁcatim_
Affidavit of General Keith B. Alexander, Director, National Security Agency (NSA), filed Apr.

20, 2011, at i ternet comumunications "include, but are
not limited to, :

Tn the context of NSA's upstream collection techniques, NSA. acquires Internet
communications in the form of "transactions," which in this filing refers to a complement of
“packets" traversing the Internet that together may be understood by a device on the Internet and,
where applicable, rendered in an intelligible form to the user of that device.! A "transaction"
might contain information or data representing either a discrete comminication (e.g., an e-mail
message), or multiple discrete communications . As further described in -
the response to question 2 below, whenever a tasked selector is present within a transaction,
NSA's "upstream” Intemet collection techniques are designed to identify and acquire that

transaction. {FSHSHANS

! While the terms "Internet commumication” and "transmission” have been used fo describe the types of
communications NSA acquires, NSA believes that, in the context of upstream collection, "transaction" is
the more precise term from a technical perspective, because "transmission” could be understood to mean
all data being exchanged on the Internet within a specific time period by a specific device, and an

“Infernet communication” may actually contain multiple lopically separate commmunications between-or-—---——-—= ===~ -

among persons. {FSHEHAEY

The transactions discussed herein — whether they contain single or multiple discrete
ications having a commonality of a single user -~ should not be confused with the two

compliance incidents initially reported to the Court on April 19, 207 II iid iirther

discussed below in the Government's vesponse to guestion 6, which involved the
unrelated communications

—(TSHSHANEY

_ | : ' Wrom: NSA/CS
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At the time of acquisition, NSA's upstream Internet collection devices are, with limited
exceptions. further described below, not presently capable of distinguishing transactions
containing only a single discrete communication to, from, or about a tasked selector from
transactions containing multiple discrete comumunications, not all of which may be to, from, or
about a tasked selector.> Thus, in order to acquire transactions containing one of more
communications to, fiom, or about a tasked selector, it has been necessary for NSA to employ
these same upstream Internet collection techniques throughout the entire timeframe of all

 certifications anthorized under Section 702 of the Foreign Intelligence Surveillance Act of 1978,
as amended (hereinafter “FISA” or "the Act"), and the Protect America Act of 2007, Pub. L. No.
110-55, 121 Stat. 552 (Aug. 5, 2007) (hereinafter “PAA™). It was also necessary for NSA to

: e3 lection techniques to implement the electronic surveillance authorized

and In re

b. According to the May 2 Letter, I ;) include the full
content of email messages that are not to, from or about the user of a targeted
selector. They also may include discrete communications as to which all
communicants are within the United States. Please explain how the acquisition of

such transmissions: (FSASHAE—

i. comports with the government's representations to the Court regarding the
scope of upstream collection under Section 702 and the approvals granted by the
i reliapmee upon those representations in Dockets 702() 08-01, NG
see, e.g., Docket No. 702(1)-08-01, Aug..
27, 2008 Hearing Transcript at 19-26, 40-41 and Sept. 4, 2008 Memorandum
Opinion at 15-20, 38); {ESASHANE)- :

The Government has concluded, after a careful review of the record, that its prior
representations to the Court regarding the steps NSA must take in order to acquire single,
- giserete communications to, from, or about a tasked selector did not fully explain all of the
means by which such communications are acquired through NSA's upstream collection
techniques. The Government will attempt through this filing to provide the Court with a more
thorough. explanation of this technically complex collection. This notwithstanding, the

Government respectfully submits that for the reasons set forth in its responses to questions 2.ii.,

% Specifically, as is discussed in the Government’s response to questions 2(c) and (d) of the Couit’s .
briefing order, NSA. does have the abilj ident ire discrete communications to, from, or
ed selector in certain cases
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FOP-SECRETHEOMINTHORCONNOFORN-

2.iii., and 5 below, NSA's prior and ongoing acquisition of information utilizing its upstream‘
collection techniques is consistent with the Court's prior orders, meets the requirements of
Section 702, and is consistent with the Fourth Amendment. €FS/SHANE)

b. According to the May 2 Letter,_may include the full
content of email messages that are not to, from or about the user of a targeted
selector. They also may include discrete communications as to which all
communicants are within the United States. Please explain how the acquisition of

such transmissions: {FSHSIANE)

i, meets the requirements of Section 702, including, but not limited to, the
requirement that targeting procedures must be reasonably designed to "prevent
the intentional acquisition of any communication as to which the sender and all

* intended recipients are known at the time of acquisition to be located in the

—{Fmited-States¥and (ESHSHANY
X y AL, TsRIOrINL g

NSA'S TARGETING PROCEDURES ARE REASONABLY DESIGNED TO PREVENT
THE INTENTIONAL ACQUISITION OF COMMUNICATIONS AS TO WHICH THE
SENDER AND ALL INTENDED RECIPIENTS ARE KNOWN AT THE TIME OF
ACQUISITION TO BE LOCATED IN THE UNITED STATES. {55 ’

Under Section 702, the Government targets "persons reasonably believed to be located
outside the United States to acquire foreign intelligence information.” 50 U.S.C. § 1881a(a).
The Government determines whether the targeting of a person is consistent with Section 702 by
applying Court-approved targeting procedures. 50 U.S.C. § 1881a(d). These targeting
procedures must be "reasonably designed to (A) ensure that any acquisition authorized under
subsection [702(a)] is limited to targeting persons reasonably believed to be located outside the
United States; and (B) prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known af the time of acquisition to be located in the United
States." 50 U.S.C. § 1881a(d)(1). (U) :

A. The User of a Tasked Selector is the Person Being Targeted by all
Acquisitions by NSA's Upstreanx Colection; Including Transactions- That———————— —-
Contain Multiple Discrete Communications—{FSHSHANT)

As previously explained to the Court, the Government "targets' a person by tasking for
collection a "selector” (e.g,, an e-mail account) believed to be used by that person. See, e.g., In
re DNI/AG CertiﬁcmDockct No. 702(i)-08-01, Mem. Op. at 8 (USFISC Sept. 4,
2008) (hereinafter ' em. Op."). NSA acquires foreign intelligence information through
the tasking of selectors by collecting communications to or from a selector used by a targeted

person (hereinafter "to/from communications®) and by collecting communications that refer to or
- are about a selector used by a targeted person (hereinafter "abouts communications"). d.

. __g*_s#sy%____ ————— “f ———— _._.__V.._.___._._._. e e e e

3 S -
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In both of these types of acquisition, the person being “targeted" is the user of the tasked
‘selector, who, by operation of the targeting procedures, is a non-United States person reasonably
believed to be located outside the United States. Specifically, "the persons targeted by
acquisition of to/from communications are the users of the tasked selectors," because "their
communications are intentionally selected for acquisition." -Mem. Op. at 15. Similarly,
the person being targeted by acquisition of abouts communications is also the user of the tasked
selector, "because the government's purpose in acquiring about communications is to obtain
information about that user." Id. at 18 (citation omitted). FSHSHANEY

This remains true for all acquisitions conducted by NSA's upstream collection --
including transactions containing several discrete communications, only one of which may be to,
from, or about the user of a tasked selector. As discussed above, the fact that there also may be
communications to, from, or about persons other than the target in the transaction does not mean
that those persons are also being targeted by the acquisition. The sole reason a transaction is
selected for acquisition is that it contains the presence of a tasked selector used by a person who
has been subjected 10 NSA'S targetimy procedures>—Indeed;at the time-a-transaction-is-acquired,
NSA cannot always know whether the transaction includes other data or information
representing communications that are not to, from, or about the target, let alone always have
knowledge of the parties to those communications. Cf. - Mem. Op. at 18-19 (noting that
with respect to abouts communications, "the government may have no knowledge of [the parties

~ to a communication] prior to acquisition”). It therefore cannot be said that the acquisition of a
 transaction containing multiple discrete communications results in the intentional targeting of
any of the parties to those communications other than the user of the tasked selector. Cf. United
States v. Bin Laden, 126 F. Supp. 2d 264, 281 (S.D.N.Y. 2000), aff'd sub nom. In re Terrorist
Bombings of U.S. Embassies in East Africa, 552 F.3d 157 (2d Cir. 2008), cert. denied sub nom.
El-Hage v. United States, 130 8.Ct. 1050 (2010) (acknowledging that in light of United States v.

Verdugo-Urquidez, 494 U.S. 259, 265 (1990), and Title 11T "incidental interception” case law,

overseas surveillance of a United States person terrorism suspect would have posed no Fourth
Amendment problem "if the Government had not been aware of [his] identity or of his

complicity in the [terrorism] enterprise"). {TSHSTHOCNE
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B. NSA's Targeting Procedures are Reasonably Designed to Prevent the

- Intentional Acquisition of Coxnmunications as to Which the Sender and All
Intended Recipients Are Known at the Time of Acquisition to be in the
United States €5)-

In conducting acquisitions targeting the user of a tasked selector, the Government "may
not intentionally acquire any communication as to which the sender and all intended recipients
are known at the time of acquisition to be located in the United States." 50 U.S.C. § 1881a(b)(4).
As noted above, the targeting procedures must be reasonably designed to prevent such
intentional acquisitions. With respect to to/from communications, "because a user of a tasked
selector is a party to every to/from communication' acquired by NSA, a reasonable belief that the
users of tasked selectors are outside the United States will ensure that NSA does not intentionally
acquire any to/from communication 'as o which the sender and all intended recipients are known
at the time of acquisition to be located in the United States.™ I 1. Op. at 15 (citation
omitfed)., With respecti 1o up ectionthat may-contain-gbouiscommunications, NSAs
targeting procedures provide that. :

4

E.g., Amendment 1 to DNVAG 702(g) Certification B ookt o. 7026) I E= A,
filed Aug. 12, 2010, at 1-2 (hereinafter "NSA. Targeting Procedures"). Although these

- provisions on their face suggest separate technical means might apply only to the "abouts" aspect
of NSA's upstream collection, in practice these provisions currently apply to any Internct

transaction collected upstream. {ESHSHOENE

M iiiii iiiii reiresented that "the oieration of the IP address filters or
€ target as 10 er

prevents the intentional acquisition of communications ‘ebout ‘
and all intended recipients are known at & tifiie of acquisition to be located in the United - -~ -
States." [ re DNI/AG 702(g) Certification Docket No. 702(i)-08-01, Government's

Preliminary Response to Questions Posed by the Court, filed Aug. 26, 2008, at 3. The

Government also has represented that these IP filters "have been effective in limiting the

collection to communications with at least one communicant located outside the United States."

* This provision has remained jdentical throughout every set of NSA's Section 702 targeting procedures
v~ ~approved for 'us&by*theleouﬂ:-,-anduis-also--the-same.in.ﬂxe_prop.osad_t_arge_t_i_n g procedures submitted with
DNUAG 702(g) Certificationy :
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Y

Id. at 4. Bxcept in one circumstance previously reported to the Court,” the Government is not
aware of a case where an about collection resulted in the acquisition of a communication where
both ends were inside the United States. NSA therefore continues to believe that these prior
representations remain accurate. Accordingly, for the reasons described below, the Government
respectfully submits that NSA's targeting procedures are reasonably designed to prevent, in the
context of NSA's upstream collection, "the intentional acquisition of any communication as to

- which the sender and all intended recipients are know ime of acquisition to be located in
the United States," including Internet communications that
have not been previously described to the Court. 50 U.S.C. § 1881a(d)(1)(B). =5

1. How NSA's IP Filters Work (5}

e individual packets of data that

NSA acquires Infernet co
make up those communications.
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%

Additionally, at the time of acquisition, NSA's upstream lx 1

limited exceptions further described below, not presently capable of dlstmgmshmg t1ansact1ons

containing only a single discrete communication to, from or about a targeted selector from
transactions containing multiple discrete communications.” Accordingly, NSA cannot prevent

. the acquisition of;, or even mark for separ ent. those types of transactions that may

feature multiple discrete communications

? See Government’s response to questions 2(c) and (d) mﬁ‘a
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10 (rSHSTHOCH Y
»

Except for the one instance noted above conéerning an error by an electronic
f any instance in which its upstream

communication service provider, NSA. is not aware o

collection on _or are subject to an IP filter

nevertheless resulted in the acquisition of a communication as to which the sender and all

Tntended Tecipients were known at the-ti s&m—te—be—leeated—m-thaﬂmied_&m“—

This includes those situations in which NSA might collect unrelated communijcations when
acquiring Internet communications that include multiple, discrete communications. {LSHSHANY

111t is noteworthy that the provider error that resulted in the acquisition of domestic communications was
first identified not by the provider, but by an NSA analyst who recognized a domestic communication in
NSA's repositories, realized that such a domestic communication should not have been acquired, and
properly reported the communication through NSA channels. NSA investigated this matter and found

that domestic communications h ny theoretical limitations in its [P filter
technology, but instead because The
domestic overcollection caused by this incident represented a very small portion of NSA's collection
during the time period of the overcollection, and an even smaller portion of NSA's collection since the
initiation of its Section 702 acquisitions, but the error was still discovered and remedied. It is therefore
particularly noteworthy that no NSA analyst has otherwise yet discovered a wholly domestic

e ommunication-in NSA's-repositories.collected through NSA upstream collection systems.

- ' . . - ,._ _
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) TIn May 2011, NSA conducted two tests of its Section 702 upstream collection in order to
determine the likelihood of collecting an Internet transaction between a user in the United States
and The first test included

The second test inchided

(ESHSHANEY

The first test sample included no records where both the sender and receiver 1P addresses

were in the United States
A analysi§ Turther revealcd Lar O

mdclraracteristics conststent-with-a-person-ti-the United S

7 For the second dataset, NSA analysis
only JJjjjout of more than total records (0.0016%) included a non-targeted user likely

ccessing the Internet from an IP address in the United States. m
NSA assesses, based on analysis oI the underlyrl " :
i jvity in fact was opies of the same Internet transaction,w
There 18 no mdic

NSA collected any wholly domestic communications through its acquisition of this transaction.

{FSHSHAE -

In sum, the Government submits that the two test samples discussed above, coupled with
the fact that, except as noted above, no NSA analyst has yet discovéred in NSA's repositories a
wholly domestic communication collected through NSA's upstream collection systerns, strongly
suggests that NSA's acquisition of transactions or single Internet communications between users
in the United States and _currenﬂy ocecurs only in a very small percentage of

- communication-Jikely will-not contain any reliable information that would enable NSA to determine at the
time of acquisition the sender's location. {ESHSHOENT)

cases. Bven those rare cases friorcover, won't necessarily involve-a user inthe United-States——— ——————

receiving from the—a transaction containing a communication from a person
known at the time of acquisition to be located in the United States. > (FSHSIHAED-

12 Additionally, as discussed elsewhere herein, even if the sender is located in the United States, the
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2. The - Means by Which NSA Prevents the Intentional Acquisition
of Compunications as to Which the Sender and All Intended Recipients
Are ICnown to be Located In the United States at the Time of Acguisition
Are Reasonable {5} :

This Court has found that NSA's targeting procedures are reasonably designed to prevent
the intentional acquisition of communications in which the sender and all intended recipients are
known at the time of acquisition to be located in the United States. In approving DNIVAG 702(g)
Certification with respect to NSA's upstream collection of "abouts" communications, in
particular, the Court noted that NSA "relies on eans of ensuring that at
Jeast one party to the communication is located outside the United States." B en. Op. at
19. As described above, those means are NSA's use of "an Internet Protocol filter
to ensure that the per: tain foreign intelligence information is located
overseas" and NSA's

T T Targeting Procedures at 122y see aiso IMen- Op-at 19, 1D E-On d
representations that thes means had prevented the acquisition of wholly domestic
communications under the PAA, and recognizing that it is "heoretically possible that a wholly

i communication could be acquired as a result of the
" the Court found that these neans were
"reasonably designed to prevent tac mtentional acquisition of communications as to which all

parties are in the United States." [ llfMem. Op. at 20 &n.17. The Government respectfully
submits that there is no aspect of NSA's upstream collection, as further described herein, that
would prevent the Court from continuing to find that NSA's targeting procedures are reasonably
designed to prevent the intentional acquisition of communications as to which the sender and all
intended Tecipients are known at the time of acquisition to be in the United States.

~ATFEHSHOCIRTY

Two aspects of N

SA's upstream collection activity that have not been specifically
addressed by the e di

ein: first. the fact that NSA acguires some.

and second, the fact that NSA could acquire
== 'whether retrieving a single; aT P

communication, or a transaction containing several discrete communications -~ possibly resulting

in the acquisition of wholly domestic communications, €ESHSHHOCNEY

a. Acquisition of Communications that

-- NSA's targeting procedures are
— —Teasombly designed-to-prevent-the-intentiona “acquisition-of communications as to which the
sender and all intended recipients are known at the time of acquisition to be located in the United

TOP SECRETHCOMINTHORECONNOFORN-
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_TOP SECREF/COMINTHORCOMNNOFORN-

estic Communications Through

' ve-discussed theoretical cases in which NSA could acquire a
NSA's targeting
procedures also are reasonably designed to prevent the intentional acquisition o communications
intended recipients are known at the time of acquisition to be

as to which the sender and all
located in i s discussed above, NSA assesses that

7 only in a minute percentage of cases. Yet even in those rare cases,
no way for NSA to know at the time of acquisition that the sender and intended recipient are

e United States.

ipient, who has yetto y

o it is highly unlikely that the comumunication wouid contain
' {nformation usefiil i determitin the sender's true-location: " Tn-any-eventy it ds———————wees o
currently not possible for NSA's IP filters fo

cause NSA's filters will be looking at the best available intormation,
it cannot be said that the sender

and all intended recipients of those communications are known at the time of acquisition to be

located in the United States. Similarly, in the case of NSA's —
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Accordingly, NSA has designed its systems so that it should never intentionally acquire a
communication as to which the sender and all intended recipients are known at the time of
acquisition to be located in the United States. To the extent that NSA does unintentionally
acquire such communications, NSA. must treat these communications in accordance with its
minimization procedures -- just as it must for other types of communications that it is prohibited
from intentionally collecting under subsection 702(b), but nevertheless sometimes does
unintentionally acquire, such as communications acquired from a target while that target is

N dial #7/atalk N1l

Tocated inside the United States —{ES#/5HOEHT
¢. Conclusion (U)

Although for different reasons than those discussed above, the Court has recognized that
it is "theoretically possible that a wholly domestic communication could be acquired" through
NSA's ypstream collection of Ugbouts" communications. B (0. Op. at 20 n.17. For the
reasons outlined above, the Government respectfully submits that, despite the theoretical
scenarios under which NSA could acquire communications through its upstream collection as to
which the sender and all intended recipients are located in the United States, NSA's targeting
procedures are reasonably designed to prevent such acquisitions where the location of the sender

‘and all intended recipients is known at the time of acquisition, (FSHSHOCNEY

The remainder of this page intentionally left biank.
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b. According to the May 2 Letter,— may include the full
from or about the user of a targeted

content of email messages that are not to,
selector. They also may inciude discrete commmunications as to which all
communicants are within the United States. Please explain how the acquisition of

such transmissions: (ESA#/SHANE)
iif. is consistent with the Fourth Amendment. {ESHSHAE-

NSA'S ACQUISITION OF TRANSACTIONS CONTAINING MULTIPLE DISCRETE
COMMUNICATIONS IS CONSISTENT WITH THE FOURTH AMENDMENT.
(TS//SU/NF)

Section 702 requires the Attomey General (AG) and the Director of National Intelligence

(DNI) to execute a cextification attesting, among other things, that the targeting and minimization
rocedires aie consi i quirements-of the Fourth Amendment. 50U.8.C. §

1881a(2)(2)(A)({v). Inreviewinga certification, Section 702 in turn requires the Court to enter
an order approving the certification and the use of the targeting and minimization procedures if
the Court finds, among other things, that those procedures are consistent with the requirements of
the Fourfl Amendment. 4. § 1881a(B(3)(A). The issue for the Court in light of the above-
described nature and scope of NSA's upstream collection is whether, in light of a governmental
interest "of the highest order of magnitude,” NSA's targeting and minimijzation procedures
sufficiently protect the individual privacy interests of United States persons whose
communications are inadvertently acquired. In re Directives Pursuant to Section 105B of the

Foreign Intelligence Surveillance Aet, 551 F.3d 1004,'1012 (Foreign Int. Surv. Ct. Rev. 2008)
(hereinafter "In re Directives"), {ESHSHATY , :

The Fourth Amendment protects the right "to be secure .. . against unreasonable searches
and seizures" and directs that "no Warrants shall issue, but upon probable cause, supported by
Oath or affirmation, and particularly describing the place to be searched, and the persons or
things to be seized." U.S. Const. amend. IV. As demonstrated below, the Fourth Amendment
requires no warrant here, and the upstream collection conducted by NSA is a reasonable exercise
of governmental power that satisfies the Fourth Amendment. {FSHSHANEY

A. The Warrant Requirement Does Not Apply to NSA's Acquisition of
Transactions Containing Multiple Discrete Communications. &

The Supreme Court has recognized exceptions to the Fourth Amendment's warrani
requirement "when special needs, beyond the normal need for law enforcement, make the
warrant and probable-cause requirement impracticable." Griffin v. Wisconsin, 483 U.S. 868, 873
(1987) (internal quotations omitted); see also Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646,
653 (1995) (quoting Griffin). The Foreign Intelligence Surveillance Court of Review, in
upholding the Government's implementation of the PAA, held that a foreign intelligence

T ""e')'{'c‘epti'on'exists—’-'-wherr—survei-l—lance-isl conducted to_obtain foreign intelligence for national

. security purposes and is directed against foreign powers or agents of foreign powers reasonably
ST = |
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believed to be located outside the United States.” Jnre Directives, 551 F.3d at 1012. See also In
re Sealed Case, 310 F.3d 717, 742 (Foreign Int. Surv. Ct. Rev. 2002) ("{A]ll the . . . courts to
have decided the issue [have] held that the President did have inherent authority to conduct
warrantless searches to obtain foreign infelligence information."), €ESHSHANE- :

In approving a previous Section 702 certification, this Court has found that Section 702
acquisitions "fall within the exception reco gnized by the Court of Review" in that they "target -

. persons reasonably believed to be Jocated outside the United States who will have been assessed
by NSA to possess and/or to be likely to communicate foreign intelligence information
concerning a foreign power authorized for acquisition under the Certification" and are
sconducted for national security purposes.” Mem. Op. at 35 (citations omjtted).
Specifically, this Court reco gnized that the Court o Review's rationale for applying a foreign
intelligence exception "appl[ies] with equal force" to Section 702 acquisitions, in that the -
Govemment's purpose in conducting Section 702 acquisitions goes well beyond a normal law
enforcement objective and involves "the acquisition from overscas foreign agents of foreign .

WWW&MWMM@&_‘
is particularly intense," /d. at 35-36 (quoting In re Directives, 551 F.3d at 1011). In addition, '
this Court, noting the likely volume of Section 702 acquisitions and the fact that those
acquisitions involve targets who are attempting to conceal their communications, found that
"[s]ubjecting - number of targets to a warrant process inevitably would result in delays
and, at least occasionally, in failures to obtain perishable foreign intelligence information, to the
detriment of national security." -\/[em. Op. at 36; see also United States v. Truong Dinh
Hung, 629 F.2d 908, 913 (4th Cir. 1980 ("attempts to counter foreign threats to the national
security require the utmost stealth, speed, and secrecy" such that "[a] warrant requirement would
add a procedural hurdle that would reduce the flexibility of executive foreign intelligence
initiatives, [and] in some cases delay executive response to foreign intelligence threats..."). The
Court's previous finding that the foreign intelligence exception applies to Section 702

acquisitions remains equally applicable here, {FSHSHANE)

B. NSA's Acquisition of Transactions Containing Multiple Discrete
Communications is Reasonable Under the Fourth Amendment. FSHSHANE)

- Where, as here, the foreign intelligence exception applies, "governmental action intruding
on individual privacy interests must comport with the ¥ ourth-Amendment's reasonableness. -
~ requirement." [n re Directives, 551 F.3d at 1012. In evaluating the reasonableness of the
Government's action, a court must consider the totality of the circumstances, see United States v.
Knights, 534 U.8. 112, 118 (2001), taking info account "the nature of the government intrusion
and how the intrusion is implemented." I re Directives, 551 F.3d at 1012 (citing Tennessee v.
Garner, 471 U.S. 1, 8 (1985) and United States v. Place, 462 U.S. 696, 703 (1983)). In
- balancing these interests, the Court of Review has observed that "[t]he more important the

government's interest, the greater fhe intrusion that may be constitutionally tolerated.” In re
Directives, 551 F.3d at 1012 (citing Michigan v. Summers, 452 U.S. 692, 701-05 (1981)). "If the
protections that are in place for individual privacy interests are sufficient in light of the

-~ — governmental interests at stake, the-constitutional scales will tilt in favor of upholding the

‘government's actions." Id. LESHSHAFY
[ . ) = .,_ 14 o ) — B . N
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1. NSA's Acquisition of Transactions Containing Multiple Discrete A
Commun_ications Implicates Fourth Amendment-Protected Interests.

—(FSHSUANE)

Although targeting under Section 702 is limited to non-United States persons reasonably
believed to be located outside the United States, who are not entitled to protection under the
Fourth Amendment, see, e.g., -Mem. Op. at 37, this Court has recognized that conducting
acquisitions under Section 702 creates a "real and non-trivial likelihood of intrusion on Fourth
Amendment-protected interests" of United States persons or persons located in the United States
who, for example, communicate directly with a Section 702 target, id. at 38.1 In particular, as
described herein, NSA's upstream collection may incidentally acquire information concerning
United States persons within transactions containing multiple discrete communications, only one
of which is to, from, or about a person targeted under Section 702. (FSHSHANFY

'—rTlﬁGomnmmxﬁstsﬁnﬂr&Fefeignhtemgeme-mfumaﬁnn'—
Contained in All Transactions, Including Those Containing Multiple
- Diserete Communications, is Paramount. CTSHSHANEY

On the other side of the ledger, it is axiomatic that the Government's interest in obtaining
foreign intelligence information to protect the Nation's security and conduct its foreign affairs is
.paramount. See, e.g., Haig v. Agee, 453 1.S. 280, 307 (1981} ("[1]t is 'obvious and unarguable'
that no governmental interest is more compelling than the security of the Nation." (citations
omitted)). Equally indisputable is the Government's interest in conducting acquisitions of
- foreign intelligence information'® under Section 702 of the Act. See - Mem. Op. at 37

14 Atthough the scope of Fourth Amendment protection for e-mail is not settled, the Government has
argued before this Court that United States persons have a reasonable expectation of privacy in the
content of such electronic communications. See, e.g., United States of America's Supplemental Brief on
the Fourth Amendment, Docket No. 105B(g) 07-01, filed Eeb. 15, 2008, at 1, The Government likewise
assumes for purposes of this filing that the collection o_ implicates privacy interests
protected by the Fourth Amendment. {FS#SHANE)- ' '

T 7154!}_:.‘6?&@iﬁt‘e]_ﬁ'ger[ce‘infomiation" iS‘deﬁl‘ied' ARE e e e e : - -= S

(1) information that relates to, and if concerning a United States person is necessary to, the ability of
the United States to profect against --
(A) actual or potential attack or other grave hostile acts of a foreign power or an agent ofa
foreign power;
(B) sabotage, international terrorisi, or the international proliferation of weapons of mass
" destruction by a foreign power or an agent of a foreign power; or '
(C) clandestine intelligence activities by an intelligence service or network of a foreign power or
by an agent of a foreign power; or
(2) information with respect o a foreign power or foreign territory that relates to, and if conceming a
-— ~—-—~ YJnited States-person is-neeessary 40— ---m—m—r o o oo
(A) the national defense or the security of the United States; or
~ (B) the conduct of the foreign affairs of the United States.—

3
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("The government's national security inferest in conducting these acquisitions 'is of the highest
: i W (auoting Jn re Directives, 551 F.3d at 1012)). For example, i

The Supreme Court has indicated that in addition to examining the governmental interest
at stake, some consideration of the efficacy of the search being implemented -- that is, some
measure of fit between the search and the desired objective -~ is also relevant to the _
reasonableness analysis. See, e.g., Knights, 534 U.S. at 119 (noting that the reasonableness of a
search "is determined by assessing, on the one hand, the degree to which it intrudes upon an
individual’s privacy and, on the other, the degree to which [the search] is needed for the
promotion of legitimate governmental interests. " (internal quotation marks omitted)); see also
Board of Edue. v. Earls, 536 U.S. 822, 834 (2002) ("Finally, this Court must consider the nature
and immediacy of the government's concerns and the efficacy of the Policy in meeting them.")).
Here, NSA's acquisition of transactions through upstream collection is an essential and
irreplaceable means of acquiring valuable foreign intelligence information that promotes the
paramount governmental interest of protéé‘ti’fi'g"ﬂre‘NatiUn'and'"conducting--itsforeign—affairs;--— e et

{TSHSHANT)

The AG and DNI have attested that a significant purpose of all acquisitions under Section
702, which includes those conducted by NSA's upstream collection, is to obtain foreign
intelligence information. These acquisitions are conducted'in accordance with FISC-approved
targeting procedures reasonably designed to ensure that the acquisitions are directed "toward
communications that are likely to yield the foreign intelligence information sought, and thereby

SOUSC.§1801(). (U)
P - . T - 16 ° : i
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FOP-SECRETHCOMINTHORCON,NOFORN '

of particularity that is reasonable under the Fourth Amendment." [ Mex.

otnote omitted). Indeed, certain of the valuable foreign intelligence information
actions simply cannot be acquired by

afford a degree
Op. at 39-40 (fo
NSA seeks to acquire through upstream collection of trans

any other means. (TS/SV/NF)

Specifically, as this Court has recognized, NSA's upstream collection “is particularly
important because it is uniquely capable of acquiring certain types of targeted communications
+ine valuable foreign intelligence information," such as

articularly useful, for example,

1 More specifically, during the course of the Court's consideration of DNI/AG 702(g) Certification -
ined the unique value of NSA's
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additi : lection enables NSA to acquire foreign intelligence information

All of these types of commumcato
in transactions acquired through NSA's upstream collection. Valuable foreign intelligence
information such as this simply cannot be obtained by means otber than the acquisition of
transactions through NSA's upstream collection. (FSHSHANE

3. The Acquisition of Foreign Intelligence Information Contained in
Transactions is Conducted Using the Least Intrusive Means Available.

—(FSHSHANS:

The fact that NSA's upstream collection acquires transactions that may contain several
discrete communications, only one of which is to, from, or about a tasked selector, does not
render NSA's upstream collection unreasonable. See In re Directives, 551 F.3d at 1015 ("It is
seftled beyond peradventure that incidental collections occurring as a result of constitutionally

W@Mﬁﬁ%&wﬁﬂ%@ﬁmﬁm@ﬁ@_w—

also United States v. Bin Laden, 126 F. Supp. 2d 264, 280 (S.D.N.Y. 2000) ("[T]ncidental :
interception of a person's conversations during an otherwise lawful [Title II] surveiliance is not
violative of the Fourth Amendment."); cf. Scott v. Uniled States, 436 U.S. 128, 140 (1978)-
(recognizing that "there are surely cases, such as the one at bar [involving a Title III wiretap],
where the percentage of nonpertinent calls is relatively high and yet their interception was still
reasonable™). Indeed, the Supreme Court has repeatedly rejected suggestions that reasonableness
requires "the least intrusive search practicable." City of Oniario v. Quon, 130 S. Ct. 2619, 2632
(2010) (quotation marks omitted); see, e.g., Earls, 536 U.S. at 837 ("[This Court has repeatedly
stated that reasonableness under the Fourth Amendment does not require employing the least
intrusive means, because the logic of such elaborate less-restrictive-alternative arguments could
raise insuperable barriers to the exercise of virtually all search-and-seizure powers." (internal
quotation marks omitted)); Vernonia, 515 U.S. at 663 ("We have repeatedly refused to declare

NYT v DOJ, 16 CIV 7020_000384
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]

can be reasonable under the Fourth

_ Although not demanded by the Fourth Amendment, NSA is nevertheless conducting "the
least intrusive search practicable” when it acquires a single transaction which may contain

generally cannot know whether a fransaction co

about a tasked selector, or whether tha

i al other communications.'”
also render the information

s upstream collection systems to extract only the discrete

technologically infeasible for NSA'

several discrete communications, only one of W
it is to, from, or about a tasked selector.

contain foreien intelligence information

ccordingly, at the time of acquisition, NSA
ntams only a single communication to, frotm, or
ion contains that single communication along

communication that is to, from, or about a tasked selector. The only way to obtain the foreign
"~ intelligence iATormatt i rﬂqm{hat—dtsefet%enmumcauomﬁmo_aggmw—
the entire transaction in which it is contained. The fact that other, non-pertinent information

within the transaction may also be incidentally
the acquisition of the transaction unreasonable.

and unavoidably acquired simply cannot render
See United States v. Wuagneux, 683 F 2d 1343,

1352-53 (11th Cir. 1982) (observing that "a search may be as extensive as reasonably required to
locate the items described in the warrant," and on that basis conclnding that it was "reasonable

for the agents [executing the search] to remove intact files, books and folders when-a particular
document within the file was identified as falling within the scope of the warrant"); United States
v. Beusch, 596 F.2d 871, 876-77 (Oth Cir. 1979) (rejecting argument that "pages in a single '
volume of written material must be separated by searchers so that only those pages which

actually contain the evidence sought may be seized"). (TSHSHANEY

At the same time, NSA is making every reasonable effort to ensure that its upstream
collection acquires this singularly valuable foreign intelligence information in a manner that
minimizes the intrusion into the personal privacy of United States persons to the greatest extent
possible. As discussed above, these acquisitions are conducted in accordance with FISC- -
approved targeting procedures reasonably designed to ensure that the acquisitions are directed
only "towgrd communications that are likely to yield the foreign intelligence information

sought." Wiem. Op. at 39-40(footnote
procedures further ensures that *[t]he targeting

omitted).- The-application of the targeting o
of communications pursuant to Section 702 is

designed in a manner that diminishes the likelihood that United States person information will be
obtained." - Mem. Op. at 23; ¢f. In re Directives, Docket No. 105B(g):07-01, Mem. Op.
at 87 (USFISC April 25, 2008) (recognizing that "the vast majority of pexsons who are located
‘overseas are non United States persons and that most of their communications are with other,
non-United States persons, who are located overseas") (footnote omitted), aff'd, 551 F.3d 1004
(Foreign Int. Surv. Ct. Rev. 2008). Lastly, to the extent that United States person information is

incidentally acquired in the acquisition of a wh

17 Spe Government’s response to questions 2(c) and (d)—;y—"; (US_ o

ole transaction by NSA's upstream collection,

19 LT . e L - ’ i

NYT v DOJ, 16 CIV 7020_000385



Approved for public release. ’ Al withheld information exempt under b{1) and b(3) except as otherwise noted.
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such information will be handled in accordance with strict minimization procedures, as discussed

in more detail below. (TSHSHANEY

4. United States Person Information Acquired Incidentally Through NSA's
Acquisition of Transactions Containing Multiple Discrefe
Communications is Protected by NSA's Section 702 Minimization

Procedures. {FSHSHANT)

As discussed above, the fact that NSA's upstream collection may result in the incidental
acquisition of communications of United States persons cannot, by itself, render the overall
collection unreasonable. Instead, courts have repeatedly fourid support for the constitutionality
of foreign intelligence activities resulting in the incidental acquisition of United States person -
information in the existence and application of robust minimization procedures. See, e.g., Inre
Directives, 551 F.3d at 1015 (recognizing that minimization procedures are a "means of reducing

—WMS into the privacy of non-targeted United States persons’);

em. Up. at 40| conclﬁdiﬁgThzmthIﬁzaﬁmrpreeedﬁfes-meeﬁﬂg-the definition in 50

‘ U.S.C. § 1801(h)(1) "constitute a safeguard against improper use of information about United
States persons that is inadvertently or incidentally acquired, and therefore contribute to the

- Court's overall assessment that the targeting and minimization procedures are consistent with the

Fourfh Amendment"). As explained below, NSA's current Section 702 minimization procedures,
which this Court previously has found to satisfy the definition of minimization procedures in 50
U.S.C. § 180 1(h)(1),m adequately protect the privacy interests of United States persons whose
comimunications may be incidentally acquired through NSA's upstream collection and thus
contribute significantly to the overall reasonableness of that collection, {FSHSHAFY

At the outset, it is worth noting that NSA's acquisition of Infernet transactions containing
multiple discrete communications does not necessarily increase the risk that NSA will
ined ily acquire United States person information. For example, as discussed above, the
means by which NSA ensures it does not intentionally acquite wholly domestic
communications lmits the acquisition of certain transactions such as h
to persons located outside the United S’catesI who reasonabli can be presumed to be non-United '

States persons. Thus, to the extent that the of those non-United States persons
contain communitations that are not to, from, or about a targeted selector, those compnunications

are unlikely to be United States person coniTuTiications, See frrre Directives, Docket No:
105B(g):07-01, Mem. Op. at 87 (recognizing that "the vast maj ority of persons who are located
overseas are non United States persons and that most of their communications are with other,
non-United States persons, who are located overseas") (footnote omiited). For this same reason,

e risk that United States person information would be obtained through the acquisition of a
_is no greater than in the acquisition of 2 I

" 1850 1J,8.C. § 1801(h)(1) defines "minimization procedures" as "specific procedures, which shall be
adopted by the Attorney General, that are reasonably designed in light of the purpose and technique of the
particular surveillance, to minimize the acquisition and retention, and prohibit the dissemination, of

oo sriompublicly available information-concerning unconsenting United States persons consistent with the
need of the United States to obtain, produce, and disseminate foreign intelligence information." Q)]

e S 90 . L
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a, Acquisition (U)

As discussed above, with limited exceptioﬂs,lg it is technologically infeasible for NSA's
upstream collection to acquire only the discrete communication to, from, or about a tasked
selector that may be contained in a transaction containing multiple discrete communications.
That does not mean, however, that the minimization procedures govemning NSA's upstream
collection do not adequately minimize the acquisition of any United States person information
that may be contained in those transactions. Specifically, minimization procedures must be
reasonably designed to minimize the acquisition of nonpublicly available information concerning

unconsenting United States persons "consistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information." 50 U.8.C. § 1801(h)(1). As

discussed above, the only Way to obtairthe-foreign-intetigenes-information contained within a

discrete communication is to acquire the entire transaction in which it is contained. Thus, to the
extent that United States person information may be contained within other discrete
communications not to, from, or about the target in that transaction, the acquisition of such
United States person information would be "consistent with the need of the United States to
obtain . . . foreign intelligence information." {FSHSHANF)

Congress has recognized that "I many cases it may not be possible for technical reasons
to avoid acquiring all information" when conducting foreign intelligence surveillance. H.R. Rep.
No. 95-1283, pt. 1, at 55 (1978); see also id. at 56 ("It may not be possible or reasonable to avoid
acquiring all conversations."); cf. Scott, 436 U.S. at 140 (recognizing that Title II1 *does not
forbid the interception of all nonrelevant conversations, but rather instructs the agents to conduct
the surveillance in such as manner as to "minimize' the interception of such conversations").
Rather, in situations where, as here, it is technologically infeasible to avoid incidentally
acquiring commnunications that are not to, from, or about the target, "the reasonable design of the
[minimization] procedures must emphasize the minimization of retention and dissemination."

H.R. Rep. No. 95-1283, pt. 1, at 55. {FSHSHANEY

b. Retention (U)_ " - e e e oo o soemmrem o o1 o —ron e oo im e e

In addition, for reasons discussed more fully below, nothing in the statutory definition of
minimization procedures obligates NSA to immediately destroy any United States person
information in a communication that is not to, from, or about a tasked selector within a

 transaction acquired by NSA's upstream collection. LFSHSHAES-
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i. Destruction Is Not Technologically Feasible CESHSYAIEY

First, Congress intended that the obligation to destroy non-pertinent information would.
attach only if the destruction of such information is feasible. See H.R. Rep. No, 95-1283, pt. 1,
at 56 ("By minimizing retention, the committee intends that information acquired, which is not
necessary for obtaining[,] producing, or disseminating foreign intelligence information, be
destroyed where feasible." (emphasis added)). That is because Congress recognized that in some
cases, the pertinent and non-pertinent information may be co-mingled in such a way as to make it
technologically infeasible to segregate the pertinent information from the non-pertinent
information and then destroy the latter. See id. ("The committee recognizes that it may not be
feasible to cut and paste files or erase part of tapes where some information is relevant and some

is not."). (TSHSTANE

A transaction containing several communications, only one of which contains the tasked '
selector, 15 to S Systems (ecnIoIog] i tinguishab%e—ffeiﬁa—transasimn_cmltajning_a%_
single message to, from, or about a tasked selector. That is true both for NSA's collection
systems and for the NSA systems that process and then route Section 702-acquired information
to NSA's corporate stores. Thus, unlike other instances where it is technologically possible for
 certain kinds of communications to be recognized, segregated, and prevented from being routed

to NSA's corporate stores, the transaction as a whote, including all of the discrete
cominunications that may be included within it, is forwarded to NSA corporate stores, where it is

available to NSA analysts. {ESHSHANEY

The transaction is likewise not divisible into the discrete communications within it even
once it resides in an NSA corporate store. That is because NSA. assesscs that it is not
technologically feasible to extract, post-acquisition, only the discrete communication that is to,
from, or about a tasked selector within a transaction without destabilizing -- and potentially
rendering unusable -- some or all of the collected transaction, including the single, discrete
communication which is to, from or about the tasked selector. Thus, an NSA analyst cannot, for
example, simply cut out any pertinent part of the transaction (i.e., the discrete communication
that contains the tasked selector), paste it into a new record, and then discard the remainder. In
__ this way, the transactions at issue here are a present-day version of the very same problem that
Congress recognized over thirty years garlier -- i.€., that inrsome cases; it mightnot be feasible .
* to cut and paste files . . . where some informafion is relevant and some is not." H.R. Rep No. 95- ‘
1283, pt.1, at 56. Given that Congress recognized it might be necessary to retain all acquired
information regardless of its pertinence because destruction of the non-pertinent information may
not be feasible, minimization procedures that permit the retention of transactions in their
entireties because their further divisibility is infeasible (if not technologically impossible) are
. consistent with the statutory requirement that such procedures minimize the retention of United

States person information. (FSHSHANY- -
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i, Retention of United States Person Information Can Be Effectively
Minimized Through Restrictions on its Retrieval (ESHSHANEY

Second, although it is not required that all non-pertinent United States person information
be destroyed, NSA's retention of non-pertinent information concerning innocent United States
persons is not without bounds. FISA's legislative history suggests that the retention of such
information could still be effectively minimized through means other than destruction. See H.R.
Rep. No. 95-1283, pt. 1, at 56 ("There are a nurmber of means and techniques which the
minimization procedures may require to achieve the purposes set out in the definition."). Of
particular relevance here, Congress recognized that minimizing the retention of such information
can be accomplished by making the information "not retrievable by the name of the innocent
person" through the application of "rigorous and strict controls." [d. at 58-5 9. Those "rigorous
and strict controls," however, need only be applied to the retention of United States person
information "“for purposes other than counterintelligence or counterterrorism.” Id. Thatis
because Congress intended that "3 signi ce-of-latitude-be-given in counterintelligence

and counterterrorism cases with respect to the retention of information." Id. at 59. €FSHSTANE)

NSA's current Section 702 minimization procedures flatly prohibit the use of United
States person names or identifiers to retrieve any Section 702-acquired communications in NSA
systems. See, e.g., Amendment 1 to DNIAG 702(g) Certification
B B, filed [ 2010, § 3(6)(5) (hereinafier "NSA Section 702 minimization
procedures"). This "rigorous and strict control[]" applies even to United States person
information that relates to counterintelligence or countertexrorism, despite Congress's stated
intent that agencies should have "a significant degree of latitude . . . with respect to the retention
of [such] information.* H.R. Rep: No. 95-1283, pt. 1, at 59; see id. at 58-59 (recognizing that
“for an extended period it may be necessdry to have information concerning [the] acquaintances
[of a hypothetical FISA target] retrievable" for analytic purposes, even though “{ajmong his
contacts and acquaintances . . . there are likely to be a large number of innocent persens”).
NSA's current Section 702 minimization procedures thus require the retention of information
concerning United States persons {innocent or otherwise) to be minimized to a si gnificantly
greater degree than is necessary for those procedures to be reasonable. {FSHSHAE)

T OF course, the Govermiment seeks the Court's approval of revised NSA Section 702 - - - e

minimization procedures that would enable NSA analysts to use United States person identifiers
as selection terms if those selection terms are reasonably likely to retum foreign intelligence

s selecton terms 1L Ebons o0 o Contifiention R = 5, 1>
Apr. 20, 2011, § 3(b)(5). Under these revised NSA Section 702 minimization procedures, the
use of such selection terms must be approved in accordance with NSA procedures. /d. The
Government is still in the process of developing the NSA procedures governing the use of United
States person identifiers as selection terms. Until those procedures are completed, NSA analysts

will not begin using United States person identifiers as selection terms. The Government will
ensure that these NSA procedures contain "rigorous and strict controls" on the retrieval of United

T _'_"_"'Sfﬁté‘s_pﬁ“sﬁﬁ‘iﬁformati'on"consi—stent—with--st&’mtOI’}’—fequ'il’emems-aﬂdCongﬁBSSiDﬂaLmt@m H.R.

~ Rep. No. 95-1283, pt. 1, at 59. -CFSHSHANEY
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c. Dissemination (U)

As discussed above, the NSA current Section 702 minimization procedures prohibit the
use of United States person identifiers to retrieve any Section 702-acquired communications in
NSA systems. Accordingly, the only way incidentally acquired United States person information
currently will be reviewed by an NSA analyst is if that information appears in a communication
that the analyst has retrieved using a permissible query term ~- i.e., one that is reasonably likely
to retumn information about non-United States person foreign intelligence targets. See NSA
_ Section 702 minimization procedures, § 3(b)}(5). Any identifiable United States person
iriformation contained in a communication refrieved in this manner would be subject to the
dissemination restrictions in the NSA Section 702 minimization procedures, which operate to
ensure that any dissemination of United States person information is consistent with the Act.
These restrictions apply regardless of whether the United States person information is contained
in a discrete communication that is to, from, or about a tasked selector. Moreover, the same
———— Fssomimation Testrictions Will comtinme to-apply-to-any United-States person-nformation
retrieved through the use of a United States person identifier as a selection term in accordance ‘
with NSA's revised 702 minimization procedures. Indeed, given the small probability that an
incidentally acquired communication of a United States person that is not to, from, or abouta
tasked selector would contain foreign intelligence information or evidence of a crime, it is highly
unlikely that NSA would disseminate any information from that incidentally acquired
' communication, let alone information concerning the United States person. {ESHSHANE)

=~ - - '. . C e - L . . R .24 l’ P - ,f- . . =
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22 gee footnote 22 below. (S)
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¢. The May 2 Letter states that NSA is not presently capable of "separating out
individual pieces of information" contained within“
*May 2 Letter at 3. Please explain why and state whether it

would be feasible for NSA to implement such capability, either at the time of
acquisition or thereafter, (FSHSHANE)

c« I

be identified as distinct from
other, discrete communications befween users, either at the time of acquisition or
thereafter? If so, can NSA filter its Section 702 coliection on this basis? {FSHSHANE

Except as described above, at the time of acquisition, NSA is not presently capable of
separating out transactions that contain multiple electronic communications into logical
constituent parts without destabilizing -- and potentially rendering unusable -- some or all of the
entire collected transaction, including any particular communication therein which is in-fact to,
from, or about the tasked selector. Each electronic communication service provider develops

ther factors that the provider considexs impoxtant.

25 An NSA analyst would, however, be able to copy 2 portion of the rendered view of a fransaction
. contained in a NSA corporate store and then paste jt into a new record on a different system, such as an
"= - — -~~~ apalytic store. "Even-so; the-original transaction from which that copy was made would be retained in the

corporate store in its original state, which cannot be altered for the reasons discussed below. ESHSHAESY

- - 27 . i =
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Each of the major providers change protocols often to suit their own business purposes, and it is

therefore generally niot possible for NSA to isolate or separate out individual pieces of
information contained within single transactions at the time of NSA acquisition. Any protocol in

use todai could easily be changed by the provider tomorrow

. described above, at the time of acquisition it is not technologically feasible for
NSA to extract any particular communication that is to, from, or about a tasked selector within a
transaction containing multiple discrete communications. {FSHEHANT)

For the same reasons that protoco} volatility and myriad user settings prevent the
extraction of only discrete communications at the point of acquisition, it is not technologically
feasible to extract, post-acquisition, only the specific communication(s) to, from, or about a
tasked selector within a fransaction without destabilizing -- and potentially rendering unusable --
some or all of the collected transaction, including any particular communication therein which is
to, from, or about the tasked selector. Thus, an NSA analyst cannof, for example, simply cut out
the discrete communication that contains the tasked selector, paste it into a new record, and then

discard the remainder. XTSHSHANE)

' The May 2 Letter notes that NSA uses Internet Protocol (IP) filtering and-
to prevent the intentional acquisition of

communications as to which the sender and all known recipients are inside the United

Statesr MEay 2 Eettor at-3:-(FSHSHAR) ——————— — B

a. Please describe how NSA applies IP filtering in the context of || KGN
CESHSHANTY,
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NSA acquires Internet communications by collecting the individual packets of data that
make up those communications. As required by NSA's targeting procedures, all Internet
communications data packets that may contain abouts information that NSA intercepts through
its Section 702 upstream collection must either pass through an "Internet Protocol filter to ensure
that the persoy from whom it seeks to obtain foreign intelligence information is located
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acquisition of, or even mark for separate treatment, those types of transactions that may feature

multiple discrete communications _-(—?S#SW@&NF)'

b. In the collection of "to/from" communications, are the communicants always the

individual users of particular facilities , or does NSA
sometimes consider Please

explain. tFSASTANE-

In the collection of "to/from" communications, NSA considers the communicants as
being the individual users of particular selectors. More particularly, NSA considers those -
individual users to be.the senders and intended Tecipients of *toffronr commueations———————————————

Conversely, NS4 does not consid |
I (/455744 |

4, 0 terms of numbers and volume, does NSA's collection om
% under Section 702 compare with the collection
Internet communications (such as e-mail messages) between or among individual users?

~ESHSHANE— :
As a result of the present technological limitationsm i
NSA cannot precisely measure the number of ions that might conlain mio ' Co
representing several discrete communications %
for aring that figure with transactions containing a single, -
discrete communication m without manually examining each transaction
that NSA has acquired. However, 11l an atlempt to provide an estimate of the volume of such

collection at the Court's request, NSA performed a series of queries into the SIGINT Collection
~ Source System of Record that holds the relevant transactions in guestion.

amnled manually to contirm collection o

Results were reviewed fof three randomly selected days in April, averaged to produce an
estimated figure of collection of for the month of April. This figure -

. was then compared to the total take of Section upsiream collection of web activity for the
month. From this sample, NSA estimates that approximately 9% of the monthly Section 702
upstream collection of ® Tt is important

S motes hat it s Hkely that this 9% figure notudes [N of he-user of e targeted selector
hjnﬂhersglf. LTSHSHANEY
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o note that this was a manually intensive and imprecise means to quantify the volume of
_ collection and should not be interpreted to suggest that any technological method

of pre-filtering can be applied to the collection before it is available to the analyst. LFSHSHANE)

5. Given that some of the information acquired through upstream collection is likely to
constitute "electronic surveillance" as defined in 50 U.S.C. § 1801(f)(2) that has not
been approved by this Court, how does the continued acquisition of, or the further use

or dissemination of, such information comport with the restrictions of 50 U.S.C.

§ 1800(2)(1) and (2)(2)? (TSHSHATE-

1L THE CONTINUED ACQUISITION, USE, AND DISSEMINATION OF
INFORMATION ACQUIRED THROUGH UPSTREAM COLLECTION DOES
NOT VIOLATE 50 U.8.C. § 1809. {FSASYANF)—

A. Introduction (U)

Section 702 of FISA, as codified at 50 U.S.C. § 1881a, provides that “[n]otwithstanding
any other provision of law,” upon the issuance of an appropriate Order from the Court, the
Attorney General (AG) and the Director of National Intelligence (DNI) may jointly authorize the
targeting of non-United States persons reasonably believed to be located outside the United '
States to acquire foreign intelligence information as long as certain conditions set out in
subsection 702(b) are met. The joint authorizations of fhe AG and the DNI authorized NSA’s
upstream acquisition of communications that are to, from, or about a tasked selector. The Court,
in turn, approved the implementing certifications as well as the use of proffered targeting and
minimization procedures. Accordingly, because the acquisition of communications to, from, or
about a tasked selector was authorized by the AG and DNI, and the Court approved the
certifications and procedures used to implement those authorizations, NSA’s acquisition of such

-communications upstream does not constitute unauthorized electronic surveillance and,

therefore, does not violate the terms of 50 U.S.C, § 1809 (FSHSHANEY

As noted above, the Government readily acknowledges that it did not fully'des-cn'be to the

" Court-that the upstream collection technique would result in NSA acquiring H
_ types of Internet transactions that could include multiple individual, discrete _

communications As

discussed below, however, this omission does not invalidate the AG ans
authorizations. Nor does it mean that the incidental acquisition of communications that are not

S prior

" o, from, or about a tasked selector as a consequence of obtaining communications that are fo or

from a tasked selector or contain reference to a tasked selector, exceeds the scope of those

authorizations. For the same reasons, the Government respectfully-suggests-that-the-Orders-of —— - — o~ . —
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this Court upon which those authorizations rely likewise remain valid. Thus, Section 1809 is not
implicated by NSA’s upstream collection activities under Section 702. {FSHSHAF )

B. Statutory Framework (U)
i Section 1809 (U)

Under Subsection 1809(a), a person is guilty of a criminal offense if he or she
“intentionally (1) engages in electronic surveillance under color of law, except as authorized by
this Act . . . ; or (2) disclose[s) or uses information obtained under color of law by electronic
surveillance, knowing or having reason to know that the information was obtained through
electronic surveillance not authorized by this Act™ (U)

For purposes of Section 1809 the issue is whether the Government'’s prior failure to fully
explain to the Cowrt the steps NSA must take in order acquire communications to, from, or about

a tasked selector, and certain technical limitations regarding the IP address filtering it applies,
means that the acquisition of such communications was not authorized by the DNI and AG, and
inconsistent with Court approval of the targeting and minimization procedures. {FSHSHANTY

it Section 702 Collection Authorizations—S)—

Pursuant to 50 U.8.C. § 1881a(a), “notwithstanding any other provision of law,” the AG
and the DNI may jointly authorize for a period of up to one year the targeting of non-United '
States persons reasonably believed to be located outside the United States to acquire foreign
intelligence information, subject to targeting and minimization procedures approved by this
Court, and certain limitations set out in §1881a(b). Authorizations are premised on certifications
to the Court, in which the AG and DNI attest to the fact that, among other things, the targeting
and minimization procedures comply with certain statutory requirements and the Fourth

27 This Court has previously noted that the legislative history of this provision focuses on a

wrn - predecessor bill that was substantially different from the provision subsequently enacted and codified,
See Mem. Op.
at 6-7 (Dec. 10, 2010). Yet, both the predecessor bill and the codified provision use the wor )
intentionally, which has been described as “carefully chosen” and intended to limit criminal culpability to
those who act with a “conscious objective or desire” to comumit a violation, See H.R. Rep. No. 95-1283,
pt.1, at 97 (1978) (“The word ‘intentionally’ was carefully chosen. It is intended to reflect the most strict
standard for criminal culpability. . . . The Government would have to prove beyond a reasonable doubt
both that the conduct engaged in was in fact a violation, and that it was engaged in with a conscious
objective or desire to coxnmit a violation.”). Based upon discussions between responsible NSA officials

. and the Department of Justice (DOJ) and the Office of the Director of National Intelligence (ODNI) and

omm = —yOT and ODNIs review of documents related-to-this-matter; DO and ONDNL have-not foundany .o .

_ . indication that there was a conscious objective or desire to violate the authorizations here. ~FSHEHAEY-
FOR-SECRET/COMINTHORCOMN;NOFORN

- Co ) . = - 32 e - ) - : . e
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Amendment. 50 U.S.C. § 1881a(g)(2). Authorizations become effective “upon the issuance of
an order [of this Court]” approving the certification and the use of the targeting and minimization
procedures as consistent with the statute and the Fourth Amendment. Id. §§ 1881a(a) (AG and
DNI authorizations go into effect upon “issuance of an order™); 1881a(i)(2)-(3) (laying out scope

of FISC review).”® {FSHSHAEY

Thus, if an acquisition is authorized by the AG and DN, and the certification and
targeting and minimization procedures which implemeént that authorization are approved by the
Court, and the authorization remains valid, then the acquisition does not constitute unaunthorized
electronic surveillance under 50 U.S.C. § 1801(f)(2) and is not a violation of 50 U.S.C. § 1809,

CFSHSHAEY

C. Ata Minimum, the Upstream Acquisition of Single, Discrete Communications
To, From, or About a Tasked Selector Was Authorized by the AG and the DNI

~FEHSHANEY

The relevant AG and DNI authorizations and the targeting procedures the AG approved
explicitly permit the acquisition of Internet communications that are to, from, or about a tasked
selector. See, e.g., NSA Targeting Procedures at 1 (describing the safeguards used in the
acquisition of “abouf” as compared with “to/from” communications). In addition, the
accompanying Affidavits of the Director of NSA described upstream collection in a paragraph
detailing the various methods of obtaining such acquisitions. See, e.g., DNVAG 702(g)
Certification — Affidavit of General Keith B. Alexander,
Director, NSA, filed July 16, 2010, § 4. Thus, it is clear that the authorizations permit —ata
minimum — the upstream acquisition of single, discrete communications to, from, or about a

tasked selector, FFSHSHNE)-

As described in detail in response to questions 2 and 3 above, due to certain technological
limitations, in general the only way NSA. can currently acquire as part of its upstream collection

single, discrete communications to, from, or about a tasked selector (| EGTTNTTGNGGE:

transaction can include either a single, discrete communication to, from, or about a tasked

28 For reauthorizations, the AG and the DNI submit, to the extent possible, a certification to the
FISC laying out, among other things, the targeting and minimization procedures adopted at least 30 days
prior to the expiration of the prior authorization. The prior authorization remains in effect,
notwithstanding the otherwise applicable expiration date, pending the FISC’s issuance of an order with
respect to the certification for reauthorization. 50 U.S.C. § 1881a(i)(5). The scope of the court’s review
is the same for reauthorizations as it is for initial authorizations. I, § 1881a()(5)(B). (U)

e . . fudt 33 s . . ' -
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selector _, or several discrete communications, only one of which may be

to, from, or about a tasked seleetow

: Where an Internet transaction includes multiple communications, not all of which are to,
from, or about a tasked selector, it currently may not be technologically feasible for NSA fo
separate out, at the time of acquisition or thereafter, the discrete electronic communications
within that transaction that are to, from, or about a tasked selector. Indeed, at the time of
acquisition, NSA’s upstream Internet collection devices are, with limited exception, not capable
of distinguishing or further separating discrete electronic communications“

within a single Internet transaction, Thus, in some cases, NSA can collec
communications to, from, or about a tasked selector, as authorized by the certification, only by
obtaining the Internet transaction of which those communications may be just a part.

(ESHSHAE— -

Tn this respect, the upstream acquisition of Internet transactions which contain multlplle,
discrete communications not all of which are (and, in some instances, only one of which is) to,
from or about a tasked selector is akin to the Government’s seizure of a book or intact file that
contains a single page or document that a search warrant authorizes the govermnent to seize. In
United States v. Wuagneux, 683 F.2d 1343, for example,—ﬂle Eleventh Circuit rejected appellants’
argument that a search was unreasonable because the agents seized an entire file, book, or binder
if they identified a single document within the file, book, or binder as being within the
authorization of the warrant. As the court explained, “‘a search may be as exfensive as
reasonably required to locate items described in the warrant.” Jd. at 1352. It was therefore
“reasonable for the agents to remove intact files, books and folders when a particular document
within the file was identified as falling within the scope of the warrant.” /d. at 1353. See also
United States v. Rogers, 521 F.3d 5, 10 (1st Cir. 2008) (concluding that a videotape is a
“plausible repository of a photo” and that therefore a warrant authotizing seizure of “photos”
allowed the seizure and review of two videotapes); United States v. Christine, 687 F. 2d 749, 760
(3d Cir. 1982) (en banc) (emphasizing that “no tenet of the Fourth Amendment prohibits a search

--—-mcrely-because--it‘-eannot—be-pel'-forﬁledWith--SUT-BicaI--PIECiSion' Nor does the Fowrth Amendment

prohibit seizure of an item, such as a single ledger, merely because it happens to contain other
information not covered by the scope of the warrant.”); United States v. Beusch, 596 F.2d 871,
876-77 (9th Cir. 1979) (rejecting argument that “pages in a single volume of written material
must be separated by searchers so that only those pages which actually contain the evidence may

be seized”), (ESHSHAT)-

That the certifications by the AG and DNI did not specifically describe this aspect of
NSA's upstream collection does not mean that collection was unauthorized by the AG and DNL
. _..._Again, case law involving the reasonableness of searches conducted pursuant to criminal search

warrants is instructive on this point. For example, in Dalia v. United States, 441 U.S. 238,259

(1979), the Supreme Court recogiiized that "[o]ften in executing a warrant the police may find it. .
¥

- ' 34
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necessary to interfere with privacy rights not explicitly considered by the judge who issued the
warrant." Id. at 257. See United States v. Grubbs, 547 U.S. 90, 98 (2006) ("Nothing in the
langnage of the Constitution or in this Court's decisions interpreting that language suggests that,
in addition to the [requirements set forth in the text], search warrants also must include a
specification of the precise manner in which they are to be executed."") (quoting Dalia, 441 1.8,
238, 257 (1979)). This is especially true where, as in Dalia, "[tThere is no indication that [the]
intrusion went beyond what was necessary" to effectuate the search authorized. Dalia, 441 U.S.

at 258 n. 20. (FSASHANE-

Like the seizure of an entire book or file simply because it contained a single page or
document within the scope of the warrant, NSA only acquires an Internet transaction containing
several dlscrete communications if at least one of those communications within the transaction-is
to, from, or-about a tasked selector. Moreover, unlike the agents in Wuagneux, who presumably

—ﬁeummm%wmm@pm&m@mmmﬂmmwlm—
limited circumstances, NSA has no choice but to acquire the whole Internet transaction in order
to acquire the to, from, or about communication the DNI and AG authorized NSA to collect.
NSA only acquires an Internet transaction if ir fact it contains at least one communication to,
from, or about a tasked selector. NSA's acquisition of Internet transactions containing several
discrete communications, only one of which is to, from, or about a tasked selector, is therefore
"as extensive as reasonably required to locate the items described” in the DNI and AG's
authorization, and thus cannot be said to exceed the scope of that authorization. FSHEHANTY

Moreover, as described in response to questions 1(b)(ii) and (iii), the Government has
concluded that such collection fully complies with the statutory requirements and the Fourth
Amendment. Having now considered the additional information that is being presented to this
Court, the AG and DNI have confirmed that their prior authorizations remain valid.
Accordingly, Government personnel who rely on those authorizations to engage in ongoing
acquisition are not engaging in unauthorized electronic surveillance, much less doing so

“mtentlonally ” -GI-S#SHNF—)—

D. The Court Approved the Certifications and Targeting and Minimization
Procedures Used to Implement the Authorizations of the AG and DNI {FS#SHANF}

A second issue concerns whether this Court’s orders cover the full scope of the
authorizations, and, if not, whether that affects the validity of the AG and DNI authorizations.
Like the AG and DNI authorizations, in approving the applicable certifications and the use of the
proffered targeting and minimization procedures this Court’s Opinions and Orders cleatly
- —— —contemplated-and approved some-upstream-collection-of commuiications to, from, or about a

target. See, e.g.)_ Mem. Op. at 15 17 (descnblng acqmsmon of commumcatlons to, ﬁ'om

FOP SECREFHCOMINTHORCONNOFORN- !
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"~ and about a targét).” Thus, for the reasons described above, the acquisition of Internet
transactions that include at least one communication to, from, or about a target falls within the
scope of the Court’s Orders — even if additional communications are also incidentally acquired

due to limits in technology. (FSHSHANTY

The fact that the Government did not fully explain to the Court all of the means by which
" such communications are acquired through NSA's upstream collection techniques does not mean
that such acquisitions are beyond the scope of the Court's approval, just as in the criminal context
a search does not exceed the scope of a warrant because the Government did not explain to the
issuing court all of the possible means of execution, even when they are known beforehand and
could possibly implicate privacy rights. See Dalia, 441 U.S. at 257 n.19 (noting that "[n]othing
in the decisions of this Court . . . indicates that officers requesting a warrant should be
constitutionally required to set forth the anticipated means for execution even in those cases
where they know beforehand that [an additional intrusion such as] unannounced or forced entry

likely will be necessary."). In addition, as discussed herein, the incidental acquisitions do not go
beyond what is reasonably necessary to acquire the foreign intelligence information contained in
a communication to, from, or about a targeted selector within a transaction. See id. at 258 n. 20.
ESHSHANEY
In any event, the Government believes that the additional information should not alter the

Court’s ultimate conclusion that the targeting and minimization procedures previously approved
are consistent with the statutory requirements, including all the requirements of § 1881a(b), and
the Fourth Amendment, and the Court’s orders therefore remain valid. Cf Franks v. Delaware,
438 U.S. 154 (1978) (establishing that a search warrant is valid unless it was obtained as the
result of a knowing and intentional false statement or reckless disregard for the truth and the
remaining content is insufficient to establish the requisite probable cause needed to obtain the

warrant). (ESHSHAE.

Pursuant to § 1881a, the Court reviews the following issues: (i) whether the AG and DNI
certifications contain all the required elements; (ii) whether the targeting procedures are
~ consistent with the requirements of § 188Ta(d}(1}); ({ii} whether the minimization proceduiesare
consistent with § 1881a(i)(e)(1); and (iv) whether the targeting and minimization procedures are
consistent with the requirements of the Fourth Amendment. 50 U.S.C. § 1881a(i)(2), (3). See
also id. § 1881a(i)(5)(B) (specifying that reauthorizations are to be reviewed under the same

* Each of the relevant 2010 FISC Orders is based on the “reasons stated in the Memorandum
Opinion issued contemporaneously herewith.” These Opinions, in turn, rely of the analysis conducted by
the Court.in Dockets ||| . - 1ich incorporate and xely on the analysis of ealier _ .

FISC Opinions, including Docket 702(i)-08-01. FSHSHAY
FOR-SECRETHCOMENT/ORCON;NOFORN
T . 36 ) = < ) . < . ' R,
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standards). The Government believes that the Court’s ultimate conclusions with respect to each
of these issues should not change based on the additional information provided. {FSA#SHANE)

First, there is no suggestion that the prior certifications failed to contain all the required

elements. (FSASHATY

Second, while the Government acknowledges that it did not fully explain to the Court the
steps NSA must take in order to implement its Section 702 upstream Internet collection
techniques, and certain technical limitations regarding its IP address filtering, the Court did

‘approve the DNI/AG certifications and the use of targeting and minimization procedures which

authorized the acquisition of communications to, from, or about tasked selectors. As discussed
above and in response to questions 1(b)(if) (iii) and 3, Internet tramsactions are collected because
they contain at least one discrete communication to, from, or about a tasked selector. Each
tasked selector has undergone review, prior to tasking, designed to ensure that the user is a non-

United States person reasonably belicve fo be located outside the Umited States, VIGTEOVer, With
respect to “abouts” communications, for the reasons discussed in the response to question
1(b)(ii), NSA’s targeting procedures are reasonably designed to prevent the intentional
acquisition of any communications as to which the sender and all intended recipients ate known
at the time of acquisition to be located in the United States.>® Thus, NSA is targeting persons

| reasonably believed to be outside the United States and is not infentionally acquiring

communications in'w‘hich both the sender and all intended recipients.are known at the time of
acquisition to be in the United States, -CRSH/SHANT)—

Third, as described throughout, in many cases, it is not technologically feasible for NSA

. to acquire only Internet transactions that contain a single, discrete communication to, from, or

about a tasked selector thiat may be contained in an Internet communication containing multiple
discret_conunun.ications. As discussed in detail in response to questions
1(b)(ii) and (iii), this does not mean that NSA’s procedures do not adequately minimize the
acquisition of any U.S. person information that may be contained within those transmissions.
Rather, the minimization procedures fully comport w1th all statutory requuements {T—S#-Sﬁﬁj

30 Ag the Court is aware, § 1881a(b)(4) provides that an acguisition authorized under section 702, “may
not intentionally acquire any communication as to which the sender and all intended recipients are known
at the time of the acquisition to be located in the United States . . .” Although this prohibition conld be

. read at first glance to be absolute, another provision of Section 702 indicates otherwise. Specifically; §

1881a(d)(1)(B) provides that the targeting procedures that the AG, in consultation with the DNI, must
adopt in connection with an acquisition authorized under section 702 need only be “reasonably designed
to ... prevent the intentional acquisition of any communication as to which the sender and all intended
reclp1ents are known at the time of the acquxsmon to be located in the United States.” (U)
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Finally, as described in response to question 1(b)(iii), the targeting and minimization
procedures fully comply with the Fourth Amendment. {FSASHANEY

Thus, the additional information the Government has provided concerning details of its
upstream collection does not — in the Government’s view — undercut the validity of the targeting

or minimization procedures. LLSHASHANT)
" E. Compliance with the Authorizations: Use and Disclosure ESHSHASE-

As described above, § 1809(a)(2) criminalizes the intentional use and disclosure of
electronic surveillance, “knowing or having reason to know that the information was obtained
through electronic surveillance not authorized by this Act.” Having concluded that the upstream
collection conducted by NSA falls within the scope of the relevant authorizations, the

' Government respectfully submits that the continued use and disclosure of such information is
h—likewfse‘vaifdjso—tong-as-thernimrnizatiﬁn—pféee&afe@—&ppr@veekby—th@-@auﬁ-(and_dismde in
detail in response to questions 1(b)(if) and (iii)) are followed. ™ (ESHSHAID)- :

6. Please provide an update regarding the over collection incidents
described in the government's letter to the Court dated April 19, 2011.

The April 19, 2011, notice to the Court described two overcollection incidents involving

entirely unrelated communications that had beehm
_ The notice also advised that as part of 1fs contimued - ,

investi iation into these incidents, NSA would examine other systems to determine whether

simila issues occurred in those systems, €FSHSEHANE)

The first incident described in the April 19 notice involved

FaC contained at Jeas
- gommunication-to, from,or about a Section 702-tasked se _@QLQI,.‘bllt_Eﬂ_SO___, e

unrelated communications. This overcollection started _ o

3! Although this analysis has focused on acquisitions conducted pursuant to the 2010 Section
1881a Authorizations, the Government believes that, for all of the reasons discussed herein, the upstream
collection conducted pursuant to previous certifications authorized under Section 1881a of the Foreign
Intelligence Surveillance Act 8. as amended, the Protect America Act of 2007, Pub, L. No. 110-55,

-t I 15 vithin the scope-of the relevant authorizations and Oxders of this Cowtt. . . _
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All such communications will be processed in accordance with
A&Mizawmﬁmmmmmw

of these communications.

The second-described: incident involvéd overcollectio

. As described in the April
19 notice, on March 28, 2011, NSA discovered a of Section 702-acquired
communications that had not been properly

confrast to the

communications overcollected between scussed above, the

aciuircd as aresult of the_overcollection incident involved fewer communications

. * In particular, section ‘3(1:-)(1) of NSA's Section 702 Minimization Procedures state:

Personnel w1ll exercise reasonable _]udgment in detenmmng whether mformatlon
acquired must be minimized and will destroy inadvertently acquired communications of
or concerning a United States person at the earliest practicable point in the processing
cycle at which such communication can be identified either: as clearly not relevant to the
authorized purpose of the acquisition (e.g., the communication does not contain foreign-
intelligence information); or, as not containing evidence of a crime which may be
disseminated under these procedures. Such inadvertently acquired communications of or
concerning a United States person may be retained no longer than five years in any event,
The communications that may be retained include elecironic communications
acquired because of limitations on NSA's ability to filter communications.

(Emphasis added). ~(S#SH
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_incident, each ontains at least one communication that is to,
from, or about a Section 702-tasked selector, _

Collection Stores all communications

Approved for public release.

As of April 11, 2011, NSA began to sequester in its
involving the affected

. was deliberately overmciusive in adamg
objects to the while some of these objects include mother objects
consist of only one communication to, from, or about a Section 702-tasked selector.
—CFSHSHANS—

Since the filing of the April 19 notice, NSA has continued to evaluate collection fronF
and has observed no evidence of issues other than the

above-described issues

CFSHSHANTY-
NSA has identified no reporting based upon overcollected communications and is
currently exploring options to automate ways to accelerate identification of

be able fo reach a decision by June 30, 201 s approach is effective. LTSHSHANEY

The April 19 notice also advised the Court that NSA. would "examine_
" and other upstream collection systems to ensure that similarqpro ems are no

occurring in those systems." NSA now reports that unlike the most recen
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these other systems were designed > N

7. Are there any other issues of additional information that should be brought to the
Court's attention while it is considering the certifications and amendments filed in the

above-captioned dockets?

At this time, the Department of Justice (DOJ) and Office of the Director of National
Intelligence (ODNI) are currently investigating certain possible incidents of non-compliance
about which the Department of Justice intends to file preliminary notices in accordance with the
rule of this Court. These incidents do not relate to any of the matters discussed in this filing and,
ﬂmmm&mmmmmmmmmﬂmm@—
that the nature of these incidents is sufficiently serious such that they would bear on the Court's |
.consideration of the certifications and amendments filed in the above-captioned dockets.

’ .

3 As discussed in response to question 2(c) and (d), NSA has the ability to separate out individual pieces
of information in certain cases In the course of the
investigation into the most recent ncident, additionally identified

Though testing demonstratea the possibill ai mcomplele
comunications could have been forwarded through the SIGINT system, NSA has identified no actual
overcollection that occurred as a result, NSA is currently in the process of developing a software fix
designed to properly process such cormmunications under the limited circumstances in which
vercollections could.oceur. Until such a fix can be tested and deployed, NSA will continue to monitor
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Follow-up Questions Regarding Section 702 Certifications
June 17, 2011

1. The government’s Response to the Court’s Briefing Order of May 9, 2011 (“June 1
Submission™) states that Internet transactions acquired by NSA in its upsiream collection may

contain not only multiple discrete communications (some of which are neither to, from, nor about
a tasked selector), but also
June 1 Submission

at 25.

&. Please provide some examples of the

b. What is the likelihood that suc pertain to persons other
than the users of tasked selectors, including persons in the United States or U.S. persons?

2. The June 1 Submission states that “no NSA analyst has yet discovered in NSA’s repositoties a
wholly domestic communication.” June 1 Submission at 9.
a. What is meant by “wholly domestic communication” in this statement? Does the term
include the discrete communications that might be embedded within acquired
transactions?
b. What is the likelihood that an analyst viewing information obtained through a
transactional acquisition would have & basis for determining that a discrete
communication embedded within the transaction is purely domestic?

3. a. Might the non-targeted portion of a transaction ever be the sole basis for that
fransaction being responsive to an analyst’s query? _
b. Upon retrieving information in response to a query, can an analyst readily distinguish :
that portion of a transaction that contains the targeted selector from other portions of a '
transaction?

4, a. Please describe the manner in which the government minimizes discrete -
communications and other information that is contained within acquired Internet
transactions but that is neither to, from, nor about the user of a targeted selector.

b. In particular, please explain how the government applies the provisions of NSA’s
minimization procedures that use the term “communication” to the discrete
communications and other non-target information contained within the transactions that
are acquired. See, e.g., NSA Minimization Procedures § 2(c) (defining
“[c]Jommunications of a United States person™); § 2(e) (defining “foreign
communication” and “domestic communication[]”), § 3(b)(4) (discussing determination

. whether a communication is “foreign” or “domestic™), and § .5 (discussing handlingof . _ _ _ __ . . _ | __

domestic communications).

. : :
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¢. Would all communications and— within a transaction be

treated the same when the minimization procedures are applied, or would there be
different treatment?

5. a. Once NSA has identified a portion of a transaction that does not contain targeted
information, is it possible to mask or otherwise minimize the non-target information
contained within the transaction?

b. Why is NSA unable to delete and replace, or alter an original transaction that contams
non-target information? See June 1 Submission at 27-28.

6. The government states that an Internet transaction that is acquired “is . . . not divisible into the
discrete communications within it even once it resides in an NSA corporate store.” June 1
Submission at 22, Please reconcile that statement with the government’s acknowledgment that
“an analyst would . . . be able to copy a portion of the rendered view of a transaction contained in
a NSA corporate store and then paste it into a new record on a different system.” Id. at 27 n.25.

7. Please reconcile the government’s statement that the “communicants” of to/from

communications are “the individual users of particular selectors” e 1 Submission at 30}
with elsewhere in its

response to the Court’s questions (see, e.¢., id. at 6 (discussing application of IP filtering)).

8. What is the factual basis for NSA’s assertions that “a United States person would use il

only in a minute percentage of cases” and that

See June 1 Submission at 11, 12,

9. What is the factual basis for NSA’s suggestion that [ G GcEININGIGIGINGE

See June 1 Submission at 8 n.9

10. The government repeatedly characterizes as “unintentional” NSA’s collection of discrete
non-target communications as part of transactional acquisitions,

Assuming arguendo that such collection can fairly be characterized as unintentional, please
explain how 50 U.S.C. § 1806(i) applies to the discrete, wholly domestic communications that
might be contained within a particular transaction.

11. Please provide a thorough legal analysis supporting your view that the knowing and
intentional acquisition of large volumes of Internet transactions containing discrete
communications that are neither to, from, nor about a targeted selector (as well as other
information not pertaining to the users of targeted selectors) is merely “incidental” to the
authorized purpose of the collection as a whole, and therefore reasonable under the Fourth
Amendment.
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12. The statute requires the targeting procedures to “be reasonably designed to ensure that any
acquisition . . . is limited to targeting persons reasonably believed to be located outside the
United States and [to] prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of the acquisition to be located in the
United States.” 50 U.S.C. § 1881a(d)(1). How can procedures that contemplate the knowing
acquisition of huge volumes of transactions that will include quantifiable amounts of information
relating to non-targets, including information of or about U.S. persons abroad or persons located
in the United States, meet this statutory requirement?

13. In its discussion of the Fourth Amendment, the government asserts that “upstream
collection” in general is “an essential and irreplaceable means of acquiring valuable foreign
intelligence information that promotes the paramount interest of protecting the Nation and
conducting its foreign affairs.” June 1 Submission at 16.

a. To what extent can the same be said for the acquisition of Internet transaction-
in patticular?
b. Is the acquisition of Internet transactions via upstream collection the only source for
certain categories of foreign intelligence information? If so, what categories?
¢. Please describe with particularity what information NSA would acquire, and what
information NSA would not acquire, if NSA were, in comparison to its current collection,

to limit its acquisition of Internet communications to: (1) acquisitions conducted with the
sssance o R - -
the upstream collection of discrete communications to, from, or about tasked selectors
that are [ . - 2, r.2).

14. The Fourth Amendment also requires the Court to examine the nature and scope of the
intrusion upon protected privacy interests. How can the Court conduct such an assessment if the
government itself is unable to describe the nature and scope of the information that is acquired or
the degree to which the collection includes information pertaining to U.S. persons or persons
located in the United States?

15. In light of the government’s emphasis on the limited querying of Section 702 acquisitions
that is currently permitted (see June 1 Submission at 23), why is it reasonable and appropriate to
broaden the targeting procedures to permit querying using U.S.-person identifiers?

16. The government acknowledges that it previously “did not fully explain all of the means by
which . . . communications are acquired through NSA’s upstream collection techniques™ (June 1
Submission at 2), yet states that the “[Attorney General] and [Director of National Intelligence]
have confirmed that their prior authorizations remain valid” (id. at 35). At the time of each
previous Certification under Section 702, were the Attorney General and the Director of National

Intelligence aware that the acquisitions being approved included Internet “transactions”
h‘?, 1If so, why was the Court not informed. If not, why are the prior -

" Certifications and collections still valid?
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supplemental questions provided by this Court to the Government on June 17, 2011,
concerning the above-referénced matters. Given the complex nature of the Court’é
questions and the Government’s responses, the United States is prepared to provide
any additional/supplemental information the Court believes would aid it in reviewing
these matters. The Government may also seek to supplement and/or modify its

response as appropriate during any hearing that the Court may hold in the above-

captioned matters. (SHOSINE)

Respectfully submitted,

Natioral Security Division
United States Department of Justice
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I declare under penalty of perjury that the facts set forth in the attached.
Government's Response to the Court's Supplemental Questions of June 17, 2011, are
true and correct based upon my best information, knowledge and belief. Executed

pursuant to Title 28, United States Code‘,lg 1746, on this 28th day of June, 2011, {3}

Signals Intelligence Directorate Compliance
National Security Agency
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GOVERNMENT’S RESPONSE TO THE
COURT’S FOLLOW-UP QUESTIONS OF JUNE 17, 2011

1. The government’s Response to the Court’s Briefing Order of May 9, 2011 (“June 1
Submission”) states that Internet transactions acquired by NSA in its upstream collection -
may contain not only multiple diserete communications (some of which are neither to, from,
nor about a tasked selector), but also

June 1 Submission at 25.

b. What is the likelihood that suchq pertain to persons other
than the users of tasked selectors, including persons in the United States or U.S. persons?
As was more fully explained in the Government’s June 1 Submission, the pi‘esence ofa
tasked selector is required in order for the National Security Agency’s (NSA) upstream Internet
collection devices to identify and then acquire Internet communications in the form of

transactions. See June 1 Submission at 1, 24-26. The Court’s question in 1.a. further asks
whether such transactions could includ

information, including that of persons other than a user of a tasked selector, could be acquired by
NSA in relation to any one or more of these communication services to the extent it is included
within a transaction. This, however, is true even with respect to discrete communications to,

m————= Classified by:
Attorney
Reason: 1.4(c)
Declassify on:
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from, ot about a tasked selector, depending on what the communicants chose to include within,’
the communication. ;

Although personal information may be included in a transaction, the manner in which

NSA conducts its upstream collection significantly diminishes the likelihood that such
information would pertain to U.S. persons or persons in the United States. As discussed more
fully in the Government’s response to question 14 below, NSA acquires certain transactions
because they contain a discrete communication to or from a tasked selector used by a person who,
by virtue of the application of N SA’§ targeting procedures, is @ non-United-States-persen———————————————
reasonably believed to be located outside the United States. NSA acquires transactions that
contain a discrete cornmunication about a tasked selector using technical means that are designed
to ensure that such acquisition is directed at a person reasonably believed to be located outside

. the United States. The Court has previously recognized that “the vast majority of persons who
are located overseas are non-United States persons and that most of their communications are
with other, non-United States persons, who are Jocated overseas.” In re Directives fo Yahoo!,
Tne. Pursuant to Section 105B of the Foreign Intelligence Surveillance Act, Docket No.
105B(g):07-01, Mem. Op. at 87 (USFISC April 25, 2008) (footnote omitted) (hereinafter “/n re
Directives to Yahoo! Mem. Op.). Thus, it is reasonable to presume that most of the discrete
communications that may be within an acquired transaction are between non-United States

persons located outside the United States. (ESHSHOEANE)—

2. The June 1 Submission states that “no NSA analyst has yet discovered in NSA’s
repositories a wholly domestic communication.” June 1 Submission at 9.

a. What is meant by “wholly domestic communication” in this statement? Does the
term include the discrete communications that might be embedded within acquired
transactions?

By “wholly domestic communication” the Government means a communication as to
which the sender and all intended recipients are located within the United States. The
Government includes within this term any discrete communication within a transaction where the
sender and all intended recipients of the discrete communication were located in the United
States at the time the communication was acquired. With the previously described limited

exception nvoling (NN '
have yet to identify a wholly domestic communication in any transaction acquired through

NSA’s upstream collection systems. (FSHSHANE)——

—TOP-SECRETHCOMINTHORCON/NOFORN-
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b. What is the likelihood that an analyst viewing information obtained through a
transactional acquisition would have a basis for determining that a discrete-
communication embedded within the transaction is purely domestic?

The likelihood that an NSA analyst would recognize that a transaction containing either
e discrete communications

a discrete communication (e.g., an e-mail message) or multipl -
2 i ication depends on a number of faciors

3.a. Might the non-targeted portion of a transaction ever be the sole basis for that
transaction being responsive to an analyst’s query?

Yes. All information acquired by NSA as a result of tasking the targeted foreign person’s
selector -- whether initially determined to be foreign intelligence information to, from, or about
that targeted foreign person (or foreign intelligence information concerning other foreign persons
or organizations) or incidentally acquired information concerning other currently non-targeted
persons -- can be queried by analysts for foreign intelligence information. As a result, it is
possible that any portion of a transaction could be the sole basis for that transaction being
responsive to an analyst’s foreign intelligence query of NSA databases. Such queries (which are
subject to review), however, must be formulated by an analyst in accordance with NSA
minimization procedures which require that computer selection terms used for scanning, such as
telephone numbers, key words or phrases, or other discriminators, be limited to those selection
terms reasonably likely to return foreign intelligence information. See, e.g., Amendment 1 to
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DNI/AG 702(g) Certification Ex. B, filed Aug. 12, 2010, §
3(b)(5) (hereinafter “Current NSA Minimization Procedures”).” €FSHSHAE)—

3.b. Upon retrieving information in response to a query, can an analyst readily distinguish '
that portion of a transaction that contains the targeted selector from other portions of a
transaction?

Yes. The tasked selector that resulted in NSA’s acquisition of any particular transaction
is discernable by analysts reviewing information in response to a query. The analytic tools used
to display an acquired transaction allow NSA analysts to identify the tasked selectors that
resulted in the acquisition of the transaction, thereby enabling analysts to determine the portion(s)
of the transaction in which that selector appears. In some instances, the analyst may need to
review the entirety of the transaction (including the underlying metadata or raw data) to identify
where the tasked selector appears, but even in these situations, the tasked selector is included and

4.2. Please describe the manner in which the government minimizes discrete
communications and other information that is contained within acquired Internet
{ransactions but that is neither to, from, nor about the user of a targeted selector.

4.b. In particular, please explain how the government applies the provisions of NSA’s
minimization procedures that use the term “communication” to the discrete
communications and other non-target information contained within the transactions that
are acquired. See, e.g., NSA Minimization Procedures § 2(c) (defining “[clommunications
of a United States person”); § 2(e) (defining “foreign communication” and “domestic
communication[]”), § 3(b)(4) (discussing determination whether a communication is
“foreign” or “domestic”), and § 5 (discussing handling of domestic communications).

4.c. Would all communicationsqﬁthin a transaction be
treated the same when the minimization procedures are applied, or would there be

different treatment?

3 The Government seeks the Court’s approval of revised NSA Section 702 minimization procedures that would
enable NSA analysts to use United States person identifiers as selection terms if those selection terms are reasonably

ikely to return foreign intelligence information. See, e.g., DNVAG 702(g) Ccrtiﬁcationm
%, Ex. B, filed Apr. 20, 2011, § 3(b)(5) (hereinafter “Proposed NSA Minimizallol . Unhder
these revised NSA Section 702 minimization procedures, the use of such selection terms must be approved in :
accordance with NSA procedures designed to ensure that the selection terms are reasonably likely to return foreign
intelligence information. fd. The Government is still in the process of developing the NSA procedures governing
the use of United States person identifiers as selection terms: Until those procedures are completed, NSA analysts
will not begin using United States person identifiers as selection terms. CESHSHAEY

FOP-SECRETHEOMINTHORECONNOFORN-
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As required by FISA, see 50 U.S.C. §§ 1881a(e), 1801(h), and 1821(h), NSA’s
minimization procedures address the acquisition, retention, and dissemination of non-publicly
available information concerning unconsenting United States persons. See Current Minimization
Procedures, § 1.* When NSA acquires an Internet transaction that contains multiple discrete
communications, NSA considers each of those communications to be separate
“eommunications” under its minimization procedures. Thus, for example, an NSA analyst
would consider each discrete communication within a larger Internet transaction as a separate
communication for purposes of determining whether the communication is a foreign or domestic
communication under NSA’s minimization procedures. See, e.g., Current and Proposed NSA

Minimization Procedures, § 2(e). {FSHSHOEAT)—

The manner in which acquisitions are conducted under Section 702 operates to minimize
the acquisition of information about United States persons. First, certain fransactions are
acquired because they contain a discrete communication to or from a tasked selector used by a
person who, by virtue of the application of NSA’s FISC-approved targeting procedures, is a non-

Wb?mmmm&ﬁedﬂmt%ﬂﬁs—&uﬁh%—
recognized that “the vast majority of persons who are located overseas are non-United States
persons and that most of their communications are with other, non-United States persons, who
are located overseas.” In re Directives to Yahoo! Mem. Op. at 87 (footnote omitted). ‘
Accordingly, it is reasonable to presume that most of the discrete communications that may be
within the acquired transaction -- cven those that are not to or from a tasked selector -- are
between non-United States persons located outside the United States. Second, with respect to
transactions that contain a discrete communication about a tasked selector, the technical means
by which NSA prevents the intentional acquisition of wholly domestic communications are
designed to ensure that the acquisition of transactions is directed at persons reasonably believed
to be located outside the United States. As a result, these persons reasonably also can be
presumed to be non-United States persons, and most of their communications -- including those
that are not about a tasked selector -- can be presumed to be with other non-United States
persons located outside the United States. Id. This combination of targeting non-United States
persons located outside the United States and.directing acquisitions at persons located outside the
United States operates to significantly diminish the amount of information pertaining to United
States persons or persons in the United States that NSA acquires through its upstream collection.
See Mem. Op. at 23 (recognizing that “[t]he targeting of communications pursuant to
Section 702 is designed in a manner that diminishes the likelihood that U.S. person information

will be obtained™). FSHSHOEAT—

To be sure, it is possible that a transaction containing multiple discrete communications
only one of which is to, from, or about a tasked selector could contain U.S. person information.
The acquisition of such information is an unavoid able by-product of the acquisition of the
foreign intelligence information (i.e., the communication to, from, or about a tasked selector)
within the transaction. Yet it is important to note that, for purposes of the application of NSA’s
current and proposed minimization procedures, the Government does not consider its acquisition

*NSA’s proposed minimization procedures currently before the Court-address these same issues. See Proposed
NSA Minimization Procedures § 1. £5)- :

.
5
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of a discrete communication within a transaction that is not to, from, or about a tasked selector to
be “inadvertent.”” Subsection 3(b)(1) of NSA’s current and proposed minimization procedures
require inadvertently acquired communications to be destroyed if they are “identified either: as
clearly not relevant to the authorized purpose of the acquisition (e.g., the communication does
not contain foreign intelligence information); or as not containing evidence of a crime which
may not be disseminated under these procedures.” Current and Proposed NSA Minimization

Procedures, § 3(b)(1). (ESHSHANTY

As described below in the Government’s response to question 10, the Government
considers a discrete communication that is not to, from, or about a tasked selector within a
transaction to be acquired “incidentally,” rather than “inadvertently.” In the context of
minimization, “incidental” and “inadvertent” should not be considered synonymous. Given that
the acquisition of the transaction is intentional, and given the Government’s knowledge that such
transactions may also include information that is not to, from, or about a tasked selector, the
acquisition of this additional information is not “inadvertent.” By contrast, the additionally

acquired information is “incidental™ m that it is Tiot the basis for thecoltectionbut-israther-a
necessary yet unavoidable consequence of acquiring foreign communications to, from, or about a
tasked selector. See- Mem. Op. at 40 (concluding that the Government’s minimization
procedures “constitute a safeguard against improper use of information about U.S. persons that is
inadvertently or incidentally acquired”) (emphasis added).” Otherwise, subsection 3(b)(1) of
NSA’s current and proposed minimization procedures would require the destruction of the entire
transaction -- even the very foreign intelligence information that resulted in the transaction’s
acquisition in the first place -- if any discrete communication therein contained United States
person information and was not to, from, or about a tasked selector. AFSHSHOEAT)

Such an absurd result simply cannot be squared with Congress’s explicit intent that non-
pertinent information should be destroyed only if “feasible.” See H.R. Rep. No. 95-1283, pt. 1y
at 56 (“By minimizing retention, the committee intends that information acquired, which is not
necessary for obtaining[,] producing, or disseminating foreign intelligence information, be
* destroyed where feasible.” (emphasis added)). Congress recognized that in some cases, pertinent
and non-pertinent information may be co-mingled in such a way as to make it technolo gically
infeasible to segregate the pertinent information from the non-pertinent information and then

5 The Government notes that at a single point in its June 1 Submission, it incorrectly described the acquisition of 2
discrete communication that is not to, from, or about a tasked selector within a (ransaction to be acquired
“inadvertently.” See June 1 Submission at 13 (“The issue for the Court in light of the above-described nature and
scope of NSA’s upstream collection is whether, in light of a governmental interest ‘of the highest order of
magnitude,’ NSA’s targeting and minimization procedures sufficiently protect the individual privacy interests of
United States persons whose communications are inadvertently acquired.”). However, the Government otherwisc
consistently described the acquisition of such communications as “incidental,” see, e.g., id. at 15 (“NSA’s upstream
collection may incidentally acquire information concerning United States persons within transactions containing
multiple discrete communications, only one of which is to, from, or about a person targeted under Section 702.”); id.
at 19 (“The fact that other, non-pertinent information within the transaction may also be incidentally and
unavoidably acquired simply cannot render the acquisition of the transaction unreasonable.”); id. (“[T]o the extent
that United States person information is incidentally acquired in the acquisition of a whole transaction by NSA’s
upstream collection, such information will be handled in accordance with strict minimization procedures.”). -
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destroy the latter. See id. (“The committee recognizes that it may not be feasible to cut and paste
files or erase part of tapes where some information is relevant and some is not.”). Here, it is not
technologically feasible for NSA to extract, post-acquisition, only the discrete communication
that is to, from, or about a tasked selector within a transaction. Thus, in order for NSA to retain

- the foreign intelligence information within a transaction, it must retain the entire transaction,
including any incidentally acquired information about U.S. persons or persons in the United

States contained therein. {FSHSHANT)—

This incidentally acquired information in transactions is subjected to the same restrictions
on use and dissemination that govern information obtained through other means pursuant to
Section 702 (such as through collection at Internet Service Providers).® The Court has
previously found these restrictions on use and dissemination in NSA’s current minimization
procedures to be consistent with the Act and the Fourth Amendment. See, e.g, Inre DNI/AG

Certification Mem. Op. at 8-12 (USFISC 552010); In
re DNI/AG Certification Mem. Op. at 8-1 3

2009). Of course, the Government sceks the Court’s approvalof revised INSA-Section- .
minimization procedures that would enable NSA analysts to use United States person identifiers

as selection terms if those selection terms are reasonably likely to return foreign intelligence
information. As discussed in its response to question 14 below, the Government respectfully
suggests that these revised NSA minimization procedures are also consistent with the Act and the

Fourth Amendment. (FSASHOEANE)——-

In sum, NSA treats each discrete communication contained within a larger Internet
transaction as a separate communication for purposes of its minimization procedures. Although
it is possible that certain discrete communications containing United States person information
will be retained, as described above, they remain subject to the same restrictions on use and
dissemination imposed by NSA’s minimization procedures. (FSHSHOERAE—

5.2. Once NSA has identified a portion of a transaction that does not contain targeted
information, is it possible to mask or otherwise minimize the non-target information
contained within the transaction?

No. The analytic tools used to display the acquired data to NSA analysts do not have a
capability to mask information or otherwise minimize the non-target information contained
within a transaction. See additional details provided in response to question 6 below.

(ESHSHAF—

8 Moreover, as discussed in response to question 3.b. above, NSA’s inability to separate the discrete
communications post-acquisition also means that the discrete communications are not displayed in NSA’s SC-S5Rs
‘as separate communications, but rather clearly retain their connection to the entirety of the original transaction,
making it more apparent to NSA analysts the discrete communication’s relationship to a tasked selector.
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5.b. Why is NSA unable to delete and replace, or alter, an original transaction that contains
non-target information? See June 1 Submission at 27-28.

The answer to this question is included in the response to question 6 below. (FSHSHAE)-

6. The government states that an Internet transaction that is acquired “is... not divisible
into the discrete communications within it even once it resides in an NSA corporate store.”
June 1 Submission at 22. Please reconcile that statement with the government’s
acknowledgment that “an analyst would . .. be able to copy a portion of the rendered view
of a transaction contained in a NSA corporate store and then paste it into a new record on
a different system.” Id. at 27 n.25. '

As discussed in the example o information on pages 27-28 of the June 1
Submission, the data within such transactions is organized in a fashion meant to be displayed

using which is niot mecessarily a format-in-whieh
discrete communications that may be contamed within the transaction are distinguishable. In
order for NSA to identify and separate a transaction containing multiple communications into
those component parts, the transaction would require processing, parsing, and reformatting for
those components intended for subsequent retention as separate communications. This is true at
the point of acquisition and at any point post-acquisition, including at the point of display to the
analyst, whether the-intent is to separate out a particular communication from the transaction for
e purpose of deleting it, replacing it, masking it, or otherwise altering it. ;

. Absent -apabilities as discussed above, attempts by NSA analysts to delete,
replace or otherwise alter (¢.g., mask or otherwise minimize the non-target information contained
within the transaction) a portion of a transaction intercepted through NSA’s upstream collection
techniques could similarly corrupt the integrity of the collection, destabilizing -- and potentially
rendering unusable -- some or all of the collected transaction, including any particular
communication therein for analytic or other purposes. Maintaining the integrity of original
transactions is paramount to NSA’s retention and dissemination processes. Specifically, NSA
has developed and implemented a comprehensive purge process designed to improve the
completeness of data purges. The efficacy of this process depends in large measure on NSA’s
ability to trace data back to the original object (such as a transaction) in a SIGINT Collection -
Source Systems of Record (SC-SSR). Maintaining the integrity of original transactions is also
important for ensuring quality control of NSA’s foreign intelligence analysis of Internet
communications, which frequently may contain more than one tasked selector or could be used
by more than one analyst, depending on the target, mission, or specific foreign intelligence need
to which it pertains. Thus, preserving the integrity of the data is dependent upon the retention of

the original transaction in its original form as stored in e SC-S R AR e

8
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The government's representation that an Internet transaction that is acquired “is... not
divisible into the discrete communications within it even once it resides in an NSA corporate
store” was intended to convey that it is not technologically feasible for NSA to oreate_
processes to divide transactions into discrefe communications. Footnote 25 on page 27 of the
June 1 Submission refers to the fact that it is possible for individual analysts to copy some of the

information from a transaction in NSA corporate stores into a new document or file stored on a
See, e.g., DNI/AG 702(g) Certification

separate system, such as a [ NG
mof Proceedings at 20-21 qz()m) (fora
discussion of . The fact that such a copy OI cattact can be made,
however, does not mean that the underlying transaction can then be altered in the corporate store.
For example, if an analyst copied a portion of a transaction from an SC-SSR into a _
menpurged the transaction from the SC-SSR, the data copied into the

would likewise have to be purged -- even if it contained foreign

intelligence information copied from a communication to, from, or about a tasked selector --
because it could no longer be traced back to an object present in an SC-SSR. LESHSHOCAE-

7. Please reconcile the government’s statement that the “communicants” of to/from

communications are “the individual users of particular selectors” (see June 1 Submission at
30) with elsewhere in

its response to the Court’s questions (see, €., 1d. a of IP
filtering)).

The Government believes its statement lhat“in
the ca to/from communications is fully consistent with the Government’s description oI Low
NSA hto determine if one end of a
to/from communication is outside of the United States. As stated on page 30 of the June 1
Sybmission, the communicants in to/from communications are the individual users who are the
senders and intended recipients of those communications, rather than_
FSHSHOEAEY

ith respect to IP filtering, however, in many instances it is not possible for NSA to
. See June 1

15CUSSINg

1bmission at 6-7.

As described in the June 1 Submission, there are scenarios under which NSA could
unknowingly and unintentionally acquire a to/from communication in which the sender and all
intended recipients are in the United States at the time of acquisition -- for example, if that

NYT v DOJ, 16 CIV 7020_000422



Approved for public release. All withhield information exempt under b(1) and b(3) except as otherwise noted.

communication 7 In the unlikely event that NSA

does unintentionally acquire such a communication, NSA will purge the communication unless
its continued retention is authorized by the Attorney General in accordance with 50 e

§ 1806(i). If the communication is itself contained within a transaction that contains other
discrete communications, the whole transaction will be purged unless its continued retention is
authorized by the Attorney General in accordance with 50 U.S.C. § 1806(1), regardless of
whether those other discrete communications are foreign. :

? See June 1 Submission at

LANTCA

These factual assertions by NSA are based upoi the assessments o1 iNszx Signals
ence (SIGINT) personnel, who have been involved in NSA’s Section 702 acquisitions

Intellig
' e initiation of that collection, and many of whom have experience

factual assertions in the June 1 Submission are also based on its review of a sampling of Section
702-acquired communications, which is described on page 9 of the June 1 Submission. As is
more fully discussed in that filing, NSA’s review of records between these two tests

records indicative of a non-targeted user m
Further research revealed that the

in the United States.
records were actually copies of the same transaction, and NSA found no indication that any

wholly domestic communications were within this transaction. NSA assesses that the results of

these tests are consistent with the assessments made by NSA’s SIGINT personnel in the June 1

Submission. FSHASHOEHNTY

9. What is the factual basis for NSA’s suggestion that _

? See June 1 Submission at 8 n.9.

. Wescﬂbﬁd, it would be very unlikely for W

in which the sender and all intended recipients are located ms 2 June 1
ubinission at 11. Moreover, with the previously described limited exceptimW

_ see id. at 6 & n.5, NSA analysts have yet to1

communication acquired through NSA’s upstream collection systems. See id. at 9 (noting NSA’s experience to date

‘hine NSA’s fest samples, stating that the only records possibly-indicative-of a United States-based user
id not reveal that any wholly domestic communications had been acquired).

10
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10. The government repeatedly characterizes as “unintentional” NSA’s ¢

ection of
discrete non-target communications as part of transactional acquisitions,

Assuming arguendo that such collection can fairly be characterized as
unintentional, please explain how 50 U.S.C. § 1806(i) applies to the discrete, wholly
domestic communications that might be contained within a particular transaction.

Subsection 1806(i) provides that “[i]n circumstances involving the unintentional
acquisition by an electronic, mechanical, or other surveillance device of the contents of any
communication,® under circumstances in which a person has a reasonable expectation of privacy
and a warrant would be required for law enforcement purposes, and if both the sender and all
intended recipients are located in the United States, such contents shall be destroyed upon
recogpition, unless the Attorney General determines that the contents indicates a threat of death
or serious bodily harm to any person.” (U) '

The Government’s June 1 Submission described for the Court that at the time of
acquisition, NSA’s Section 702 upstream Internet collection devices are generally not capable of
distinguishing transactions containing only a single discrete communication to, from, or about a
tasked selector from transactions containing multiple discrete communications, not all of which

8 Qubsection 1806(i) originally covered only radio communications; but-was-amended in 2008 to cover all
communications to make it technology neutral. See 154 Cong. Rec. $6133 (daily ed. June 25, 2008). (U)

FOP-SECRETHEOMINTHORCONNOFORN-
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may be to, from, or about a tasked selector at the time of acquisition.9 See June 1 Submission at
7, 27-28. The Government considers the acquisition of communications within a transaction that
are not to, from, or about a tasked selector to be incidentally acquired communications.
However, the Government does not intend to acquire transactions containing communications

that are wholly domestic in nature and in fact has implementem means to prevent the
acquisition of such transactions. ' S CO as was the case
involving the ez enor , Or be

ircumvented

nevertheless not intending to acquire wholly domestic commumeations. " in the context of
acquiring Internet transactions containing multiple discrete communications, not all of which
may be to, from, or about a tasked selector, the Government recognizes that subsection 1806(1)
could potentially be implicated to the extent that one of those discrete communications is a
communication in which the sender and all intended recipients were located in the United States
at the time of acquisition. Accordingly, in the event NSA recognizes a wholly domestic

intentionallss

communication which is not to, from, or about a tasked selector which-it-has-unintentienally
acquired in the course of conducting its Section 702 upstream Internet collection, NSA would
handle the entire transaction in accordance with subsection 1806(i) and either purge it or, if
appropriate, seek authorization from the Attorney General to retain it. (TSHSHOCAE)-

NSA’s minimization procedures, adopted by the Attorney General in consultation with
the Director of National Intelligence, allow the Director of NSA to execute a waiver permitting
the retention of wholly domestic communications. See Current and Proposed NSA Minimization
Procedures, § 5. However, this provision applies to the acquisition of domestic communications
when the Government has a reasonable, but mistaken, belief that the target is a non-United States
person located outside the United States because NSA. is intentionally but mistakenly acquiring
such communications.'® This domestic communications carve-out does not apply to an
unintentionally acquired transaction that contains a wholly domestic communication (when
recognized as such by NSA) along with other discrete communications, which is not to, from, or
about a tasked selector. As described previously, NSA’s Section 702 upstream Internet
collection devices are generally incapable of distinguishing transactions containing only a single
discrete communication to, from, or about a tasked selector from {ransactions containing multiple
discrete communications, not all of which may be to, from, or about a tasked selector at the time
of acquisition; moreover, NSA cannot separate transactions containing multiple discrete
communications into logical constituent parts post-acquisition. Thus, in the event that NSA’s
Section 702 upstream Internet collection resulted in the unintentional acquisition of a transaction
containing a wholly domestic communication, consistent with subsection 1806(i), NSA would
purge the entire transaction, unless the Attorney General has authorized its retention after first

9 NSA additionally advised the Court that except in certain limited circumstances, NSA cannot separate transactions
into logical constituent parts post-acquisition either without rendering the transaction unusable for analytic or other
purposes. See June 1 Submission at 27 & n.27. (TSHSHOGEY

10,6, Government’s Analysis of Section 1806(i), PNI/AG 702(g) Certification [ ocket No. 702(7)-08-01,
filed Aug. 28, 2008; Ve Op. at 25-27. :

TOP SECRETHCOMINTH/ORCOMNMNOEORNMN-
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determining that its contents indicated a threat of death or serious bodily harm to any person.]1

~(FSHSHOEAT )

11. Please provide a thorough legal analysis supporting your view that the knowing and
intentional acquisition of large volumes of Internet transactions containing discrete
communications that are neither to, from, nor about a targeted selector (as well as other
information not pertaining to the users of targeted selectors) is merely “incidental” to the
anthorized purpose of the collection as a whole, and therefore reasonable under the Fourth

Amendment.

Fourth Amendment reasonableness is concerned only with the effect on Fourth
Amendment protected interests. Thus, in evaluating reasonableness under the Fourth
Amendment, the relevant issue for the Court in considering the acquisition of communications
incidental to the purpose of this collection is the extent to which such incidental communications

involve United States persons or persons Jocated in the United States: o Mem:--Op-at
37-38 (recognizing that non-U.S. persons outside the United States “are not protected by the
Fourth Amendment” (citing United States v. Verdugo-Urgidez, 494 U.S. 259, 274-75 (1990)).
For the reasons more particularly explained in the Government’s responses to question 1 above
and question 14 below, most of the communications incidentally acquired pursuant to this
collection have no effect on any Fourth Amendment protected interests. The Government
acknowledges that it is possible that a transaction containing multiple discrete communications
only one of which is to, from, or about a tasked selector could contain information pertaining to
United States persons or persons located in the United States. That, however, does not mean that
the acquisition of multiple discrete communications is any more likely to result in the acquisition
of United States person information than in the collection of single, discrete communications to,
from, or about a non-United States person located outside the United States. This is particulatly
true because the technology NSA uses to prevent the acquisition of wholly domestic
communications also acts to limit the acquisition of communications among and between United

States persons. 12_(TSHSHOEAT)

11 gee also the Government’s response to question 7 above, which explains that there are other scenarios under
which NSA could unknowingly and unintentionally acquire a wholly domestic communication. In the unlikely
event that NSA does unintentionally acquire such a communication, NSA will purge the communication upon
recognition unless its continued retention is authorized by the Attorney General in accordance with subsection
1806(i). If the communication is itself contained within a transaction that contains other discrete communications,
the whole transaction will be purged unless its continued retention is authorized by the Attorney General in
accordance with subscction 1806(i), regardless of whether those other discrete communications are foreign.

(TSHSHOCAT

12 For example, the Court has expressed particular concern regarding the acquisition of

13
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Moreover, even with respect to those instances in which U.S. person information is
acquired, courts in both the FISA and criminal (Title III) contexts have reco gnized that the
acquisition of communications incidental to the purpose of a collection may be necessary to
achieve the goal of a search or. surveillance, as well as reasonable under the Fourth Amendment.
See, e.g., In re Directives Pursuant (o Section 105B of the Foreign Intelligence Surveillance Act,
551 F.3d 1004, 1015 (Foreign Int. Surv. Ct. Rev. 2008) (hereinafter “Inn re Directives™) (“It is
setfled beyond peradventure that incidental collections occurring as a result of constitutionally
permissible acquisitions do not render those acquisitions unlawful.”) (citations omitted)); United
States v. Bin Laden, 126 F. Supp. 2d 264, 280 (S.D.N.Y. 2000), aff’d sub nom. In re Terrorist
Bombings of U.S. Embassies in East Africa, 552 F.3d 157 (2d Cir. 2008), cert. denied sub nom.
El-Hage v. United States, 130 S.Ct. 1050 (2010) (“[I]ncidental interception of a person’s
conversations during an otherwise lawful [Title IIT] surveillance is not violative of the Fourth

Amendment.”) ~(FSHSHOEATE)

In cases where NSA acquires Internet transactions that include multiple discrete

1} 4
about

communications, the Government considers any discrete commuiications not to; frony;-or
the tasked selector to be incidentally acquired. Specifically, the Government’s purpose in
acquiring such a transaction is to acquire the foreign intelligence information likely contained
within the discrete communication to, from, or about a tasked selector. However, because it is
technologically infeasible for NSA’s upstream collection systems to extract only the discrete
communication that is to, from, or about a tasked selector, the only way to obtain the foreign
intelligence information in that discrete communication is to acquire the entire transaction. Thus,
the acquisition of the other discrete communications within the transaction is properly considered
“incidental,” because it is a necessary but unavoidable consequence of achieving the
Government’s goal of acquiring the foreign intelligence information contained within the

discrete communication to, from, or about a tasked selector. See H.R. Rep. No. 95-1283, pt. 1, at
55 (1978) (noting that “in many cases it may not be possible for technical reasons to avoid
acquiring all information” when conducting foreign intelligence surveillance); see alsoid. at 56
(“[I]t may not be possible or reasonable to avoid acquiring all conversations.”); ¢f. United States
v. McKinnon, 721 F.2d 19; 23 (1st Cir. 1983) (“Evidence of crimes other than those authorized in
a [Title IIT] wiretap warrant are intercepted ‘incidentally’ when they are the by-product of a bona

 fide investigation of crimes specified in a valid warrant.”). (ESHSHOEAE)-

That is not to say, however, that the acquisition of non-pertinent information is
reasonable in all cases simply because the collection of that information is “incidental” to the
purpose of the search. United States v. Ulrich, 228 Fed. Appx. 248, 252 (4th Cir. 2002) (noting
that “fishing expeditions” or “a random exploratory search or intrusion” violate the Fourth
Amendment) (quotation marks omitted). Here, NSA’s acquisition of transactions is conducted in
accordance with FISC-approved targeting procedures reasonably designed to ensure that the
acquisitions are directed “toward communications that are likely to yield the foreign intelligence
information sought, and thereby afford a degree of particularity that is reasonable under the
Fourth Amendment.” -Mem. Op. at 39-40 (footnote omitted). The fact that such
_ {ransactions may contain non-pertinent information -- even in significant amounts -- does not by
itself render the acquisition of those fransactions unteasonable under the Fourth-Amendment.
See Scott v. United States, 436 U.S. 128,140 (1 978) (recognizing that “there are surely cases,

FOP-SECRETHCOMINTHORCON/NOEORN
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such as the one at bar [involving a Title III wiretap], where the percentage of nonpertinent calls
is relatively high and yet their interception was still reasonable’); Abraham v. County of .
Greenville, 237 F.3d 386, 391 (4th Cir. 2001) (“[Incidental overhearing is endemic to
surveillance.”); United States v. Doolittle, 507 F.2d 1368, 1372 (5th Cir. 1975) (“There is no
question that some irrelevant and personal portions of gambling conversations were intercepted
or that certain nonpertinent conversations were intercepted. But this is inherent in the type of
interception authorized by Title III, and we do not view the simple inclusion of such
conversations, without more, as vitiating an otherwise valid wiretap.”)”; see also, e.g., Board of
Educ. v. Earls, 536 U.S. 822, 837 (2002) (“[TIhis Court has repeatedly stated that reasonableness
under the Fourth Amendment does not require employing the least intrusive means, because the
logic of such elaborate less-restrictive-alternative arguments could raise insuperable barriers to

~ the exercise of virtually all search-and-seizure powers.”) (internal quotations marks omitted)).

—(TSHSHOEAT— :

As such, the incidental collection at issue here is reasonable under the Fourth

Amendment because it is a necessary and unavo1daDEIW'ﬁthIct‘oﬁ\*SAJ-S"effoerbtaﬁﬁh&——
foreign intelligence information contained within a discrete communication that is a part of 2
larger transaction which could contain non-pertinent communications. See United States v.
Wuagneux, 683 F.2d 1343, 1352-53 (1 Ith Cir. 1982) (observing that “a search may be as
extensive as reasonably required to locate the items described in the warrant,” and on that basis
concluding that it was “reasonable for the agents [executing the seatrch] to remove intact files,
books, and folders when a particular document within the file was identified as falling within the
scope of the warrant™); United States v. Beusch, 596 F.2d 871, 876-77 (9th Cir. 1979) (rejecting
‘argument that “pages in a single volume of written material must be separated by searchers so
that only those pages which actually contain the evidence sought may be seized”). Morcover, as
described in the response below, NSA takes the steps it can to ensure that it conducts its Section
702 upstream collection in a manner that minimizes the intrusion into the personal privacy of

United States persons. {FSHSHOCANE)

12. The statute requires the targeting procedures to “he reasonably designed to ensure that
any acquisition . . . is limited to targeting persons reasonably believed to be located outside
the United States and [to] prevent the intentional acquisition of any communication as to
which the sender and all intended recipients are known at the time of the acquisition to be
located in the United States.” 50 U.S.C. § 1881a(d)(1). How can procedures that
contemplate the knowing acquisition of huge volumes of transactions that will include
quantifiable amounts of information relating to non-targets, including information of or
about U.S. persons abroad or persons located in the United States, meet this statutory

requirement?

13 These cases upholding the Fourth Amendment reasonableness of Title III surveillances that resulted in the

acquisition of significant amounts of nonpertinent communications are particularly noteworthy given that Title
Tain’s requirement to minimize the acquisition of such communications is considerably stricter than FISA’s. See
H.R. Rep. 95-1283, pt. 1, at 56 (“Itis recognized that given the nature of intelligence gathering, minimizing

acquisition should not be strict as under [Title IIT) with respect to law enforcement surveillances.”). FSHSHANT)-
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- For the reasons more particularly discussed in its response to question 1.b.ii. in the June 1
Submission, which took into account the means by which communications to, from, or about a
tasked selector are acquired through NSA’s upstream Internet collection techniques, the
Government respectfully submits that NSA’s targeting procedures are reasonably designed to
ensure that an authorized acquisition is limited to targeting persons reasonably believed to be
located outside the United States, and to prevent the intentional acquisition of any
communication as to which the sender and all intended recipients are known at the time of the
acquisition to be located within the United States. See June 1 Submission at 3-12, 20-24. As-
discussed in the Government’s June 1 Submission, for acquisition of both to/from
communications and abouts communications, the person being “targeted” is the user of the
tasked selector, who, by operation of the targeting procedures, is a non-United States person
reasonably believed to be located outside the United States. See June 1 Submission at 3-4. This
remains true for all Section 702 upstream acquisitions, including the acquisition of transactions
containing several discrete communications, only one of which may be to, from, or about the

user of a tasked selector. {(FSHSHAES-

Specifically, the sole reason a transaction is selected for acquisition is that it contains the
presence of a tasked selector used by a person who has been targeted in accordance with NSA’s
targeting ]t)rocedur{z.‘;.14 Indeed, at the time a transaction is acquired, NSA cannot always know
whether the transaction includes other data or information representing communications that are
not to, from, or about the target, let alone always have knowledge of the parties to those
communications. CiMem. Op. at 18-19 (noting that with respect to abouts
communications, “the government may have no knowledge of [the parties to a communication]
prior to acquisition”). It therefore cannot be said that the acquisition of a transaction containing
multiple discrete communications results in the intentional targeting of any of the parties to those
communications other than the user of the tasked selector. Cf. Bin Laden, 126 F. Supp. 2d at 281
(acknowledging that in light of United States v. Verdugo-Urquidez, 494 U.S. 259, 265 (1990),
and Title III “incidental interception” case law, overseas surveillance of a United States person
terrorism suspect would have posed no Fourth Amendment problem “if the Government had not
been aware of [his] identity or of his complicity in the [terrorism] enterprise”). The fact that a
transaction acquired pursuant to the targeting procedures may also contain communications to,
from, or about persons other than the user of the tasked selector does not mean those persons are
likewise being targeted by that acquisition. Cf H.R. Rep. No. 95-1283, pt.'1, at 50 (explaining,
with regard to electronic surveillance as defined by 50 U.S.C. § 1801(H)(1), that “[t]he term
‘intentionally targeting’ includes the deliberate use of surveillance techniques which can monitor
numerous channels of communication among numerous parties, where the techniques are
designed to select out from among those communications the communications to which a
particular U.S. person located in the United States i§ a party, and where the communications are

16

NYT v DOJ, 16 CIV 7020_000429



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

—FOP-SECRETHEOMINTHORCONMNOFORN

selected either by name or by other information which would identify the particular person and
would select out his communications”). Rather, as discussed in the response to question 11
above, the acquisition of such non-pertinent communications is incidental to the purpose of the
collection as a whole and therefore reasonable under the Fourth Amendment. <(FSHSHAE

Similarly, to the extent that one of the discrete non-pertinent communications within an
acquired transaction is a communication in which the sender and all intended recipients were
located in the United States at the time of acquisition, the acquisition of this wholly domestic
communication would be incidental and, as discussed in response to questioni 0 above,
unintentional. NSA’s targeting procedures require that, in conducting upstream collection of
abouts communications, NSA either employ “an Internet Protocol filter to ensure that the person

+ seeks to obtain foreign intelligence information is located overseas” or ‘ﬂ
E.g., Amendment 1 to DNI/AG 702(g)

Certification Ex. A, filed 2010, at 1-2; see also
Mem. Op. at 19. The Court has previously found that these neans were

“reasonably designed to prevent the intentional acquisition o1 conmmunications as to- which-att

parties are in the United States,” while recognizing that it is ‘g et sible that a wholly
ﬁiiﬁi iﬁiinunication could be aciuired as a result of the

Mem. » 1,17, As discussed in the

ubmission, apart from one exception mnvolving
% NSA analysts have yet to identify a wholly domestic communication acquired

through NSA’s upstream collection systems. See June 1 Submission at 8-9. Accordingly, the
Government continues to believe that NSA’s means for preventing the acquisition of
wholly domestic communications remain efficacious, and that the theoretical scenarios in which
NSA would acquire a wholly domestic communication do not prevent the Court from continuing
to find that NSA’s targeting procedures are reasonably designed to prevent the intentional
acquisition of communications as to which the sender and all intended recipients are known at

the time of acquisition to be in the United States. (ESHSHOEMNTT

* To the extent that NSA does unintentionally acquire and then recognize such a wholly
domestic communication within an acquired transaction, as described in response to question 10
above, NSA would be required to purge the entire transaction, unless the Attorney General
determined “that the contents indicate[d] a threat of death or serious bodily harm to any person.”

—~(FSHSHOEAEY-

13. In its discussion of the Fourth Amendment, the government asserts that “upstream
collection” in general is “an essential and irreplaceable means of acquiring valuable foreign
intelligence information that promotes the paramount interest of protecting the Nation and
conducting its foreign affairs.” June 1 Submission at 16.

a. To what extent can the same be said for the acquisition of Internet transactions [N
) in particular?

_TQP-SEGREIPHG%HNTHORW

i)
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b. Is the acquisition of Internet transactions via upstream collection the only source for
certain categories of foreign intelligence information? If so, what categories?

¢. Please describe with particularity what information NSA would acquire, and what
information NSA would not acquire, if NSA were, in comparison to its current

collection, to limit its achsiﬁonMiiiiiﬁicaﬁons to: ili aciuisiﬁons
nducted with the assistance of
about tasked selectors that are

(id. at 2, n.2).

The Government’s assertion that upstream collection is “an essential and irreplaceable means
of acquiring valuable foreign intelligence information that promotes the paramount interest of
protecting the Nation and conducting its foreign affairs” is equally applicable to its acquisition of
Internet transactions. This is true because the Government’s acquisition of Internet transactions

1

is not a subset of its upstream collection of Internet communications. Instead, gequisitionof
Internet transactions is the technical means by which all upstream collection of Internet

communications accounts are acquired. (FSHSHANE)-

Section 702 upstream collection of Internet communications provides NSA with certain
types of information (further described below) which are extremely valuable to its national
security mission. Disseminated end product reports derived from this collection have proven to
be of critical value to high-level customers, including the White House, State Department, Joint
Chiefs of Staff, the National Counterproliferation Center, Central Intelligence Agency (CIA),
Defense Intelligence Agency, Federal Bureau of Investigation (FBI), and others. In addition,

_

Section 702 upstream collection offers unique opportunities to detect target information,
including but not limited to the following examples: s
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recognized, NSA’s upstream collection is “uniquely capable of acquiring certain types of

targeted communications containing valuable foreign intelligence information.” In re DNI/AG
Certification

I 0 -2 (U5715C "
(emphasis added; internal citations omitted).

Additionally, NSA’s Section 702 upstream collection would not acquire many of the
above categories of communications, and thus the foreign intelligence contained within these

communications, if NSA’s upstream collection were limited to acquisition solely of discrete
communications to, from, or about tasked selectors that are

referenced in footnote 2 on page 2 o! tlle Iune l !u!mmsmn. !!urrelnlgyll,

(TS//SU/NF)
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The Court’s question asks for “categories of foreign intelligence information™ that can be
obtained exclusively throngh NSA’s acquisition of Internet transactions via upstream collection.
This is a difficult question to answer, as types of foreign intelligence may be conveyed through a
ari munication means. For example, AT

as described above, it is entirely possible that this co
be acquired through NSA’s Section 702 upstream collection of communications other than those

Tn an effort to fully answer the Court’s question, however, the Government respectfully
submits the following examples of instances where NSA has obtained substantial foreign
intelligence information from Section 702 upstream collection. The examples detail only a few

20 -
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of the many instances in which Section 702 upstream collection has provided such substantial

foreign intelligence. In many of these exam les, Section 702 upstream collection provided
important leads that led to h Although all forms of
Section 702 upstream collection have proved to be of critical Importance to the NSA’s national
security mission, the examples below involve the acquisition by Section 702 upstream collection
of communications other than

CFSHSHAN
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e

14. The Fourth Amendment also requires the Court to examine the nature and scope of the
intrusion upon protected privacy interests. How can the Court conduct such an assessment
if the government itself is unable to describe the nature and scope of the information that is
acquired or the degree to which the collection includes information pertaining to U.S.
persons or persons located in the United States? :

Although, as discussed above, it is difficult for the Government to fully describe to the
Court every possible type of information that may be contained within a transaction acquired
through NSA’s upstream collection, the Government respectfully suggests that the Court can
nonetheless assess whether NSA’s upstream collection of such transactions is reasonable under

the Fourth Amendment ~FSH#SHOEANT)

First, the Supreme Court has recognized that an appreciation of all of the possible ways a
search can intrude upon interests protected by the Fourth Amendment is not an indispensable
component of assessing the reasonableness of the search. See Dalia v. United States, 441 U.S. .
238, 257 (1979) (“Often in executing a warrant the police may find it necessary to interfere with
privacy rights not explicitly considered by the judge who issued the warrant.”); ¢f. Payton v. New
York, 445 U.S. 573, 601-02 (1980) (recognizing that “for Fourth Amendment purposes, an atrest
warrant founded on probable cause implicitly carries with it the limited authority to enter a
dwelling in which the suspect lives when there is reason to believe the suspect is within,” even
though “an arrest warrant requirement may afford less [privacy] protection than a search warrant .
requirement”). Thus, the Government respectfully suggests that the Court can assess the Fourth
Amendment reasonableness of NSA’s upstream collection even if the Government cannot fully
describe every possible type of information that collection may acquire. (FSHSHHOSANE)—
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Moreover, while it may be difficult for the Government to describe the full scope of the
types of information that may be acquired by NSA’s upstream collection, it is nevertheless
possible to ascertain the degree to which that information would pertain to United States persons
or persons located in the United States. For the reasons discussed below, the Government does
not believe that information about United States persons or persons located in the United States .
would be acquired through NSA’s upstream collection of transactions to a greater degree, in
relative terms, than other types of communications acquired under Section 702 ~(FSHSHHOEAT

First, certain transactions are acquired because they contain a discrete communication to
or from a tasked selector used by a person who, by virtue of the application of NSA’s FISC-
approved targeting procedures, is a non-United States person reasonably believed to be located
outside the United States. This Court has recognized that “the vast majority of persons who are
located overseas are non-United States persons and that most of their communications are with
other, non-United States persons, who are located overseas.” In re Directives to Yahoo! Mem.
Op. at 87 (footnote omitted). Accordingly, it is reasonable to presume that most of the discrete -

communications that may be within the acquired transaction are between non-United Stafcs
persons located outside the United States. Second, with respect to transactions that contain a
discrete communication about a tasked selector, the technical means by which NSA prevents the
intentional acquisition of wholly domestic communications is to ensure that the acquisition of
transactions is directed at persons reasonably believed to be located outside the United States.
Again, these individuals reasonably can be presumed to be non-United States persons, and most
of their communications can be presumed to be with other non-United States persons located
outside the United States. Jd. This combination of targeting non-United States persons located
outside the United States and directing acquisitions at persons located outside the United States

- operates to significantly diminish the likelihood that information pertaining to United States
persons or persons in the United States will be acquired. ~(ESHSHOEAT)

To be sure, it is possible that a transaction containing multiple discrete communications
only one of which is to, from, or about a tasked selector could contain information pertaining to
United States persons or persons in the United States. That, however, does not by itself mean
that the volume of such information in transactions will be greater than in the collection of other

es of communications that have previously been discussed and approved.

Moreover, the fact that within an acquired transaction there may be multiple discrete
communications containing information pertaining to United States persons or persons in the
United States cannot by itself render the acquisition of that transaction unreasonable under the
" Fourth Amendment. As discussed above, the acquisition of such information is incidental to the -
purpose of the transaction’s acquisition -- the acquisition of the discrete communication(s) to,

43
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from, or about a tasked selector within the transaction. See In re Directives, 551 F.3d at 1015
(“It is settled beyond peradventure that incidental collections occurring as a result of
constitutionally permissible acquisitions do not render those acquisitions unlawful.”) (citations

omitted)). (TSH#SHOCANE)—

In any event, any information pertaining to a United States person or person located in
the United States present in a transaction containing multiple discrete communications would be
handled under the NSA minimization procedures in the exact same manner as if that information
appeared in a discrete communication to, from, or about a tasked selector. For example, the use

and dissemination of United States person information acquired from H
. would be subject to the same restrictions as United States person mformation acquire i

~(ESHSHOEAHE)

15. In light of the government’s emphasis on the limited querying ol Section 702
acquisitions that is currently permitted (see June 1 Submission at 23), why is it reasonable
and appropriate to broaden the targeting procedures to permit querying using U.S.-person
identifiers? :

Although NSA’s current minimization procedures prohibit the use of United States
person names or identifiers to retrieve any Section 702-acquired communications in NSA
systems, see Current NSA Minimization Procedures, § 3(b)(5), the statute requires.no such
limitation. Rather, it is reasonable and appropriate for the Court to approve the Government’s
proposal to enable NSA analysts to use United States person identifiers as selection terms
because the request is consistent with the statutorily required minimization procedures. See
Proposed NSA Minimization Procedures § 3 (b)(5) (providing, in pertinent part, that “[clomputer
selection terms used for scanning, such as telephone numbers, key words or phrases, or other
discriminators, will be limited to those selection terms reasonably likely to return foreign
intelligence information. Any United States person identifiers used as terms to identify and
select communications must be approved in accordance with NSA procedures.”) (emphasis

added). {LSHSTHOCATF

Minimization procedures must be designed to minimize the acquisition and retention, and
prohibit the dissemination, of nonpublicly availably information concerning unconsenting United
States persons consistent with the need of the United States to obtain, produce, and disseminate
foreign intelligence information. 50 U.S.C. § 1801(h)(1). Where, as here, “it may not be
possible for technical reasons to avoid acquiring all information,” Congress has recognized that
minimization procedures “must emphasize the minimization of retention and dissemination.”
H.R. Rep. No. 95-1283, pt. 1, at 55. Congress also acknowledged that “a significant degree of
latitude be given in counterintelligence and counterterrorism cases” with respect to retention and
dissemination of information. Id, at 59. In light of such latitude, “rigorous and strict controls™
should -- and will -- be placed on the retrieval of United States person information and “its
dissemination or use for purposes other than counterintelligence or counterterrorism:™ 7d.

FOP-SECRETHCONINTHORCON/NOTFORN
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With respect to acquisition, the Government’s proposal to use United States person
identifiers as selection terms does not broaden the scope of what the Government can acquire
under the certifications. Because, for the reasons detailed above, it is not possible “to avoid
acquiring” the incidentally obtained information, the focus will be on the retention and
dissemination provisions of the procedures. /d. at 55. Asa general matter, NSA’s minimization
procedures contain detailed provisions regarding the retention and dissemination of United States
person information that the Court has previously approved. See, e.gMem. Op. at 21-32,
40-41. In addition, the Government’s proposal provides that United onidentifiers
may only be used “in accordance with NSA procedures” governing the circumstances under
which U.S. person information can be queried. Although the Government is still developing
such procedures, and NSA analysts will not begin using United States identifiers as selection
terms until they are completed, the Government will ensure that the procedures contain “rigorous
and strict controls” for the retrieval and dissemination of United States person information to
ensure that only selection terms likely to produce foreign intelligence information are retrieved,
and dissemination is limited to counterintelligence and counterterrorism purposes. Moreover,

the Government’s proposed changes to NSA’s minimization procedures require that NSA
maintain records of all United States person identifiers approved for use as selection terms and
that NSD and ODNI conduct oversight of NSA’s activities. See Proposed NSA Minimization

Procedures § 3(b)(5). (TSHSHOEAE)-

16. The government acknowledges that it previously “did not fully explain all of the means
by which . . . communications are acquired through NSA’s upstream collection techniques”
(June 1 Submission at 2), yet states that the “[Attorney General] and [Director of National
Intelligence] have confirmed that their prior authorizations remain valid” (id. at 35). At
the time of each previous Certification under Section 702, were the Attorney General and

the Director of National Intelligence aware that the acquisitions being approved included
Internet “transactions” _? If so, why was the Court not informed?
If not, why are the prior Certifications and co ections still valid?

The Government acknowledges that its prior representations to the Coutt -- and to the
Attorney General and Director of National Intelligence -- regarding the steps NSA must take in
order to acquire single, discrete communications to, from, or about a tasked selector did not fully
explain all of the means by which such communications are acquired through NSA’s upstream
Internet collection techniques. See June 1 Submission at 2. That said, foi the reasons described

in the answer to question 5 in the June 1 Submission, both the prior Certifications and collection
remain valid. See June 1 Submission at 31-38. (FSHSHOCANE)-

The Certifications executed by the AG and DNI and submitted to the Court for approval
were based on an understanding that Section 702 collection would, at a minimum, acquire
discrete communications that are to, from, or about a tasked selector. As described in detail
previously, due to certain technological limitations, in general the only way that NSA can
acquire certain Internet communications upstream that are to, from, or about a tasked selector is
by acquiring an Internet transaction which may include a single, discrete communication to; from;
or about a tasked selector (e.g., an e-mail message) or may include several discrete
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communications, only one of which may be to, from, or about a tasked selector.” See June 1
Submission at 27-28. In this respect, the acquisition is comparable to the Government’s seizure
of a video, book, or intact file that contains a single photo, page, or document that a search
warrant authorizes the Government to seize. See, e.g., United States v. Rogers, 521 F.3d 5, 10
(1st Cir. 2008) (concluding that a videotape is a “plausible repository of a photo” and that
therefore a warrant authorizing seizure of “photos” allowed the seizure and review of two
videotapes, even though warrant did not include videotapes); Wuagneux, 683 F.2d at 1353
(holding that it was “reasonable for the agents to remove intact files, books and folders when a
particular document within the file was identified as falling within the scope of the warrant.”);
United States v. Christine, 687 F. 2d 749, 760 (3d Cir. 1982) (en banc) (emphasizing that “no
tenet of the Fourth Amendment prohibits a search merely because it cannot be performed with
surgical precision. Nor does the Fourth Amendment prohibit seizure of an item, such as a single
ledger, merely because it happens to contain other information not covered by the scope of the
warrant.”); United States v. Beusch, 596 F.2d 871, 876-77 (9th Cir. 1979) (rejecting argument
that “pages in a single volume of written material must be separated by searchers so that only

those pages which actually contain the evidence may be seized”). None of these cases even it
fhat the warrant is somehow invalid because the magistrate did not know in advance that the
search or seizure of authorized documents or photos would also encompass the search or seizure
of additional, intermingled documents or photos, even in cases where such documents could
have been physically separated from the larger files or books in which they were contained.
Rather, it is well-established that warrants need not state with specificity the precise manner of
execution, and, so long as it is reasonable, a search or seizure will be upheld even if conducted in
a manner that invades privacy in a manner not considered at the time the warrant was issued.
See United States v. Grubbs, 547 U.S. 90, 98 (2006) (“Nothing in the language of the
Constitution or in this Court’s decisions interpreting that language suggests that, in addition to
the [requirements set forth in'the text], search warrants also must include a specification of the
precise manner in which they are to be executed.”) (citation omitted); Dalia, 441 U.S. at 259
(“Often in executing a warrant the police may find it necessary to interfere with privacy rights
not explicitly considered by the judge who issued the warrant.”). {FSHSHOEMT—

Moreover, having considered the additional information that is being presented to this -
Court, the AG and DNI have confirmed that the collection fully complies with the statutory
requirements of Section 702, as well as the Fourth Amendment, and that therefore the prior
Certifications and collection remain valid. See June 1 Submission at 35. <FSHSHOEANE)

As discussed previously, transactions are only acquired if they contain at least one
discrete communication to, from, or about a tasked selector. Each tasked selector has undergone
review, prior to tasking, to ensure that the user is a non-United States person reasonably believed
to be outside the United States. Moreover, with respect to “abouts communications,” the
targeting procedures are also reasonably designed to prevent the intentional acquisition of any
communication as to which the sender and all intended recipients are known to be located in the

17

26

NYT v DOJ, 16 CIV 7020_000439



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

—TOP-SECRETHCOVENT/OREONMNOFORN-

United States at the time of acquisition. See id. at 3-12, 28-30. Just as the Government’s
acquisition of an entire book based on the fact that a single page falls within the scope of the
warrant does not call into question the warrant’s specificity, the incidental acquisition of
additional communications that are not to, from, or about the tasked selector does not negate the
validity of the targeting procedures that are relied on to acquire a particular transaction.

(TSHSHOEAE)

Moreover, the AG and DNI have confirmed that the additional information regarding
incidentally acquired communications does not alter the validity of their prior Certifications. See
id at 35. As discussed in detail previously, the minimization and targeting procedures fully
comport with all of the statutory requirements, including the requirement that the targeting
procedures are reasonably designed to prevent the intentional acquisition of any communication
as to which the sender and all intended recipients are known at the time of the acquisition to be
located within the United States, see id. at 3-12, 20-24; and the procedures and guidelines are

consistent with the requirements of the Fourth Amendment, see id. at 13-24. (FSHSHOEAT)—
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURTW 1, P20
aqi ULty PRI
WASHINGTON, D.C. B

MOTION FOR ORDERS EXTENDING TIME LIMITS PURSUANT

TO 50 U.S.C. §1881a(j)(2) 4S)-

THE UNITED STATES OF AMERICA, through the undersigned Department of
Justice attorney, respectfully moves the Court to issue orders pursuant to 50 U.S.C.
§ 1881a(j)(2) of the Foreign Intelligence Surveillance Act of 1978, as amended (the Act),
extending to September 20, 2011, the time limits for the Court to complete its review of
and issue orders concerning DNI/AG 702(g) Certiﬁcation_ and
the amendments to their respective predecessor certifications. As discussed below, the
government respectfully submits that there is good cause for the extensions of the time

limits, and that such extensions would be consistent with national secu rity. (SHOEMNT—

Classified by:

Reason:
Declassify on:
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I. Procedural Background S}
A. The 2011 Reauthorization Certifications and Related Amendments {5}

On April 20, 2011, the government submitted to the Court DNI/AG 702(g)

Certification -were the targeting and minimization procedures to be used by the
National Security Agency (NSA), Federal Bureau of Investigation (FBI), and Central

Intelligence Agency (CIA) under that certification. DNI/AG 702(g) Certificatio-

reauthorizes DNI/AG 702(g) Certificatiox_

Wh‘lCh was set to expire on [JJlj 2011. In accordance with 50 U.S.C.

§ 1881a(g)(2)(D)(i), DNI/AG 702(g) Certification -also included an effective date
for the authorization that is at least thirty days after its submission to the Court --i.e.,

I 2011.-(SHOEAN)-

DNI/AG 702(g) Certification [l also included amendments to its predeceésor

certifications, DNI/AG 702(g) Certification_ Specifically, these

amendments authorize the use of the minimization procedures attached as Exhibits B

and E to DNI/AG 702(g)_Certificatior- in connection with foreign intelligence

—FOP-SECRETHCOMINT/HORCONINOFORN—
T
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information acquired in accordance with DNI/AG 702(g) Certifications [ D

Bl 1hese amendments also have an effective date of [l 2011. (SHOSANFY
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B. Two Matters Reported to the Court {5~
1. Overcollection of_—(ls%%’ﬁ‘

On April 19, 2011, the government filed with the Court pursuant to Rule 13(b) of
the Rules of Procedure for the Foreign Intelligence Surveillance Court, a preliminary
notice of two compliance incidents, both of which concern NSA'S collection of-
B (o, in addition to targeted communications, contain communications
that are not to, from, or about selectors tasked for acquisition in accordance with section

702 of the Act. One of these incidents concerns NSA's overcollection of ||

R - BRI SRR SRR
B | (he covernment respectfully incorporates herein by
reference this notice dated April 19, 2011. (FSHSHOEANE

2. Clarification Concerning Upstream Collection {FSLSH/NE)-

On May 2, 2011, the government filed, pursuant to Rule 13(a) of the Rules of
Procedure for the Foreign Intelligence Surveillance Court, a preliminary notice
clarifying certain facts concerning NSA's upstream collection of electronic
communications. Specifically, this notice provided the .COUI't with additional details

concerning one specified category of Internet communications NSA acquires through its

e R i

~ !'T'he other incident reported in this notice concerned N5A's overcollection o_f___ :
I O March 15, 2011, NSA terminated collection
Rl R R R e s SE R ’
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N, /s stated in the notice, at that time,

NSA, NSD, and ODNI were still reviewing this matter and assessing its import,
including what effect, if any, this type of Internet communications collection has on the
efficacy of the means by which NSA prevents the intentional acquisition of Internet
communications where the sender and all intended recipients are known at the time of
acquisition to be located in the United States. The government respectfully iﬁcorporates
hereiﬁ by reference this notice dated May 2, 2011. {FS//SH/OC/ANT

C. Prior Motion to Extend +(S)

On May 5, 2011, the government filed with the Court a motion to extend the time
limits for the Court to complete its review of DNI/AG 702(g) Certificatior | il
B O May 9, 2011, the Court approved this motion, extending until
July 22,2011, the time limits to complete its review of these certifications. The
government respectfully incorporates herein by reference the government's motion of
May 5, 2011, and the Court's orders of May 9, 2011, approving this motion.~5)~

D. Subsequent Filings with the Court {5}~

On May 9, 2011, the Court issued a briefing order that required the government
to submit responses to specific questions about both thejjj N and upstream
collection matters described above. In accordance with the Court's order, the

government filed its response on June 1, 2011. On June 17, 2011, the Court provided the

government with additional questions about the government's representations

TOP-SECRET/COMENT/ORCONNOFORN-
— 6 — . -
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regarding aspects of NSA's upstream collection. The government filed responses to
these additional questions on June 28, 2011. The government respectfully incorporates

herein by reference these four documents. <TS/SH/OCANE)—

II. The Issuance of Orders Under 50 U.S.C. § 1881a(j)(2) is Appropriate in These
Cases {5)

Upon the government's submission of DNI/AG 702(g) Certification -on
SRIBDRIN - = e e
Bl (e thirty-day time periods in which the Court is required to review the
certifications began to run. See 50 U.S.C. § 1881a(i)(1)(B). The thirty-day time periods
for the Court to review the amendments to the predecessor certifications also began to
run on those same dates. See id. § 1881a(i)(C). Accordingly, the time limit for the Court

to complete its review of DNI/AG 702(g) Certification [ lJland the amendments to its
predecessor certifications was May 20, 2011. _
BT R O R I R R
G P A N e
{SHOEAET
The Court may, however, "extend[] that time as necessary for good cause in a
manner consistent with national security." 50 U.S.C. § 1881a(j)(2). As discussed above,
by orders dated May 9, 2011, the Court extended the time limits until July 22, 2011, to

—review DNI/AG 702(g) Certification_-and- the amendments———

to their respective prior certifications. For the following reasons, the government
“TOP SECRET/COMINT//ORCONINOFORN—
= > ;
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respectfully submits that there is good cause for further extensions of the time limits,
and that such extensions would be consistent with national security. {5/OCAE)—

A. There Is Good Cause for the Court to Further Extend the Time Limits for Its
Review {5)-

The government believes that there is good cause for the Court to further extend
the deadlines for the Court to complete its review of DNI/AG 702(g) Certifications-
B - the amendments to their respective predecessor certifications,
Specifically, as explained below, the government intends to supplement the record
concerning the matters discussed above in a manner that will aid the Court in its review
and in making the determinations necessary to issue orders under 50 U.S.C.

§ 1881a(i)(3). However, the government will not be in a position to supplement the
record until after July 22, 2011. {SHOCANF—

On July 8,' 2011, the Court orally invited the Government to supplement the
record in this matter by providing additional information further responding to the
Court’s June 17 questions about the nature and scope of the types of communications
NSA acquires through its upstream collection systems. The Government is currently in
the process of compiling this additional information. In addition, the Government is
examining whether enhancements to NSA's systems or processes could be made to
further ensure that information acquired through NSA's upstream collection is handled

~in-accordance with the requirements of the Act. However, neither of these efforts will
be completed until after July 22, 2011. {SHOESHF)
—FOP-SECRETHCOMENT/ORCONINOFORN-
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B. Extending the Time Limit for the Court's Review Is Consistent with
National Security. {5}

As this Court has recognized, "[t]he government's national security interest in
conducting these acquisitions [under section 702] 'is of the highest order of magnitude."

In re DNI/AG Certification [ llll No. 702(i)-08-01, Mem. Op. at 37 (USFISC Sept. 4,

2008) (quoting In re Directives Pursuant to Section 105B of the Foreign Intelligence

Surveillance Act, 551 F.3d 1004, 1012 (FISA Ct. Rev. 2008)). For example, the foreign

intelligence information the government acquires under DNI/AG 702(g) Certification

.Affidavit of Lt. General Keith B. Alexander, Director, NSA, | 6. SHOSHNTY

Were the Court to issue orders under 50 U.S.C. § 1881a(j)(2) extending the time
limits for its review of the certifications and related amendments so that the Court could
consider these additional materials, the authorizations in the certifications being

reauthorized, DNI/AG 702(g) Certification _, would, by

operation of 50 U.S.C. § 1881a(i)(5)(B), continue despite their expiration dates.? The

2 The government's filing of DNI/AG 702(g) Certification [l on April 20, 2011,
comported with 50 U.S.C. § 1881a(i)(5)(A), which

requires that if the government secks to reauthorize an authorization issued under 50 U.5.C. § 1881a(a),
the government must, to the extent practicable, submit to the Court a new cerlification executed under
50 U.S.C. § 1881a(g), with supporting documents, at least thirty days before the exp'iré-tio'n ofthe
certification being reauthorized. If a new certification is filed in accordance with 50 U.S.C.
§ 1881a(i)(5)(A), 50 U.S.C. § 1881a(i)(5)(B) provides that the existing certification being reauthorized shall
—TOPR-SECRETHCOMINT/ORCON,NOFORN
: 5 =
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government respectfully submits that this result would be consistent with national
security, because it would allow the government's acquisition of vitally important

foreign intelligence information under DNI/AG 702(g) Certificatio:-;

B (o continue pending the completion of the Court's review of the

reauthorization certifications, DNI/AG 702(g) Certiﬁcati_
respectively. (SHOESANT—

The government further submits that it would be consistent with national
security for the Court to extend its consideration of the above-discussed amendments,
which authorize the use of the NSA and CIA minimization procedures submitted with
DNI/AG 702(g) Certifications || i connection with foreign
intelligence information acquired in accordance with the predecessors of those
certifications. The NSA and CIA minimization procedures currently approved for use
under those predecessor certifications, however, differ in some respects from the NSA
and CIA minimization procedures submitted with DNI/AG 702(g) Certification-

B 1he government believes that authorizing NSA and CIA to use

a single set of minimization procedures (i.e., each agency's respective minimization

procedures submitted with DNI/AG 702(g) Certification_

for the entirety of each agency's holdings of foreign intelligence information acquired

under section 702 will result in a more uniform application of minimization standards

remain in effect, notwithstanding its expiration date, until the Court issues an order under 50 U.S.C.
§ 1881a(i)(3) with respect to the new certification. <5

“TOP SECRET//COMENT/ORCON,NOEORN-
- 10
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to that information. Authorizing each agency to use a single set of minimization
procedures for that information also will significantly simplify oversight of each
agency's adherence to those standards. {SHOENT)

III. Conclusion {&}—

For the foregoing reasons, the government respectfully submits that there is good
cause for the Court to issue orders under 50 U.S.C. § 1881a(j)(2) extending to September
20, 2011, the time limit for the Court to complete its review of, and issue orders under
50 U.S.C. § 1881a(i)(3) concerning, DNI/AG 702(g) Certification—
and the amendments tlo their respective predecessor certifications, and that such an
extension would be consistent with national security. The government also requests

that the Court issue the proposed Notice of Extension, attached herewith. (SHOSANE)-

Respectfully submitted,

National Security Division
United States Department of Justice

TOP-SECRETHECOMINTHORCON,NOFORN-
: 11 : :
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APPROVAL
[ find that this motion regarding DNI/AG 702(g) Certificatim- :
B 2 d the amendments to their respective predecessor certifications satisfies the
criteria and requirements set forth in the Foreign Intelligence Surveillance Act of 1978,

as amended, and hereby approve its filing with the United States Foreign Intelligence

Surveillance Court. (53—

Eric H. Holder, Jr.
- Attorney General of the United States

James M. Cole
Deputy Attorney General of the United States

-OL/" %1/1/@ sub 146

Lisa O. Monaco
Assistant Attorney General for National Security
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WASHINGTON, D.C.

NOTICE OF FILING OF GOVERNMENT'S SUPPLEMENT TO ITS SUBMISSIONS
OF JUNE 1% AND JUNE 28™, 2011

THE UNITED STATES OF AMERICA, through the undersigned Department of
Justice attorney, respectfully submits the attached sui)plement in further support of the
Classified by: ashina Gaufﬁér,."]jéputy Assi

Reason:
Declassify on:
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-SECRET//ORCON;NOFORN-
érguments set forth in submissions of June st and June 28%, 2011, concerning the above-
referenced matters. This sup.plement explains the methodology behind and sets forth
the results of a manual review by the National Security Agency (NSA) of a statistically
representative sample of the nature and scope of the‘ Internet communications acquired
throﬁgh NSA's FISA Amendmeﬁts Act Section 702 upstreain collection dur.ing a six-
month period. The Governrhent respectfu]l;lz submits that the data provided herein
supplements and supports the Government’s Responses to the Court’s Biiefing Order of
May 9%, 2011, and supplemental questions of June 17, 2011, anc.l.'will further assist the
Court in concluding that the certifications and procedures submitted in the above-
refeljenced matters satisfy ‘thé 'requjrements of the Act and are consistent with the
Fourth Amenamenf to the Constitution of the United States. fSﬁQC—,NE-}_

Given the complex nature of the informati011 provided in thjs-supplement, the
United States is preparéd to provide any additional information the Court believes
would aid it in reviewj_ng these mattérs. The Government may also seek to supplemeﬁt
and/or clarify the information provided herein as appropriate during any hearing that

the Court may hold in the above-captioned matters. SHOSNE

National Security Division
United States Department of Justice

-SSECRETHORCON,NOEORN_
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. (U//FOUO) NSA Characterization of Upstream Data: Process and Results

I (U) Introduction

FSHSHANE) This report explains the methodology behind and provides the results of a manual
review of a statistically representative sample of Internet communications acquired through NSA's FISA
Amendments Act (hereinafter "FAA") section 702 upstream collection during a six-month period. The
purpose of this review was to assemble data to assist the Court in understanding the nature and scope
of the communications acquired through NSA's upstream collection. The data assembled consisted of:

e The volume of transactions containing single, discrete communications to, from, or about a
selector used by a person targeted in accordance with NSA's section 702 targeting
procedures (hereinafter "tasked selector") versus transactions containing multiple
communications (hereinafter "Multi-communication Transactions" or "MCT") not all of
which may be to, from, or about a tasked selector;

o  The types of discrete communications contained within MCTs [ EGEGkGG—GcNEEEEE

- and

TSHSHNE). Additionally, as described on pages 8-9 of the Government's June 1, 2011 Response to the Court's
Briefing Order of May 9, 2011, NSA conducted two tests of FAA 702 upstream collection in May 2011 using .
information from NSA's technical databases in an attempt to determine the likelihood of collecting an Internet
transaction between a user in the United States and [ NN NsA a'so attempted to further determine
the extent to which those tests might be statistically representative of NSA's 702 upstream collection and repeated
these tests in July 2011 using alternative data sets. Because of the technical limitations for automatically
identifying transactions containing multiple communications, NSA assesses that the results of these tests are not
comparable to each. other or with the results of the separate manual analysis discussed herein. Furthermore, for
the same reason of technical limitation, the results do not express as high a degree of granularity and accuracy as
the manual analysis discussed herein, which took more than one month of careful review by experienced analysts:
to complete. None of the results discussed herein and in the Government's June 1 Response, however, are

inconsistent.

zﬁsﬂ-sww_). As described on pages 27-28 of the Government's June 1, 2011 Response to the Court's Briefing
Order of May 9, 2011, NSA's inability to separate out individual pieces of information from Internet
communications acquired by NSA's upstream collection systems does not extend to all forms of transactions. NSA
has developed the capability to [ Sl identify transactions whichi
_ and, in certain other limited instances, transactions where an "active user" (as described
more fully below) is a tasked selector, Based on a test of this capability from July 16th-29th 2011, NSA estimates

that approximately only-of NSA's current upstream collection under FAA section 702 could be identified
through_i processes as communications to, from or about NSA's tasked selector. As reflected by the
results of this manual review, this figure is significantly under-representative of the total proportion of NSA's
upstream collection assessed to be communications to, from or about a tasked selector.

Derived From: NSA{CSSM 1-

Dated: 20020108

Declassify On: 263607
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@ The volume of MCTs that NSA assesses contain a wholly domestic communlcatlon not to,
from, or about a tasked selector.?

Il U) How the Statistically Representative Sample Was Assembled

 {TSHSHNFY NSA assembled the sample of communications acquired through its upstream
collection hy first identifying all Internet communications acquired under section 702 - i.e., both from
-NSA upstream collection and collection from Internet service providers either by or with the assistance
of the Federal Bureau of Investigation (hereinafter "PRIS jon") -- during a six-month period from
January 1st through June 30th, 2011, and present within of July 14, 2011. As of that date,
140,974,921 Internet communications were present within Of these, 127,718,854 (or
approximately 91%) were acquired from PRISM collection, and 13,256,067 (or approximately 9%) were
acquired through NSA's upstream collection.®

{FSHSHNF) The approximately 13.25 million Internet communications acquired through NSA's
upstream collection (hereinafter "transactions") were then "shuffled" by NSA statisticians to ensure a
random sample (i.e., any sample drawn_' would be statistically representative of the total 13.25 million
transactions). NSA statisticians estimated that a manual review of a sample of approximately 50,000 of
these randomized transactions would enahle characterization of all 13.25 million transactions with a

statistically high level of confidence and precision.’

1. (U) How the Manual Review Was Conducted and the Results of the Review

~{TSHSHNF-Under the leadership of NSA's Deputy Director, an experienced interdisciplinary

- team consisting of experienced intelligence analysts, attorneys from NSA's Office of General Counsel,
representatives from NSA's Office of the Director of Compliance, NSA statisticians, representatives from
NSA's Network Analysis Center, and representatives from NSA's Office of Oversight and Compliance was
assembled to conduct the review described herein and compile this report. A team of experienced NSA

FSH/SHNE This aspect of the review required analysts to perform intensive analysis on discrete

communications which did not contain the target's selector within MCTs, to determine if the sender and all
intended recipients of those discrete communications were located in the United States. Such in-depth analysisis
not typically conducted by analysts in their daily foreign intelligence analysis. Instead, an analyst would tend to
focus.his or her attention on those discrete communications within the MCT that are to, from, or about their
assigned target, and would only perform a deeper inspection of those communications to confirm they were not
wholly domestic if they were in-fact pertinent to the analyst's evaluation of foreign intelligence information and
therefore worth further analysis for potential use. '

® (TSHLSHNFY This figure does not |nclude Internet communications that were acqulred during this six-month

period but were purged prior to July 14, 2011, v

SFSHSHANE) See Figure A of Appendix A, attached hereto.

i(-‘FS#SI,L,LNE). [.J-etails for the E.);a-s-i-s fof NSA'S .f;t_ét'is-t.ical assértions a-re- set forfh in Appendix B, attached hereto.
2 : l
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intelligence analysts was assigned to conduct a manual review of the transactions. Ultimately, that
team of NSA intelligence analysts collectively reviewed a total of 50,440 individual transactions.

~AFSHSHNEY In order to ensure consistency among the analysts in their review, before
beginning the manual review, the team members were trained to recognize MCTs and how to
characterize the discrete communications contained within them. The team members were given
training materials created specifically for this effort, which included screenshots depicting typical
examples of the types of transactions acquired through NSA's upstream collection. NSA's Office of
General Counsel, Office of Oversight and Compliance, and Office of the Director for Compliance
reviewed all training materials and provided guidance throughout the manual review.

_ (FSHSHANF) For quality assurance, some transactions (approximately 10 out of every 5,000)
underwent independent reviews by more than one analyst. In addition, the team lead performed spot
reviews of transactions that had already undergone review (approximately 1 out of every 100). The
team lead also personally reviewed any transaction that team members were unable to immediately
characterize as clearly being a discrete communication or an MCT, as well as any MCT identified as
potentially concerning a person located in the United States. Both the quality assurance overlap and the
reviews performed by the team lead revealed no discrepancies among how analysts characterized any
of the transactions subjected to these overlapping reviews.

{FSHSHNF In conducting the manual review, NSA analysts took the following steps and made
the following findings:

1. Determined if the transaction was a single, discrete communication or an MCT.? If the _
transaction was determined to be a single, discrete communication, no further analysis was
done. Transactions determined to be MCTs were further analyzed, as described below.

e  Of the 50,440 transactions reviewed, 45,359 (approximately 90%) were determined to
be single, discrete communications. The remaining 5,081 transactions (approximately
10%) were determined to be MCTs.’

2. Characterized the discrete communications within the 5,081 MCTs as being-
O L T T R R R |

e Ofthe 5,081 MCTs reviewed,

- BFSHSHNT For any objects that the initial reviewer was uncertain about how to characterize {e.g., if the
transaction contained data requiring further processing to render it intelligible to the analyst), the team lead
performed a second review. As a result, each of 50,440 transactions reviewed were able to be characterized as

being either a single, discrete commur]ication or-an MCT. .

J{TSHSHNE) See Figure B of Appendix A.
- |

3
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3. Determined whether the 5,081 MCTs contained any discrete communications as to which
the sender and all intended recipients were located in the United States. As discussed in
more detail below, in many cases NSA analysts were able to make these determinations
based on the location of the "active user” of the MCT.” In other cases, NSA had to rely on
content analysis because the MCT did not contain technical information sufficient to
identify the active user or to determine the active user's location. There were, however,
instances where the MCT did not contain sufficient technical information or content for NSA
to assess whether the MCT contained any wholly domestic communications.

e Ofthe 5,081 MCTs, 713 (approximately 14%) had a tasked selector as the active user
. No further

analysis of these MCTs was done to determine whether they contained wholly
domestic communications. That is because the user of the tasked selector, who by
operation of the NSA targeting procedures is a person reasonably believed to be
located outside the United States, would be either the sender or an intended recipient
of each of the discrete communications contained within the MCT.** Accordingly, all of
the discrete communications within those MCTs would have at least one.communicant
reasonably believed to be located outside the United States (i.e., the target) and thus
would not be wholly domestic.

e Ofthe 5,081 MCTs, 2,668 (approximately 52%) had an active user that was not a tasked
- selector hut was nonetheless an electronic communications account/address/identi_fier

ll—{qisfbe’fN‘F)" See Figure C of Appendix A.

B FSHSHLNE- When NSA acquires an Internet transaction between an individual using an electronic
communications account/address/identifier and his/her service provider, that individual is the "active user" for
that transaction. Such transactions can have, at most, one "active user."

”#5#5!1‘;‘1‘\1& in this context, a communication to or from the target includes communications to or from the
tasked selector itself (e.g., an e-mail sent to a tasked e-mail account), as well as communications where the tasked

selector appears in other communications attributable to the target _

R R SN RMGRERR) <-- ! e ON/AG Certificotio (RGN

Docket No. 702(i)-08-01, Mem. Op. at 17 n.14 (USFISC Sept. 4, 2008).

4
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reasonably believed to be used by a person located outside the United States.”® No
further analysis of these MCTs was done to determine whether they contained wholly
domestic communications. That is because the foreign-based active user would he
either a sender or intended recipient of each of the discrete communications within
the transaction. Accordingly, all of the discrete communications within those MCTs
would have at least one communicant reasonably believed to be located outside the
United States (i.e., the foreign-based active user) and thus would not be wholly
domestic.

® Ofthe 5,081 MCTs, 8 (approximately 0.16%) contained an electronic communication
account/address/identifier of a non-targeted active user who appeared to be located
in the United States, but none of the discrete communications within the MCT were
determined to be wholly domestic because at least one of the communicants to each
discrete communication was reasonably believed to be located outside the United
States. Specifically, the 8 MCTs were determined to concern six non-targeted active
users (i.e., two of the MCTs were duplicates):

o Four MCTs (including both duplicates)_

contained at least one e-mail message from a tasked selector as well as

other e-mail messages from accounts/addresses/identifiers reasonabli believed

to be used by a person located outside the United States."®

o Three MCTs ith the uéers of accounts/addresses/identifiers
who were reasonably believed to be located outside the United States.”’

o one McT [ e further technical analysis revealed

that the active user was reasonably believed to be located outside the United
States.

e Ofthe 5,081 MCTs, 10 (approximately 0.2%) contained an electronic communication
account/address/identifier of a non-targeted active user wh_o was located in the United
States, and the MCTs contained at least one discrete communication that was wholly

B FSHSHNE To determine the location of the non- -targeted active user, NSA performed the same sort of
-I analysis it would perform before tasking an electronic communications account/addresslldentlﬂer in
accordance with its FAA Section 702 targeting procedures. :

{IS#SWN-F) To determine the location of the senders of each of these discrete e-mail messages, NSA performed
the same sort of_analvs:s it would perform before tasking an electronic communications
account/address/identifier in accordance with its FAA Section 702 targeting procedures.

Y-FSH/SHNF- To determine the location of_ NSA performed the same sort of

-anafi/sis,it would perform before tasking an electronic communications account/address/identifier-in
accordance with its FAA Section 702 targeting procedures. '

5
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and all 10

domestic. Specifically, all 10 of these MCTs were
involved U.S.-based persons using
all 10 of these MCTs, onl

was present. The did not include [ G

o 9ofthe 10_ were attributed to a single U.S.-based user.

Each of these 9 10 total e-mail messages. The

9 were not completely duplicative, but many of the 10 e-mail
messages were duplicative; ;

¢  Two of the messages _in each of the 9—

contained a tasked selector and thus were not assessed to be wholly
domestic.

¢ Three of the messages [ in edch of the 9_
ware—which is located in the United

States) and thus were assessed to be wholly domestic.

¢ The remaining e-mail messages

were between the U.S.-based user and persons reasonably believed to be
_located outside the United States (and thus not assessed to be wholly
domestic) or whose location was unknown.*

o The other | SN \:; 2ttributed to a different U.S.-based user.
This [ - tota! e-mail messages:

¢ one of the [ c-mail messages was from a tasked selector and thus
was not assessed to be wholly domestic. :

¢ one of the [ -mail messages appeared to be a message that the
U.S.-based user sent to himself and thus was
assessed to be wholly domestic. '

¢ _One oﬁthe- e-mail messages appeared to be a message‘ sent by an

associate [ NS 2ccount and thus was assessed to be wholly

domestic. !

¢  The remaining e-mail messages
were between the U.S.-based user and persons reasonably believed to be

A TSHSHNF)

L LrSHSHNE} To determine the location of the other communicants, NSA performed the same sort of
-analysis-it would perform before tasking an-electronic-communications-account/address/identifier-in-accordance
with its FAA Section 702 targeting procedures.

NYT v DOJ, 16 CIV 7020_000460
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located outside the United States and thus were not assessed to he wholly
domestic.”

® Of the 5,081 MCTs, 1,682 (approximately 33%) required further, In~deptl_
- analysis because they lacked information sufficient for NSA to readily identify
the active user or determine the active user's location. In most of these cases, the
transactions did not contain enough information for NSA to readily determine which
electronic communication account/address/identifier appearing in the transaction was
that of the active user. In other cases, NSA was able to determine which electronic
communication account/address/identifier appearing in the transaction was that of
the "active user," but NSA was unable to determine the active user's location. NSA's
furthe analysis of these 1,682 MCTs revealed:

o  For 1,220 of these 1,682 MCTs, NSA analysis o N R .-t~

indicated that they were characteristic of a foreign use

o For 152 of these 1,682 MCTs, NSA analysis of data
indicated that they were

o .For 86 of these 1,682 MCTs, NSA analysis of a cdmbination of technical data and
content revealed that they appeared to contain communications of persons
located outside the United States (e.g., through further content analysis, NSA
analysts were able to identify the active users of some MCTs and information
indicative of those users' locations). '

e  Ofthe 5,081 MCTs, NSA cannot determine whether 224 MCTs contained wholly
domestic communications, because these MCTs lack information sufficient for NSA to
identify the active user or determine the active user's location. Nevertheless, NSA has
no basis to believe any of these MCTs contain wholly domestic communications.

o For 182 of these 224 MCTs, NSA technical analysis indicates that they were
characteristic of

o  For 1 of these 224 MCTs, NSA initially determined that it contained an electronic
communication account/address/identifier of a hon-targeted active user who
appeared to be located in the United States, but whose location could not be
determined upon further technical analysis. Specificall

z'lﬁsff&WNH-To determine the location of the other communicants, NSA performed the same sort of_

analysis it would-perform before tasking-an-electronic communications-account/address/identifier-in-accordance
with its FAA Sectlon 702 targeting procedures.
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o 23 of.these 224 MCTs were not further analyzed because, although they were
present in-as of the date the sample was assembled, they were
subsequently purged and/or placed on NSA's Master Purge List.

o 18 of these 224 MCTs could not be further characterized by NSA analysts.

IV. ©  (U) Conclusions Drawn from tHe Random Sample

+{FS//5H//NF) Based on a random sample of the approximately 13.25 million total Internet
communications acquired by NSA through "upstream" techniques pursuant to FAA section 702 for the
six-month period discussed, NSA assesses that the volume of transactions containing multiple
communications not all of which may be to, from, or about a tasked selector is approximately between
1.29 and 1.39 million (9.70%-10.45%).* With respect to the types of discrete communications
contained within multi-communication transactions manually reviewed by NSA analysts

{TS/ISHINF) As described in Appendix B, which details NSA's Statistical Methodology for this
review, the data compiled during the above-discussed manual review of a random sample of Internet
communications acquired during a six-month period can be used to characterize with a statistically high
degree of confidence (i.e., a simultaneous confidence level of 95% for these intervals collectively) the
nature and scope of the entirety of the approximately 13.25 million Internet communications from

21~(—'|'-S#S-I7‘7LN-F) As calculated in the attached Appendix'detailing NSA's Statistical Methodology for this review, these
figures are based on the 45,359 of the 50,440 transactions (89.93%) manually reviewed by NSA analysts as
containing:single, discrete communications and the 5,081 transactions (10.07%) manually reviewed by NSA .
analysts as containing multiple communications. See also Step 1, supra page 3.
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which the random sample was drawn. Specifically, NSA assesses that of these approximately 13.25
million Internet communications acquired through NSA upstream collection:

m  between approximately 11.87 and 11.97 million (89.55%-90.30%) are transactions that
contain only single, discrete communications to, from, or about a tasked selector;

‘m between 168,853 and 206,922 (1.27%-1.56%) are transactions that contain multiple
communications, all of which are either to or from a tasked selector;

m  between 1,042,838 and 1,113,947 (7.87%-8.53%)*° are transactions that contain multiple
‘communications, at least one of which is to, from, or about NSA's tasked selector, but all of
which are believed to either be to or from non-targeted persons reasonably believed to be -
Iocated outside the United States;

m  between 48,609 and 70,168 (0.37%-0.53%)? are transactions that contain multiple
communications, at least one of which is to, from, or about NSA's tasked selector, and at
least one of which is a communication between non-targeted persons (i.e., not to, from or
about a tasked selector) that lacks sufficient information for NSA to identify the location of.
the sender and all intended recipients of that communication; and

m  between 996 and 4,965 (0.0075%-0.0375%) contain a wholly domestic communication not
to, from, or about a tasked selector.

~(TSAHSHNF)- In sum, while there was insufficient information present for 224 multi-
communication transactions for NSA analysts to characterize the likelihood that they may contain wholly

domestic communications (the majority of which were attributable t
for the reasons explained in detail

#{TS/7SH//MF} As calculated in the attached Appendix, these figures are based on 713 of the 5,081 MCTs (14.03%)
and 50,440 total transactions (1.41%) reviewed by NSA analysts as containing a tasked selector as the active user

e O o o1 5°cp 3, supra page 4.

ZE-(-'FSﬁSWN-F}As calculated in the attached Appendix, these figures are based on 4,134 of the 5,081 MCTs

(81.36%) and 50,440 total transactions (8.19%) reviewed by NSA analysts as containing discrete communications
believed to be to or from non-targeted persons located outside the United States. More specifically, this total
includes the following MCTs manually reviewed by NSA analysts: 2,668 that had an active user reasonably

believed to be a person located outside the United States; 8 that included at least one communicant reasonably -
believed to be located outside the United States for each communication therein; 1,220 that are characteristic o.

e SRR -7 1 ¢rv e
— and 86 that all communications contained therein were to or from persons

located outside the United States. See Step 3, supra pages 4-6.

HTSHSHANE) As calculated in the attached Appendix, these figljres are based on 224 of the 5,081 MCTs (4.41%)
and 50,440 total transactions (0.44%%) reviewed by NSA analysts that lacked sufficient information to ldentlfy the-
active user or the active user's location. See Step 3, supra page 6.

9
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above, NSA has no basis to helieve any of the remaining Internet communications reviewed in the
50,440 sample are wholly domestic beyond those 10 discussed above.”® Moreover, each of those 10
Internet communications has been placed on NSA's Master Purge List.

————— The remdinder of this page intentionally left blank. -----

% (TS//SH{NF)-See Figure D of Appendix A.
10
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(U) VERIFICATION

(U) I declare under penalty of perjury that the facts set forth I the foregoing "NSA
Characterization of Upstream Data: Process and Results” are true.and correct hased upon'my best:
information, kriowledge and belief. Executed pursuant to Title 28, United States Code, § 1746, on this
16th day of August, 2011,

Slgnals Intelligence Directorate Compliance Architect
National Security Agency

11
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Appendix A

Fig. A Total FAA 702

140,974,921 Internet Communications

UPSTREAM

13.25 million
9%

PRISM
127.7:million
91%

Acquired January 1 —June 30,2011
Present mﬂ as of July 14, 2011

Fig. C MCT Type

5,081 objects

Fig. B Total Upstream Sample

50,440 objects manually reviewed

DISCRETE
45,359
90%%

MCT
5,081
10%

Fig. D Summary

50,440 objects

Not Indicative of
Location
224
0.48%

|

—

Wholly Domestic
10
0.02%
2 unique users

'Forelgn' means a transaction [nwhich at leastthe
sandar or an Intendad recipient & rezsonably
befeved to be located outside the United States,
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Appendix B: Statistical Methodology — FAA Section 702 Upstream Manual Review

(FSHSHANEY-Using statistical analysis NSA determined the proportions of transactions
satisfying certain criteria (e.g., proportion of FAA Section 702 upstream Internct transactions
that are Multi-communication Transactions (MCT) versus transactions containing single,
discrete communications). As further described below, transactions were categorized in various
ways. The categorization process can be complex; to minimize categorization error, NSA used
a statistical approach involving actual examination of an appropriate sample of transactions by
experienced intelligence analysts. (The use of only a sample is a concession to the large
volume of transactions and the labor-intensive nature of the categorization process.) That is,
NSA traded "categorization error" for "statistical error"; the latter refers to the fact that by
considering only a randomly sampled portion of the universe of transactions, NSA estimated
the true proportions (as they exist in the umvexse) -~ with error bounds and Ievels of confidence

that can be stated justifiably.

—(FSHSIYNE) THE SAMPLE. As discussed more fully in the “NSA Characterization of
Upstream Data: Process and Results,” NSA identified 13,256,067 transactions acquired through
NSA's FAA 702 upstream collection during a six-month period from January 1% through June
30™ 2011. Of those approximately 13.25 million transactions, a team of experienced
intelligence analysts carefully examined 50,440 over a nearly one-month time period. The
transactions were presented to the analysts in a randomized order, ensuring that a simple
random sample would serve as the basis for conclusions ~ supported by statistical theory —
about the true proportions of the 13.25 million-transaction universe.

(FSHSEHAE) ESTIMATES AND CONFIDENCE INTERVALS. The proportions formed
from the sampled transactions serve as unbiased estimates of the corresponding proportions of
the 13,256,067-transaction universe. Further, for (six) selected proportions, NSA states a
confidence interval for each. Collectively, these intervals have a simultaneous confidence level
of 95%. This means that the intervals were produced by a procedure calibrated to produce, for
at least 95% of the sample sets NSA could have drawn, intervals which all cover the
corresponding true (i.e., universal) proportions. Individually, each interval has a higher level of
confidence associated with it; component confidence levels are quoted below.

FSHSHANE)- For each of the six categories, NSA also states a confidence interval for the actual
number of that category’s transactions within the 13,256,067-transaction (January-Tune, 2011
upstream) universe. Such an interval is simply an equivalent representation of the
corresponding proportion-interval (it is obtained by multiplying the endpoints of the proportion-
interval by 13,256,067), and so the inclusion of such intervals does not affect the (95%) level of
simultaneous confidence.

© {FSHSHANE) Specifically: By sampling a subset of the universe (or population) of upstream

transactions, NSA estimated the following six proportions. (Hereinafter, NV denotes 13,256,067
— the size of that universe; M denotes the (unknown) actual number of MCTs in that universe).

e M/N: the proportion of the population comprising MCTs;

Derived From: NSA
Dated:
Declassify-Qif: 20360801
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e 1-(M/N): the proportion of the population comprising discrete transactions;

e the proportion of the population comprising MCTs in which all communications are
either to or from NSA’s tasked selector (hereinafter labeled “Target” MCTs);

e the proportion of the population comprising MCTs in which all communications are
believed to either be.to or from non-targeted persons located outside the United States
(hereinafter labeled “Foreign” MCTs);

e the proportion of the population comprising MCTs in which the nature of one or more
communications between non-targeted persons lacked sufficient information for NSA
analysts to identify the location of the sender and all intended 1emplents (hereinafter
labeled “Unknownable” MCTs); :

e the proportion of the population comprising MCTs that NSA analysts assessed contain a
wholly domestic not to, from, or about a tasked selector (hereinafter labcled “Confirmed

Wholly Domestic™).

—FSHSHANE- (The first of these proportions equals the total of the last four.) In the following,
lower-case letters denote transaction counts as realized in the sample, in categories
corresponding to their upper-case counterparts. That is, # is the number of transactions
sampled (this turned out to be 50,440), and m is the number of MCTs in the sample.

{?S#S{#NF-) OUTLINE OF PROCEDURE. NSA designed a procedure that accepts a size-n
simple random sample of the population, and produced from it estimates and confidence
intervals for the six “true” propomons NSA sought. The estimates NSA produced are simply
the corresponding proportions as found in the sample — e.g., the sample proportion m/n was
NSA’s estimate of the population proportion M/N; such a sample proportion is unbiased” for its
population counterpart, meaning that were a sample proportion to be computed for each of the
possible size-n samples that could be drawn, the average of these sample proportions would
equal the “true” (population) proportion.

! (FSHSHANF) A simple random sample is one that is drawn in a way that ensures that all possible size-n subsets
of the (size-N) population have an equal chance of being selected; this sampling technique enables statistically
justifiable claims by avoiding potential (known or unknown) sources of bias in the population (e.g., a periodic
trend in the population over time).

* {ESHSHANF) “True” refers to proportions that relate to the entne popu]atmn which cannot be determined for
certam as n is smaller than N, .

(TS#S*B‘%NF) Uublasedness means that the estimate is aiming for the nghf: “tar; get” however, 1t md1cates nothmg
~about the precisxou of the estimate. - An estimation procedure can be unblased whether it is based on a small or

large sample size 7.
2
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-(-T-Sﬁ%WNF& To express precision appropriately, NSA designed its procedure to produce
confidence intervals — one for each of the (six) population proportions of interest — having a
simultaneous confidence level of 95%. This means that:

e Based on a sample, the procedure will produce a collection of intervals, each asserted to
contain the true (population) proportion it targets.

e Because the procedure operates on a random sample, the interval endpoints are random
" variables; the particular collection of intervals a particular sample yields may fail to
cover one or more of the population proportions it targets. But the procedure is
designed so that this failure probability — whatever the true proportions are — is no more
than 5%; that is, for at least 95% of the (size-n) simple random samples it might
process, the procedure will produce intervals which all cover their targeted population
proportions,

e In order to achieve this level of confidence about a collection of intervals
simultaneously, the procedure is designed so that the respective failure probabilities
associated with the component intervals total no more than 5%. In particular, this 5%
was allocated as follows: :

o 2.5% to the proportion of “Confirmed Wholly Domestic”;

o 0.67% to each of the “Target,” “Foreign,” “Unknown” proportions;

o 0.5% to the proportion of MCT (i.e., M/ N). As the proportions of discrete and
MCT transactions are complementary (i.e., they total 1), the confidence interval
for the proportion of discrete transactions is obtained by subtracting each of the
endpoints for the MCT-interval from 1 — and it is the case that one of these
intervals will cover its population target if and only if the other does. Therefore,
there is no need to separately allocate “failure probability” to the proportion-of-
discrete. '

~(ESHSHANE) The probability of drawing a sample resulting in one or more “failing” intervals is
no more than the sum of the failure probabilities of the respective component intervals, hence
the claim of 95% confidence for the procedure outlined here. The “no more” qualification
malkes this technique conservative: relationships (complicated and left unanalyzed) between the
random variables involved may make the practical confidence level higher; 95% represents a
worst-case claim. To achieve simultaneous 95% confidence, the 5% failure probability could
have been allocated in any way.- (Broadly: the lower the confidence level (i.e., the higher the
failure probability), the narrower the intervals the procedure will produce. An extreme
example: a procedure for 100% confidence intérvals would produce uselessly wide intervals, as
it would have to be able to claim that its intervals cover truth for every possible size-n sample it
could have received.) This procedure for simultanecous intervals is conservative in a further
way: Just as the sum of the discrete and MCT proportions equals 1, so does the sum of the
—diserete, “Target,” “Foreign,” “Unknown,” and “Confirmed Wholly Domestic® proportions. It
is difficult to exploit this latter constraint properly; NSA utilized the conservative method
described here to ensure ‘that its assertions about the procedure’s performance are valid.

3
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NYT v DOJ, 16 CIV 7020_000469



Approved for public release. - All withheld information exempt under b(1) and b(3) exéept as otherwise noted.

(FSH#SHATE)- CONFIDENCE-INTERVAL PROCEDURE FOR A SINGLE
PROPORTION. As outlined above, the procedure for (95%) simultaneous confidence
intervals was achieved by producing component confidence intervals based on (individually
higher) levels of confidence (e.g., 99.5% for M./ N). The construction of component confidence
intervals can be understood via the following example, using the M /N target. For the sample

-of size n to be observed, m represents the (random) number of MCTs to be realized in the
sample. Formally, m has a hypergeometric distribution (arising from sampling transactions
“without replacement™); to make the mathematical computations tractable, NSA approximated
this distribution by a binomial distribution corresponding to sampling with replacement (in
which each sampled transaction would be replaced after it is drawn, and hence would be
eligible to be drawn multiple times). This approximation is uniformly conservative; i.e.; it will

. result in wider intervals. The proportion to be estimated, M / N, appears as the (unknown)
parameter (now denoted p) of this binomial distribution. Treating m as a binomial random
variable based on » trials, NSA used an accepted method (the Clopper-Pearson method) as the
basis to devise its confidence-interval procedure for p. (Below, the notation B(z,q) refers to an
n-trial binomial random variable having parameter ¢.) Upon observing m, NSA:

e Determines, for each of various proportions x between 0 and 0. 5%, parameters ¢ and r
such that

o xis the probability that a B(n q) random variable takes a value of at lcast m (but
if m=0, take g to be 0);

o (0.5% - x) is the probability that a B(n,#) random variable takes a value no larger
than m (but if m=n, take » to be 1). :

r exceeds g; the pair [g,] determines an interval.

o Determines the narrowest of all such intervals [¢.7] and reports it as the (99.5%)
confidence interval for p= M/ N. !

{ESHSHANE) Practically, the ¢’s and #’s can be computed using inverse Beta functions, and
computer software can find the narrowest interval efficiently.

Remainder of this page z'ntentiondlly left blank.
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RESULTS:

# of transactions | Sample Confidence interval for Confidence interval for-
in sample proportion corresponding universal | the actual number (of
(of 702 proportion the 13.25 million) .
upstream) . :
Discrete 45,359 0.8993 0.8955 — 0.9030 11,870,284 — 11,970,275
| MCT 5,081 0.1007 0.0970 - 0.1045 1,285,792 — 1,385,783
#of Sample Confidence interval for | Confidence interval
transactions in | proportion corresponding universal | for the actual
sample (of MCT) (MCT) proportion number (of the 13.25
o ) b ' : million)
TARGET 713 .0.01414 0.01274 —0.01561 168,853 — 206,922
FOREIGN 4,134 10.08196 - 0.07867 — 0.08532 1,042,838 — 1,130,947
UNKNOWABLE 224 .0.004441 0.003667 — 0.005293 ' 48,609 — 70,168
CONFIRMED 10 ; 0.0001983 | 0.00007508 —0.0003746 996 — 4,965
WHOLLY P ' :
DOMESTIC

Remainder of this page intentionally [éft blant.
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VERIFICATION

[ declare under penalty of perjury that the facts set forth in this Appendix are tiue and
correct based upon my best information, knowledge and belief. ‘Executed purnant to Title 28,

United States Code, Section 1746, on this 11™ day of August, 2011,

[Statistician]
Natjonal Securify.Agency
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UNITED STATES SURVEILLA M 2iuny

FOREIGN INTELLIGENCE SURVEILLANCE @0OURE 30 PH : |2

WASHINGTON, D.C. LEEAHM FLYSN AL

NOTICE OF CLARIFICATIONS
THE UNITED STATES OF AMERICA, through the ilndersigned Department of
Justice attorney, respectfully submits the following clarifications for the record in the

above-referenced matters. The first two clarifications below concern certain statements

Classified by:

Reason:
Declassify on: -
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made in documents previously éubmitted to this Court in the above—rel%erenced matters.
The third and fourth clarifications below concern how the National Security Agency
(NSA) will apply its section 702 minimiz;,_ation procedures to discrete communications
within Multi—Commmicat1011 Transactions (hereinafter "MCTS“). Specifically, outlined
bélow is a multi-layered approach to help ensure that any United States person
information contained within MCTs is treated in accordance with NSA's section 702

* minimization procedures. This approach will not be altered without prior notice to this
Court. (TS//SHANE—

| I; CLARIFICATIONS

A. NSA Will Purge Any MCT Containing One or More Single, Discrete, Wholly
Domestic Communications Upon Recognition.~(S) :

As noted in the Government's submission of June 28, 2011., NSA does not
| inteni:ion.ally aéquire trgnsactions containing wholly domestic communications, and has
iﬁaplemen’ced B cans which are reasonably designed to prevent the acquisition
of such transactions. Notice of Filing of Government's Response to the Court's
" Sﬁpplemen’cal Questions of June 17, 2011 (hereinafter "June 28th Submission") at 12.
~ The june 28th Submiss.sion further asserted that "in the gvent NSA recognizes a wholly

domestic communication which is not to, from, or about a tasked selector which it has

1 As noted in the Government's June 28th Submission, the Government defined a "wholly domestic
communication" to be a communication as to which the sender and all intended recipients are located
within the United States. The Government further noted that it included within that term any discrete
communication within a transaction where the sender and all intended recipients of the discrete

TOP-SECRET/COMINT/INOFORN-
2
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“unintentionally acquired in the course of conducting its Section 702 upstream Internet
collection, NSA would handle the entire transaction in accordance with subsection

" 1806(i) and either purge it or, if appropriate, seek authorization from the Attorney
General to retain it." Id. Accordingly, in the eﬁent that NSA's section 702 upstream
cé)llection of Internet cmmnunicatiohs resulted in the unintentional acquisition of a
transaction containing a wholly domeétie communication, NSA would purge the entire
‘transaction upon recognition, unless the Attorney General authorized its retention after
first determini_ﬁg that its contents indicated a threat of death or serious ‘bodily harm to
any person. (FSHSHANE)-

| To aid in the recognition of V\-rholly domestic communications within an MCT, if

an NSA analyst seeks to use a discrete comrﬁunication within the MCT (for exampie, in
a FISA application, intelligence report, or section 702 targeting), the aneﬂyst will first
perform checks to determine the locations of the users of the electronic communications
accounts/addresses/identifiers referenced in that discreté communicatiﬁn within the
MCT to the extent reasonably necessary to determine whether that communication is

wholly domestic. For example, if the "active useris a tasked selector, no checks need

communication were located in the United States at the time the communication was acquired. See June
28th Submission at 2. {FSHSHANE)

2 As noted in the Government's filing on August 16, 2011, the Government defined the "active user" as
follows: "[w]hen NSA acquires an Internet transaction between an individual using an electronic
communications account/address/identifier and his/her service provider, that individual is the 'active
user' for that transaction." NSA Characterization of Upstream Data: Process and Results, filed August 16,
2011 (hereinafter "August 16th Submission”) at 4 n.13. CESHEHANE)

TOP-SECRET/COMINT/NOFORN
3
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be done, because the user of the tasked selector, who by operation of the NSA targeting
Procedures_ is a non-United Statés person reasoﬁably believed to be located outside the
United States, would be either the sender or an intended recipient of each of the discrete
communicatioﬁs contained within the MCT. If thé active user is not a tasked selector,
NSA would attempt to determine the active user's location;® if that check indicates that
.the active user is located outside the United States, no further checks need be done,
because the foréign—based active user would be either a sender or intended recipient of
each of the discrete communications within the MCT. In the absence of a more efficient
and effective means of recognizing the presence of a wholly domestic communication
within an MCT, the deernment submits that this process is reasonably designed to
recognize and purge at the earliest practical point in the analytic process any
un.intentionally acquired wholly domestic communication. (FSHSHANE )

B. Clarification of Certain Information Contained within the Government's August
16, 2011 Submission. S)

In the August 16th Submission, the Government advised the Court that NSA
conducted a manual review of a statistically representative sample of Internet
communications acquired through NSA's section 702 upstream collection. As-explain‘ed
in the August 16th Submiésion, NSA identiﬁed 5,081 transactions within the

representative sample as being MCTs. NSA-determined that of those 5,081 MCTs, 4,847

3 To determine the location of the non-targeted active user, NSA would pexform the same sort of
-analysis it would perform before tasking an electronic communications
account/address/identifier in accordance with its section 702 targeting procedures. {F5//StH//NFy

“TOP SECRET/COMINT/NOFORN
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contained discrete communications believed to be-to or from persons located outside
the United States and t.hus are not believed to cogtain any wholly domestic
communications.! NSA fﬁrther determined that 10 of the 5,08i MCTs appeared to
contain at least one wholly domestic communication. Howéver, NSA was unable to
definitively determine whether the remaining 224 MCTs co1-1tained wholly domestic
communications, because those MCTs lacked information. sufficient to ideﬁtify the
.active user or determine the active user’s location. Nevertheless, NSA asserted that it
had no basis to believe any of these 224 MCTs contained whollydomesti‘c
communications. {ESHSHANEY -

As noted above, these 224 MCTs lack any definitive technical data or content that.
would enable NSA to characterize the co'mmunicaﬁons within them as being wholly
domestic. Despite the absence of such definitive information, it is nevertheless
reasonable to presume that none of the discrete communications contained within these
MCTs are wholly domestic. Specifically, each of these MCTs was acquii*ed because it
contained at least bne discrete communication to, from, or about a tasked selector used
by a person who, by operation of NSA's section 702 targeting procedures, is a non_—U.S'. ,
person reasonably bel'iever‘i to be located outside the United States. With respect to

MCTs that contain discrete communications to or from a tasked selector, it is reasonable

4 This figure 4,847 is the sum of 713 MCTs reviewed by NSA analysts as containing a tasked selector as
the active user and 4,134 MCTs reviewed by NSA analysts as containing discrete communications
believed to be to or from non-targeted persons located outside the United States. See August 16th
Submission at 5 nn.15 & 16. (TSHSHNE) '

TOP-SECRETH/COMINT/NOFORN-
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to presume, given the absence of inforfnation to the contrary, that the active user of the
MCT is likewise a non-U.S. person reasonably believed to be located outside ’che United
States. See Inre Direﬁtives to Yahoo!, Inc. Pursuant to Section‘ 1058 of the Foreign Intelligence
Surueillance Act, Docket No. 105B(g):07—01, Mem. Op. at 87 (USFISC Apr. 25, 2008)
(hereinafter "Yahoo Directives Mem. Op.") (recognizing that "the vast majority of
persons who are located overseas are non-United States persons and that most of their .
communications are with other, non-United States pérsons, who are located overseas")
(footnote omitted). Similarly, because it is reasonable to presume that the active user of
the MCT is a non-U.S. person reasonably believed to be located outside the United
States, one can aiso reasonably presume, given the absence of information to the
contrary, that the other persons with whom the active user has been in contact are also
non—Um'te& States persons located outside the United States. (TS//SHANTY

Of note, an experienced team of NSA analysts manﬁally.reviewed the content of
each of these 224 MCTs and did not observe any U.S. person information within any of
the discrete communications contained th(;:rein. , NSA analysts are trained to use their
.best judgment to recognize and identify U.S. person information thaf may be present
within any SIGINT collcc-tion'a.nd to apply minimization procedures to such
information as fequired by the authority under which that information was acquired.
While the technical information present for each of these transactions was not indicative

of the location of the sender or all intended recipients of any communication other than

“TOP SECRET/COMINT/INOFORN
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those more specifically to or from NSA's tasked selector,. none of the informgtion or data
intelligible to those analysts conducting the review was identifiable as U.S. person
information. (F5//SH/NE)~
Moreover, with respect to MCTs acquired because they contain discrete

communications about a tasked éelector, th I cans by which NSA ensures it
does not inter.ltionally acquire wholly domestic communications limits, in all but a
minute percent of cases, the acquisition of MCTs to persons located outside the United
States, who reasonably can be presumed to be non-United States persons. Thus, to the
extent that the MCTS of those non-United States persons contain discrete
communicatibns that are not to, from, or about. a tasked selector, those communications
are unlikely to be to or from United States persons or persons located in the United
States. Id. To be sure, the -meé11s by which NSA ensures it does not
intentionally acquire whélly domestic communications are not pérfect, and it is possible
that NSA may unintentionally acquire MCTs containing wholly domestic
communications. Indeed, as previously explained to the Court, NSA was able ‘Fo
identify MCTs containing wholly domestic communications in the representative
sample. NSA was able to do so, hovrrew)er, only because the communications in those
MCTs bore recognizable indicia of being wholly domestic (i.e., they contained concrete

information contrary to the presumption). The 224 MCT's here lack any such indicia.
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Accordingly, it is reasonable to presume that these 224 MCTs do not contain wholly

domestic communications. (FSHSHANT-

C. Clarification Concerning How NSA Will Apply its Section 702 Minimization
Procedures to Discrete Communications Within MCTs. {5)

In order to help ensure that NSA intelligence analysts handle any United States
person information they encounter within a discrete communication within an MCTS in
accordance with NS_A'S section 702 fninimization procedures, NSA will ﬁpply the
following multi-layered approach:

e NSA will train its analysts to recognize MCTs and how to appropriately
handle the discrete communications contained within them, as further
described below.

NSA analysts seeking to use a discrete communication within an MCT (for
example, in a FISA application, intelligence report, or section 702 targeting)
will assess whether the discrete communication is to, from, or about a taskec_l
selector. '

o If the discrete communication is to, from, or about a tasked selector, any
U.S. person information in that communication will be handled in
accordance with the NSA minimization procedures.

o If the discrete communication is not to, from, or about a tasked selector,
and also is not to or from an identifiable U.S. person, that communication

5 NSA extracts metadata from Internet communications acquired through its section 702 upstream
collection, including discrete communications within MCTs. NSA's architecture for the extraction,
analysis, and storage of metadata from Internet communications acquired pursuant to section 702 differs
markedly from the architecture NSA analysts use to analyze content from such communications.
Currently, it is not operationally feasible in an effective or a timely manner for NSA analysts to identify
and further evaluate the nature of upstream Internet communications from the extracted metadata within

~NSA's metadata repositories. Nevertheless, if an Internet communication has been identified for purge
(for any reason, including its having been identified as containing a wholly domestic communication) in
one of NSA's content repositories, any corresponding metadata extracted from that communication and
stored in NSA's metadata repositories is also purged: (¥5/f3H/A¥F)—

~FOPSECRETHCOMINT/NOFORN
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(including any U.S. person information therein) will be handled in
accordance with the NSA minimization procedures.

o If the discrete communication is not to, from, or about a tasked selector
but is to or from an identifiable U.S. person, that communication cannot
be used for any purpose other than to protect against an immediate threat
to human life (e.g., force protection or hostage situations). NSA will
report any such use to the Office of the Director of National Intelligence
and to the National Security Division of the Department of Justice, which
will promptly notify the Foreign Intelligence Surveillance Court of such
use. '

e To reinforce training and awareness of these aspects of NSA upstream
" collection, NSA will add a cautionary banner to the tools NSA analysts use to
view the content of communications acquired upstream under section 702.°
The banner will direct analysts to consult guidance on how to identify MCTs
and how to handle them.

e Prior to using any one or more discrete communications contained in an MCT
(for example, in a FISA application, intelligence reporting, or section 702
targeting), an NSA analyst must:

o verify either that the discrete communication is to, from, or about a tasked
selector or that it is not to or from a U.S. person;’ '

6 Because NSA currently lacks -neans to reliably identify MCTs, the cautionary banner will be
broadly displayed on tools NSA analysts use to view the content of all upstream transactions, except in
those limited number of transactions that can be first identified

Asnoted in the August 16th Submission, however, the
banner is over-applied to NSA's upstream collection the majority of the time (i.e., NSA estimates that the
banner will be over-applied more than approximately 83% of the time to single, discrete communications

in upstream collection). See August 16th Submission at 1 n.2. There will also be circumstances in which

the banner is under-applied to NSA's upstream collection due to issues such as m
(Y | o N/ expeience s stown ot

there may be more efficient and effective means of handling MCTs in the long term and may seek to
revise or discontinue use of the banner at a later time. Regardless, NSA will not 1mplement any such
revisions without prior notification of the Court. <FS//SHAE)

7 To help determine whether a discrete communication not to, from, or about a tasked selector is to or

from a U.S. person, NSA would perform the same sort o analysis it would perform before
- tagking an electronic communications account/address/identifier in accordance with its section 702

targeting procedures. (FSHSHANEY . ,
: .9 '
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o verify that the discrete communication is not a wholly domestic
communication; and

o appropriately document these verifications.
‘ ;

D. Clarification Concerning How NSA Will Conduct Queries of Communications
Acquired Under Section 702 Using U.S. Person Identifiers. <5)-

Subsection 3(b)(5) of the NSA minimization procedures currently pending before
the Court provide:

Magnetic tapes or other storage media containing communications
acquired pursuant to section 702 may be scanned by computer to identify
and select communications for analysis. Computer selection terms used
for scanning, such as telephone numbers, key words or phrases, or other
discriminators, will be limited to those selection terms reasonably likely to
return foreign intelligence information. Any United States person
identifiers used as terms to identify and select communications must be
approved in accordance with NSA procedures.

As discussed in the previous filings, the Government acknowledged that "rigorous and
strict con’crc.ﬂs'; _Wﬂl be placed on the retrieval of U.S. person information consistent with
statutory requirements and Congressional intent. See Government's Response to the
Court's Briefing Order of May 9, 2011 (hereinafter "June 1st Submission") at 23; June
28th Submiss;ion at 24-25; cf. H.R. Rep. No. 95-1283, pt. 1 at 59 (1978) (Congress
recog'nizej'd that minimizing ti1e retention of information Cohcerriing U.S. persons for
counterintelligence or counterterrorism purposes can be accomplished through the -
apPii_céi:ibﬁ ofr "rigofoﬁé and .;fllct rcorntrrcr)ls”). In ligl{t of the reéﬁlts of NSA's manual
review of upstream collection described in the Government's August 16th Submission,

-FOP-SECRETHCOMINT/NOFORN
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NSA will limit the use of United States person identifiers as computer selection terms to

identify and select communications for analysis to communications acquired from

e service provicers
— unless NSA can later develop a capability or

procedures to strictly limit such queries to portions of NSA's upstream. collection that

contain only discrete communications to, from, or about NSA’s tasked selector.

Accordingly, United States person identifiers will not be used as computer selection

terms for communications acquired through NSA's upstream collection unless such

capabi]ities are later developea by NSA. NSA would n& begin querying upstream
 collection using United States person identifiers without prior notice to the Court.
~(E5/5HINTF)

III. CONCLUSION
As previously explained to the Court, the Government believes that NSA's

upstream collection is consistent with the Act and the Fourth Amendment even‘though

such collection may reéult in the acquisition of MCT's containing discrete

communications that are not to, from, or about a tasked selector, or that are wholly

domestic in na'furé. The Governmeﬁt respectfully submits, for the reasons explained in

the previous filings and herein, including the multi-layered approach described above, -
_ thét the results of NSA's analysis of a répresentativgsampﬁlefo,f its upstream collection

provide a basis upon which the Court can approve, as consistent with thé Act and the

“TOP-SEERETHCOMINT/ANOFORN—
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'Fourth Amendment, NSA's continued acquisitién of foreign ﬁltelligence information
through its section 702 upstream collection. (TS//SH/ANF)

First, the results of NSA's analysis ofa representative sample of its upstream
collection indicates that the scope of the intrusion into Fourth Amendment-protected
interests caused by NSA's upstream collection i_s reasonable. Specifically, NSA's review
revealed that the vast majority of the Internet commu_nications'acquired by NSA's
upstream collection approximately 90%. -- are single, discrete _communications_ to,
from, or about a tasked selector. See August iSth Submissidn at 3. Since the first
DNI/AG 702(g) cei‘tificati_on, this Court has consistently found the acquisition of such
communications to be in accordance wifh the Act and the Fourth Amendment. Seg _
-Mem. Op. at 15-20, 32-41; see also, e.g., In re DNI/AG Certiﬁcatim- Docket |
No. [ Mexm. Op. at 22-27, 29 (USFISC Apr. 7, 2009). Contributing
significantly to that finding, in the Court's view, was the application of robust
minimization procedtires similar to those used in other collections authorized under the
Act. See, e.g., [l Mem. Op. at 29-31, 40-41. (FS//SHANF). |
| NSA's review of its upstream colIectién furtlier revealed that of the -
approximately 10% of Internet communications acquired through upstream collection
that are MCTs, approximately 14% of those MCTs are those of persons targeted in

. accordance‘. with NSA's targeting procedures. See August 18th Submission at 4. As such, |

all of the discrete communications within those MCTs are communications to or from

“FOP-SECRET//COMINT/INOFORN
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the target. This Court repeatedly has fouﬁd that the acquisition of communications to
or from the target to be consistent with the Act and tl"Le Fourth Amendment. See, e.g., -
) (e Op. at 15-17, 33. The fact that multiplé such communications may be
écquired within a single MCT of a target should not alter that conclusion. —(“ES#SHN—FT
NSA's review also found that approxi;nately 52% of the other MCTs featured an |
active user who was located outside of the United States. See August 18th Submission-
at 4-5. Ac;ldition'ally, although approximately 33% of the other MCTs required furfher
research, such research ultimately led NSA to conclude that all discrete communications
in those MCTs included at least one user whé was located outside of the United States.?
See id. ét 7. Although these two sets of communications -- which combinéd represent
approximately 85% of all MCT's -- were not communications to or from a tasked selector,
the Court halls found that NSA's acquisition of si_ﬁgle, discrete "abouts" communications
~ featuring a tasked selector is consistent with the Act and the Fourth Amendment, ‘see,
e. g.,- Mem Op. at 17-20 & n.17, 32-41, and the Governrﬁent has asserted that
NSA's acquisition of MCTs containing such discrete communications is consistent with
both the Act and the Fourth Amendment, see June 1st Sub.mission at 3-24; June 28th
Submission at 13-17, 22-24. Notably,' the nature of these MCTs further supports

assertions made by the Government in those previous filings. For instance, the.

8 Although no further substantive information is available on the 224 MCTs that NSA is otherwise unable
to definitively determine are not wholly domestic, for the reasons more specifically discussed above, the
Government submits that it is reasonable for the Court to presume that these 224 MCTs do not contain

wholly domestic communications. (FSASHANE)

FOR-SECRETH/COMINT/NOFORN:
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Governmenf asserted that "it is reasonablle to presume that most of the discrete
communications that may be within the acquired transaction -- even those that are not
to or from a tasked selector -- are between non—Unite@ S;fates persons located outside
the United States." June 28th Submission at 5; see also id. at 23; cf. Yahoo Directives Mem.
Op. at 87 (recognizing that ;‘the vést majority of persons who are located overseas are
non United States persons and that most of thei_r communications are with other, non-

| United States persons, who are located overseas") (footnote omitted), aff'd, 551 F.3d 1004
(Foreign Int. Surv. C.t. Rev. 2008). {FSHSHNTF)

In sum, NSA's review revealed that more than 99% of the MCTs it collects -- and
therefore more than 99.9% of its overall upstream collection -- do not feature wholly
domestic communications; the acq.uisition of such MCTs does not violate either the Act

- or the Fourth Amen_dmént. Although NSA has determined that less than one percent
the MCTs acquired through its upstream collection -- and thus less than 0.1% of its

overall upstream collection --likely include wholly domestic communications, ? see

? Even in those cases where an MCT contained a wholly domestic communication, NSA's review
indicated that a majority of the total discrete communications were not wholly domestic. For instance, of
the 25 discrete communications included in the ten MCTs that did contain wholly domestic
communications, a majority of those discrete communications (at least 15) were assessed to not be wholly
domestic. See August 18th Submission at 5-7. This finding further bolsters some of NSA's assessments in

the previous filings. For example, NSA assessed '

" See June 1 Submission at 11. Similarly, NSA also assessed

"that-a United States-based user would

I oy in o minute percentage of cases.” Id.; see also id. at 9 ("NSA's

acquisition of transactions or single Internet communications between

_currenﬂy occurs only in a very small percentage of cases."). (FSHSHOESINT-

TOP SECRET//COMINT//NOFORN
14

NYT v DOJ, 16 CIV 7020_000486



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

“TOP SECRET//COMINT/INOFORN-
August 18th Submission, NSA's acétlisifion of such MCTs is.nevei*thelESS permissillale
* under the Act apd the Fourth Amendment. As described in detail in the previous
filings, NSA is currently incapable of preventing the acquisition of MCTs, regardless of
whether they contain wholly domestic communications, without ceasing its upstream
collection entirely (except for || ) - Scc une Ist
Submisﬁon at 27-28; June 28th Submission at 9-10. Given the significant foreign .
intelligence information obtained through NSA's upstream collection, along with the
multi-layered approached described above -- including specialized training given to
analysts, a banner applied to upstream collection coﬁtaining MCTs, restrictions on use
of MCTs, destruction of MCTs containing a wholly domestic communication, and a

prohibition on using U.S. person identifiers to query section 702 upstream collection -

- The remainder of this page intentionally left blank —-
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the Government submits that NSA's acquisition of foreign intelligence information
through upstream collection, including the acquisition of MCTs, is reasonable and

consistent with the Act and the Fourth Amendment. (ESHSHANTE)—

Respectfully submitted,

Office of Intelligence
National Security Division

United States Department of Justice
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VERIFICATION,
I declare under penalty of perjury that the facts set forth in the foregoing "Notice
of Clariﬁ'caticns" are true and correct based upon my best information, knowledge and
belief, Executed pursuant to Title 28, United States Code, § 1746, on this 30th day of

August, 2011, (U)

Signals Intelligence Directorate Compliance Architect.
National Security Agency
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE CBURET 31 PH 5: 1
WASHINGTON, D.C.

. GOVERNMENT'S EX PARTE REQUEST FOR ISSUANCE OF NOTICES 5

~ 'THE UNITED. STATES OF AMERICA, through the undersigned Department of
Justice attorney, respectfully requests the Court to issue the ﬁoﬁcés attached hereto.
These notices inform certain electronic commum'cation services prbviders that havé'
received direb.tives pursuant to 50 U.S.C. § 1881a(h) of the Foreign Intelligence
Surveillance Act of 1978, as amendéd (FISA or "the Act"), that the Government‘s
acquisition of foreign intelligence information under such directives may continue
while this Court reviews amendments to the -above—capﬁoned cértiﬁcations.
—~SHOCNF)~

| 1; On October 3, 2011, this Court issued a Memorandum Opinion and Order

concerning the following matters: (1) the "Covernment's Ex Parte Submission of

Reauthorization Certification and Related Procedures, Ex Parte Submission of

Lisa O. Monaco, istant Attorney

Reason: 1.4(c) ‘
' 31 October 2036 -
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Amended Certifications, and Request for an Order Approving Such Certification and

- Amended Certifications" for DNI/AG 702(g) Cerﬁﬁcatior_
which was e on Ape1 20,201

2. The Court's Order granted in part and denied in part the Government's
request for the Court to approve DNI/AG 702(g) Certifications ||| G
I Sce Order at 2. In particular, the Court .found that the certiﬁc;ﬁons' cont@ed
all of &e requﬁed elements. - &l@ at2-3. The Court' further found that with fespect té

the acquisition of discrete Internet communications from Internet service providers-

e targeting and minimization procedures were consistent with the

requirements of the Act and the Fouith Amendment to the Constitution of the United
States. Seeid. at 3. However, in the context of the National Security Agency's (NSA)
_'EQILSECREF#GQMLN?#GRGGNJNGFGRN—
- : 2
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upstream collection,! with respect to the acquisition of certain Internet transacﬁons
featuring multiple, discrete communications, the Court found that NSA's minimization
procedures did not meet the Act's definition of minimization procedures, and that
NS5SA's fargetmg and mmhﬁization procedures were not consistent with the Fourth
Amendment to the Constitution‘of the United States. See Order at 3. HS#SH@%

3. bn October 4, 2011, the Government respectfully requested, and the Court
issued, se-conaary orders reflecting the Court's gpproval in part, as described in the
Court's Memorandum Opirmioﬁ and Order of October 3, 2011, to the electronic _

communication service providers who provide the Government with information,

facilities, or assistance necessary to accomplish PRISM collection. [ R
— These secondary orders specified that, with
respect to the acquisitions conducted with the assistance of these providers, the Court's
October 3, 2011, Order found that the certifications contained all of the required.
.elements and that the targetihg and minimization procedures submitted with those

ce_rtifications were consistent with the Act and the Fourth Amendment. (SHOEANT—

1 Pursuant to its Section 702 authorities, NSA collects information from facilities (such as e-mail accounts)
in two ways: through PRISM collection, with the assistance of Internet Service Providers
or by selecting for acquisition communications to, from, or about those facilities that ar

This second method of collection is referred to as NSA’s "upstream"” collection of communications.

3 _
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4. On October 5, 2011, the Government respectfully requésted, and the Court
issued, secondary orders reflecting the Court's approval in part, as described in the
Court's Memorandum Opinion and Order of October 3, 2011, to the ‘electronic
cémmuhication service providers who provide the Government with information,
facilities, or assistance necessary to accomplish NSA's upstream collection. -
R S R R

R
orders specified that the Government could continue to acquire foreign ihtelligence
information with the assistaqce of these electronic communication service providers
during the time period that the Government was eleéting to either correct the
deficiencies identifi_éd by the Court in its October 3, 2011, Opinion and Order within 30
days, or cease implementation of the certificé’cions ihsofar as they permit the acquisition
: of certain Internet-cdmmunications. —(?S%MQG%N-F-}—

| 5. On chober 31, 2011, the Attorney General, in chsultatioﬁ with the Director
of National Intelligence (DNI), adopjted’ amended NSA minimizétioﬁ procedures for use |
Witil DNI/AG 702(g) Certifications|| G O October 31, 2011,
the Attorney General and DNI amended DNI/AG 702(g) Cer’dﬁca’cions—
_to pefmit the use of the revised NSA minimization procedures under those

certifications. The amendments to DNI/AG 702(g) Certifications | G
MM@R@W
4
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-along with the amended NSA nu'nimization proeedures, were submitted to the
Court on October 31, 2011, and became effective immediately. (SHOEANF)—

6. Pursuant to 50 U.S.C. § 1881a(i)(1)(B), this Court has 30 days from the date of -
submission of a certification to review, and issue an order concerning, the certiﬁcation
and the targeting and minimization procedures submitted therewith. Because the
amended certifications, with amended NSA minimization i:)rocedures, were submitted
to the Court on October 31, 2011, the Court will have until November 30, 2011, to

complete its review, and issue an order, concerning the amendments to DNI/AG 702(g)

’Cerﬁﬁcations— and the amended NSA minimization

I:‘)rocedur‘es. "fhis time period extends beyond November 2, 2-011, the date specified in
the Court's October 5, 2011, Secondary orders to the eleetronic communicationé service
providers assisting NSA in conducting upstream collections. Accordingly, the
Government resnectfully reqnests that the Court issue the notices attached hereto,
which inform such providers that tne Government may continue to acquire Internet

communications with the assistance of such providers until the Court issues an order

NYT v DOJ, 16 CIV 7020_000494
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AL
UNITED STATES o w10
‘ o3t B S
FOREIGN INTELLIGENCE SURVEILLANCE COURT L
. e R !. '{-'-'l,"‘t ‘i?f A
WASHINGTON, D.C. LEER ¢ oF STUR]

IN RE DNI/AG 702(g) CERTIFICATIONJJiJ <5 | UNDER SEAL

Docket No Jj N

' GOVERNMENT'S EX PARTE SUBMISSION OF AMENDMENT
TO DNI/AG 702(g) CERTIFICATION-AND EX PARTE SUBMISSION OF
AMENDED MINIMIZATION PROCEDURES «5¢-

In accordance with subsection 702(1)(1)(C) of the Foreign Intelligence
Surveillance Act of 1978, as amended ("the Act"), thg United States of America, by and
through the undei‘signéd Department of Justice attorney, hereby submits ex parte the
attached Amencimént to DNI/AG 702(g) Certiﬁcaﬁor-. Attached as Exhibit B to
this Amendment to DNI/AG 702(g) Certification[Jjjf are the amended minimization
procedures to be used under the certification. {5HOSA- |

DNI/AG 702(g) Certiﬁcaﬁon -s amended, contains all of the elements .
required bﬁr the Act, and the minimization procedures to be used under the cérﬁﬁcation,

as amended, are consistent with the requirements of the Act and the Fourth

Amendment to the Constitution of the United States. Accordingly, the Government

"14(0)
31"Oc_tob'ér 2036
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respectfully requests that this Court enter an order pursuant to subsection 702(i)(3)(A)
of the Act approving DNI/AG 702(g) Certiﬁcaﬁon- as amended, and the use of

the minimization procedures attached as Exhibit B to the Amendment to DNI/AG

Certification [Jj<stocAr®—
Respectfully submitted,
National Security Division
United States Department of Justice
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIRICATION]JJJll | Docket No. -

ORDER

For the reasons stated in the Memorandum Oj)inion issued Contemporaneousiy
herewith, .and'in reliance on the entire record in this ﬁatter, the Court finds, in the
language_of 50U.5.C § 1881a(i)(3)(A), that the certification sul?nﬁtted in the above-
captioned docket,.as amended, "contains all the required elements” and that the revised
minimization procedures submitted with the amendment "are consistent with the
requirements of [Section ISSIa(e)] and with the fourth amendment to Constitution of |

-the United States." - _

Ac_cordingly, it is hereby ORDERED, pursuant to 50 U.5.C. § 1881a(i)(3)(A), that

such amendment and. the use of such procedures are approved.

Entered this day of November 2011, at ' Eastern Time..

JOHN D. BATES _
Judge, United States Foreign
Intelligence Surveillance Court

Derived From: to the USFISC

in Docket Number €
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Vi e
CERTIFICATION OF THE DIRECTOR OF NATIONAL INTELLIG@@[‘CE.AND THE
ATTORNEY GENERAL PURSUANT TO SUBSECTION 702(g) OF THE FOR%IG%‘ 9 10

L

INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENWEBS |

i iy
;-‘-_:,- -
_"‘1

Amendment to DNI/AG 702(g) Certification-
On April 13,201 i, based on supporting affidavits, the Director of National Intelligence
and the Attomey General executed in writing and under oath DNV/AG 702(g) Ce‘rtiﬁcation-
.pursuant to subsection 702(g) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("FISA" or "the Act"), thereby authorizing the targeting of non-United States persons
reasenably believed to be outside the United States to acquire foreign intelligence information.
Specifically, the Director of National Intelligence and the Attorney General certified that:

(1) there are procedures in place that had been approved or would be submitted with the
certification for approval by the Foreign Intelligence Surveillance Court ("FISC™)'
thatlare reasonably designed to --

a. ensure that an acquisition authorized pursuant to subsection 702(a) of the Act is
limited to targeting persons reasonably believed to be located outside the United
States; and

b. prevent the intentional acquisition of any communication as to which the sender
end all intended recipients are known at the time of acquisition to be located in ‘

the United States;

I Specifically, the targeting procedures to be used by the National Security Agency (NSA) and the Federal Bureau of
Investigation (FBI) were submitted as Exhibits A and C, respectively, to the certification. (SHOCANF—

NYT v DOJ, 16 CIV 7020_000513



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

—SECRET/ORCONMNOFORN—

(2) the minimization procedures with respect to such acquisition -

a. meet the definition of minimization procedures under subsections 101¢h) and
301(4) of the Act; and

b. had been approved or would be submitted with the certification for approval by
the FISC;?

(3) guidelines have been adopted in accordance with subsection 702(f) of the Act to
ensure coml;liance with the limitations in subsection 702(b) of the Act and to ensure
that an application for a court order is filed as required by the Act;

(4) the procedures and guidelines referred to in sub-paragraphs (1), (2), and (3) above are
co.nsistcnt with the requirements of the Fourth Amendment to the Coné.titution of the
United States;

(5) a significant purpose of the acquisition is to obtain foreign intelligence information;

(6) the acquisition involves obtaining foreign intelligence information from or with the
assistance of an electronic communication service provider; and

(7) the acquisition complies witﬁ the limitations in subsection 702(b) of the Act.

DNI/AG 702(g) Certiﬁcation-including supporting affidavits and targeting and
minimization procedures, was submitted to the FISC for review on April 22, 2011 ~SHOCANE—

In accordance with subsection 702(i)(1)‘(C) of the Act, DNIAG 702(g) Certification

-is hereby amended. Specifically, the use of the NSA minimization procedures attached

e — 2 Specifically; the- minimization procedures to be-used-by- the NSA; FBI, and Central-Intelligence Agency-(CIA) - — -~ —

. *___ -

were submitted as Exhibits B, D, and E, respectively, to the certification. SHOCAES-

- . - = . e - - ——
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hereto as Exhibit B under DNIAG 702(g) Certiﬁcation-is authorized. These
minimization procedures --

a. meet the definition of minimization procedures under subsections 101(h) and 301(4)

of the Act; and
b. will be submitted with this certification for approval by the FISC.
—(SHOGINFY

These minimization procedures are consistent with the requirements of the Fourth
Amendment to the Constitution of the United States. (S4OEANT—

This authorization, as amended, shall be effective immediately. All other aspects of

DNIAG 702(g) Certiﬁcation-remain unaltered and are incorporated herein. (SHOEANF—

—-- The remainder of this page intentionally left blank —---
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T SECRETHORCONNOFORN-

VERIFICATION (U)

1 declare under penalty of perjury that the facts set forth in the foregoing amendment.

_ _DNI/AG 702(g) Cerﬁﬁcation-are irue and correct to the best of

my knowledge and belief. Executed pursuant to 28 U.S.C. § 1746 on October 31, 2011. (S)—

Eric H. Holder, Jr. O
Attorney General of the United States
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VERIFICATION (U)

I declare under penalty of perjury thiat the facts set forth in the foregoing amendment-

_DNIIA_G 702(g) Certification -are true and correct to the best of

my knowledge and belief. Executed pursuant to 28 U.S.C. § 1746 on October 31, 2011. S}

ames R. Clapper
Director of National Intelligence
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EXHIBIT B Cogupy Tl

MINIMIZATION PROCEDURES USED BY THE NATIONAL sﬁﬁﬁﬂie%%é&‘&
CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE,
INFORMATION PURSUANT TO SECTION 702 OF THE FOREt(’;N TELLIgjm
SURVEILLANCE ACT OF 1978, AS AMENDED - 5.5 ¥ i

Section 1 - Applicability and Scop-e (9)}

.These National Security Agency (NSA) minimization procedures apply to the acquisition,
retention, use, and dissemination of non-publicly available information concerning
unconsenting United States persons that is acquired by targeting non-United States persons -
reasonably believed to be located outside the United States in accordance with section 702 of
the Foreign Intelligence Surveillance Act of 1978, as amended ("the Act"). (U)

If NSA determines that it must take action in apparent departure from these minimization
procedures to protect against an immediate threat to human life (e.g., force protection or
hostage situations) and that it is not feasible to obtain a timely modification of these
procedures, NSA may take such action immediately. NSA will report the action taken to the
Office of the Director of National Intelligence and to the National Security Division of the
-Department of Justice, which will promptly notify the Foreign Intelligence Surveillance
Court of such activity. (U)

For the purposes of these procédures, the terms "National Security Agency" and "NSA
personnel" refer to any employees of the National Security Agency/Central Security Service
("NSA/CSS" or "NSA") and any other personnel engaged in Signals Intelligence (SIGINT)
operations authorized pursuant to section 702 of the Act if such operations are executed
under the direction, authority, or conirol of the Director, NSA/Chief, CSS (DIRNSA). (U)

Section 2 - Definitions (U)

In addition to the definitions in sections 101 and 701 of the Act, the followmg definitions
will apply to these procedures:

(a) Acquisition means the collection by NSA or the FBI through electronic means of a rion-
public communication to which it is not an intended party. (U)

(b) Communications concerning a United States person include all communications in which
a United States person is discussed or mentioned, except where such communications
reveal only publicly-available information about the person. (U) '

(c) Communications of a United States person include all communications t6 which a United
States person 1S aparty (U)
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(d) Consent is the agreement by a person or organization to permit the NSA to take particular
actions that affect the person or organization. To be effective, consent must be given by
the affected person or organization with sufficient knowledge to understand the action
that may be taken and the possible consequences of that action. Consent by an
organization will be deemed valid if given on behalf of the organization by an official or
governing body determined by the General Counsel, NSA, to have actual or apparent
authority to make such an agreement. (U)

(e) Foreign communication means a communication that has at least one communicant
outside of the United States. All other communications, including communications in
~ which the sender and all intended recipients are reasonably believed to be located in the
United States at the time of acquisition, are domestic commimications. (S#5H-

(f) Identification of a United States person means (1) the pame, unique title, or address of a
United States person; or (2) other personal identifiers of a United States person when
appearing in the context of activities conducted by that person or activities conducted by
others that are related to that person. A reference to a product by brand name, or
manufacturer's name or the use of a name in a descriptive sense, e.g., "Monroe Doctrine,"
ig not an identification of a United States person.—(S#5D—

(g) Internet transaction, for i)urposes of these procedures, means an Internet communication
that is acquired through NSA's upstream collection techniques. An Internet transaction

may contain information or data representing either a discrete communicatio '
or multiple discrete communications :

(h) Processed or processing means any step necessary to convert a commurnication into an
intelligible form intended for human inspection. (U}

(i) Publicly available information means information that a member of the public could
obtain on request, by research in public sources, or by casual observation. (U)

(j) Technical data base means information retained for cryptanalytic, traffic analytic, or
signal exploitation purposes. 555~

(k) United States person means a United States person as defined in the Act. The following
guidelines apply in determining whether a person whose status is unknown is a United
States person: (U)

(1) A person known to be currently in the United States will be treated as a United States
person unless positively identified as an alien who has not been admitted for
permanent residence, or unless the nature or circumstances of the person's
communications give rise to a reasonable belief that such person is not a United
States person. (U)

(2) A person-known to be currently outside the United States, or whose location is
unknown, will not be treated as a United States person unless such person can be
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positively identified as such, or the nature or circumstances of the person's
communications give rise to a reasonablc belief that such person is a United States

person. {U) .

(3) A persen known to be an alien admitted for permanent residénce loses status as a.
United States person if the person leaves the United States and is not in compliance
with 8 U.S.C. § 1203 enabling re-entry into the United States, Failure to follow the
statutory procedures provides a reasonable basis to conclude that the alien has
abandoned any intention of maintaining his status as a permanent resident alien. (U)

(4) An unincorporated association whose headquarters or primary office is located
outside the United States is presumed not to be a United States person unless there is
information indicating that a substantial number of its members are citizens of the
United States or aliens lawfully admitted for permanent residence. (U)

Section 3 - Acquisition and Processing - General [©)]
(a) Acquisition (U)

The acquisition of information by targeting non-United States persons reasonably believed to
be located outside the United States pursuant to section 702 of the Act.will be effected in

“accordance with an authorization made by the Attorney General and Director of National
Intelligence pursuant to subsection 702(a) of the Act and will be-conducted in a manner
designed, to the greatest extent reasonably feasible, to minimize the acquisition of "
information not relevant to the authorized purpose of the acquisition. S/#/8f)~

fb) Monitoring, Recording, and Processing (U)

(1) Personnel will exercise reasonable judgment in determining whether information
acquired must be minimized and will destroy inadvertently acquired communications
of or concernmg a United States person at the earliest practicable point in the
processing cycleat which such coramunication can be identified either: as clearly not
relevant to the authorized purpose of the acquisition (e.g,., the communication does
not contain foreign intelligence information); or, as not containing evidence of a
crime which may be disseminated under these procedures. Except as provided for in
subsection 3(c)(2) below, such inadvertently acquired communications of or
concerning a United States petson may be retained no longer than five years from the
expiration date of the certification authorizing the collection in any event. ~(S/SH-

(2) Communications of or concerning United States persons that may be rejated to the
authorized purpose of the acquisition may be forwarded to analytic personnel
responsible for producing intelligence information from the collected data. Such
communications or information may be retained and disseminated only in accordance

with Sections 4, 5, 6, and 8 of these procedures. (C) "7
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(3) Magnetic tapes or other storage media that contain acquired communications may be
processed. ¢Sy '

(4) As a communication is reviewed, NSA analyst(s) will determine whether it isa
domestic or foreign communication to, from, or about a target and is reasonably
believed to contain foreign intelligence information or evidence of a crime. Only
such communications may be ptocessed. All other communications may be retained
or disseminated only in accordance with Sections 5, 6, and 8 of these procedures.

—RHSH- -

(5) Processing of Internet Transactions Acquired Through NSA Upstream Collection
Techniques <T8/ST— '

a. Notwithstanding any processing m.h_at maybe .
required to render an Internet fransaction mtelligivle to analysis, NSA will take

reasonable steps post-acquisition to identify and segregate through technical

means Internet transactions that cannot be reasonably identified as containing
single, discrete communications where: the active user of the transaction (i.e., the
electronic communications account/address/identifier used to send or receive the
Intemnet transaction t6 or from a service provider) is reasonably believed to be
Jocated in the United States; or the location of the active user is unknown. (TS5~

1. Internet transactions that are identified and segregated pursuant to subsection
3(b)(5)a. will be retained in an access-controlled repository that is accessible
only to NSA analysts who have been trained to review such transactions for
the purpose of identifying those that contain discrete communications as to
which the sender and all intended recipients are reasonably believed to be .
located in the United States. (F8#8H— -

(a) Any information contained in a segregated Internet transaction (including
metadata) may not be moved or copied from the segregated repository or
otherwise used for foreign intelligence purposes unless it has been
determirned that the transaction does not contain any discrete
communication as to which the sender and all intended recipients are
reasonably believed to be located in the United States. Any Internet
transaction that is identified and segregated pursuant to subsection
3(b)(5)a. and is subsequently determined to contain a discrete
communication as to which the sender and all intended recipients are
reasonably believed to be located in the United States will be destroyed

upon recognition. {FSH#SH—

(b) Any information moved or copied from the segregated repository into
repositories more generally accessible to NSA analysts will be processed

~in accordance with sabsection 3(b)(5)b: below and handled inaccordance ———
the other applicable provisions of these procedures. <TS#ST— -
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(c) Any information.moved or copied from the segregated repository into
repositories more generally accessible to NSA. analysts will be marked,
tagged, or otherwise identified as having been previously segregated
pursuant to subsection 3(b)(5)a.

2. Internet transactions that are not identified and segregated pursuant to
subsection 3(b)(5)a. will be processed in accordance with subsection 3(b)(5)b.
below and handled in accordance with the other applicable provisions of these
procedures. '

b. NSA analysts seeking to use (for example, in a FISA application, intelligence
report, or section 702 targeting) a discrete communication within an Internet
transaction that contains multiple discrete communications will assess whether the
discrete communication: 1) is a communication as to which the sender and ali
intended recipients are located in the United States; and 2) is to, from, or about a
tasked selector, or ptherwise contains foreign intelligence information. TTS//3%~

1. If an NSA analyst seeks to use a discrete communication within an Internet
transaction that contains multiple discrete communications, the analyst will
first perform checks to determine the locations of the sender and intended
recipients of that discrete communication to the extent reasonably necessary to
determine whether the sender and all intended recipients of that '
communication are located in the United States. FS#8H—

2. If an NSA analyst seeks fo use a discrete communication within an Internet
transaction that contains multiple discrete communications, the analyst will
assess whether the discrete communication is to, from, or about a tasked
selector, or otherwise contains foreign intelligence information. (F5#8H-

. (a) If the discrete communication is to, from, or about a tasked selector, any
U.S. person information in that communication will be handled in
accordance with the applicable provisions of these procedures.~TS/51)~

(b) If the discrete communication is not to, from, or about a tasked selector
‘but otherwise contains foreign intelligence information, and the discrete
communication is not to or from an identifiable U.S. person or a person
reasonably believed to be located in the United States, that communication
(including any U.S. person information therein) will be treated in
accordance with the applicable provisions of these procedures. €FS#STr

(c) If the discrefe communication is not to, from, or about a tasked selector
but is to or from an identifiable U.S. person or a person reasonably
believed to be located in the United States, the NSA analyst will document
T 77 T that defermination in the relevant analytic repository or tool if technically —
_possible or reasonably feasible. Such discrete communication cannot be
used for any purpose other than to protect against an immediate threat to
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_human life (e.g., force protection or hostage situations). NSA will report
any such use to the Office of the Director of National Intelligence and to
the National Security Division of the Department of Justice, which will
promptly notify the Foreign Intelligence Surveillance Court of such use.

—FS78D~

3. AnNSA analyst secking to use a discrete communication within an Internet
transaction that contains multiple discrete. communications in a FISA
application, intelligence report, or section 702 targeting must appropriately
document the verifications required by subsections 3(b)(5)b.1. and 2. above.

—(F5#5hH—

4. Notwithstanding subsection 3(b)(5)b. above, NSA may use metadata extracted
from Iniernet transactions that are not identified and segregated pursuant to
subsection 3(b)(5)a. without first assessing whether the metadata was
extracted from: a) a discrete communication as to which the sender and all
intended recipients are located in the United States; or b) a discrete
communication to, from, or about a tasked selector. Any metadata extracted
from Internet transactions that are not identified and segregated pursuant to
subsection 3(b)(5)a. will be handled in accordance with the applicable
provisions of these procedures. Any metadata extracted from an Internet
transaction subsequently determined to contain a discrete communijcation as to
which the sender and all intended recipients are reasonably believed to be
located inside the United States shall be destroyed upon recognition. F87/3T)~

(6) Magnetic tapes or other storage media containing communications acquired pursuant
to section 702 may be scanned by computer to identify and select communications for
analysis. Computer selection terms used for scanning, such as telephone numbers,
key words or phrases, or other discriminators, will be limited to those selection terms
reasonably likely to return foreign intelligence information. Identifiers of an
jdentifiable U.S. person may not be used as terms to identify and select for analysis
any Internet communication acquired through NSA's upstream collection techniques.
Any use of United States person identifiers as terms to identify and select
communications must first be approved in accordance with NSA procedures. NSA
will maintain records of all United States person identifiers approved for use as
selection terms. The Department of Justice's National Security Division and the
Office of the Director of National Intelfigence will conduct oversight of NSA's
activities with respect to United States persons that are conducted pursuant to this

paragraph. {5#55H)—

(7) Further processing, retention and dissemination of foreign communications will be
made in accordance with Sections 4, 6, 7, and 8 as applicable, below. Further
processing, storage and dissemination of inadvertently acquired domestic
ST T T comimunications will be rade ifi accordanice with Sections 4,75, and 8 below~BH#SH— ~— -
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(¢) Destruction of Raw Data €€y

(1) Teleihoni communicationsi Internet communications ac_quirédm

from Internet Service Providers, and
other discrete forms of information (including that reduced to graphic or "hard copy"
form such o m doro
meet the retention standards set forth in these procedures and that are known to
contain communications of or concerning United States persons will be destroyed

upon recoguition, and may be retained no longer than five years from the expiration
“date of the certification authorizing the collection in any event. G

(2) Internet transactions acquired through NSA's upstream collection téchniques that do

not contain any information that meets the retention standards set forth in these
. procedures and that are known to contain communications of or concerning United
States persons will be destroyed upon recognition. All Internet fransactions may be
. retained no longer than two years from the expiration date of the certification

authorizing the collection in any event. The Internet transactions that may be retained
include those that were acquired because of limitations on NSA's ability to filter
communications. Any Internet communications acquired through NSA's upstream
collection techniques that are retained in accordance with this subsection may be
reviewed and processed only in accordance with the standards set forth in subsection

3(b)(5) of these procedures.(FS#5H—
(d) Change in Target's Location or Status {5//3fy

(1) In the event that NSA determines that a person is reasonably believed to be located
outside the United States and after targeting this person learns that the person is inside
the United States, or if NSA concludes that a person who at the time of targeting was
believed to be a non-United States person is in fact a United States person, the
aequisition from that person will be terminated without delay. (S#3Ty :

(2) Any communications acquired through the targeting of a person who at the time of
targeting was reasonably believed to be located outside the United States but is in fact
~ located inside the United States at the time such communications were acquired, and
any communications acquired by targeting a person who at the time of targeting was
believed to be a non-United States person but was in fact a United States person, will
be treated as domestic communications under these procedures —<S#85—

Section 4 - Acquisition and Processing - Attorney-Client Communications N\

As soon as it becomes apparent that a communication is between a person who is known to
be under criminal indictment in the United States and an attorney who represents that
individual in the matter under indictment (or someone acting on behalf of the attorney),
" “monitoring of that communication will cease and the cormmunication will be identified as-an-——-—-— -~~~
attorney-client communication in a log maintained for that putpose. The relevant portion of
the communication containing that conversation will be segregated and the National Security
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Division of the Department of Justice will be notified so that appropriate procedures may be
established to protect such cormmunications from review or use in any criminal prosecution,
while preserving foreign intelligence information contained therein. Additionally, all
proposed disseminations of information constituting United States person attorney-client
privileged communications must be reviewed by the NSA Office of General Counsel prior to

dissemination. (S#STr
Section 5 - Domestic Communications (U)

A communication identified as a domestic communication will be promptly destroyed upon
recognition unless the Director (or Acting Director) of NSA specifically determines, in

writing, that: T[Sy

(1) the communication is reasonably believed to contain significant foreign intelligence
" information. Such communication may be provided to the FBI (including United
States person identities) for possible dissemination by the FBI in accordance with its
minimization procedures; -5y~

(2) the communication does not contain foreign intelligence information but is
reasonably believed to contain evidence of a crime that has been, is being, or is about
to be committed. Such communication may be disseminated (including United States
person identities) to appropriate Federal law enforcement authorities, in accordance -
with 50 U.S.C. §§ 1806(b) and 1825(c), Executive Order No. 12333, and, where
applicable, the crimes reporting procedures set out in the August 1995 "Memorandum
of Understanding: Reporting of Information Concerning Federal Crimes," or any
successor document. Such communications may be retained by NSA for a reasonable
period of time, not to exceed six months unless extended in writing by the Attorney
General, to permit law enforcement agencles to determine whether access to original
recordings of such communications is required for law enforcement purposes; €5}

- (3) the communication is reasonably believed te contain technical data base information,
as defined in Section 2(1), or information necessary to understand or assess a
communications security vulnerability. Such communication may be provided to the
FBI and/or disseminated to other elements of the United States Government. Such
communications may be retained for a period sufficient to allow a thorough
exploitation and to permit access to data that are, or are reasonably believed likely to
become, relevant to a current or future foreign inteiligence requirement. Sufficient
duration may vary with the nature of the exploitation, <(S#SI)~

a. Inthe context of a cryptanalytic effort, maintenance of technical data bases
requires retention of all communications that are enciphéred or reasonably
believed to contain secret meaning, and sufficient duration may consist of any
period of time during which encrypted matenal is subj ect o, or of use in,

. cryptanalysis. (S#SH— -
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b. Inthe case of communications that are nct enciphered or otherwise thought to
contain secret meaning, sufficient duration is five years from the expiration date
of the certification authorizing the collection unless the Signal Intelligence
Director, NSA, determines in writing that retention for a longer period is required
to respond to authorized form gn intelligence or counterintelligence requirements;

or {8/3h

(4) the communication contains information pertaining to a threat of serious harm to life
or property. €87

. Notwithstanding the above, if a domestic communication indicates that a target has’

entered the United States, NSA may advise the FBI of that fact. Moreover, technical data
regarding domestic communications may be retained and prov1ded to the FBI and CIA
for collection avoidance purposes. 'CS#S‘I?‘

Section 6 - Foreign Communications of or Concerning United States Persons (U)

() Retention (U) . _ : '

Foreign communicafions of or concerning United States persons collected in the course of an
acquisition authorized under section 702 of the Act may be retained only:

(1) if necessary for the maintenance of technical data bases. Retention for this purpose is
permitted for a period sufficient to allow a thorough exploitation and to permit access
to data that are, or are reasonably believed likely to become, relevant to a current or
future foreign intelligence requirement. Sufficient duration may vary with the nature
of the exploitation. ' '

a. Inthe context of a cryptanalytic effort, maintenance of technical data bases
requires retention of all communications that are enciphered or reasonably
beheved to contain secret meaning, and sufficient duration may consist of any
period of time during which encrypted material is sub_]ect to, or of use in,
cryptanalysis.

b. In the case of communications that are not enciphered or otherwise thought to
contain secret méaning, sufficient duration is five years from the expiration date
of the certification authorizing the collection unless the Signals Intelligence
Director, NSA, determines in writing that retention for a longer period is required
to respond to authorized foreign intelligence or counterintelligence requirements;

(2) if dissemination of such communications with reference to such United States persons
would be permitted under subsection (b) below; or

(3 if thie information is evidetics ofa crinme that has been'_fs‘bemg, oris about tobe i
_ committed and is provided to appropriate federal law enforcement authonues -ES#S{)—

TEP“‘SE EEET”E ﬁf mﬁ - FTTOFGW » rp— -
9
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(b) Disserination (U)

A report based on communications of or concerning a United States person may be
disseminated in accordance with Section 7 or 8 if the identity of the United States person is
deleted and a generic term or symbol is substituted so that the information cannot reasonably
be connected with an identifiable United States person. Otherwise, dissemination of
intelligence reports based on communications of or concerning a United States person may
only be made to a recipient requiring the identity of such person for the performance of
official duties but only if af least one of the following criteria is also met:

(1) the United States person has consented to dissemination or the information of or
concerning the United States person is available publicly; -

.(2) the identity of the United States person is necessary to understand foreign intelligence
information or assess its u:nportance e.g., the identity of a senior official in the
Executive Branch;

(3) the comimunication or information indicates that the United States person may be:
a. an agent of a foreign power;
b. a foreign power as defined in Section 101(a) of the Act;

¢. residing outside the United States and holding an official positicn in the
government or military forces of a foreign power;

d a corporatmn or other entity that is owned or controlled directly or indirectly by a.
fore1gn powet; or :

e. acting in collaboration with an intelligence or security service of a foreign power
" . and the United States person has, or has had, access to classﬁied national security
mformanon or material; . : -

(4) the communication or information indicates that the United States person may be the
target of intelligence activities of a foreign power;

(5) the communication or information indicates that the United States person is engaged
in the unauthorized disclosure of classified national security information or the
United States person's identity is necessary to understand or assess 2 communications
security vulnerability, but only after the agency that originated the information
certifies that it is properly classified;

(6) the commumcatlon or mformatlon indicates that the Umted States person may ba
o engagmg ininternational ferrofist activities] B T ' -

. : : TB?‘SE'“ERET"'EBP"HNT‘TfﬂffFB’ETf"‘EBSEBi38 .
.10 :
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(7) the acquisition of the United States person's communication was authorized by a
court order issued pursuant to the Act and the communication may relate to the
foreign intelligence purpose of the surveillance; or

(8) the communication or information is reasonably believed to contain evidence that a
crime has been, is being, or is about to be committed, provided that dissemination is
for law enforcement purposes and is made in accordance with 50 U.S.C. §§ 1806(b)
and 1825(c), Executive Order No. 12333, and, where applicable, the crimes reporting
procedures set out in the August 1995 "Memorandum of Understanding: Reporting of
Information Concerning Federal Crimes," or any successor document. (U)

(c) Provision of Unminimized Communications to CIA and FBI~(S/A¥F—

(1) NSA may provide to the Central Intelligence Agency (CIA) unminimized
communications acquired pursuant to section 702 of the Act. CIA will
identify to NSA targets for which NSA may provide unminimized
communications to CIA, CIA will process any such unminimized
communications received from NSA in accordance with CIA minimization
procedures adopted by the Attorney General, in consultation with the Director

- of National Intelligence, pursuant to subsection 702(e) of the Act. <(SHSYNF)-

(2) NSA may provide to the FBI unminimized communications acquired pursuant to
section 702 of the Act. The FBI will identify to NSA targets for which NSA may
provide unminimized communications to the FBI. The FBI will process any such
unminimized communications received from NSA in accordance with FBI
minimization procedures adopted by the Attoirney General, in consultation with the
Director of National Intelligence, pursuant to subsection 702(e) of the Act. {S#ST)y—

Section 7 - Other Foreign Communications - (U)

Foreign communications of or concerning a non-United States person may be retained, used,
and. disseminated in any form in accordance with other applicable law regulation, and policy.

W)

Section 8 - Collaboration with Foreign Governments—~(S#SH—

(a) Procedures for the dissemination of evaluated and minimized information. Pursuant to
Section 1.7(c)(8) of Executive Order No. 12333, as amended, NSA conducts foreign
cryptologic liaison relationships with certain foreign governments. Information acquired
pursuant to section 702 of the Act may be disseminated to a foreign government. Except
as provided in subsection 8(b) of these procedures, any dissemination to a foreign
government of information of or concerning a United States person that is acquired
pursuant to section 702 may only be done in a manner con31stent with subsectlons 6(b)

and 7 of thesé NSA minimization procedires. <&y -

S g 11 :
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(b) Procedures for technical or linguistic assistance. It is anticipated that NSA may obtain -

information or communications that, because of their technical or linguistic content, may
require further analysis by foreign governments to assist NSA in determining their
meaning or significance. Notwithstanding other provisions of these minimization

" procedures, NSA may disseminate computer disks, tape recordings, transcripts, or other

information or itfems containing unminimized information or communications acquired
pursuant to section 702 to foreign governments for further processing and analysis, under
the following restrictions with respect to any materials so disseminated: €8)-

(1) Dissemination to foreign governments will be solely for translation or analysis
of such information or communications, and assisting foreign governments
will make no use of any information or any communication of or concerning
any person except to provide technical and linguistic assistance to NSA. Sy

(2) Dissemination will be only to those personnel within foreign governments
involved in the translation or analysis of such information or communications.
The number of such personnel will be restricted to the extent feasible. There
will be no dissemination within foreign governments of this unminimized data.

S

(3) Foreign governments will make no permanent agency record of information or
communications of or concerning any person referred to or recorded on
computer disks, tape recordings, transeripts, or other items disseminated by
NSA. to foreign governments, provided that foreign governments may
maintain such temporary records as are necessary to enable them to assist
NSA with the translation or analysis of such information. Records maintained
by foreign governments for this purpose may not be disseminated within the
foreign governments, except to personnel invelved in prov1d1ng technical or
linguistic assistance to NSA. -5 .

(4) Upon the conclusion of such technical or linguistic assistance to NSA,
computer disks, tape recordings, transcripts, or other items or information
' disseminated to foreign governments will either be returned to NSA or be
destroyed with an accounting of such destruction made to NSA. {S¥
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.(5) Any information that foreign governments provide to NSA as a result of such
technical or linguistic assistance may be disseminated by NSA in accordance

with these minimization procedures, <5}

31— 1)
Date | Eric H. Holder, Jr.
Attorney General of the United Stites
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: AL !

: erngyarke
- UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCY odidikae PH 5:28
WASHINGTON,D.C. LT 7di ey,

: GOVERNMENT'S RESPONSE TO THE COURT'S
BRIEFING ORDER OF OCTOBER 13,2011

'THE UNITED STATES OF AMERICA, through the under51gned Department of
]ust1ce attorney, respectfully submits the followmg response to’ the Court's Brlefmg

Order of October 13, 2011. -(-S#@G,NB—
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’i‘he Court's Briefiﬁg Order of October.13, 2011, in the above-c_éptioned matters
(here-ir_lafter "October 13 Briefing Order") e-r-mumerated s:.x issues to be addressed by the
Govertiment. Ttems 1 and 2. in the Octobef 13 Briefing Order are addressed together
startiﬁg on page 3 beléw;'responses for .i’ée;ns 3. through 6. begin on page 39. {5y

As an initial matter, as this Courtis a\'zvare, amended gectidn 702 minimization
p;:ocedures for the Naﬁonél Security Agency (NSA) were adopted by the Attorney
General and aplﬁfoved by the Attdrney General and birector of Natiénal Intelligence for - V'
immediate use on Octol;:er 31, 2011; that sarhe day the procedures were submitted to the
Court for review. | NSA's amended section 702 minimization procedures provide, inter
alia, that "[a]ll Internet transactions méy beretained no longer than ﬁvo years from the
expiration date of the certification authorizing the collection in any event." See, e.g.,
Amendment to DNI/AG 702(g) Certiﬁpatior- Ex. B, filed Oct. 31, 2011, § 3(c)(2)
(hereinafter "2011 Amended NSA Minimization 'Procedure.s“).. In the past, NSA has
tried to maintain conéistency of its minimizaﬁon procedures across acquisitions
pursuant to J‘:nultiple certifiéationé. NSA is unable to apply in full the 2011 Amended
NSA M:inimizgtion ?rocedures to irﬁormation acqtﬁred prior to O.ctober 31, 2011, for
tecimical reasons primariiy i:elated to its inability to seg.regate certain previox.;sly ‘

collected categories of information in accordance with section 3(b){5)a, of the amended
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p1'.0cec’ulres.I Nevertheless, in furtherance of maintaining consistency across data
acquired through its.upstream collections, and as described in greater detail below,

' NSA is taking steps to age off of its systems Internet fransactions that were collected
through its upstream- collection platforms pursuant to Docket Nos._
the Pro’-cect America Act of 2007, Pub. L. No. 110—55, 121 étatl 552 (Aug. 5, 2007)
(hereinafter PAA), and cert1f1cat1ons issued under section 702 of the Fore1gn Intelligence
Surveillance Act of 1978 as amended 50 U.5.C. §§ 1801, et seg. (heremafter FISA or "the |
Act") where such authorizations expi.red more than two years ago. NSA anticipates that
it will completelthis age-off process 1o earlier ‘char.l' March 2012-. (ESHSHAT—

1. An analysis of the application of Section 1809(a) to each of the three different
statutory schemes under which Internet transactions were acquired without the

 Court's knowledge. (TSHSHAE—

2. The extent to which information acquired under Section 18812, the PAA, and
* Docket Nos J 115 within the criminal prohibitions set forth in
Section 1809(a). {5y :

The Government responds to these two items as follows:~5)—

1Tt i for thiis reason that NSA has hot sought to amend prior certifications to permit the use of the 2011
Amended NSA Minimization Procedures to information acquired under those certifications. {5}
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1. The Application of Section 1809 to the Government's Acquisitions Pursuant to

Section 1881a, the PAA, and Docket Nos. _(S)-

A. Section 1809 is a Criminal Statute Designed to Address Intentional Violations of
the Law 5 o

As. acknowledged earllier this year, the Government concluded that its prior
representations to the Court regarding the steps NSA must take in order to acquire -
single, discrete communications to, from, or about a tasked selector did not fully expléjn
~ all of the means by which sﬁch communications are acqujre.d through NSA's upstream
collection techniques. The Government submits that that oversight, although
regrettable, does no-t support a findihg that the Government intentionally engaged in |
unauthorized electronic suryeillance, thus implicating a cﬂminal statute. 'Secti(.)n 1809
" by its terms imposes criminal san'ction‘s; (including imprisonment and a substantial fine)
on an individual who intentionally engages in unauthorized electronic surveillance or
uses or discloses the fruits of unauthorized rellectronic surveillance? Congress did not
intend ’rhe'se stringent penalties to apply to intelligence profeséionals who, in good fa;iﬂi,
reasonably bé]ieved that they were acquiring foreign intel.ligence information in
_ con.formi-tf with authorizations by this Court or by the Attorney General and Director
of National Intelligence. (TSH#SHANE— | |

Section 1809(a) .c_riIrllinalizes "intentionally (1) engag[ing] in electronig

surveillance under color of law, except as authorized by [statute] .. .; or (2) disclos{ing]

2 Section 1810 of FISA exposes an individual who violates section 1809 to substantial civil penalties.—(5}
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or us[ing] inforﬁlaﬁon obtained under of color of law by electronic surveillance,
know-ing ot having reason to know that the information was obtained throu gh
" electronic surveillance not éuthorizeci by [statute]." 50 U.5.C. § 180%9(a). Section 1809

provides a cpm};lete defense for law enfofcement and investigative officers engaged in
official surveillance "authorized by and conducted pursuant to a search warrant or -
cox;lrt order of a court of competent jurisdicti;:an.“ Id. § 1809(b). Accordingly, by its
terms section 1809(a) is violated only where there is intentional conduct and
unauthorized electronic suiveillance is iﬁvolved.—ES)— |

FISA's illclusion of crimjnai sanctions reflects a balance between competing
priorities. On the one hand, the threat of criminal sanctions reiﬁforces FISA'S céntral
edict: before engaging in electronic surveillance, Government agents must pbté.in the
necessary statutory authorization -- typically (though not alWajs) by securing advance
judicial épprov;l. On the other, those agents who in good faith obtain and effectuate
authorization under the FISA framework are thereby shielded from civil and criminal
Iiability.' FISA's proponents stressed that lfar from chilling lawful intelligence collection,
the bill's clear delineatiori of the scope of criminal liability actually serves to protect law-
abidingCoVernmen{: agents: |

[I]ndiv{dual intelligence agents will know to the letter whiat is required of them,

They will know that what they do pursuant to a warrant is lawful. And they will

~ be protected in the future against criminal prosecutions and civil suits arising
from the surveillance as long as they do not exceed their lawful authority.
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Foreign Intelligence Surveillance Act: Hearing on H.R. .7308 Before the Subcommittee on |
Courts, Civil Liberties, and the A4n1i11istruti011 of ]'uétice, Hc_a.use. Committee on the Judiciary,
95th'>Cong. 111 (1978) (statement of Rep. Mazzoli). To that end, "[t]he word
'intentionally’ was carefully chosen. It [was] intended to .reﬂect the mo;st strict standard
for criminal culpability. . . . ",[‘I;te Government would have to. p—rove beyqnc_l a reaéonable
doubt that the. .. [condﬁct] was engaged in with a cons;:ioué objective or desire to
commit a viclation." H.R. Rep. No. 95-1283, pt. 1, at 97 (1978) (quotation omitted). In
other words, "intentionally" in the context of section 1809 means not only that an
individual intentionally undertook electronic surveillance, but ﬁndertook electronic
surv_eﬂlancé with the knowledgé and intention to violate the reéuirements of FISA. As
noted in the Government's Response to the Court's Briéfing Order of May 9, 2011, °
'i‘[b]ased ﬁpon discu;sions between responsible NSA officials and the Department of
Justice (DQ]) and the Ofﬁce of the Director of Naﬁonal Intelligence (ODNI) and DO]
arid ODNI's reviet-/v c;f documents related to this matter, DOJ and ODNI have not found
any indication that there was a conscious obj.ec':{:ive or desire to violate the
auﬂiorizations.here." Gﬁvernment'_s Résponse to the Court's Briefing Crder of Méy 9,

2011, Docket Nos Y - Juvc 1 201, ot 32

n.27 (hereinafter "fune 1 Submission™). In addition, DO] and ODNI have not found any

 indication of a conscious objective or desire to violate the authorizations under the PAA :

" or Docket Nos [N 5~
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The enacted versien of section 1809 contrasts markedly with a crimhaksﬁmﬁons
provision in a draft bill that wouldhave swept more broadly. The earlier proposal
‘Would among other things, have criminalized mtentlonally 'violat{ing] .. .‘ any court
order pursuant to this title." H.R. Rep. No. 95-1283, pt. 1 at 96-97 (discussing
predecessor bill). Crmunallzmg all manner of FISA violations' generated. considerable
debate” and was suggested to have a "deleterious effect on ﬂ'xe morele of intelligence
personnel.” Id. at 96. The "any order” language was dltimately stricken from the final

' bill eﬁected by Congress, In limiting FISA's criminal penalties to instances in which the

Government had failed to obtain prior a_.ut‘horization;or intedtiona]l-y exceeded the-
boundaries. of the authorization obtained, Congress made elear that it envisioned
section 1809 as a,narrewly ’éailored sanction, not a comprehensiw;e framework for
remedying all Idarmer of Government errors in the cddrse of dbtaining or effectuating
FISA authorities. {3}

Given its underlying puriaose, the Government respectfully suggests that secﬁoﬁ
1.8'09 does not provide the-appropriate framework for cases in wﬁich the "surveillance,
theugh based on an erroneous factual premise, was adthorized by @d conducted
pursuant t6 an order issued by the FISC." Note, The Notz'ce Problém, Unlawful Electronic -
Surveéllance, and Civil Liubility under PISA, 61 U. Miami L. Rev. 393, 427 (20_07) (arguing

that although this limitation of sectlon 1809 was appropnate for crlmmal 11ab111ty,

_FISA should be amended to provide civil liability in such cu.cumstances_)_._ So e
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tnderstood, section 1809 accords with other criminal offenses that hinge on the absence

. of va]id au‘;horizatioﬁ. ‘For example, in Theofel v. Pm'eyvfones, 359 F.3d 1066, 1072 (5th Cu'
2004), the Ninth Circuit construed "the meaning of ’gl;xe word 'authorized' in section
2701" of the Stored Communications Act (SCA), 18 U.S.C. § 2702. The defendant in
Theofel had obtained acml:e.ss to communications by serving a "patently urﬁawful“
subpoena on a ’;hird party. Id. Af issue was whéth.eli' co;:hpﬁance with that ﬂa%red |

subpoena constituted valid consént -- ie., qualified as an "authorized" disclosure under
the SCA. {5y

Holding that the answer de_pended on whether the authorization was procured
in "bad fa{iﬂ'\;," the Coﬁrt of Appeals expl.ai.ﬁed:

" Because the Stored Communications Act defines a criminal offense and includes
an explicit mens rea requirement, see 18 U.S.C. § 2701(a)(1), we do not think a
defendant can be charged with constructive knowledge [of the authorization's |
invalidity] on a showing of mere negligence. Rather, the defendant must have
consciously procured consent [i.e,, "authorization"] through improper means. In
this case, the magistrate found that defendants had acted in bad faith. Thatis
enough to charge them with knowledge of [the third party's] mistake. SeeBlack's
Law Dictionary 139 (6th ed. 1990) (defining "bad faith" as "not simply bad
judgment or negligence, but . . . conscious doing of a wrong because of dishonest
purpose or inoral obliquity"}).

Id. at 1074 n.2. In addition to recounting the defendant's "bad faith” and "constructive
knowledge" of the subpoena's invalidity, the decision stressed that ;'[a]]lowing consent
procured by a known mistake to qualify as a defense would seriously impair the |

statute's b}ﬁéfét?&ﬁ."' 1d. at 1074, However, for the reasons discussed herein, the
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Government submits that the orders of the Court in the four authorities at issue here
were not "procured by a known mistake." 45}
The Government submits that the same considerations exclude froﬁ criminal
.hab]hty under section 1809 instances in which ]ud1c1al approval and authorization of
the Director of Nahonal Intelligence and the Attorney General were obtamed in good

faith, premised on incomplete descriptions of how the acquisitions were to be

conducted. {FSHSHANE)-

B. The Authorizations Remain Valid Despite the Government's Incomplete
Description of the Technical Means of Acquisition-{5)-

Congress intended that the "crir-ninal penalt'ies.fo'r intelligence agents under
[FISA] should be essenﬁaﬂy the same as f;r law enforcexﬁent officers under title 18."
.HfR' Conf. Ref). No. 95-1720, at 33 (1978). Therefore, the 1aw-eﬁorcement context
provides instructive guidance with respect to the ‘scope of what should qualify as
inténtiona_l unauthorized surveillance for purposes of section 1809(a)(1). Provided it
was obtained in good faith, a valid authorizatioﬁ to conduct law-enforcement
surveillance is not rendered "void" or "invalid" becaﬁge it was prémis&_ed ona fact-ugl
error or misstatement..-(S}

Under case law developed in the su‘pp;ession conitext, it has long beenlsettled
that the Government's "[iJnnocent mistakes or negligence alone are insufficient to void a

‘warrant." Lnited States v. Palega, 556 F.3d ' 709 714 (8th Cir, 2009) (c:1tmg P1 anks v,
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Delawaré, 438 U.S. 154, 171) (1978))3 Recognizing that everyone -- including the agents'
who serve the Government -- will at times cprhmit errors, the Sufreme Court h.as
emphasized, in a variety of circumstances, "the need to allow some latitude for honest
mistakes." Maryland v Garrison, 480 U.S. 79, 87 (1987); see also Brinegar v. United States,
338U.S. 160, 176 (1949) (ernphasizing that "room must be a]loweci for some mistakes on
. [the Government's] part"). €5} |
In the three decades since Frarks, it has become hornbook law that a discovery of

a good faith misstaterﬁent or omission® in the app]icatiqx} for a warrant -- even one that -
is material -- does not fransfon'n an autﬁorized search into an unauthorized on;e.. Seee.g.,
Chism v. Washington State, No. 10-35085, ___ F.3d ___, 2011 WL 5304125, at *16 (9th Cir.
Nov. 7, 2011) (;‘It is well established that omiésions and misstatemen’;s resulting from

negligence or good faith mistakes will not invalidate an affidavit which on its face

3 The decision in Franks came down in June 1978, just prior to FISA's enactment. But the core holding of
Franks was anticipated by many courts, See, e.g., United States v, Marihart, 492 F.2d 897, 900 n.4 (8th Cir,
1974) ("We agree with the Seventh Circuit that completely innocent misrepresentation should not support
suppression even if material."), The Second Circuit has suggested that "FISA orders should be governed
by the principles set forth in Franks v, Delgware." United States v. Duggan, 743 F.2d 59, 77 n.6 (2d Cir. 1984).
Under the Second Circuit's standard, the fact of a negligent misstatement in a FISA application is not
grounds for suppression — or even an evidentiary hearing -- on the issue of whether the surveillance was
properly authorized. To warrant a hearing, the court explained, a suppression motion asserting that the

" Government's surveillance was not authorized by FISA "would be required to make 'a substantial '
preliminary showing that a false statement knowingly and intentionally, or with reckless disregard for
the truth, was included' in the application and that the allegedly false statement was 'necessary’ to the
FISA judge's approval of the application." Id. (quoting Franks, 438 U.S,, at 165-156). {5}

- —+Although Franks itself-was-concerned-with-the-issue-of Gevernment IniSStateméﬂﬁS;-it-iS-ﬁﬁdEIY aceepted-- - —-— ——- -
thatits "reasoning . . . 'logically extends. . . to material omissions." United States v, Johnson, 696 F.2d 115,
118n.21 (D.C. Ci‘r.il9§2) (quoting 2 W. LaFave, Séérch and Seizure, § 4.4 (Supp. 19_82))1. 5
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establishes probable cause.") (quotation omitted); United States v. Andrews, 577 B.3d 231,
238-39 (4th Cir, 2009) ("In challenging a search warrant on the t‘neo‘ry that the officer's
affidavit omitted material facts with the intent to make, or in reckless disregard'of |
 whether they thereby made, the affidavit misleading, the defeﬁdant must show (1) tha.t
the officer deliberately or recklessly omitted the information at issue and (2) that the
inclusion olf this information Woﬁld have defeated probable cause.”) (quotation ana :
citation omitted). The appropriate iﬁqu:iry looks to the ‘G.overnment's good faith in
submittipg the applicr;ltion, and the fact that an error may be atl:ri_bﬁtable to an internal
nﬂscorﬁmunicaﬁon within the Government, or to gaps in the deernment‘s
understanding, is not itself an indication of bad faith. See, ¢.g., United States v. Yusuf, 461
F.3d 374, 378 (3d Cir. 2006) (in performin-g the Franks analysis, lower court "erred by
failing to recognize tha‘é government agents should generally be able to presume that
information received from a sister governmental agency is accurate"); United States v.
Radtke, 799 F.2d 298, 310 (7¢h Cir. 1986) (finding no "deliberate falsehood” where a police
officer of one department compiled erroneous information derived from another |

department's investigatibn)ﬁ ~5r

5 The case law "hold[s] the government accountable for statements made ... by the affiant [and]
statements made by other government employees which were deliberately or recklessly false or
mislgading insofar as such statements were relied upon by the affiant in making the affidavit." United
States . Kennedy, 131 F.3d 1371, 1376 (10th Cir. 1997). See also United States v, Hammett, 236 F.3d 1054,

~ 1058-1059-(9th Cir-2001} ("Ininforming Detective-Bolos of the informationinecessary to procure the. . ...

warrant, it is highly probable that there was a miscommunication between Officer Correia and Detective
Bolos that led to the misstatement in the affidavit, We therefore reject the position that the warrant is
invalid . ..."); United States v. Wapnick, 60 F.3d 948, 956-(2d Cir. 1995) (invalidation turns on whether
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'fhe Franks framework has Been extended to mistakes in Title ITI applications. As
Judge Posner has explained:

[1)f governinent agents execute a valid wiretép order' and in the course of

executing it discover it was procured by a mistake . . . the record of the

conversations is admissible m evidence. ... The discovery of the inistake does

not make the search unlawful from its inception.
 United States o. Ramires, 112 F.3d 849, 851 (7¢h Cir. 1997); see also uﬁited States . Garcia,
735 F.2d 214, 222 (8th Cix. 1986) (applying Franks standérd to a Title III Wiretaf)); United |
States v, Ippolito,_mr.zd 1482, 1485 (9th Cir. 1985) (same); United States v. Southard, 700
F.2d 1, 8 (Ist Cir. 1983) '(samé). o |

Although .the Government has not located cases appllying the Franks standard to
illegal wiretapping prosecutions (presumably because cases -r.ai.sing- that fact pa&ern are
rarély, if éve1;, prosecuted), Franks also deﬁneateé the scope of an "illegal search" in civil
liﬁg_atioﬁ under 42 U.S.C. § 1983. See, e.g., Peet v. City of Detroit, 502 F.3d 557, 570 (6th |
Cir. 2007) ("Iﬁ casés involving search W&rrantg . . . the law is clear that an officer may be
held liable under 42 U.5.C. § 19.83 for an illegal search . . . when the officer knowingly
and delibefately,or with a reckless disregarci for the fruth' makes 'false statements ;)r
omissions that create a falsehood' and 'such statements or énﬁssions are material, or

necessary, to the finding of probable cause.") (citing Wilson v. Russo, 212 F.3d 781, 786-

787 (3d Cir. 2000)). When it enacted section 1809, Congress surely did not intend to

anyone il the governmerit "deliberately insulatfed] affiants from information material to the determination -
of probable cause") (emphasis added); United States v. Calisto, 838 F.2d 711, 714 {3d Cir. 1988} (same). {5}~
_TOP.SECRET/CO |
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impose a less forgiving standard of criminal liability in the national security context than
generally exists for civil Iiability in the Iaw—enforcer'rixent context. Sy

The Government sﬁbm;its that the Coﬁrt should consider the latitude afforde_d
the Government in the law-enforcement cc-mtext equally api:roprigte for .surveﬂlance
conducted under the aegis of national security inv.e.stigationé, in which the
Government's focus will often be "less precise - ..than [surveillance] directed against
more conventional types of crime.” ﬁnited States. 'u.. United St'utes District Court (Keith),
407 U.S. 297, 322 (1972). All of which is not to suggest that the Government bears
diminished responsibility for mista'kes in the reéord. Upon becoming aware of its
failure to communicate to the Court certain salient aspects of its collection activities, the

Government bore responsibility for correcting its past statements, See FISC Rule 13(a).

" When mistakes happen notwithstanding the Government’s best efforts, they are

regrettable. Nevertheless, the Government respectfully submits that the potential
exposure to criminal Hﬁbility -- and the resultant civil liability under section 1810 -- is

not the appropriate means to respond to such miscommunications within the

Government. {53

C. The Authorities at Issue {5}

1. Section 1881a {53

Beneath the heading "AUTHORIZATION," section 702 in pertinent part empowers
the Attorney General and the Director.of National Intelligence, upon the issuance of an

13
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order from this Court gpprovihg a certification and the use of targeting and
minhﬁizétion procedures, to "authorize jointly, for a period of up to 1 year . . . the
targeting of persons reasdnably believed to be located outside the United States to
acquire foreign intelligence information." 50 U.S.C. § 188la(a). Acquisitions authorized
under section 702 must be coﬁducted in accordance with taréet:ing and minhﬁization
procedures adopted by the Attorney General and in conformity‘mﬁth a certification. '
submitted to the FISC. See 50 U.5.C. § 1881a(c)(1). Accoz:d:inglj, section 702 accords ti“le
Court a crucial role in ensuring that the Government's targeting and minimization
procedures afe consistent with the statutory requirements of section 702 and the Fourth
Amendnqent to the Constitution of the United States. See 50 U.5.C. § 1881a(j) (providing
that the FISC ';shall have jurisdiction to review [the] certificaﬁon‘. .. and the targeting
and-m.inin;tizati(')n procedures“); Nevertheless, while the Government cannot
commence or continue acquisition without Court approval, the statute commits
resPonsiEi]ity for "authoriz-a_ti'oﬁ" to the Attorney General and the Director of National
Ihtelligepce. {TSHSHANEY |
Section 702 provides for two potential outcomes of j’udicial réview, neither of
- Whi;h appears to vitiate a past de’.cermination of the Attorlnef Genefal and Director of
National Int_elligeﬁce to authorize acquisitions in good faith. The first is "APPROVAL," in

~_which event the Court "entér[s] an order approving the certification and the use . . . of

" the procedures for the acquisition." 50 U.S.C. § 1881a(i)(3)(A). The second is a

: 14 .
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"CORRECTION OF DEFICIENCIES," in which event the Court "shalllissue an order directing
the Government to, at the Govérnment‘s élection ... (i) correct any deficiency identified
by the Court's order. . ; or (ii) cease, or not begin, the implementation of ﬂ;e
aufhorﬁaﬁon for which such certi.fic_-ation-wés submitted." 50 U.S.C. § 18élé(i)(3)(B).
Notably, sectio'n 702 mallces no provision for aﬁ order requiring the Goverment to
purge information acquired under authorizations from the Attorney General and
t)irecto_r of Nationz;l Intelligence in the ex}eﬁt the Government chooses to discontinue its
collection after receipt of a deficiency order.® 5

In kee;ﬁing with ;che above, ti*le operative cerﬁficatioﬁs, and the targeting and
minimization procedures adopteci by the Attorney General for use with those
certifications, were submitted by the Government to the FISC arid approved pursuant to
-50U.5.C. § 1881a(i), .albeit V\.rithout provision of certain inforn:lation relevant to the
manner in whid1 NSA acquires Intérnet transeictions to, from, or about‘a tasked selector
through its upstream collection.- The Attorney General and Director of Naﬁoﬁal
Iﬁte]]igenc_e at all times acted in good faith in diécharging their responsibﬁities under
'jsectién 702. Asthe Court has a]reaay found, each pribf certification 'conta.ined all of fhe_'

required statutory elements. See In re DNI/AG 702(g) Certifications _

6 In this respect, section 702 appears to represent a departure from the "traditional" FISA framework, -

- - —which-expressly--and significantly — restricts the-use of information acquired pursuant fo_surveillance L
activities authorized by the Attorney General without a court order and later rejected by the Court, See,

e.g, 50 U.S.C, § 1805(€)(5). 48}— . ‘ - -
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Opinion at 12 & n.11 (USFISC Oct. 3, 2011) (hereinafter "Oct. 3 Mem. Op."). Moreover,
as the Government noted in its June 1 Submission, the Attorney General and Director of
National Intelli_gence have confirmed that their prior sectioﬁ 702 authorizations
_continued to be valid and m force, notwiths_tanding the acquisition of Internet
transactions featuring multiple discrete communications (hereinafter "MCTs"). See June
1 Sitbmission at 35; see also Government's Response to the Court's Sﬁpplemental
Questioné of June 17, 2011, Dockét Nos._, filed
June 28, 2011, at 26—-2?. Accordingly, the Government respectfully submits that-
pérsonnel 1.«}110 relied on those authorizations and followed those procedures in
.acquiring MCTs did not engage in unéuthorized surveillance, and did not intend to
engage in surveillance that was not authorized i_mder FISA. {ESHSHANTE—.

2. The PAA 5y | |

Section 105B of the PAA likewise empowered the Director of National
Intelligence and the Attorriey General to "authorize the acquisition of foreign
intelligence information cgncerning persohs reasonably believed to be outside the
United States.” §105B, 121' Stat. at 552-55. Such acquisitions were specifically exempted
from»FISA's definition of "électronic surveillance.” See id. §.105A, 121 Stat. 552." As

under section 702, the PAA provided for judicial review of the targeting procedures

- - used to implement those authorizations, but the review was limited by statute. Under -
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the PAA, the Attorney General was required to submit to this Court "the procedure's by
which the Government determines that écquisitions conducted pursuant to [its
statutory authority] do not constitute electronic surveillance." Id. § 105C(a), 121 Stat. at
.555' The Court, in tu_rn, was then requi;ed to AS5ess whether the Government's
deterriﬁnaﬁon was "clearly erroneoﬁs." Id. § 105C(b), 121 Stat. at 555. As this Court has
- ndtéd, the deferential "clearly erroneous" standard of review would "not ex;ﬁﬂe 2
reviewing court to reverse the [Attorney General's] finding . . . simply because [. . .] it
would have decided the case differently." Inre DNI/AG 105B Certifications I
| I 2cm. Op. at 6 (USEISC Jan. 15, 2008) (hereinafter PAA Mem. Op.") (quoting
Anderson v. City of Bessemer Qity, 470 US 564,573 (198_5)). Moreover, judicial review
was limited to "certain aspects of the certification process.” Id..at 4, "Executive branch
determinations . . . regarding the purpose of the acquisition and the adequacy of
minimization procedﬁres [were] not subject to judicial review" at all. Id. at 6.
(TS//SI//NF)
'APplying the PAA's “clearly erroneous” standard of review, this Court found the
Government's targeting procedures were "reasonably designed to ensure that the users
of tasked facilities are reasonably believed to be located outs'}de the United States." Id.

at 15. As to "abouts" communications, the Court "adopt[ed] the [Government's]

interpretation that . .. surveillance [of ‘abouts' communications] is''directed' (i} at the
users of tasked -e-mail accounts . . ; (i) at-those parties to acquired communications

TOP SECRET//COMINT/ORCON,NOFORN
17 '

NYT v DOJ, 16 CIV 7020_000547



Approved for public release. All withheld information exempt under b(1} and b(3) except as otherwise noted.

TOP SECRET//COMINT//ORCON,NOFORN

who... ‘ar.e reasoﬁably believed to be outside the United States; or (iii) at both these
classes of pefsons." Id, at 21.. Just as in the section 702 context, Government personnel
who relied on the PAA authorizations to acquire MCTs did not engage in unauﬂmorizeci
surveillance, let alone did 50 intentionally. -(IES#SI-AQSJFQ—

3. FISA-Tiﬂe 15y |

The issues concerning NSA's upstream collection techniques lrais.,ed during ;the

Court's consideration of the above -captioned dockets potentially mphcate the

api)hcatlons approved by the C01;1rt in In re —
e e
08. _ ~{FEHSHANE—

With respect to Docket No. [ toe Government sought, and the Court
approved, "authorization to direct electronic surveillance" at. that the
Government believed were being used, or Were about to be used, by its targets to
communicate, In its order approving-the surveillance, the Cou;:t'stated thatit

"underst[ood] that, in certain instances, NSA may collect non-target [internef] -

comsiunications.” 1 [
I Dokt No [ Mem. Op. 2t9n.9

(USFISC Apr 6, 2007) (heremafter B (e Op."), just as the Corirt understood

__ that "[a] lthough NSA surveﬂlance Wﬂl be de31gned to acqulre ordy international

- [telephone] communications where one comriumicant is outside the United States, . . .
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the manner in which [NSA] routes communications do not permit complete assur.ance
that this wﬂi be the case,’; id. at 7;8 n7. The ‘Couﬁ approved the‘collectiqn with the |
expectation that NSA would "handle these coﬁmmicaﬁons in accordance with its
sfandard FISA minimization procedurgs, as described an_d modiﬁed herein." Id. at 9 n.9;
s;ee also id. at 7-8 n.7. Accorrdingly., Go've.rnment personnel who relied on that épproval
and actéd in accordance with thoge procedures in no way engaged in unauthorized
.Surveﬂlanée, and certainly did not do so with "a conscious and objective desire to.
commit a violation." FLR. Rep. No. 95-1283, pt. i, at 97 (1978) (quotation oﬁﬁtted).
~ESHSHANE-
| With respect to Docket No.-thé Governmenf acknowledges thatits
application did not fully ;axplain the methodélogy through which — '
Internet communications 1l1pstrearn Wou_ld "ensure that all communiéaﬁons; fofwarded
1o NSA - .. are indeed communications ’n;hat have been sent or receiv;ed using, and that
'r;afer to' or are 'about,' e-mail accounts/addresses/identifiei‘s for Wlﬁch there is probable _
cause to believe are being used, or are about to-be used, by [the targets.]" De;:l. of Lt. .
Gen. Keith B, Alexander, Docket NQ. B filed Majr 23, 2007, at 21. But for the
reasons discussed in greater detail above, this good faith mistaké does not render the
prior authorization void or the surveillance collected thgreunder "unauthorized,"

_thereby ex?osing Government Persormel to potential criminal and civil liability, Onthe -
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contrary, such godd faith mistakes can and should be meaningfully redressed without

recourse to section 1809. (F5HSHANE)—

1. Should the Court Determine that Unauthorized Collection Occurred, Only the
Acquisition of Certain Subsets of Communications Acquired Through NSA's

Upstream Collections Conducted Pursuant to the Authorities at Issue Would
Constitute Electronic Surveillance, as Defined by the Act <5y -

_ By its terms section 1809(a) applies o:niy to unauthorized electronic surveillance
" as that term is defined in FISA, Thus, the extent to which section 1809(a) applies to
acquisitions under the authorities at issue herein depends on whether or not those
acquisitions constitute "electronic surveillance.” «5)-

NS5A's upétream-lmernet collections under all four authorities have acquired
onty commusications
T /: such, any communication that NSA has acquired through |
its upstream Internet céllections conducted: ?ursuant to the four authorities at issue
would be a "wire communication,” as de‘finedl by the Act -- that is, é "communication
while it is being carried By a wire, cable, or other like connection fﬁrnishéd or opérateci
by gny person engaged as a common carrierl in pr-oviding or operating such facilities for
the transmiséioﬂ of interstate or foreign (;ommunications." Id. § 1801(1). FSHSHAEY

The Act defines "electronic surveillance" in four different ways. Seeid. § 1801(f).

upstream collections conducted pursuant to the authorities discussed in the Court's

NYT v DOJ, 16 CIV 7020_000550
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Briefing Order. The first type of electronic surveillance, which requires “intentionally

‘ targeting” a "Pgrticular,_ known United States person who is in the United States,"_ id.
§ 1801(f)(1), is not implicated, because Inone of the authoritiés at issué here permitted
the targeting of United States persons inside the United States.” Similarly, the third type

of electronic surveillance, which involves the acquisition of the contents of certain radio

communications, see id. § 1801(f)(3), is not implicated, _
For the reasons discussed below, the second type of electronic surveillance
defined by the Act, which involves the écquisition of certain types of wire
communications, see id. § 1801(f)(2), is potentially implicated to varying degrees (or not
' at all) in each of the four acquisition authorities at issue. See, e.g., In re —
. o<t No Il A pplication at 18-19, filed Dec. 13, 2006; I <R

7 Specifically, in Docket No. -, the authority granted by the Court required that "[a]ll selectors shall

be telephone numbers or e-mail addresses that NSA reasonably believes are being used by persons
R e
_ * Docket No. Primary Order at 12 (USFISC Apr. 6, 2007)
" (hereinafter ' rimary Order"); in Docket No. the authority granted by the Court was
“imited to fhe surveillanee of telephone numbers and e-mail accounts/addressesfidentifiers which the
NSA reasonably believes are being used, or about to be used, by persons outside the United States," In re

Docket No. [ Primary Order at 11 (USFISC Aug, 24, 2007) (hereinatter

Primary Order"); under the PAA, the Government was only authorized to acquire "foreign inteiligence

information concérning persons reasonably believed to be located outside the United States," § 105B(a),

e~ 197Gtat: at 552; and-under-section 702, the-Government may-acquire foreign intelligence information... .. . -
through "the targeting of persons reasonably believed to be located outside the United States," 50 U.5.C.

' §188T4(a), and is prohibited frorh "intentionally target[ing] any person known at the time of acquisition
to be located in the United States," id. § 1881a(b)(1). 5
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I Docket No._ Application at .16_17’. filed May 24, 2007.2 As noted

above, all communications acquired through NSA's upstream collections under the four

authorities are wire communications, as defined by the Act. Becausé the fourth type of
| electronic surveillance s?eciﬂcally excludes the acquisition of v\;ire coﬁmurﬁcations, see

id. § 1801(f)(4), it does not apply to NSA's upstream collections under the authorities at
' jssue. (TS//SI//NF) |

' -Pursuant to the authority granted by this Court in Docket Nos. _

[l NS A acquired wire communications through its upstream collections. To the
extent that such wire commqrﬁcations (including any discrete communications within
an’ MCT) were tq or from a pérson inéide the United Sfcateé, the acquisition of those
communications would héve constituted electronic surveillance as defined in
subsecﬁon 1801(f) (i). Most of that electronic surveillance was specifically contemplated
and approvéd by the Court in these dockets. However, upon closer rev.ie.w of the
record and as described below, certain wire commuiﬂcgtions to or from persons located
in the United .States.acquired through NSA's upstream collections may not have been

specifically contemplated by the Court at the time authorization orders were issued in

Docket Nos. ||| NGz (T5//51/NF)
y- ]

-_ﬁm ' |
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| Section 105A of the PAA "carved out" of the FISA Title I definitions of electronic
surveillance, a surveillance directed at a person reasonably believed to be located
outuide of the United States. § i_O5A, 121 Stat. at 552 ("Nothing in the definition of
electronic surveillance under section 101(f) [i-e., 50 U.S.C. § 1801(f)] shall bé-cons’rrued to
encompass surveillance directed at a person reasonably believed to be located outside
of the United States."). As explained in detail below, NSA's acquisitions pursuant to the
PAA were at all timeé the product of surveillance directed at persons reas-onably
believed to be located outside the United States and thus did not constitute electronic
surveillance as defined by the Act. Accordjngiy, section 1809(a) is not imp]ic’ateu by
NSA's acquisition of any communications pursuant to PAA - even those‘that. may not
_ have been specifically uontemplated or considered by the Court at the time it reviewed
and approved NSA's targeting procedures as requir;ad by Section 165C of the PAAS
—(ESHSHANE—
Unlike the PAA, section 702 did not exempt from the Act's definition of

electronic surveillance the acquiéitidns contemplated by section 702. Many, if not most,

9 As noted above, the scope of judicial review under the PAA was narrow. Section 105B(c) required the
Attorney General to transmit to the Court a copy of each certification. See § 105B(c), 121 Stat. at 553,
Section 105C(a) required the Attorney General to submit to the FISC "the procedures by which the
Government determines that acquisitions conducted pursuant to section 105B do not constitute electronic
surveillance.” Id. § 105C(a), 121 Stat. at 555, Following such submission by the Attorney General, the
Court was required to assess the Government's determination by applying a clearly erroneous standard.

* Seeid. §105C(b); 121 Stat-at 555:- Attorney General-and-Director of National Intelligence determinaions - -~ - - —-

regardmg the purpose of the acquisitions and adequacy of the mmmuzanon procedures were not subject
to Court review under Section 105C. {3¥ B

23 ' ’
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of the wire communications NSA has acquired_through jts section 702 upstream -

collections were specifically contemplated and conside;e& by the Court during its
review and approval of NSA's targeting and mﬁﬁﬁﬁzaﬁom procedures as required By
secﬁon 702(i) of the Aclt.“’ However,. NSA has also éollected certain other |
communications to 01.‘ from persons located in the United States through its upstream
collections pursuant to section 702 authorizations that were not specifically
con"cemplatéd or considered by the Cduért at the time it reviewed and approved NSA's
minimization and targetmg procedures. —@S#SI—/—/—NF—)‘

For the reasons more particulasly discussed above, the Government maintains
that it dici not engage in unauthorize_d electronic surveillance, let alone did so
intentionally in violation of section i809(a)(i). Should the Court determine that
portions of the acquisitions under the four pert.inent authorities were not authorized,
the following summarizes the extent to which the Government beli;aves section |
1809(a)(2), which would goverh the further disclosure (.)r use of unguthorized
acquisitions, wouid be implicated. For purposes of clarity and ease of understanding,

this discussion categorizes the communications at issue in the same manner this Court

10 Pursuant to section 702, the Court has jurisdiction to review certifications and minimization and
targeting procedures and any amendments thereto. See 50 U.5.C. § 1881afi}(1)(A). Certifications are
reviewed to ensure that they contain all required elements. Id. § 1881a(1)(2)(A) Minimization procedures
are reviewed to assess whether they meet the requirements of the Act and are consistent with the Fourth
Amendment. d. § 1881a(i)(2)(C). Targeting procedures are reviewed to assess whether they are

- reasonably designed to-ensure that-acquisitions-are limited to targeting-persons: reasonably-believed to be _—

located outside the United States, and to prevent the mtentlonal acqu_lsmon of Wholly domestic
communications. I4. § 1881a(1)(2)('B) -(-S)- T S — -
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did in its opinion of October 3, 2011, In addition, as used in this discussion, the term
"communicat_ipn“ refers to a single discrete communication within an Internet -
transaction.”* {5}
A, Active User is the Target {5}

Under Docket Nos | | GTcIEzG - PAA, and section 702, section 1809(z)
is not implicatec_i at all with respect to ‘the 'acquisit_ibn of communications where the
active user is the target. That is because such ‘acquisitions were clearly authorized
under all four authorities. See, e.g., In re DNI/AG 702(g) Certzficlations—

B <., Docket Nos. Y - =3 (USFISC
Ott, 3, 2011).2 (ESHSHANE- ' ' o

1 An Internet transaction may consist of one or more single, discrete communications. See Oct. 3 Mem.

Op. at 15. {FSHSIHYNE)-

12 The Government also riotes that the acquisition of communications where the active user is the target in
many cases does not constitute "electronic surveillance.” With respect to Docket NOLF Docket No.
and section 702, the acquisition of commuriications where the active user is the target constifutes
electronic surveillance only to the extent that such communications are to or from a person in the United
States. Under the PAA, the acquisition of all communications where the active user of the transaction is
the target -- even communications to or from a person in the United States -- is not “electronic
surveillance." As discussed above, the PAA removed from FISA's definition of electronic surveillance
"surveillance directed at a person reasonably believed to be located outside of the United States.” § 1054,
" 121 Stat. at 552. Where the active user of the acquired communication was the target, the surveillance
resulting in that acthisiﬁon was directed at a person reasonably believed to be located outside the United
« ——=----— — - —States (i-e;-the-target): See PAA-Mem; Op.at —13—(“—[I]triS—namraLtofﬂﬁhkkof.tl‘le,users.of_thatasked_faciliﬁes_ i}
as the persons at whom surveillance is 'directed.”™). Accordingly, such acquisitions are not "electronic
" surveillance” under the PAA. {TSHSIHAE). . o N :
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B. Active User is Not the Target and is Located Overseas {5y |

Under Docket No.- and section 702, the acquisition of communications

where the active user of the communication is not the target but is located overseas

poténtially implicates-section 1809(a), but only under very limited circumstances. First,‘

section 1809(a) is not ﬁplicated if the communication of the non-target active user
Ioc;élted oﬁtside the United States is_to or from another person located outside the

United States (including the user of a tasked selector), becapse the acquisition of such a
communicat_ioﬁ is not “electronic :surrv‘ei]lance."13 Second, if the communication of the
non-target actiirel user locéted outside the Upited States is to or from a .p_erson loc;ated n
the United States (and its acquisiﬁon is thus "electronic surveijlahce")f section 1809(a) is

not implicated if the communication is one of thefjjjtypes of "abouts" communications

- recognized by the Court in Docket Nojjjjjjjj see = e _

I

~ Order at 13-14 (USFISC Aug. 24, 2007) (herehmafter " Primary Order"); under the

PAA, see PAA Mem. Op. at 17 n.18; and section 702, see, e.g., In re DNI/AG Certificatioﬁ
- Docket No. 702(1)-08-01, Mem. Op. at 17-18 n.14 (USFISC Sept. 4, 2008)

(hereinafter "JJMem. Op.")* Itis only in cases where a communication of the

13 Moreover, to the extent fhat such communications were to or from the uger of a tasked selector (i.e, a

target), the acquisition of such communications was authorized in any event.~5}-

4 For example, as explained bY the Court in approving DNI/AG '702(8) Certlﬁca’non -th? -

categories of "abouts" communications include where:

26
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non-target active user outside the United States is (1) to or from a person located in the
United States and (2) either is not .one of the - types of "abouts" communications
described to the Cou:;t, or the communication dde;s not coﬁtain a tasked seleptor at all,
that secﬁon 180%(a) is implicated by the acquisition of communications where the active
user of the transaction is a non—targéted persoﬁ located overseas. {FSHSHANF—
The acquisition of communications under Docket No. ||} where the active

"user of the transaction is not the target but is logated overseas implicates secﬁon 1809@)
to an even lesser extent than similar acé;uisiﬁons under D.ocket N(.).-and section

702. As with Docket No. [JJjjjjjand section 702, the acquisition ofa forejgn-based

Id—(-'JES#SLL/-I&I-F)— o T T T . R
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" active user's communication does not implicate section 1809(a) if the communication is
to or from another person located outside the United State.s (including the user of a
'.ta.sked selector), because the communication is not acquired through "electronic
s‘urvei]lance."15 Unlike Docket No.- and section 702, however, the scope of the |
acquisition lof "abouts" 'commurﬁcaﬁops_was nqt defined under Docket No. - See

I rrimary Orderat8 n.6 (“The Court understands that [

will select |GGG c: orly international Internet communications to and
from agents of [the targeted foreign powers}, but aisé Internet communications in
which e-mail addresses|| || GGG s:ch 2gents are mentioned in
the Internet communication."}. Thus, if th(.a. communication of the non-target active user
located outside the United States is to or from a person in the United States, its
acquisition was authorized so long as a tasked selector was present in the
communik:aﬁon, regardless of the type of "about" that Eommﬁnic&ation is. Ttis only n
cases where a tasked selectorl does not appearina cornmurﬁcatiori between a noﬁ—térget
active user located outside thg United States and a person in the United Stat_gs that
section 1809(a) is implicated ~(FSHSHANEY-

| Section 1809(&1) is not implicated at all with respect to any communication

acquired under the PAA where the active user of the communication isjj 8 8

15 Again, to the extent that such commurnications $vefe to or from the user of a tasked selecfor (i.e, a
target), the acquisition of such communications was authorized in any event, {8}

[ )] ¥ A} (3AATN [} 1) ALVE.NA (YD I
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T - is because all such acquisitions under the

PAA resulted from surveillance directed at a person reasonably believed to be located

outside the United States (i.e,, the non-target active user). Specifically, if the

communication is between [

_ _16 The surveillance would also be directed at the non-

target active user located outside the United States if the acquired communication was a
communicatiori sent to or from a person in the United States, even if the communication
did not contain a tasked selector. Cf. PAA Mem. Op. at 21 (accepting, inter alig, that

"abouts" surveillance is directed "at those parties to the acquired communications who,

by virtue of the use of Internet Protocol filters or _

- are reasonably believed to be located outside the United States."). Acéordingly,
such acquisitions do not implicate section 1809(a) because they do not constitute

“electronic surveillance" as defined by FISA. (FS/STHMNEy-

C. Active User is Not the Target and Whose Location is Not (and Cannot Be)
Known £S}- '

Section 1809(a) is not implicated by acquisition under the PAA of any

communications where the active user's location is not (and cannot be) known. This is

16 The Government also notes that the acquisition of such a communication would not be "electronic
surveillarice” even in the abserce of the § 105A. carve-out; because the communication is not o or from a -

person in the United States, {FSSTHAE—
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most ev‘ident whe;n such communication is to.or from a person located outside the
United States (including the user of a taskéd selecto'r), at whom it can be said the
surveillance resulting in the acquisition is directed. Tt is equally true, alBeit somewhat
counter-intuitively, for ainy communication Eetween an active user Whose. locé’cion is
not (and cannot be) known and a person located in the United States. Aé discussed

~ above, section 105A of the PAA excluded survéai]l;mce that is directed at a person
“reasonably believed" to be located outside the United States from FISA's definition of
"electronic surveillance.” The means described in the NSA's PAA targetj.ﬁg
procedures -- i.é., the use of IP filters or _
_-— operated to ensure that acquisitions were directed at a person
reasonably be_iiev,ed to Ee located outside the United States. A]us‘t because NSA
ultimately may be unable to determine the true location of the active user of the
‘communication dées not mean NSA did not reaisonably believe, at the time of

acqm51t10n, that the surveﬂlance was being chrected ata person located outside the

United States. Cf. Inte DNI/AG 105B Certzﬁcatlons _ Docket Nos.

Transcript of Proceedjngs at 47-48 (USFISC.Dec. 12, 2007) (hgremafter,"PA_A Transcript")

(recogrizing one possibl scenacio whe-
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Section 1809(@)(2) is also flot irhplicated with respegt to écquisitions under
~Docket No.-, Docket No.- and section 702 where the communication is
between a person outside the United States and an acﬁve user whose locatioﬁ is not
(and cannot be) known. Section 1809(a) (2), which makes it a crime to hltenﬁonaﬂy
"disclose[] or use[] information obtained ﬁnder color of law by ele;tfom'c surveillance,
knowing or having reason to know that the. informéﬁon was obtained through
electronic surveillance not authorized by this Act," among other authorities. If the
location of the nqn—tgr_éet active user cannot be determined, and t.he oifhe_r communicant
is known to be located outside the United States, then one canmot "know([] or hav[e]

reason to know" that the communication was acquired through electronic surveillance

atall. G 1 - < >~ SN
. Mem. Op. at 114 (thFIS_heremafter "PR/TT Mem. Op.';) (recognizing -
that "it might not be apparent from available infor#nétion whether the commuriicat.ion

to which a piece of data relates is to or from a person in the United Stateg, éuch that
acquisition constituted electronic stirveillance as defined in Section 1801(£)(2)"). Section
1809(a)(2) can hai;dly be said to be implicated by the use or disclosure of

communications acquired under such circtimstances, E';ee id. at 115 ("When it is not

lkl‘}OVVI’l, and there is no reason to know, that a piece of information was acquired

through Elgqi;rghic surveillance not authorized by the Court's prior orders, the

NYT v DOJ, 16 CIV 7020_000561



Approved for public release. - ‘ All withheld information exempt under b(1) and b(3) except as otherwise noted.
—FOP-SECRETHCOMINTH/ORCON,NOFORN-
information is not subject to the &hﬁhial prohibition in Section 1809(a)(2).").

" Under Docket No. [ and section 702, it is only in cases where the active user
isl a non-target whose location .is not‘ (and cannot be) known communicates with a
persorin the United States that section 1809(a)(2) is potentially implicatéd. Yet if the
corlm_nunication of a non-target active user whose locaﬁo'n is not (and cannot be) 1<nqwn
is to or from a person in thé United States, its acquisitioﬁ under those two authorities
does not hnplicgté Section 1805(&1.) (2_) 1f the acquired communication is one of the -
types of "abouts" communications recognized by the Court: Under Docket No. -
and section 702, it is oﬂy in cases where the communication is not one of thgse .
types of "abouts" communications, or the communication does not contain a tasked '
selector at all, that 1809(a)(2) is implicated by the acquisition of a communication to or

froma person in the United States where the locaﬁon olf the non-target active user is not
(and cannot be) kﬁown. {ESHSHANT—

Acquisiti.on under Docket No -of com'munir;ations to ér from 2 persoﬁ in
thé Ull;lited Stgtes where the Iocétion of the non-target active user of the communication
is not (and carmof be) known implicates section 1809(a)(2) to an even lesser extent than
similar acquisitions lunder Dpcket No.- and section 702. That is because, as

discussed above, the scope of the acquisition of "abouts" communications was not

defined under Docket No [JJJJJj Thus: if the communication is between a non-target
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active user whose location is not (and cannot be) known and a person .in the United
States, its acquisition was authorized so long as a tasked selector was present in ’rh'e
communication, regardless of the type of "about" that communication is. It is only in .
‘cases where a tasked Iselector does not appear in communication between a non-target
active user whose location is not (a1.1-d cannot be) known and a pefsoﬁ in the United
States that Sect'ilon 1809(a)(2) is implicated. -(SES#SE[-HNF—)—

D. Active User is Not the Target and is Located in the Unitea States €5}

Section 1809(a) is not .impli.cated atall Wijh respect to the acquisition of
commmcat'l_ons under the PAA where the a}ctive user is not the target and is located in
the Uni_te'd Statés. Section 105A of the PAA excluded from the definition of "electronic
surveillance” sﬁr&eﬂlance that is directed at a person ;'easonably believed to be located
outside the United States: See § 105A, 121 Stat. at 552. As discussed in more detail

| below, commmunications acquired under the PAA where the active usér was located in
the United States -- even’ fhose that do not contain a tasked selector - were the product
of surveillance directed at a person reaéénabl} believed.to be located outside the United
Stateé, and thus did not constitute "electronic surveillance” by virtue of section 105A..
(TSHSHANE)—
This conclusion is most obvious where the commu:ﬁication is between a U.S.-
__based active user and the user of a tasked facility (i.e., the target) In that case, the

surveillance is clearly directed at the forelgn—based target: See PAA Mem. Op. at 13
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' ("[I]t is natural to think of the users of the tasked facilities as the.persons at wl;lom.
surveillance is '_direc_ted.'“). Some.wha't less obvious, but no less true, are instances '
where the communication is between a U.S.-based active user and a non-target
reasonably believed ﬁo be located outside the United States. Cf. PAA Mem. Op. gt.21 :
(aécepting, inter alia, that "abouts" surveillance is directed "at thqse parties to the
acquired communi,cgtions who, by virtue of the use of Internet Pro;cocol filters 01'-

| T - - (cosonably believed to be loc;afed outside

the Um'_ted States."); Inn re DNI/AG 105B Certification Il Ex A (NSA_ Targeting
Proce'dures), filed Aug..17, 2007, at 1-2 ("In addition, in those cases where NSA seeks to
acquire r;ommunications about the target that is not to or from the target, NSA will

either employ an Internet Protocol filter o ensure that the person from whom it seeks to

obtain foreign intelligence information is located overseas, orjjj | | G
T [ cither event, NSA will direct surveillance at a

party to the communication reasonably believed to be outside the United States.").,
ESHSHAE-
' Under the PAA, even the acquisition of communications that were in fact sent
between an active user in the United States and another person in the United States did
not constitute "electronic surveillance," so long as at the time of acquisition NSA

) _;‘_e__a_sgna}:)l_y beiliex_r_.eg thai; one Qf those communicants was located outside the United

States. As discussed above, section 105A of the PAA excluded surveillance that is
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directed at a peréon "reasonably believed" to be located outside the United States from
FISA's definition of "electronic surveillance." The means described in the NSA's PAA

targeting procedures -- ie,, the use of Internet Protocol (IP) filters orj|

A << ro2soriably designed to ensure

tha;t each acquisition was directed. at a person reasonably believed to be lécated outside
the United States.” That this reasonable Be]ief may ultimately have proven to be
mistaken does not mean that {he acquisition resultéd from “elecﬁonic survgi]la.nce"
because the communication was in fact to or from a-person in the United States. Cf

. -Mem. Op.at25 (conclu.ciing‘that “the government is authorized [under sectio.n
702] to acquire cormnurﬁcéﬁons when it has a reasonable, but mistaken, belief fhat- a

target is a non-U.S. person located outside the United States"); PAA Transcript at 47-48

(recognizing one possible scenario wher<|jj|| | | EGTT
I W) /s

¥ As previously explained to the Court, these means are employed with respect to any Internet
transaction acquired through NSA upstream collection, not just "abouts." Sez June 1 Submission, at 5.

—(FSHSHANE)

18 The Court also concluded that "abouts" acquisitions were directed at the users of the tasked selectors
referred to in those communications, rather than the senders or recipients of the communications, See

""" - = —PAAMem; Op:at 21: Although this was not a theory advanced by the governument, seeid. at 20;the - —— - -

government notes that the acquisition of wholly domestic "abouts" communications would not be
"electronic surveillance" under this theory either, because such surveillance would have been dirécted at

the foreign-based user of the tasked selector. {FSAHSI/NE)—
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Of course, section 1809(a) is potentiallj'r implicated under Docket No.-
ﬁécket No.- and section 702 in cases where the active user is located in the
United States. That is because every such communication would be to or from a person
in the United Statés (i.e., the U.S.-based active user) and, ﬂ\érefore, their acquisition
would constitﬁte electronic surveﬂlal;lce as cief.in_éd 1;1{s.ection 1801(£)(2). ’Ihué, the
r.elevant hquiry here focuses solely on whether such (£)(2) el.ectronic su.rveﬂla'nce was
authOI"ized. Mos.t obviously, section 1809(a) is not implicai:ed by the acquisitioﬁ of
communications between an active user in the United States and a ﬁser of a tasked
selector, becauge such acquisitions would in all cases be authorized (f)(2) electronic
surveillance. At the other end of the spectrum, the acquisitioﬁ Qf ‘Iilé co;nmj.miéaﬁons' of
a U.S.-based active user that do not co.n.tajn a tagked selector implicates section 1809(a)
if it is ultimately cOncludéd that such acquisitions are not anthorized. {FS#SHANF)- |

Falling between these two extremes ié the acquisition“of "abouts" o
communications of a U.S.—based active user. Under Docket No. JJJjjjjjjj- the aﬁquisiﬁon

| pf all types of "abouts" com_rnun;'tcations of a U.S.—baséd active usér would be authorized
- (H)(2) electronic surveﬂlénce because, as discuséed above, the scope of the acquisition of |
"abouts" ._comnium’catior.\s was not defined under [|ij Hoﬁve.ver, only those

"aBofuts" communications of a U.S.-based active user that fall within ’Eh- types of

"abouts" described to the Court ImdeEDocket NQ - and section 702 would be

- authorized (£)(2) surveillance, {FSHSHANE-
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As with the 1;AA, the acqujsition of wholly domestic "abouts" communications
uncier Docket Nos.- and -does not implicate section 1809(a). To acciuh_*e a
communication under the authofit'y granted in bocket No. - NSAwas required'
to establish probable cause to believe that at least one party to the commumcatlon was

outside the United States. See -Prlmary Order at12. To establish this probable

cause, NS employed TP s o
_ See zd at 8 Use of either of these means

would "reasonably ensur[e] that the [acqulred] communications originate or termmate
ina foreigr[ Coun’cry." Id. That this probable cause determination may ultimately have
been proven wrong in a particular case does.no’; mean that the resulting acquisitions
did not coxﬁport with the Court's 6rder and thus.were unaﬁthorize_d. See< e.g., Hlinois v.
Rodriguez, 497 US 177, 1§5 {1990) ("[TThe possibility of facf:tial error is built into the
pré)bable cause standard."j; Illinoié v. Gates, 462 US 215, 246 n.14 (1983) ("Proba_ble
cause . . . simply does not requn*e [] perfectmn B2 Indeed this Court exphc1t1y |

recogmzed that NSA's IP filters would not in all cases prevent the acqmsfcmn of all

wholly domestic communications. Sefjjjjjjjj Primary Order at 8 n.7 -
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The same holds true for the acquisition of wholly domestic "abouts”

' communications under Docket No- Aithough the order entered in Docket No.
I id not require NSA to establish probable cause to beligve that a pafty to .an
_acquired communication be located outside the United States, the Govefmnent's
authority to acquire "abouts” commuhications under that docket v.vas nonetheless
.limited to comxﬁuﬂcationé as to which "NSA feasoﬁably believe[d] that the e-mail
account/address/identifier [sending or receiving the ‘.aboms'1 communication was] being
.used, or [was] about to be usec},- b-y persons located outside the_ United States.” -
Primary Order at 15. The means approved by the Court for NSA to use to formulate
that reasonable behef were.the same .methods used under Docket No. - See
.2t 21 recopnizing tra [
_ IP filters may be used "to increase the chances of collecting foreign
communications" and "to minimize acquisition of conﬁnunica’cions-Whélly within the

" United States."). Again, like under thé PAA and Docket No.-tﬁe fact that these
‘mechanisms did notin all cases preveﬁt the .acqui_‘sitiorl of wholly domestic

~_communications is not inconsistent with this reasonable belief; n nor does it mean that an
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acquisition conducted under that reasonable belief was unauthorized. See, e.g,
Rodriguez, 497 U S. .at 195; Gates, 462 U.S. at 246 .14 ~(FSHSHANE)-

Section 1809(a) is implicated by the acquisition of "abouts" communications
' T.Detween a U.S.-based active user and another person in the United States under section
702, Hdwever, the Government notes that this Court recently held that NSA's targeting
procedures are reasonably designed to preVent the _acQuisition of such communications,
and that their acquisitioﬁ does not run afoul of section 702(b){4). See Oct. 3 Mem. Op. at

47-48. (TSHSHA

3. Whether the collections under Section 1881a, the PAA, and Docket Nos. - &
-include information that was not authorized for acquisition, but is not
subject to the criminal prohibitions of Section 180%(a). 5}

Should the Court determine that NSA's upstream éo]legﬁoh of cormmunications
that included "abouts“ coﬁm@caﬁons outside of the-cat.eg_ories previously
specified to the Court in Docket No.- the PAA, and section 702, as well ds those
discre.te cdﬁmmications collected under all four pertinént authorities that are not to,
from, or about a tasked selectqr,. was not authc;rized, the Governrﬂent believes that the

. following categories of information, although unauthorized, would not be subject to the

provisions of section 180%(a), because they do not constitute electronic surveillance, as

defined by FISA—FSHSHAE

3 Asnoted above, the categbﬂes of "abouts" communications that could be acquired were not discussed
or specified under the authorities granted in Docket No--(-'PS#SI-!-fNF)— '
- - Pl a - ] FIlaNs i

ry A ONEN
TIaw - NI
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(1) Where the active user is the target: As discussed above, where the active user
is the target, all acquisitions were clearly authorized under all four authorities.

—{TSHSHAN)-

(2) Where the active user is outside the United States or the active user's location

is not (and cannot be) known: In such situations, acquisition would have been

unauthorized, but would not have consti;mted electronic suryei]lance --and
therefore not subject to sectién 1809(a) -- in two situations, both of which would
require the active user to be coimnunicétin_
| - First, under Docket No.- the PAA, and section 702, collection
would b;e unauthoriz;ed where the acquired communication was about a tasked -
selector, but was not one of the -:ategories of “abotits" communications
previously specified to the Court (Qee.foo‘mote 14, supra). Second, for all four
authorities, collection would be unauthorized, butlnot subject to secﬁon' 1809(&1),
where the discrete communication acqﬁj_red (whether standing alone or within
the context of an MCT) was not to, from, or about é tasked selector, {FSHSHANE-
(3) Where the acijve user is located ir-ls'ide the United States: A_s described above,
due to thé ’user's location in the United Statgs, any ;Jnauthorized .acquisition
under Docket Nos-and- as well as section 702 would constitute

.electronic surveillance as defined by 50 U.S.C. § 1801(F)(2), and therefore would

be subject to section 1809(a), Acquisitions under the PAA, which as discussed
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above were exempted from FISA's definition qf electronic surveillance, would
have been un‘authorized, bu;c not subject to section 1809(a), where (i) the acquired .
communication was about a tasked sele;ctor, but was not oﬁe of the -

" previously described categories of "abouts" communications, or (i) where the
acquired discrete communication (whether standing alone. or within the context

~ of an MCT) was not to, from, or about a tasked selector. -(‘FS#S%‘N-F-)—

4. Whether any of the over-collected material has "aged off' NSA systems such that it
is no longer retained by NSA or accessible to its analysts. {5}—

As indicated above, NSA is implementing a reduced retention period of two years
for upstre-arn Internet collection from Docket Nos. [Jilend [ the PAA, and
section 702, tl;lus acceléreiti_ng the scheduled age-off of such collécﬁoﬁ in NSA sjrétemé.m
Doing so will require NSA to make significant adjustments' to fhe software and
handling rule;, associated with its repoéitbries, and NSA estimates that it may take until
at least March 2012 to responsibly complete the accelerated age-off without ady‘ejl"sely |

: affecting the data repositories and technical infrastructure NSA relieg upon to
appropriately handle the information it acquires pursuant to its section 702 authorities.
NSA will update the Court on its progress at appropriate intervals and provide final

notification once the accelerated age-off process has been completed.# The age-off will

-~ 2 The two-=year retention period will be calculated from the expiration of the relevant authorization. 48y~ —— — ~ =

2 In the course of effecting the actions described herein, NSA may determine that it is necessary to submit
armended procedures in response to operational concerns, {8} '
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result in a significant reduction in the amount of data that might contain information

subject to section 1809(a)(2) should the Court determiné that certajn.asp'ects C.Jf NSA's

collection gf Interne;c transactions upstream was not authorize_tgl. —(—?&Lp‘S{#NP-)—

The material collected pursuant to Docket Nos.-and-DNI/AG
IOSB C_ertiﬁca’cic.)ns— under the PAA, and section 762 is subject to a five-
year retention period, which is still in effect for all; of these authorities. Accordingly, t11e
oldest of the material is not.d;le to begin to age off uﬁtil 2012. However, as set forth
above, NSA is currently in thé process of applying an accelerated f;lge—off to the
upstream data collected pursuant to these authoriﬁes. CESHSHANE—

_As -of the time of t}ﬁs ﬁlihg, NSA has confirmed tflat unevaluated Internet
transactions collected pursuant to PAA DNI/AG 105B Certl.flcatlon_
_durmg the flrst twelve months it was in effect,”
all of which featured a one-year retention period, has aged-off in NSA collection stores,
corpérate stores,‘— and some of NSA's 1;Jackﬁll) systems. Thus, the data

from [ <2105 in certain NSA backup systems, but will eventually be

removec. [

2 DNI/AG 105B Certification 08-01 [

_ DNI/AG 105B Certification 08-01..(5;'_ _ o _ ;

~ —2NSA maintainsbackup-and-archive systems-whose- func’norns toprovide datarecovery inthe-event of -
a system failure or othér disaster.- The material which has not aged-off in the backup systems is not
available for use by intelligence analysts. Because of the varied nature of the individual backup systems; ’
NSA will assure compliance with the retention periods for collected data by requiring each system to
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e

above, the accelerated age-off process will remove the upstream data from DNI/AG-

- 105B Certification 08-01 that is subject to the four-year extension, as well as Internet

transactions collected pursuant to the PAA to the extent that those transactions had
been evaluated, in whole or in part, and determined to be suitable for retention in
accordance with the applicable minimization procedures. AFSHSHANE—

5. If the government has determined that it has acquired information that is subject
to Section 180%(a) or was otherwise unauthorized: 5%

a. ..Describe how the government proposes fo ireat any portions of thé priox
unauthorized collection that are subject to the criminal prohibitions of
Section 1809(a). {-S)— | ' '

As noted above, for tec‘lmice.d reasons, NSA will not be able to apply retroactively
the segregation process described in section 3(b)(5)a. of. the 2011 Amended NSA
Minimization Prqc;adures to Internet transgctioﬁs acquired via ifs upstream collectioﬁ
techniques prior to October 31, 2011. That data has already.been dist’ribqtéd into NSA
repositories, It would not be téc}uﬁcally feasible for NSA té reach intp thése |
repositories and retroactively apply the segregation process ciescribed_in section

3(b)(5)a. of the 2011 Amended NSA Minimization Procedures to data that is already

within them, For that reason, and to further maintain consistency of its minimization

maintain the integrity of the agé-off funciion through system requirements which will ensure that aged-
off data is not reintroduced into collecton, corporate, and/or analytic stores. 5}~
43 . .
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procedures across acquisitions pursuant to multiple DNI/AG 702(g) certifications, NSA
will train its analysts to conduct the analysis set out in section 3(b)(5)b. of the 2011

Amended NSA Minimization Proﬁedures to all MCTs encountered by an analyst and

make use of only those portions of an MCT authorized by section 3(b)(5)b. (TS//5I//NF)

Irrespective of the Court's final determination regarding the application of

~ section 1809(a)(2), NS‘A fully intends to apply the requirements of sections 3(b)(5)(b)
and 3(c)(2) of the 2011 Amended NSA Minimization Procedures to any use of Intefnet
trarlsactic;ns previously collect.ed through NSA's upstream collection techrniques. Thus,
NSA analysts will api::ly the applicable portions of the 2011 Amgnded NSA -
Minimization Procedufes to all MCTs collected through NSA's upstream collection
techrﬁques prior to the Attorney éeneral's adoption of the amended minimization
procedures on October 31, 2011, and like all other upstream co.llgction, information that
does not meet the reteﬁtion standards set forth in the amended procedures will only be
~ retained for fv_vo -yea.rs in any event. ‘(TS#SI-H—N—F—)—

b. What steps is NSA taking to ensure that such information subject to 1809(a)
is not used in proceedings before the Court?—S)-

As reflected in the Government's Notice of Clarifications filed on August 30, 2011,

NSA has implemented a proceés to review information from upstream Internet
transactions prior to use in FISA applications or other submissions to this Court

~ consistent with section 3(b)(5)b in the 2011 Amended NSA Minimization Procedures.

See Notice of Clarlﬁcatlons, Docket Nos_ flled
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August 30, 2011, at 9-10; see also 2011 Ameqded NSA Minimization Procedures,

- §3(b)(5)b. NSA will work _with the Department of Justice to implement thg same
proces; for any communic.atiohs acquiz*-ed pursuant to the four pertinent authorities
when those cémmunicaﬁons are feh'e,d uponin a subrnission to this Court made by the

_ Ceﬁtral Intelligence Agency (CIA) or Federal Bureau of Inyestigation. (FBI). See 2011
.Amended NSA Mjnim.ization Procedures, § 3(b)(5)b.% @s#sw}—

c. What steps is the government taking to remediate any prior use of such
information in proceedings before this Court. <S5}

For all new apphcatioﬁs to the Court that rely upon NSA information contained
in a previous FISA application, the Government will ensure that information is
subjecteci to the same process describe,;l above that is required by | section 3(b)(5)b. of
the 2011 Amended NSA an'imization Prbcedures. In particular, as noted above, NSA
will work with the Department of Justice to implement that process for any,
communications acc.iuiréd pursuént to the four pertinent authorities when those

communications are relied upon in a submission to this Court made by CIA, FBI, or

. 2 As discussed in the 2011 Amended NSA Minimization Procedures, NSA analysts may not use
communications that are not to, from, or about a tasked selector, but are to or from U.S. persons or
persons located in the United States, except to "protect against an immediate threat to human life." See
2011 Amended NSA Minimization Procedures, § 3(b}(5)b.2.(c). Moreover, "if technically possible or
reasonably feasible,” NSA analysts will document their determination that a discrete communication not
to, from, or about a tasked selector is to or from an identifiable 1., person or person reasonably believed

““to be located in the United States. Segid. To the extent that the minimization procedures-allow-for the
use of discrete communications in an MCT, those discrete communications (including any U.5. person
information contained therein) must be handled in accordance with the applicable provisions of the

minimization procedures. Seg id. § 3(b}(5)b.2.(a) and (b). LTSHSIH/NE;-
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ci. ﬁow does the government propose to treat any portions of the coﬂection that
are unauthorized but not subject to Section 1809(a), and explain why such

treatment is appropriate. 45}

This qﬁestion necessarily encompasses two separate categofies of information.
Because section 1809(a)(f2) only reaches the disclosure or use of information a person
knows or has reason to know was obtaine& under color of law Via unauthorized
electronic surveillance ;':15 defined in section 1801(f) of FISA, the first category of
information wdu]d include single, disgrete communicai.:ions' within an MCT where NSA -
does not know, and has nd reason to 1‘<now, that such commuxﬁcétion Was acquired
under color of law through electronic surveillance which was nbt authorized ® For
example, and as describéd above, under certajﬁ circﬁmstances when the
communication is between a person outside the United States and an active user whose
location is not (and cannot be) known, NSA may have no way to defermine based on
available information whether a single; discrete co‘mm‘unicatidn (or metadata extracted

from that communication) was sent to or from a non-targeted person actually located in

the United States such that the acquisition constituted electronic surveillance as defined

2 This Court has previously concluded that section 1809(a)(2) does not cximinalize all disclosures or uses
of unauthorized electronic surveillance. Section 1809(a)(2) reaches disclosures or use only by a person

- "knowing or having reason to known that the information was obtained through" unauthorized electronic

surveillance. 50 U.S.C. § 1809(a)(2). "When it is not known, and there is no reason to know, that a piece

~of infoTmation was acquired th‘fﬁﬁgh‘éléct’rcirﬁc"smvei'll'ance"that wasniot authorized by the Court's prior— ———— -

orders, the information is not subject to t_he criminal prohibition in Section 1809(a)(2)." See PR/TT Mem,

Op. at 115. €S-
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by section 1801(.f)(2).-26 The second category of information obviously Would‘include
single, discrete communicationslwithin an MCT which NSA knows or has reason to
know were not acquired through unauthorized electronic surveﬂlance. Such
communications Wc;uld include, for example, single, discrete coﬁunuxﬁcaﬁons within an

MCT as to which the active user is a non-target who'is reasonably believed to be located

outside the Urited State S
I T Governiet does

not believe that there should be any res{riction on its abﬂi'ty to retain, access, or use
these two categories of inf(.)r'mation consistent with the applicabie portions of NSA's
mi.lllimization procedures, {(FSHSH AT~

Smgle, discrete communications within an .MCT which do not contain the
presence of ;. tasked selector (and which fall into one of the two categories set out above)
rr.1ay nevertheless contain foreign intelligence information which is relevant to the
authoﬁéed purpose of the acquisitions conducted pursuant to the four relevant
authorities, and NSA ié required tc; lﬁnit its queries to those which are reasonably
designed to return foreign ﬁtelligence information. See, e.g., 2011 Amended NSA
Minimization Procedures, § 3(b)(6). Moreover, as described above, NSA has committed

to applying section 3(b)(5)b. of its amended section 702 minimization procedures to its

~ 26'While pointing orit that the Goveinment riay N0t be willfully blind it assessing whether a pieceof "~
information was cbtained through unauthorized electronic surveillance, the Court has previously found
that "neither Section 1809(a)(2) nor any other provision of law precludes it from authorizing the o
government to access and use this category of information.” PR/TT Mem. Op. at 115, (S)

47

NYT v DOJ, 16 CIV 7020_000577



Approved for public release. . ] ' Al withheld information exempt under b(1) and b(3} except as otherwise noted.

g _ :
historical holdings, including transactions acquire:i pursuant to all four auﬂjoﬁﬁgs at
issue, Accordingly, even if the Court were to conclude that NSA's acquisition of certain
information hisforically wéé not authorized, applicatioh of section 3(b)(5)D. of NSA's

- amended ﬁﬁlﬁmizaﬁoﬁ procedures to its historical hoidings would reasonably ensure

that 01113.[ information in MCTSI which does not constitute electronie surveillance as

defined by section 1801(F)(2) of FISA would be used or disseminated. (FSHSHANE—

6. Whether there are any other matters that should be brought to the Court's
attention with regard to these collections that implicate Section 1809(a) or that
were unauthorized. <5} : '

Aftera thorough review of ﬂlese-co‘}lections, the Government has determined

-that there are no other matters that need to be brou.ght to the Court's attention at this

time that irnplic.:ate section 1809(a) or that were unauthorized. {S})-

| Respectfull& submitted,

Tashina Gauhar
Deputy Assistant Attorney General

National Security Division
U.5, Department of Justice
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VERIFICATION
T declare under penalty of perjury that the facts set forth in the attached
Government's Response to the Court's Bri‘eﬁng Qrder of October 13, 2011, are true and
correct based upon my best information, knowledge and belief. Executed pursuant to”

Title 28, United States Code, § 1746, on this 22nd day of November, 2011,

Signals Intelligence Directorate Compliance Architect
National Security Agency
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT o
WASHINGTON, D.C.

NOTICE
THE UNITED STATES OF AMERICA, through the undersigned Department of

Justice attorney, respectfully submits this notice concerning the above-captioned

matters. (SHOCANTF)~

Tashina Gauhar y Assistant
eneral, NSD, DOJ

Classilt

Reason: 1.4(c)
assify on: 29 November 2036 .
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On April 13, 2011, the Director of National Intelligence and the Attorney General
executed amendments to the above—captiohed certifications. Those amendments
authorized, inter alia, the use of the National Security Ageﬁcy (NSA) section 702 B '
minimization procedures _submittéd with DNI/AG 702(g) Certification-
B connection with foreign intelligeﬁce inforfnation acquired in accordance
A wit.h the above-captiqned certifin;_ations. On Octobe1; 3; 2011, this Court issued a
Merﬁorandum Opinion and Order fincimg, inter alia, those NSA section 702
minimization procedures deficiént' in certain resp'e;cts. See In re DNI/AG 702 (g)
Certifications I Docket Nos—
_Order at3 (USFISC Oct. 3, 2011) The Court further ordered the
Government to, at its election, correct within thirty days the deficiencies 1dent1f1ed in
the Memorandum Opirﬁoﬁ and Order, or cease the implementation ;)f the certifications
to the extént_ they 'permi;c acquisitions imialicating the deficiencies. See id. at 3-4.

. :

On Octobér 31, 2011, the Director bf National Intelligence and the Attomey
General executed 'amendmenfs to DNI/AG 702(g) Certiﬁcations—
- Thoéé amendments authorized the immediate use of amended NSA section 702

" minimization procedures cortaining additional provisions intended to correct the

,__Wdeﬁcie.ncies identified by the Court in its Memorandum Opinion and Order of October

"3,2011; In particular, the amended NSA secﬁon'792 minimization procedures require -
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that as certain specific types of Internet transactions are acquired under DNI/AG 702(g)
Certifications ||| G ose transactions shall be .segrelgated and
subj'ected to special access jamd handling rules. The amended NSA section 702
ndmization procedure; also limit NSA'S retention of all Internet transactions acquired
under DNI/AG 702(g) Certifications — and impose additional
requirements that must be met before NSA analysts can uée information contained in
‘the transactions. The amended certifications, along with the amended NSA séction 702
rﬁin"nﬁization procedures, were submitted to the Coqrt for its review on October 31,
2011. (TS//SH/OC/NEY
As explained to the Court in the Gévernment‘s Response to the Court's Briefhlg
Order of October 13, 2011, the Govérnment cannot retrospectivély apply all of the
additional requirements in the amended NSA section 702 minimizétion procedures to
communications that have already beén acquired under the above-captioned
certifications, all of which have already expired. See Government's Résponse to the
" Court's Briefing Order of Oct. 13, 2011, Docket Nos—
B (iled Nov. 22, 2011, at ?_-‘3 &nl. In particular, it is tecl’micallir infeasible for
NSA to apply the above-discussed segregatibn process to communications that ﬁave
already been aéquired under the above-captioned certifications. Id. at 2-3. The
Government continues to evaluate tﬁe most: appfopr_iate means of handling
communications acquired under the abqve-captioried certifications, and accordingly
W%GW’F@RN‘
| 3
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intends to expeditiously submiit to the Court amended NSA minimization procedures.
—~TSHSHIOEANT)

In the interim, and as more specifically described in the Government's Résponse
to the Court's Briefing Order of October 13, 2011, NSA has been applying and will
continue to apply the additional requirements in the amended NSA section 702
minimization procedures that can feasibly be applied to Internet transactions that have

already been acquired under the above-referenced certifications. -(*FS7‘7‘517'7‘6€1‘N'H—

Respectfully submitted,

National Security Division
U.S. Department of Justice
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VERIFICATION

I declare under penalty of p_erjury that the facts set forth in the attached Notice of
Clarification, are true and correct based upon my best information, knowledge and
belief. Executed pursuant to Title 28, United States Code, § 1746, on this 29th day of

November, 2011. €5y

Signals Intelligence Directorate Compliance Architect
National Security Ageney
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APPROVAL
I hereby approve the filing of this Verified Notice with respect to the above-

captioned docket numbers with the United States Foreign Intelligence Surveillance

SN

Eric H. Holder, Jr. éﬂ
" Attorney General of the Unifed States

Court. €5)—

-3 -\

Date
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