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Title of Information Collection: Supplemental Questions for Visa Applicants 
OMB Control Number: 1405-0226 
Form Number: DS-5535 
 
Subject: DS-5535: Please do not renew 
 
Privacy International comments on the Supplemental Questions for Visa Applicants, 
to ask you to not renew / extend the requirement for visa applicants to provide five 
years of social media handles.  
 
Whilst we have concerns in relation to other proposed requested information, we 
focus these submissions in particular on the request for “social media platforms 
and identifiers, also known as handles, used during the last five years.”  
 
We note there is a lack of clarity including:  

- What social media platforms will be targeted; 
- What identifiers will be targeted and is there a definition used by officials for 

‘handles’; 
- Does this include both personal and work related or other shared social media 

activities; 
- Will this permit searching of both ‘public’ and ‘private’ information and 

interactions i.e. will it include activities only visible to validated friends and 
direct messaging; 

- By what methods is information provided processed, is it retained, when is it 
deleted; 

 
We believe the rule, commenced under emergency approval earlier this year and for 
which now an extension is sought, is neither necessary nor proportionate for the 
stated aims of this measure - evaluating ‘applicants for terrorism, national security-
related, or other visa ineligibilities.’ The use of social media intelligence (SOCMINT), 
the techniques and technologies used to monitor social media networking sites such 
as Twitter and Facebook, represents a significant intrusion into individual privacy. 
Any use of SOCMINT must comply with the international principles of legality, 
necessity and proportionality. 
 
The measure fails to consider the highly privacy intrusive nature of demanding this 
information and the risks associated with collection, retention, use and sharing of a 
person’s personal data, under a regime that lacks transparency and effective 
safeguards.  
 
There is no consideration of the dangers of normalising the use of SOCMINT with the 
resulting reciprocal effects for US citizens applying for visit visas, and the dangers 
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associated with other governments implementing or expanding SOCMINT practices 
both in relation to immigration and other forms of surveillance. By way of example:  
 

v In the US, the company ZeroFOX came under criticism when a report they had 
shared with officials of the city of Baltimore was released. In the report the 
company showcased how its social media monitoring tool could monitor the 
riots that followed Freddie Gray’s funeral (Freddie Gray was a 25-year old 
African American who was shot by police). The report identified 19 “threat 
actors” among them were two leading figures of the civil rights movement 
#BlackLivesMatter, qualified as “physical threat.”2 

 
v In Thailand, the Technology Crime Suppression Division not only has a 30-

person team scanning social media for lèse-majesté – speaking ill of the 
monarchy – content but it is also encouraging citizens to report lèse-majesté 
content they find online.3  

 
v NGO Reprieve reported in 2015 that Saudi Arabia threatened the death penalty 

for tweeting and warned that people could face execution for tweeting 
‘rumours’. Reprieve noted that in an article published online on October 2015 
the state-backed Makkah Newspaper said that a “judicial source” at the 
country’s Ministry of Justice had “confirmed to Makkah Online that the death 
penalty is the harshest of the penalties that can be enacted upon those who 
spread rumours which create civil discord, via social media platforms like 
Twitter”.4 

 
SOCMINT includes monitoring of content, such as messages or images posted, and 
other data, which is generated when someone uses a social media networking site. 
The information involves person-to-person, person-to-group, group-to-group and 
includes interactions that are private and ‘public’.  
 
It is through social media that we express our views, our opinions and our sense of 
belonging to communities. Different generations, communities and individuals have 
their own context-dependent idiosyncratic way of communicating on social media.  
 
To permit the monitoring of social media is to give a deep understanding of our social 
interactions, our habits, our location and our daily lives.  “Tweets” posted on mobile 
phones can reveal location data, and their content reveals individual opinions 
(including political opinions) as well as information about a person’s preference, 
sexuality, emotional and health status. This allows a substantial picture to be built of 
a person’s interests, connections, and opinions. Using social media handles, officials 
can map private associational ties and harvest personal information and connections. 
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The proposal indicates that the methods of analysing social media networking sites 
vary and include manual and automated review. It is unclear what these processes 
provide in relation to results of searches and queries of users and activities or types 
of content users post.  We are concerned at the lack of transparency in respect of 
the use of manual and automated collection techniques and other unspecified ‘forms 
of information technology’5. What role do they play in decision making and how can 
outcomes be challenged?  
 
Automated decision-making, including through the use of profiling, poses significant 
risks. Particularly, since derived, inferred or predicted profiles may be inaccurate, or 
otherwise systematically biased, profiling may also lead to individuals being 
misclassified or misjudged. When profiling is used to inform or feed into a decision 
that affects individuals, the outcome of such decisions may result in harm. In the 
words of the UN Human Rights Council: 
 

“automatic processing of personal data for individual profiling may lead to 
discrimination or decisions that have the potential to affect the enjoyment of 
human rights, including economic, social and cultural rights”6 

 
The collection and processing of social media information may lead unintended 
consequences and abuse. Given the context specific nature of social media it could 
lead to misconstrued communications being treated as nefarious and result in 
rejected visa applications with personal and economic impact.  
 
The arbitrary nature of this power, granting officials the ability to deny visas based on 
their interpretations of an individual’s social media history, could result in abuses by 
individual officers as well as the systematic targeting of certain ethnic and religious 
group. By way of example, the case of Raza v. the City of New York revealed how the 
New York police were systematically gathering intelligence on the Muslim 
communities and part of the surveillance involved SOCMINT. It is unclear how there 
can be guarantees against such abuses given the opaque nature of this power and 
in view of the lack of supervision and oversight.  
 
The policy will have a chilling effect on freedom of expression. Social media 
intelligence does not just affect the person targeted: it affects all the people within 
their networks. While one may agree with having a “public” chat on a social 
networking site, it is a different matter if the person you are speaking to has their 
social media interrogated and collected by officials. Thus, a review of social media 
will not be limited to an individual, but extend to friends, relatives and business 
associates.  
 
It is likely that tactics used by officials will affect US citizens, yet there is no apparent 
consideration of First Amendment rights. However, social media is by definition, 
social and not constrained by national borders. You may be unaware that the 
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individual you are having a conversation on social media is applying for a visa, and 
you may never know if your conversations were collected and processed by officials 
as a result. It is inevitable that social media about U.S. citizens and permanent 
residents ‘associated’ with foreigners on social media will be collected. 
 
When arbitrary power is granted to officials to deny visas based on their 
interpretations of an individual’s social media history, the chilling effect on free 
speech affects all internet users, who fear openly expressing personal or political 
views in case such rules could someday be made to apply to them.  
 
It sends a message that at any point, governments could change the rules to make 
anything you have every tweeted or posted on social media a basis for making 
decisions about your ability to visit, work in, or move to another country. Internet 
users should not fear having to justify each tweet or Instagram post to an immigration 
official. If social media is monitored, this will not only have a chilling effect on 
interactions, people may curate their social interactions to manipulate the system, 
rather than expressing themselves freely.  
 
We note the concerns raised by civil and human rights organisations when this 
measures was first proposed7 which are set out in Annex A. 
 
About Privacy International 
 
Privacy International is a UK-registered charity that promotes the right to privacy at 
an international level. Established in 1990, Privacy International undertakes research 
and investigations into state and corporate surveillance with a focus on the 
technologies that enable these practices. It has litigated or intervened in cases 
implicating the right to privacy in the courts of the US, the United Kingdom and 
Europe, including the European Court of Human Rights. To ensure universal respect 
for the right to privacy, Privacy International advocates for strong national, regional 
and international laws that protect privacy. It also strengthens the capacity of partner 
organisations in developing countries to do the same.  
 
We confirm that we have read the ‘Tips for submitting effective comments’ and 
believe that our submission is compliant.8  
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