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B VOTES FOR PRESIDENT AS A % OF
VOTING AGE POPULATION (VAP)

1952 - 2016

Presidential Election Year ~ US Turnout: Highest Office / VAP

(%)
1952 63.8%
1956 58.3%
1960 62.8%
1964 61.9%
1968 60.8%

1972 55.2%

1976 53.5%

1980 52.6%

1984 53.3%

1988 50.3%

1992 54.7%

1996

48.1%

Sources:

2000 50.0%

Election Data Setvices, Inc.

2004 55.5%

United States Federal Election Commission

United States Elections Project; Dr. Michael McDonald

2008 56.9%

International Institute for Democracy and Electoral Assistance

Redbook: New Hampshire Manual for the General Court

2012 53.6%

United States Census Bureau - Voting Age Population (VAP)
17-2361-A-003817

Congressional Research Service

2016 54.7%




VOTES FOR PRESIDENT AS A % OF
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Presidential Election Year
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1952 - 2016
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1952-1968
Average: 61.5%

1972-2016
Average: 53.2%

Sources:
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United States Elections Project; Dr. Michael McDonald
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17-2361-A-003818

Congressional Research Service



1980 % 1964 ki 1988 i 1992 %o 1996 Y 2000 %o 2004 %o 2008 % 2012 % 2016 %

1 Mnnesoia 7.0 1 Minnesota BEE%Y 1 Minnesoia 86.2%] 1 Maine Ti1°g 1 Maime 64 2% 1 Minnesota G8.8°% 1 Minnesota 1% 1 Minnesota 73.2% 1 Minnesota 71459 1 Mame BA4%
2 kaho 7.0 2 Montana B5B8%Y 2 Montana 83.7%) 2 Minnesota T2 2 Minnescla 63.1% 2 Maine Gaa°%y 2 Mane 725% 2 Maine 80.8%) 2 Wsconsin 69.5% 2 Minnesota BRA%
3 Wiscansin 74y 3 Mame B40%Y 3 Morth Dahota 83.2%) 3 Mentana 68.5° 3 Mortana 62.3%) 3 Alaska 64.0°% 3 Wisconsin 718%] 3 New Hampshire 80.8%) 3 Mew Hampshre E7.8°%Q 3 Mew Hampshire 62.1%
4 South Dskota  67.2%f 4 SouthDskota 6283 4 South Dakota  82.8% 4 Wisconsin G22%Y 4 SouthDakota  60.3%) 4 Wisconsin G475 4 New Hampshire 68.2%] 4 Wisconsin 80.3% 4 lowa E7.1% 4 Wisconsin 6625
5 Montana 85,15 5 Wisconsin G62.6%] 5 Wisconsn 61.8%] 5 Vermont G7.2°%q 5 Wiyoming 58.8%) 5 Vemmont E3.5% 5 South Dakota G7.2%] 5 lowa 36.8%] 5 Maine G705 5 lowa 65.17%
5 Morth Dakota 84.5% 6 North Dakota 63.5%) o Maine 61.5%] © SouthDakota  S5.1%% & Vermont 58.2%] O MewHampshie G0.9°% G lowa 67.3%] & Michigan 36.4%] & Colorado 4.5 6 Colorado 64.6%
7 Utah B8 T lowa 63.3%] 7 Utsh 60.5%] 7 NorhDakota  G5.0°9 7 lowa 57.3%] 7 Montana 60.0%Y 7 Oregon G7.1%] T Vemmont 36.0%] T Chio G275 T Vemont B2.3%
8 Maine 648%4 8 Oregon G25%y 8 kdaho 500°%4 8 Oregon 653°% B Idabo E72%) 48 lowa 508% 8 Alaska G656%) B Montana 85.1%) & Michigan 62.0°%9 B Michigan 62 0%
9 lowa G2 O Utsh 61.6%] O lowa 507% 9O lowa G457 O Alacka 57 0%) 9 Morth Dakota 50.8% 9 OChio BE3%] O Ohio 85.1%) 9 Montana &1.6%4 9O Oregon B1.T%
10 Oregon 61.4%4 10 Idaho 60.B3%Y 10 Vermont 50.2%4 10 Mew Hampshie 64590 10 New Hampshire 5683 10 Oregon 50.1° 10 Vermont 65.1%) 10 Missour B4.0%4 10 Virgnia G079 10 Massachusetts 6117
11 Connecticut 61.0% 11 Vermont 60.5%y 11 Oregon 58.5%4 11 Comnecticut 4,17 11 Wisconsin 56.5%4 11 Wyoming 58.3% 11 Michigan B4.4%] 11 Colorado 84.7% 11 Massachusetts 6029 11 Ohio 61.0%
12 Michigan €0.0°% 12 Connecticut 50.3%] 12 MNebraska 57.8%4 12 ldaha G2.859 12 Louisiana 56.4%] 12 Michigan E57.4% 12 Montana B2.2%] 12 Mlaska 84.3%] 12 Morth Carclina  60.1% 12 Pennsylvania B1.0%
13 Massachusetts 50.0°% 13 Washington 52.6%] 13 Colorado 57.3%] 12 Alaska §2.6%9 13 Oragon 56.3%] 13 SouthDakota  S7.0%Y 13 Morth Diakota 62.0%] 13 South Dakota B3.4%] 12 Vemmont £0.5% 13 Montana B0.67%]
14 Mizsouri £0.5%9 14 Alaska 52.6%] 14 Connecticut 57.2%4 14 Nebraska G26%q 14 North Dakots 55.3%] 14 Connecticut 58.79 14 Missouri G2.o%] 14 Oregon G2.7%] 14 Missour 20,559 14 Virginia B.5%]
15 Rhode Isiand £8.6%9 15 Michigan 52.0%] 15 Massachusetts  56.7%] 15 Kansas G2.23%q 15 Kanzas 55.3%] 15 Missouri 58399 15 Wyoming G2.o%] 15 Virginia 81.8%] 15 Mardand £0.5%9 15 Morth Carcina B2
16 Minois 57.8% 16 Chio 580%Y 18 Missour 56.5%4 18 Liah 61.8°9 16 Connectout 556134 18 Washington 53.3°%4 18 Colerado 61.9%] 18 North Dakota 81.7%4 16 Morth Dakota 53794 18 Missoun ey
17 Wermont 57.8% 17 Mincis 57.0%Y 17 New Hampshire 55290 17 Missoun 61.6°9 17 Mebraska 55.1%Y 17 Massachusefts 5559 17 Washington 61.0%] 17 Pennsyhania 81.3% 17 Oregon 537 17 Maryland 505
18 Indiana 577 18 Missour 57 B%4 18 Wyoming 55.1%4 18 Michigan 61.1% 18 Washngton 54 3%4 18 Ohis 55.4°% 18 Pennsylvania 60.4%] 18 Wyoming 20.8%4 18 Washington 53.6% 18 Morth Dakota 5AA%
19 Washington 57.4°% 19 Kansas 57 4%y 19 Ohis 56.0%4 19 Wyoming 60.6° 19 Chio 54 2%4 19 Delaware 55.1% 19 Nebraska 506%Y 10 Massachusetts  B80.0%4 19 Delaware 57.8% 10 Delaware B0
20 Mew Hampshire 57298 20 Massachusetts  57.0%f 20 Kansas 54,04 20 Colorado 6029 20 Massachusstts  54.2%0 20 Nebraska £5.0° 20 Connecticut 50.5%Y 20 Morth Carolina B0.7% 20 South Dakota  57.6% 20 Mebraska BB B
21 Alaska 57,194 21 Nebraska 56.6%] 21 Minois 54.2%4 21 Ohio G029 21 Missouri 53.5%] 21 Lousiana 5429 21 Delaware 58.1%] 21 Delaware 30.8%] 21 Mississippi 57.2%4 21 Washington 58.3%
22 Kansas 58.5% 22 New Jersey 56.5%] 22 Alaska 54.2%] 22 Washington 5@.8%f 22 Michigan 534%] 22 Kansas 54.0%Y 22 Massachusetts  S8.0%) 22 Maryland 00.6%] 22 Pernsylvania  57.2%f 22 Connecticut 58.3%]
23 Mebraska 58.7%4 23 Indiana 56.4%) 23 Lovisiana 54.2% 23 Massachusetts 5829 23 Colorado 51.4%) 23 Colorado 53.8% 23 Idaha 58.8%] 23 Connecticut B0.4%] 23 Louisiana ST 23 AMlasks 57.4%
24 Colorado 55.0% 24 Delawars 55.8%] 24 Michigan 54.2%] 24 Okfahoma S8E%f 24 MNew Jersey 50.0%} 24 kdaho 53.8%f 24 Kansas 52.4%] 24 Washington 30.3%] 24 Mebraska 56.2% 24 Wyoming 57.3%
25 Ohio 55474 25 Colorado 55 7y 25 Washington 53.8%4 25 Louisiana 58 4% 25 Phode lsland 400%) 25 Pennsylvana  52.4°%0 25 Louisiana 57.5%Y 25 Mebvacka 50.4%4 25 Wyoming 58.4°%4 25 Flonda 56.0%
26 Maw Jersey 54.0° 26 Louisiana 55 6%y 28 Indiana 53.8%) 268 Rhode Idand 58 29 26 Oklahoma 40.0%] 28 Wnois 51.5% 28 Margiand 57.1%] 28 Mississippi 58.0%4 26 Alabama 58.0° 26 Lovisiana BGE%
27 Delawars 54. 7% 27 Rhode lsland 55 5%y 27 Mew Jersey 52554 27 lliincis 58.1°% 27 Indiana 48.6%] 27 Maryland 51.0%¢ 27 Kentucky 58.0%Y 27 Kancas 58.8% 27 Connecticut 55.6°% 27 Zouth Dakota 56 6%
28 Wyoming 53.47%4 28 Wyoming 54 0%4 28 Rhode lsland 52554 28 Mew Jersey 5574 28 Pennsylvania 48.5%] 28 Virgnia 50.8°% 28 lllinois 558 2%Y 28 Louisana 58.7%4 28 ldaho 55 6% 28 Alabama 56.2%]
290 Louisiana £3.2%4 20 Pennsylvania 54.3%] 20 Mississippi 51.3% 20 Delaware 55.2%9 20 Delawars 48474 20 Rhode Iskand £0.8%9 22 Virgina 58.1%] 20 Idaho 58.0%] 29 Dist. of Columbiz 55.5%9 20 Kentucky 58.1%
20 West Vingnia 2.5 Urited States  53.3%f 20 Delawars 51.0%] United States  S4.7°08 20 llinos 48.3% 30 Kentucky 50.5%9 30 Florida 55.8%] 30 Alabama Ge.4%] 30 Alaska £5.2%9 30 IMingis 58.1%
United States £2.6% 30 New Harmpshire 52.1%] 21 Oklahoma 50.9%4 30 Alabama 5459 United States  48.1%] 31 Utah 50.2%9 31 Utah S5.8%] 31 New Jersey 58.2%] 31 Flonida E5.1% 31 Mew Jersey 55T
31 Oklahoma 52.2%9 31 Oklahoma 52.0%] United States~ 50.3% 21 Indiana 54559 31 Utah 47.7%4 32 Alabama 50.2%3 United States B5.5%] 32 Floida 57.6%] 32 South Carclina  53.6%9 32 Dist. of Columnbiz  S5.4%
32 Pennsylvania 5200 32 Mississippi 52734 32 Pennsyfvania 502990 32 Permsylvania  53.099 32 Alsbama 47.5%] 33 New Jersey S0.1°% 32 New Jersey 55.5%4 33 lllinoes 57 4% United States  53.59% 33 Idaho 5500
33 Mssissippi 5120 33 West \irgina 52 5% 33 Mew Mexico 40.3%4 33 Maryiand 5373 33 Viginia 473 United States  50.0°%¢ 33 Oklzhoma 55.2%4 34 Rhede Island 57.1%4 332 Kansas 53.5% 34 Rhade Island 5T
34 Arkansas 51.5% 34 Askansas 52 3% 34 Kentcky 48.3%8 34 Arkansas 5319 34 Kentucky 47.3% 34 Indiana 43.2°9 34 Mabama 54 0% 35 Indiana 57.0%f 34 Rhode Island 53459 United States TR
35 Mew Mexico 50200 35 Mew Mexico 51.0%4 35 Maryland 4B 5% 35 Kentucky 53.0°5 35 Manyland 4673 35 Tennessee 48.1° 35 Tennessee 54 27 Linited States 56.0%4 35 Kentucky 53.4% 35 South Camlina  B4.2%
36 Mandand 50.0°% 36 Kentucky 51.2%] 20 Arkansas 4823 36 Virginia 52T 36 Arkansas 46.5%f 38 Oklahoma 43,15 35 Mississippi 54.0%] 38 Kentucky 55.7%] 36 IEnois 53.2% 35 Indiana 54.0%]
37 Kentucky 42.2%4 37 Mandand 51.1%) 37 West \inginia 48,13 37 Mississippi 5225 3T Tennesses 46.3%Y 37 Mississippi 47.0%¢ 37 North Carcfina  52.8%] 37 Georgia 55.8%] 3T Mew Jersey E3.2%f 3T Kansas 54.0%
38 Califomia 43.2%4 35 New ‘ork 50.8%] 28 \irginia A7.2%] 38 Tennesses 520° 35 Flonda 46.1%f 38 Florida 47.8% 38 New Mexico 526%] 3B South Cardlina  55.3%] 3& Indiana 52.8%f 3B Mississippi 53,35
39 Tennesses 43.5%f 38 Virginia 50.7% 28 Mew York 47.5% 39 Arzona 51,29 38 West \irginia 45.5% 38 MNew York 47.8%f 38 West Virginia 52.0%] 30 Dist. of Columbiz 55.2%] 39 Georgia 52.3%f 30 Lhah 52 8%
40 Alabama 43774 40 Alabama 50.3%4 40 Alsbama 46 7% 40 New Mexico 50.4°%8 40 Mew York 45.3%] 40 Morth Carlina  47.4%Q 40 Indana 53.0%Y 40 Mew Mexico 56.1%4 40 Utah 51.4%% 40 Georgia 52 6%
41 Florida 43774 41 Tennesses 40434 41 California 45.5%8 41 New York 50298 41 Missssippi 45.0%] 41 West Vinginia 48.1°%4 41 Rhade ksland 52 8% 41 Termesses 54 5% 41 Mew Mexico 40858 41 MNew Mexico 507
42 Mew York 4307 42 Calfomia 40334 42 Texas 45.7%4 42 Porida 50298 42 Mew Meoxico 44 534 42 Arkansas 48.0°%4 42 Arkansas 502%4 42 Oklahoma 52.8%4 42 Tennesses 40498 42 MNew York 406
43 Virgnia 47 574 43 Florda 48334 43 Tennesses 45.3%8 43 Nosth Carolina 4277 43 Morth Carfina 44 0% 43 Sputh Carciina 45778 43 Georgia 50.8%Y 43 Utzh 51.8%f 43 Mevada 43 29 43 Arkansas 4243
44 Texas 44,09 44 Texas 47.4%4 44 Arzona £4.0%8 44 West Virginia 40.6%9 44 Calfomia 42.4%4 44 New Mezico 43.4% 44 New York S0.6%] 44 Mew York 51.4%] 44 Arkansas AT.7 44 Mevada 42.47%]
45 Arizona 44 4% 45 North Caroiina  47.3%) 45 Florida 44.6%4 45 California 42.23%9 45 Georgia 41.4%4 45 California 44.1%9 45 South Carolina  S0.6%] 45 Arkansas 50.0%] 45 Arizona 48550 45 West \irginia 49.2%
46 Hawaii 43.6% 46 Anzona 45.3%Y 48 Hawaii £4.1%] 45 Mevada 42.2%9 46 Dist. of Columbiz 41.3%] 48 D=t of Columbiz 43.99%) 46 Dist. of Colurrbiz 48.6% 46 Calfomia 40.5%] 46 Oklahoma 45.2% 45 Okishoma 42,07
47 Morth Carcling 42,499 47 Hawail 44.7%4 47 MNorth Carolina  £3.5%f 47 Texas 48.299 47 Arzona 41.1%Y 47 Georgia 42.4% 47 Arzona 4777 47 VWest Virginia 40.1%4 47 Mew York 48.1% 47 Arzona 42.0%]
48 Georgia 41,29 48 Georga 41.0%4 48 Nevada 42 5% 48 Distof Columbia 47793 48 South Camolina 4083 48 Texas 42.3°%3 48 Calfomia 47.3%4 48 Armona 40.1% 48 West Vingnia 45.5% 48 Tennessee 486%
49 Nevada 41,19 40 Dist.of Columbia 41.8%8 40 South Camdlina  30.4%Y 40 Gewga 45000 40 Texas 40.4%] 40 Arzona 40.1° 49 Nevada A5.7%] 40 Mevada 48.4%4 49 Cdifornia 45.1% 40 Califomia A7 0%
50 South Carciina 40.4% 50 Nevada 41.1% 50 Georgia 30.1°%4 50 South Carolna 44,278 50 Hawal 4023 50 MNevada 40.0°9 50 Texas 4559 50 Texas 45.5%4 S0 Texas 41.7% 50 Texas 43.4%]
51 Dist of Columbiz 25.2% 51 South Caroling  40.0%f 51 Dist. of Columbiz 38.4%) 51 Hawaii 42.0°9 51 Nevada 36.5%] 51 Hawail 20.8% 51 Hawmi 42.6%] 51 Hawaii 43.8%] 51 Hawaii 20.2%9 51 Hawan 382%

Source: Dr. Michael P. McDonald, United States Elections Project, 1980 - 2016 Tumout Data Set, Date accessed: Sept §, 2017.




Voter Turnout Ranking of States - 1980 - 2016 Presidential Elections,

Based on Vote for Highest Office Divided by Voting Eligible Population (VEP)

1380 % 1984 £ 1988 Y 1992 % 1996 Y 2000 % 2004 Y% 2008 Y 2012 Y 2016 Y

1 Minnesota 71.2%] 1 Minnesota £9.9%8 1 Minnasota 67.9%) 1 Maine 74.3%] 1 Mihnesoia E5.1%f 1 Minnesota 59.5%f 1 Minnzsota TE4%] 1 Minnesoia TrE%] 1 Minnesoia 75.0%f 1 Minnesata T4.2%
2 1gano g9.0%] 2 montana £5.4%8 2 Montana 64.4%) 2 Minmesota 737%] 2 mMaine g5.2%0 2 Alaska 68.1%Q 2 Wisconsin T4.8%] 2 wisconsin 724%] 2 wisconsin 72.9%Q 2 Mew Hampshire 71.4%
3 wisconsin 68.4%] 3 Malne £5.8%f 3 Morh Dakota 53.7%] 3 Wisconsin £2.8%] 3 Montana E3.1%§ 3 Wisconsin 67.6%Q 3 Maine T3E%] 3 NewHampshire T717%]| 3 lowa T0.3%f 3 Maine T0.5%
4 South Dakota E7.7%] 4 wWisconsin g29%f8 4 South Dakota §3.4%] <4 Montana 68.3%] <4 Wyoming £1.3%f 4 Mans &7.2%f 4 Cregon T20%] 4 Colorado Ti0%| 4 Mew Hampshire T0.2%Q 4 Colofado T0.1%
5 utah 65.0%] 5 Oregon 64.3%f 5 wWisconsin 62.6%) 5 Vermont 68.0%| 5 SouthDaksta  61.1%f 5 Oregon 64.9%f 5 Mew Hampshire TD%%| 5 mMane Toue%| 5 Colorado g3.9%0 5 Wisconsin 69.4%
G Montana £5.5%]| O SouwthDakola  €4.3%f © Maine 62.5%] O Connecticut BEE%| O Alaska £2.8%] © Vemont 64.1%0 ©lowa 62.5%] O lowa 62.4%] O Maine E3.2%y ©lowa 65.4%
T Mane 6a4%] T ilowa 64.1%f 7 Utah 62.0%) T Oregon 66:2%| T Oregon 53.7%f T MewHampshirz &3.9%fQ 7 Alaska 68.1%| 7 Michigan 68.2%| T Maryland g5.6%) 7 Massachusefts &67.2%
8 Moeth Dakota £5.2%] © Morth Dakota E40%Q & waho 61.3%] 8 South Dakota 6E.7%] 8 Coanecticut E0.5%0 & lowa 53.2%Q © South Dakota GE2%] 9 Alaska 6E.0%] & Virginia E5.1%Q 2 Maryland G6.6%|
9 Cconnecticut §3.9%] 9 Connecticut 63.4%] 9 Connsctiout 60.7%] 9 Monh Dakota 66.6%| @ Idaho 59.3%) 9 Connscticut a1.9%f © Washington BE.5%| O Oregon 67.7%| O Mmassachusetts §35.9%f © Cregon G0.4%
10 lowa £3.6%) 10 Utan £3.0%f 10 lowa &0.6%) 10 Alaska 66.3%] 10 Vermont £5.3%4 10 Montana 51.6%f 10 Chio &6.8%] 10 Missour &67.6%) 10 Morth Carcina  64.3%) 10 Virginla G6.1%
11 oregon §2.8%] 11 igaho 62.0%f 11 Qregon 60.6%) 11 Mew Hampshire 66.1%] 11 Washingion 53.9%8 11 Washington a0.7%fQ 11 Colorada 66.7%[ 11 vermont 67.3%| 11 Washington £4.3%) 11 Morth Carolina  64.5%|
12 Rhode Isiand &1.6%] 12 Wemont £1.5%f 12 Vemmont &80.1%f 12 lowa 85.6%] 12 lowa £8.8%f 12 Worth Dakota 50.3%f 12 Michigan &E.8%] 12 Mandand &67.0%] 12 Michigan £4. 7% 12 Washington G6d.5%
13 Massachusetis  &1.4%] 13 Washington 61.3%f 13 Massachusetts  &0.0%) 13 Idanho 55.6%[ 13 Massachusetts  53.4%f 13 Massachusetts  59.9%[f 13 Vemont 56.3%] 13 New Jersey 67.0%) 13 Ohio £4.5%f 13 Michigan 54.7%
14 Michigan £1.3%] %4 linols £0.8%f 14 Colorado 50.0%) 14 Mebraska 84 2% 14 Wisconsin 58 4%8 14 Michigan 59.5%f 14 Wyoming 85.7%| 14 Virginia &67.0%] 14 Cregon £3.1%] 14 Florida 54 5%
15 lnats g0.4%] 15 Alaska £0.5%Q 15 Mebraska 58.8%] 15 Utan 64.0%] 15 Hew Hampshire 53.3%f 15 Wyoming 59.2% 15 Missour 65.3%] 15 onio 66.9%] 15 Flonda g2.8%) 15 Delaware 64.4%
18 washington st 15 new Jersay 60.5%Q 16 minois 57.3%) 18 washington 64.0%] 18 Lousiana 57.3%f 16 Delaware 59.0%Q 18 connecticut 55.0%] 18 massachusetts  66.6%] 16 montana £2.5%f 16 connecticu 64.2%
17 Missour za.5% ) 17 Massachusetts  22.9%f 17 Mew Jarsay 57.0%] 17 Kansas g2o%] 17 Kansas £7.3%0 17 Missoun 58.2%Q 17 Morth Dakota 64.8%] 17 connecticut g8.£%] 17 Delawars g2.3%Q 17 Maw Jersay 54.1%
18 Alzska £3.7% ] 18 Michigan 59.3%f 18 Washington S6.8%) 18 Massachusatis  63.8%| 18 Nebraska 57.0%f 18 Souwth Dakota 57.7%f 18 Florda 64.4%] 18 Washingion 66.6%] 18 Missourl £2.2%f 18 Vernont 53.7%
18 varment £ 7% 19 Oni 23 3%8 19 Missour 56.6%] 19 Missour g2.1%] 19 Mew Jersey 25 4%Q 18 Colorado 57.5%Q 19 Moniana £4.4%] 19 mMontana 66.2%] 19 Dist of Colemalz €1.5%) 10 Pennsyvania 536%
20 In@ana 55.3% | 20 Rhode lsland 53.5%0 20 Alaska 56.4%) 20 Michigan £3.0%| 20 Mosin Cakota 55.0%f 20 ldaho 57.2%f 20 Delaware 64.2%] 20 Florida 66 1% 20 Mew Jersay £1.5%f 20 Ohio 52.9%
21 New Hampsnire  58.1%] 21 sissoun 53.7%8 21 Mew Hampshire  56.4%] 21 Colorado 62.5%] 21 oni 55 2%0 21 Mebraska 56.9%f 21 Massachusatts  64.2%| 21 Delaware 65.6%] 21 Connecticut £1.3%f 21 Mabrazia 62.5%
22 New Jersey £8.1% | 22 Kansas 59.4%f 22 Rhode Island 56.1%) 22 Rhode lsiand 62.6%] 22 Michigan 55.3%8 22 New Jersey 56.9%0 22 Mew Jereey 63.6%) 22 Norih Camling  65.5%] 22 Vermont E0.7%f 22 Missourl 62.3%
23 Kansas 57.5% | 23 Delawars 57.5%fl 23 Kansas 56.0%) 23 lnals 62.2%( 23 Missour 55.1%f 23 Ohio 56.7%f 23 1dahg 53.2%| 23 South Dakota 64.7%| 23 Hebraska £0.3%) 23 mnois 81.9%
24 Nedraska 57.5% | 24 Mebraska ET.5%Q 24 Wyoming 56.0%) 24 Mew Jersey 61.9%] 24 Colorado 54 5%8 24 Lowslana 56.4%Q 24 Maryland 62.9%] 24 1daho 63.6%] 24 Lowslana £0.2%) 24 Montana 61.8%
26 Colorado £7.2% ) 25 Callfornia 57.2%8 25 Ohio 55.8%] 25 Wyoming 81.5%] 25 Rhode Istand 54 %8 25 llincls 56.2%f 25 Mebraska 62.2%] 25 llinals 63.6%] 25 Idaho £3.8%) 25 Alazka 61.3%
28 ohie 55.1% | 26 Colorado 57.1%fl 26 Calfomia 55.7%] 28 onio 51.3%| 28 Ccalifornia 53.7%f 26 Forda 55.9%f 28 Pennsylvania 62.6%) 28 Pennsyvanla 63.6%| 26 Worth Dakata 53.3%} 28 Dist. of Columblz 60.9%|
27 Delawan £5.0% | 27 Indlana ET.0%Q 27 Michigan 55.5%] 7 Oklahoma 80.6%] 27 lliinols 52 5% 27 Calfornia 55 7%f 27 Kansas &1.8%| 27 Nebraska £2.8%] 27 Pennsyivania g3 5% 27 Morth Dakota 60.9%
28 caimomnia 25.0%] 28 Lowsana S5.5%) 28 Loulsiana 55.4%) 28 caromia 60.3%] 28 Fonoa 51.9%0 28 Kansas 55.6%) 28 minois 51.5%] 28 wyoming 62.6%] 28 mississippt £2.3%f 28 Lousana 60.0%
United States  54.2% | 20 wyoming 55.8%f 29 indiana 54.3%] 29 Loulslana 58.7%] 28 New York 51.9%f 28 Maryland 55.5% 29 Loulslana 61.1%] 28 North Dakota 62.7%] 28 South Dakota  59.3%f 2B wyoming 59.7%
28 wiyoming 24 1% ] 30 New Yorx 55.6%f 30 Delgware 52.9% Unied States SB.1% United States 51.7%f 30 Mew Yo 55.1%Q 30 virginia G0.6%] 30 Georgla 62.5%] 30 Geomgla 59.0%| United Saes 59.3%
30 Loutslana 54.0% Unlted States  55.2% United States  52.8%) 30 Delaware 56.0%] 30 Detaware 51.2%| Unlted States  54.2% United 51ates  6001%| 31 Kansas 62.0%] 31 1mnois s5.9%Q 30 Georgla 59.2%
31 omanoma £3.2%] 31 Pennsyvania  55.1%f 31 Mew Yom 52.7%) 31 Marytang 57.7%] 31 okahoma 51.0%f 31 Rnode island 54.2%0 31 Mew Mexico 58.0%] 32 Rhode Isiand 61.8%] 32 Aalzska 53.7%f 31 ano 59.1%
32 west vinginia £3.2% ] 32 New Hampshire  54.1%f 32 Oklanoma 52.1%) 32 Hew Yok SEE%] 32 maryiand £0.4%f 32 Pemnsyvanla  54.1%f 32 Utan SE.D% United States 61.6%] 33 Alabama £3.5%) 32 Rhode Island 59.0%
33 Pennsylvanla 52.5% ) 33 Oklahoma 54.0%Q 32 Mississippl 52.0%] 33 Florida 55.8%] 33 utah 50.2%8 33 Virginia 54.0%f 33 Calfiomia SB.8%| 33 Dist of Colmblz 61.5%] 34 Wyoming £3.5%f 33 Alanama 50.0%
34 Mississipp £2 45 ] 34 maryland £3.8%0 34 Mew Maxco 52.0%] 34 Alabama s 7%] 34 virgnia s0.2%f 34 wan 53.5%0 34 Kentucky sE.7%] 34 Louslana E1.2% United States S3.0%f 34 Kentucky 58.7%
35 Mew Mexizo 52 3% 35 Naw Mexisn 53.3%Q 35 Maryland 51.6%] 35 Arzona 55.7%[ 35 Pennzynania 43.7%f 35 Kentucky 52.2%0 35 Rhode Island SE.5% ) 35 Misslssipy 61.0%] 25 Rnhode Island £3.0%) 35 Soutn Dakata 55.5%
38 Arkansas £2.0% | 36 Mississlppl 53.3%f 36 Pennsylvania 51.0%] 38 Ind@lana 55.4%( 38 Indiana 43.5%f 36 Alavama 51.6%Q 36 Cklahoma $B8.3%| 30 Calfomia 50.9% [ 30 Kansas £5.9%) 30 Kansas 57.7%
37 Flonda 52 0% | 37 Arkansas 53.0%fQ 3T Texas 50.1%) 37 Vimginia 55.4%| 3T Alabama 43 8%l 3T Morth Carniing  50.7%f 37 Mew Yok 56.0%| 37 New Mexich 60.%% [ 3T Mevada 55 4% 3T Mevata 57.3%
38 Maryland 52 0% [ 28 West Vinginia £2.9%f 38 Virginia 49 5%) 38 Pennsylvania 54.59%] 38 Kentucky 45 2% 38 Cklahoma 45.9% 08 38 Morth Camolina  57.8%] 38 Alabama 60.8%| 38 South Carolina  55.3%f 3B Mew York 56.58%
39 New York 51.7% | 38 Florida 52 4% 39 Kenbucky 49 3% 38 Arkansas 54.3%[ 35 Arkansas 47 9% 30 Tennessss 49950 38 Alabama 57.2%( 38 Indiana 55.1%| 38 Hentucky £5.7%} 3B South Camlina  56.7%|
40 Kentucky 50.5% | 40 Wirginia 52 4% 40 Arianzas 29 0%) 40 Texas 54 2% 40 Tennesses 47554 40 Indlana 49 3% 40 Tennessee 56.3% | 40 New York 53.0%) 40 Uiah g5 5%8 40 Uiah S56.7%
41 Alabama 43.2% ] 41 Hentucky 51.a%f 41 Fiorida 29 0%f 41 Hevada 53.9%[ 41 New Mexkco 47 4% 41 Texas 49 2%0l 41 Georgla 56.2%( 41 South Carplina  58.0%] 41 Indlana g5.2%f 41 Calfomia 56.7%
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Recording and counting votes
in a trustworthy way

Andrew W. Appel

Manchester, NH
September 2017

When voters go to the polls, how can they trust that their votes will be recorded
accurately, counted accurately, and aggregated accurately? I will address the
technological and organizational answers to that question.

This is a summary of my testimony before the Presidential Commission on Election
Integrity, in Manchester, New Hampshire, September 12, 2017. By background, I
am a computer scientist with expertise in computer security and formal verification
of software. But for the last 15 years I have also studied, and written about,
elections and voting technology.

Andrew W. Appel

Professor of Computer Science

Princeton University
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What a voting protocol needs

Allows each person to vote (just) once

Accurately records the votes

Accurately counts the votes

Voter can be sure her vote is counted, without
trusting the other side’s people
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* Secrecy

= Can’t learn how a person voted

Every eligible voter should be allowed to cast one vote — but not more than one!
Starting around 1890 in the U.S., voter registration combined with sign-in in the
polling place (using “pollbooks™) ensures that. Then, each vote should be counted —
exactly once! Then, totals from each polling place or ballot box should be added up
— correctly!

To make things even more challenging, in the U.S. we have the secret ballot. That’s
because, throughout the 19™ century and even into the 20™ century, there were many
abuses: without the secret ballot, if a worker didn’t vote the “right way” he might
lose his job, if a small businessman didn’t vote “the right way” he might lose
customers, if a householder didn’t vote “the right way” he might lose garbage
collection and street repairs. Now, we take the secret ballot for granted—but it does
make it harder to design an accurate and trustworthy election system.
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The “Australian Ballot”

adoptedin U.S.A around 1890

PART OF MASSACHUSETTS OFFICIAL BALLOT, NOVEMBER, 1889.

To Vote for a Person, mark a Cross @ in the Square at the right of the name.

S ‘:o;nnon.y TR -+« . -+ Votefor ONE. REPRESENTATIVES IN GENERAL COURT. Voto for w0 |
OLIVER AMES, ot Buios, . . . . - - - Repabliosn, WILLIAM H. MARBLE, of Guntaidge, . . . Prohibition,| ~
WILLIAM H. EARLE, of Worvester, . . - - Prohibition, REAODEIRAN, Wostr s e e e
WILLIAM E. RUSSELL, of mteier, . .. Domocratic, GEORGE A. PERKINS, o Camtedes, . . .- . Democratic,
JOHN READ, otcamiiten, . . . . . . . Republican,
LIEUTENANT-GOVERNOR. . . . Vote for ONE. CHESTER F. SANGER, of Combeidgs, . . . . Republican,)
JOHN BASCOM, of Witisssows, . . . - . Prohibition, |  WILLIAM A. START, of Cemteidee, . . . - Probibition,
JOHN Q. A. BRACKETT, of Artagos, . . . Republican, | -
JOHN W. CORCORAN, ot Clmon, . . . . - Democratic,| ST SR |
‘ SEERIFF. « « o o o & o = Voto for ONE.
L IREEARYN e o e Voto for ONE. |  {rNTY G. CUSHING, ot tower, . .. . . Ropublican,| |
WILLIAM . OSGOOD, o/ Botm, . . . . Democratio) HENRY G. HARKINS, ot towell, - . . . - Probibition,| |
HENRY B PEIKOE, swathgon. - - . - - RSPt s, WILLIAM H. SHERMAN, ot Aer, . . . . Democratic,
HENRY C. SMITH, of Wikaasbors, . . . . . Proibition, -
OF INSOLVENCY. Voto for THREE.
TN e ot for o,’i JOHN W. ALLARD, of Prninghem, . - . - Damocnu'e"
JOHN M. FISHER, of Auteorongh, - . . . . P T e Repablicn,
GEORGE A MARDEN ottt _ . . . jcan, || -

From ELEMENTS OF CIVIL GOVERNMENT
by ALEX. L. PETERMAN, Kentucky State College, 1891

We take for granted that a ballot looks something like this. But before it was
invented, in the late 19™ century, people voted by just telling the election judge who
they wanted to vote for. Or, they voted by writing down the names of their
candidates on a piece of paper. Or by bringing a paper ballot with them preprinted
with the names of the candidates they wanted. Or, unfortunately, by bringing a
whole stack of paper ballots and trying to get away with inserting them all into the
ballot box. The “Australian Ballot”, where all the candidates are printed onto the
ballot and the voter just marks an X, was an important technological invention. The
preprinted ballots are in the possession of the poll workers, and they hand out just
one blank ballot to each voter.
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What a voting protocol needs

Accurately records the votes

A few words about “user interfaces’:

Let’s help assure that the voter
accurately records his intent
. onto the ballot.

If the layout of the ballot isn’t designed very well, or the technology for voting is
clumsy and counterintuitive, then the voters may not properly translate their infent
onto the ballot paper or onto the touchscreen. I'll give a couple examples of ballot-
design failures.
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Misleading ballot design

can cause voters to waste their vote

Kewaunee County, Wisconsin,2002
L B "

A better design for this b:

= e -
Images from: Better Ballots, by Lawrence Norden, David Kimball, Whitney Quesenbery, and Margaret Chen, 2008.

In this ballot at left, from Kewaunee County, Wisconsin in 2002, there are 8
candidates for Governor. That list of 8 starts near the bottom of the first column and
continues at the top of the second column. Hundreds of voters misunderstood, and
thought that there was a 5-person race in the first column, and a 3-person race in the
second column; and those voters marked a candidate in each of those two contests.
That meant they overvoted in the Governor contest, and therefore their choice didn’t
count.

A proposed better design for this ballot is shown at right. It has many typographical
improvements that make it easier for voters to read and understand. In particular, it
doesn’t split the Governor candidates into two parts.
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Touchscreens can also have
ballot-design problems

/‘ﬁ \ Sarasota, Florida, November 2006:

21-screen ballot, one contest per page.

except that this page had 2 contests.

\ Many voters didn’tnotice to vote

n this congressional race —

more undervotes than the
margin of victory.

In Sarasota, Florida in 2006, using touchscreen voting machines, there were so
many contests on the ballot that it took 21 pages of touchscreen to show all the
contests. But the ballot designers chose to put two contests on one page, as shown
at the bottom of this slide. The race for U.S. House of Representatives, with only
two candidates, took up so little space on the screen that hundreds of voters didn’t
notice it was there, and didn’t cast a vote for Congress. That’s bad design—if
there’s one contest per page, then they should have stuck to that consistently, to
avoid confusing voters.
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Good ballot design is not an accident

Good election administers use “best practices” in ballotdesign.

From: Center for Civic Design, civicdesign.org

User-interface design experts, such as the authors of the “Better Ballots” report
cited on the previous page, and such as the authors of the booklets shown here, have
developed guidelines and methods that election administrators can use in preparing
ballots. Many professional election administrators in the U.S. are aware of these

concepts, and are enthusiastic to improve the readability and usability of their ballot
designs.
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What a voting protocol needs

Allows each person to vote (just) once

Accurately records the votes

Accurately counts the votes

Voter can be sure her vote is counted, without
trusting the other side’s people

2 Deram £ 4lan Atle e 02 AA%0 2anmeals naen Alaqdzna ~ nla
= pven if the otner siae' s PLOpIC alC eiection oificiais!

Secrecy

= Can’t learn how a person voted

Ballot design is a part of “Accurately records the votes.” But how are all these
other criteria ensured?
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Polhng place procedures 1890
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ARRANGEMENT OF POLLING PLACE AS REQUIRED BY MASSACHUSETTS LAW.
From PETERMAN 1891

Here’s how, at least traditionally in the U.S. in the 20™ century. You can see at right,

the voter is signing in at the pollbook. Two election workers, or an election worker
and a pollwatcher, are there behind the desk, checking for his name in the pollbook
and matching his signature. Then they hand him a ballot, which he takes to the
booths at center to mark in private, with nobody looking over his shoulder. Then he
brings it to the ballot box—and look how many people are watching that ballot box,
to make sure no unauthorized ballots are dropped in! You can just make out the
curved lever on the left side of the ballot box; when the pollworker pulls that lever,
it opens up the slot on the ballot box, and it rings a bell, so that everybody in the
room can hear when a ballot is dropped in the box. That helps prevent cheating.
And some people will cheat if they can—that’s why there are all these safeguards.

There’s nothing very surprising in this picture. We take it for granted that this is the
way you organize a polling place. But it had to be invented, in response to the
abuses of the 19™ century.
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When you put together the Australian Ballot, marked by the voter with an X, with
pollbooks and voting booths and a ballot box that’s watched by witnesses from both
parties, you get a system that works pretty well.
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Hand-counted paper ballots

* On the whole, a good system
« Works well in many countries

= where there’s just one contest on the ballot

* In U.S. elections, has a major flaw:

= Sam

= hand counting difficult to do accurately

= difficult to find volunteers from both (all!) parties to
supervise against cheating

11

But even by 1900, people noticed that it’s hard to count paper ballots by hand.
Actually, in Europe or Canada, it’s not so hard, because in their parliamentary,
nonfederal systems they have elections with only one contest on the ballot. And
then you can count by hand, by just sorting the ballot papers into one pile for each
candidate, and counting up the piles. But in an American election, there are many
contests on the same ballot: President, Senator, Congressman, Governor, State
Senator, State Rep., Mayor, Councilman, School Board, Dogcatcher, Judge
retentions, propositions. To count those, at 8pm after a long election day, is hard to
do consistently and accurately. So already by 1900 people were trying to design
machines to count votes.

17-2361-A-003833
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Precinct-count optical-scan

—

12

Optical-scan balloting was introduced in the U.S. about 1970. By the 1980s,
precinct-count optical scan was already in use in some places. In the precinct-count
system, the voter marks the ballot and feeds it directly into the scanner in the
polling place. The computer (in the white box on top) counts the votes, and the
ballot drops into a sealed ballot box (the blue box at bottom). With well designed
ballots, precinct-count optical scan has proved to be a very accurate and trustworthy
way of voting.
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Touch screens:

Direct-Recording Electronic

Votronic, 1991

Shouptronic, 1980
T

.

Sequoia, 2000

Diebold, 2002
13

In the 1980s and 1990s, voting-machine vendors developed “direct-recording
electronic” (DRE) voting computers. In this system, the voters indicate their
choices on a touchscreen (or some other input device), and the computer records
and counts the vote in its internal memory, and/or in an electronic memory
cartridge. There’s no paper record of the vote (but see note below). At the closing
of the polls, the machine can print a cash-register-tape printout of the results; this
along with the memory cartridge are transported to a central place for aggregation
(adding up all the per-machine totals).

After the polls close, the machine can print out a list of every vote cast, from its
internal memory; but that’s not the same as a paper ballot that the voters can see,
and if the computer is wrong (by accident or cheating), then the paper is just a
printout of those wrong numbers.

Some DRE voting computers (in about 3 states of the U.S.) are outfitted with a
“Voter Verified Paper Audit Trail” that the voters can see before they cast their vote,
and that drops into a sealed ballot box that can be recounted by hand. That’s an
important check on the computer memory; but it still has many problems: most
voters don’t understand what that printout is for; and they don’t check it very
reliably; the thermal paper (“cash register tape”) is hard to recount by hand. Better
technology is now available, for example, voters that are unable to use pen-and-
paper can use touch-screen Ballot Marking Devices (BMDs) that can produce
optical-scan ballots to be counted by op-scan voting machines.

17-2361-A-003835
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Ballot definition files

14

How does the computer program in the voting machine “know” what candidates are
on the ballot? The answer is that there is a “ballot definition file” prepared by
election administrators, listing all the contests and candidates.
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Election Management computer

Ballot Definition
Cartridge

15

The election administrator (a county employee, or a contractor, etc.) uses software
on an ordinary laptop or desktop computer to prepare the ballot definition file.
Then the ballot definition is written to a removable memory cartridge (like a
thumbdrive, or some similar technology). This is the “ballot definition cartridge.”
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Ballot definition files

Insert memory card
into the PCMCIA
slot of a voting machine

The ballot definition cartridge is then inserted into a slot on the voting machine.
Here, you can see that the slot is down low on the right-hand side. Now the voting
computer is ready for election day.
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Whoever programs the computer,

decides what election results are reported by the
computer program inside the voting machine

17

‘nuff said.
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How to commit election fraud

* Write a computer program that

On nonelection days, accurately counts votes

On election days, between 8:00 a.m. and 5:00 p.m.,
cheats: adds votes to the wrong column

Voter won’t see anything amiss

Nor will pre-election “logic and accuracy” testing!

* Load your program into voting machines

= At the factory, or
= In the field

18

Suppose someone wants to steal an election by hacking a voting machine. They can
replace the legitimate vote-counting program inside the voting computer, with a
fraudulent program that deliberately miscounts the votes. If you were doing this,
you wouldn’t make it always cheat, because the election administrators sometimes
test the machines, before the election, by casting a few votes and then seeing the
total. This is called “logic and accuracy testing,” or LATA. LATA is good for
some things—for example, making sure that the touchscreen isn’t miscalibrated, or
that the ballot definition is generally OK.

BUT, it’s easy to make a cheating vote-stealing program that isn’t detected by logic
and accuracy testing! Every voting machine (just like any other kind of computer)
has an internal clock, so it knows when it’s election day. So you just make your
cheating program cheat only on election day, after 8am. Since the LATA is done
before election day, the cheating program will be on its “best behavior” when
LATA is done.

17-2361-A-003840
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Selected technical conclusions

» Reverse-engineering the program: ~25 person-weeks

= If you get a copy of the source code: 1 week

* Writing the program that cheats: 2 days
(122 lines of source code)

* Time to install fraudulent ROM: 7 minutes

= pick lock: 10 seconds
= unscrew 10 screws: 2 minutes
= pry out ROM, press in new: 1 minute

= replace screws: 3 minutes

19

In connection with my expert-witness testimony in a court case in New Jersey
(2008-2009), I did a forensic examination of New Jersey’s “AVC Advantage” voting
machines. As part of that study, I wrote a vote-stealing program. First, my team
had to understand how the legitimate program works, before modifying it to cheat.
This is called “reverse engineering.” We tried it two ways: first, without the
“source code,” and second, with the “source code.” It’s much easier with the
source code, of course, but either way it’s well within the capabilities of a
moderately qualified hacker.

Then, writing the vote-stealing program is easy—it took just a couple of days to
write and test.

By the way, don’t try this at home! It’s a felony to install vote-stealing programs
into a government owned voting machine that will be used in an election. Idid
mine as part of a court-ordered forensic study, inside a secure building at the New
Jersey State Police headquarters. But an election hacker wouldn’t have that kind of
respect for the law.
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Firmware that cheats

v'Don’t cheat in Pre-LAT mode
v'Cheat only when at least N votes cast
v Modify “audit*trail” consistently with vote totals

v"Modify in-cartridge results consistently with
internal-memory results

Don’t cheat until polls open at least 10 hours

Don’t cheat except on election day

Don’t cheat if time/date very recently changed

20

Here are some things my vote-stealing program did, so as to avoid detection.
Basically, it waits until 8pm when the pollworker turns the key to shut down the
election and print out the results. Just before printing out the results, my program
shifts 20% of the votes from candidate A to candidate B. The computer program
stores the votes redundantly in two different memories, so my program makes sure
to cheat in both memories. The computer program has an “audit trail” in its
electronic memory that’s supposedly some sort of protection, so my computer
program changes the audit too!

By the way, the Ballot Definition File has each candidate listed with his/her party
affiliation (Democrat or Republican). So if you want to steal votes generically in
favor of one party or the other, it’s easy to program that up. Once you install that
program in the voting computer, it will steal votes in election after election for
many years to come.
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On 1990’s era voting machines, you had to replace
some ROM chips to install cheating software

21

(This machine is still used m NJ, LA, PA)

Then, to install that vote-stealing program in the AVC Advantage voting machine, I
picked the lock on the back door of the machine. That’s easy, it’s a cheapo lock;
I’'m not at all an expert lock-picker, but I can pick this lock in about 10 seconds.
Then I unscrew 10 screws on the panel that covers the motherboard. You can see
the motherboard here, it’s green. Those four computer chips with the white labels
on them, hold the computer program that runs the election. Just replacing one of
them, at lower right, is enough to install my vote-stealing program. The whole
process takes about 7 minutes, using a screwdriver.

By the way, you might think that the state could install some tamper-evident
security seals, and that would prevent the crooks from getting in there. But you
would be wrong! Supposedly “tamper-evident” seals don’t provide much
protection. See my paper, “Security Seals on Voting Machines: A Case Study,” by
Andrew W. Appel. ACM Transactions on Information and System Security, vol. 14,
no. 2, pages 18:1--18:29, September 2011.
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On more “modern” voting computers,

How do you replace the software?

Load it from CD-ROM,

: o
Or, insert memory card

mto the PCMCIA
slot of a voting machine

22

On most voting computers these days, you don’t need a screwdriver to replace the
vote-counting program. It’s loaded in on a memory card, a removable media like a
thumbdrive or the equivalent. In fact, on most voting machines, you use the same
memory-card slot where the Ballot Definition Cartridge is inserted. If you put a
card into that slot, that instead of the ballot definition, has a new vote-counting
program, then the computer will replace its old vote-counting program with your

new one.
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Anyone with physical access . . .

... can hack a voting machine
by inserting a card.

Insert memory card
mnto the PCMCIA
slot of a voting machine

And therefore, if you can get unobserved access to a voting machine for just a
minute or so, you can install vote-stealing software into it.

Between elections, voting machines are stored in warehouses. County
employees have access to them, to perform maintenance such as replacing batteries.
I’'m sure 99.9% of those public servants are trustworthy and of the highest integrity.
But we organize our elections so you shouldn’t have to trust every single election
worker. That’s why there are witnesses in the polling places, and witnesses to
recounts, and so on.

Right before an election, voting machines are delivered to the polling places:
school gymnasiums, firehouses, churches, town-hall lobbies. There, in many cases,
they are left unattended and unsecured. Anyone could get access to those machines
and stick in a cartridge.

And what about affer an election, before the voting machines are collected from
the polling places? Hacking them at that point won’t change the election that just
happened, but it will make the machine cheat in the next elections, for years to
come.

To steal a big election, the attacker would have to install cheating software in
many voting machines, not just one. But surely that’s well within the capabilities of
a corrupt political machine—or even a freelance criminal who steals votes in favor
of a candidate who’s not even aware of the fraud.
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Voting machine is hackable (indirectly)
from the Internet.

24

An election administrator may say, “our voting machines don’t connect to a
network, so they can’t be hacked from the Internet.” That’s not true: even if a
voting machine has no network connector, it can be hacked from the Internet.

And here’s how to hack a voting machine from the Internet. The attacker hacks in
to the election administrator’s network, and gains access to the computer used for
programming Ballot Definition Files. He hacks that computer so that, in addition to
putting Ballot Definitions into the removable cartridge, the election management
system computer also writes a fraudulent vote-counting (vote-stealing) program to
the cartridge. The computer will put the vote-stealing program into every Ballot
Definition cartridge destined for every voting machine. Then, when that cartridge is
loaded into the voting machine, before the election, it will be installing the vote-
stealing program.

This attack was first demonstrated in 2006, on a real voting machine:

Security Analysis of the Diebold AccuVote-TS Voting Machine, by Ariel J.
Feldman, J. Alex Halderman, and Edward W. Felten. Proceedings of the 2007
USENIX/ACCURATE Electronic Voting Technology Workshop (EVT07), August
2007.
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Computers connected to the Internet, even indirectly, can be vulnerable to hacking.

Election officials should use good security practices to make their computers
less vulnerable, butthere is no way to make them invulnerable.

Therefore we should run our elections in a way that can detect and correct for
computer hacking, without having to put all our trust in computers.

25
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And therefore,

Don’t use paperless touch-screen voting computers!
They are a fatally flawed technology.

And actually, everybody knows this now:

Only a few states still use them.
One by one, states are switching to optical-scan.

Since 2004, no states have switched fo paperless voting.

26
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States that used paperless DREs in 2016

States where
almost all voters
or most voters
use paperless
DREs

About 10 states still use paperless direct-recording electronic (DRE) “touchscreen”
voting computers, for most or all of their voters. Two or three states use
touchscreen DREs with a “voter verified paper audit trail,” which is not quite as
bad. About 37 states use optical-scan balloting for almost all their voters.
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Precinct-count optical scan votin

(used 1n most states

Voter marks
op-scan ballot

> w“ Voter feeds

" ballotto
co scanner

28

Here’s a better idea: Voters mark their choices on a paper ballot, and feed the ballot
into an optical-scan computer that counts it accurately.
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Optical scanners are computers too!

installed the op-scan

software, the votes will
addup my way!

Bwah-hah-hah-hah!

29

Well, that is, the op-scan computer counts it accurately if the computer has not been
reprogrammed to cheat! So, why is that any better than a touchscreen DRE?
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Voter-Verified Paper Ballot

“Voter Verified” means:

The voter sees the actual
votes, on the ballot of record
thatwill be used for recounts. o
without any computer in the way.

Voter marks
op-scan ballot |

- _=— Voter feeds

- " ballotto

= PRI Paper ballot

- - " )

g drops into

== - ballotbox

- Ballots can

= o be recounted
- by hand

m A

30

Here’s why: You can recount the paper ballot that the voter actually marked by
hand, in the presence of witnesses from both parties, without any computer
“interpreting” the ballot to you.
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Random audits

+ If you have to recount the ballots by hand, what’s the
point of having a computer?

* Solution: Recount a random sample of precincts!

= Ifthere’s widespread computer fraud in many precincts,
recounting paper ballots in just a few precincts will find
evidence of a discrepancy

= Besides “recount a random sample of the ballot boxes,”
there are other cost-effective methods for making “risk-limiting
audits” a standard part of all elections prior to certification of

final results.
31

These audits help protect not only against cheating inside the voting computer.
They also protect against accidental miscalibration, accidental mistakes in the
layout of the Ballot Definition File, and so on.
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Some states do audits

Source of data: Verified Voting Foundation

Map: Appel, using mapchart net

32

A few states do random audits, but unfortunately,

1. Not very many states do it (just the ones shown here in light green and dark

green)

2. Even in most of the states that do audits, the audits are inadequate. They don’t
audit enough percentage of the ballot boxes to catch fraud (if it were to occur);
or they do the audits after the results are officially certified, when it’s too late;
or they don’t audit the actual paper ballots, which means that a cheating

computer could still fool them.

Audits are the best way to protect against computerized election theft, but they have
to be done well in order to provide protection. Colorado and New Mexico have

models that other states should emulate.

Note: some states (IN, PA, NJ) have statutes requiring audits, but most of their
voters use unauditable paperless DREs, so in practice they don’t do ballot audits.
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Computers connected to the Internet, even indirectly,
can be vulnerable to hacking.

Election officials should use good security practices to
make their computers lessvulnerable, butthere is
no way to make them invulnerable.

Therefore we should run our elections in a way that can detect and correct for
computer hacking, without having to put all our trust in computers.

audited by direct inspection (independent of hackable computers),
of a statistically appropriate random sample.

33
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Can voters trust op-scan + audits?

» Voters can see what they wrote on the ballot, and
* deposit the ballot directly into the scanner/ballot-box
* Integrity of the ballot box at the polling place and until the

audit/recount is an important chain-of-custody issue, addressed
via witnesses and seals.*

* Audits should be performed immediately after polling, before
election results are certified.

*  Written procedures for audits should be published, so voters,

*Don’t put foo much faith in tamper-evident seals: they’re hackable too!

Security Seals on Voting Machines: A Case Study. by Andrew W. Appel. ACM Transactions on Information and

Svstem Security vol. 14, no. 2, pages 18:1--18:29. September 2011. 34
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Observing the canvas

(Public auditing the
aggregation of per-precinct results)

771\
TIEE

Up to now, I've been talking about cyberfraud that happens inside the voting
machine. Now let me turn to a different phase of the election. The canvass is the
procedure of getting the results from every polling place, and adding them up. Can
we trust the canvass? What if there’s a cheating computer program in the Election
Management System computer (the laptop computer shown here) that adds up the

votes from all the precincts?

17-2361-A-003857
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At the close of the polls,

m

Witnesses in
polling place

and credentialed
pollwatchers

36

In the polling place, at the close of the polls, the voting computer writes its results—
how many votes each candidate got—in two ways: to a removable memory
cartridge, and printed on a cash-register tape. Shown here is an actual “Results
Report” printout from an election in New Jersey. This printout is made in the
presence of witnesses—poll workers hired by the county, poll watchers representing
the political parties, and any members of the public who want to watch the process.
Anyone is allowed to see the numbers, and copy them down into their own
notebook.

Then, if the political party is well organized, their poll watchers will bring those
numbers from every precinct back to the candidates’ “victory party,” and compare
with the official returns.

17-2361-A-003858
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DISTRICTS REPORTING  VOTER TURNOUT

Districts Completely Reported: 243 of 243

District
East Windsor 1
East Windsor 2
East Windsor 3
East Windsor 4
East Windsor 5
East Windsor 6
East Windsor 7
East Windsor 8
East Windsor 9
_ East
s East Windsor 11
= East Windsor 12
ﬁ b East Windsor 13
East Windsor 14
East Windsor 15
East Windsor 16
East Windsor
Civilian Mail-In
Ballot
b’ % East Windsor
Provisional
Ewing Twp 1
Ewing Twp 2
Ewing Twp 3
Ewing Twp 4
Ewing Twp 5

This matches
what we saw
on the printout
in Precinct 9

Rep
Donald J. TRUMP

Dem
Hillary CLINTON

Michael R.PENCE Timothy KAINE

Voters Votes Votes
1507 328 618
1332 250 633

553 130 215
1969 357 760
1433 326 559
1125 268 433

981 227 380
1625 364 605

803 128 365

747 135 307

1256 205 533
963 170 389
806 126 343
705 35 305
790 152 375
645 96 285

0 232 613
0 16 61

654 162 270

625 113 270

774 79 388
1200 184 497

876 42 475

37

Here are some official returns posted on the internet by the County Clerk in my

county, right after the 2016 presidential election. The witnesses in the polling

places can compare the numbers with what they saw on the results-report tapes.
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€ C O O resultsenclarityslections.com/N)/

IGENERAL ELECTION - NOVEMBER 8, 2016

MERCER COUNTY CLERK

MERCER COUNTY. NEW JERSEY Patta SoLtam CoveLio
SUMMARY  DISTRICTSREPORTING  VOTER TURNOUT  FILTERS
Rep Dem
« DR IS S Donald J. TRUMP  Hillary CLINTON
Michael R. PENCE  Timothy KAINE
Registered
District Voters Votes Votes
East Windsor 1 1507 328 618
East Windsor 2 1332 250 633
T can add East Windsor 3 553 130 215
East Windsor 4 1969 357 760
these up East Windsor 5 1433 326 559
Ifl East Windsor 6 1125 268 433
myse . East Windsor 7 981 227 380
East Windsor 8 1625 364 605
East Windsor 9 128 365
Ea: 747 135 307
East Windsor 11 1256 205 533
East Windsor 12 963 170 389
East Windsor 13 806 126 343
East Windsor 14 705 25 305
East Windsor 15 790 152 375
East Windsor 16 645 96 285
East Windsor
Civilian Mail-in
Ballot 0 232 613
b’ % East Windsor
Provisional ] 16 61
Ewing Twp 1 654 162 270
Ewing Twp 2 625 113 270
Ewing Twp 3 774 79 388
Ewing Twp 4 1200 184 497
Ewing Twp 5 876 42 475
- 38
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Election administrators should find ways to improve the
accountability/transparency of canvassing/aggregation.
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Voting over the Internet?

No!

Servers hackable.

Voters’ phones, laptops hackable.

2\ Hard to distribute digital credentials _ :
= to eligible voters. A @

Hard to know credentials aren’t stolen. &

Client 1 As a technological/scientific matter,
we know of no secure or trustworthy
(V()ter ) way to do paperless internet voting.

40

e

Some people ask, isn’t voting-in-person obsolete? Shouldn’t we vote via the
Internet, from our smartphones, like we do everything else in life?

The answer is no! Computer scientists don’t know of any way to make Internet
voting secure and trustworthy. There’s some excellent research along these lines,
but no results yet that solve the whole problem. For more information, see:

“Internet Voting? Really?” 21-minute TEDx talk by Andrew Appel,
https://www.youtube.com/watch?v=abQCqlbBBeM

“If I can shop and bank online, why can’t I vote online?” by David Jefferson, 2011,

https://electionlawblog.org/wp-content/uploads/jefferson-onlinevoting. pdf
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Conclusion

Members of the public should be empowered to observe,
verify, and (therefore) trust,

« what’s recorded on their own ballot,
* adding the ballots in each precinct,
* adding up the precincts

The way to do this is
* voter-verified paper ballots
« random audits before results are certified

* transparency in reporting
41
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State of New Hampshire

House of Representatives

Speaker Receives Voter Registration Statistics Requested of Departments of State and Safety

CONCORD - Late yesterday, New Hampshire House Speaker Shawn Jasper (R-Hudson) received a response to
an inquiry of the NH Department of State and Department Safety. The inquiry, sent August 16, 2017, sought
statistical information on the efforts of both departments to match voter checklist information with records of
the Department of Safety. Speaker Jasper sought the information to benefit the legislature in its assessment of
the effectiveness of our current election laws as well as future legislation that could improve our voter
registration and verification processes. Speaker Jasper offered the following statement upon initial review of
the response to his inquiry, “l appreciate the work our state agencies do to ensure they meet the
requirements of our existing election laws, and maintain these important statistics.”

Among the information provided by the departments are the following statistics:
6540 individuals registered to vote on November 8™, 2016 using an out-of-state driver’s license.
As of August 30™, 2017, only 1014 (15.5%) of those voters had been issued a New Hampshire driver’s license.

As of August 31, 2017, of the remaining 5526 individuals, only 3.3% had registered a motor vehicle in New
Hampshire.

As of August 31, 2017, 5313 (81.2%) of the individuals who used an out-of-state driver’s license had neither
held a New Hampshire driver’s license nor had registered a vehicle in New Hampshire.

196 names on the checklist are being investigated as possibly having voted in New Hampshire and one other
state.
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CITIZENSHIP VERIFICATION
TING NEW JERSEY'S
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Noncitizens are registering to vote across the United States. Some are voting. There are a variety of reasons this
is happening, but until the problem is taken seriously, and the defects in the system are examined, the problem
of alien voting will continue. This report reveals information obtained about alien registration and voting from
election officials in New Jersey. The report documents a subset of alien registration and voting that, as far as we
can tell, no one has ever sought to obtain before this report.

New Jersey has statewide elections in 2017. Unfortunately, there is no time to implement solutions. Worse,
both federal and state solutions are needed. Federal statutes impose mandates on states regarding voter
registration, but those federal laws have proven inadequate to prevent alien registration. States like New Jersey
could utilize more tools to detect alien registrations, but are not. Regardless, the first step to fixing the problem

is to gather more facts about alien registration.

Summary of Findings

The Public Interest Legal Foundation (PILF)
conducted county-by-county surveys of voter
registration records seeking records of aliens who
registered to vote and later self-reported their
status or were otherwise detected by the minimal
procedures in place in New Jersey. The PILF survey
revealed startling faults and findings across the
Garden State regarding foreigners successfully
registering to vote.

In this limited survey, PILF found:

El 616 admitted and officially recorded
noncitizens in 11 counties engaged on some
level with the statewide voter registration
system. These were only the noncitizens
who essentially self-reported.

|E] Nine percent of the aliens who self-reported
their alien status also cast ballots. When a
noncitizen puts pen to paper on a voter
registration application, they open the door
to additional scrutiny and worse—should they
choose to later become a naturalized citizen.

E Seventy-six percent of noncitizens found in
New Jersey’s voter registration system
admitted their immigration status at the
outset yet were processed anyway.

El Seventy-five percent of alien voter
registration applicants were offered the
opportunity to register during Motor Voter
transactions. The lifespan of a noncitizen in
New Jersey’s voter registration system
varies between levels of engagement. On
average, it takes at least two years for a
noncitizen to register, be discovered, and
officially be “deleted” from the system. But
despite being “deleted,” their immigration
and naturalization challenges are still ahead
of them.

The range of documents recovered vary between
counties—even voters—depending on individual
circumstances. Unlike PILF’s previous work in
Virginial, researchers were not given uniform
reports of voters cancelled for reasons related to
noncitizenship generated from a single database.
Instead, PILF accessed handwritten letters,
archived voter registration forms, interagency
communications, and official mailings within voters’
files that lay out individual fact patterns ranging
from the initial application to record deletion.
Reviewers could regularly discern motives for why
an ineligible voter came forward to correct the
record. Most often, noncitizens would reveal
themselves in advance of or in reaction to their
naturalization application being flagged amid the
threat of a denial.

Equally surprising as the figures themselves are the
starkly different responsive records reportedly
maintained by the counties. Six jurisdictions
(Hudson, Morris, Sussex, Union, Passaic, Camden)
told PILF they had zero records indicating where
noncitizens either engaged with or admitted to
participating in the statewide voter registration
system. Another four counties (Essex, Middlesex,
Mercer, and Salem) still have yet to release any
records (or declare to have none) since originally
requested in March 2017. Failure to release
information subjects these counties to a lawsuit by
PILF under public records provisions of Motor
Voter.
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News organizations across the spectrum recently
made note of the unfortunate case of Margarita
Fitzpatrick, a Peruvian national previously living in
Illinois with her American husband. In 2005, she
visited her local driver’s license office—presenting
her foreign passport and Green Card to identify
herself. As she tells it, despite first documenting
that she did not want to register to vote, the DMV
clerk offered again in the same transaction—leaving
a confused Fitzpatrick to accept and later vote
multiple times without incident. Years later, her
actions resurfaced when working through the
naturalization process, which set her on a track to
eventually receive a one-way ticket back to Peru.

In her many media appearances, Fitzpatrick put
blame in a variety of places. She said the DMV clerk
“misled” her. She said the system failed her: “Non-
citizens should not be asked this question — period.”
Her family attacked the National Voter Registration
Act (Motor Voter), as a tool for “entrapment."?

Multiple news organizations reported on their
failed attempts to better quantify the number of
Margarita Fitzpatricks not garnering sympathetic
headlines across the nation by requesting access to
Department of Homeland Security data. PILF hit
the same wallin 2017.3

Are there more Margaritas out there? Did they get
“trapped” by Motor Voter? Can your naturalization
track be derailed even if you do not successfully
register and vote? PILF decided to work toward
answering these questions in New Jersey in 2017
after finding Virginia had cancelled more than 5,550
registrants for citizenship defects.*

New Jersey, like Virginia, will hold statewide
elections in November 2017 —the only two to do so.
With critical races comes pressure to register more
voters quickly and move numbers to the polls.
Agencies tasked with Motor Voter obligations know
their registration rates will be watched closely and
will not wish to invite a federal lawsuit for
registration rates some special interest groups
deem too low. Canvassers will knock on doors for
new voters. Campaign ads will flood the airwaves. In
the fog of these contests, noncitizens will face
confusing invitations and pressure to participate.
Nobody knows whether their ballots will help
decide close races in November. What is certain is
that their legal troubles will follow them for years.

Margarta Fitzpatrick is not alone. PILF found
hundreds like her in New Jersey, aliens who have
registered to vote in a broken system. In every case,
their personal legal jeopardy could have been
mitigated with common-sense solutions, and the
integrity of our elections would also benefit.

A Broken System of
Patchwork Maintenance

Having now combed through records in New Jersey
and Virginia, PILF can declare with great certainty
that the two states’ approaches for identifying and
eventually removing noncitizen voters have few
commonalties between them. Whereas Virginia
maintains some lines of communication between
the motor vehicle agencies and voter registrars to
help scrub ineligible voters, New Jersey remainsin a
passive, reactionary posture waiting for
maintenance leads to arrive from third parties when
voters themselves are not declaring ineligibility.
This has led to aliens getting on the voter rolls, and
staying on the rolls.

New Jersey’s only defense to alien registration is
the hope that aliens who get on the voter rolls will
self-report. Without proactive verification
mechanisms built into the voter registration
application process, cascading negative
consequences are sure to follow for eligible and
ineligible voters alike.

How were noncitizens trapped hy the system?
500 466

400
300
200

100

Number of Noncitizens

B Unclear [ Self/Third-Party Drive [l Motor \Voter
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PILF consolidated more than a dozen triggers and
channels that helped identify noncitizens within the
voter registration system into four primary
categories. The first are voters who declared their
noncitizenship from the outset. In essence, election
officials are forwarded voter registration
applications, usually from a Motor Voter office,
containing either a plain statement of
noncitizenship, or a non-response to the citizenship
guestion.

Second, other aliens self-reported their status to
election officials in an effort to get off the voter rolls
and we obtained these documents in a number of
counties in New Jersey. The immigration process
has a question on the citizenship application
whether the applicant ever registered to vote or
actually voted. This question awakens some alien
registrants to the fact they have illegally
participated in our elections.

DEAR VOTER,

THIS OFFICE IS IN RECEIFT OF YOUR RECISTRATION FORM FROM A MOTOR VEHICLE
AGESTY . Wi NEED BPORTAST DarOibhs TROS B ORDER TO PROCESS YOUR VOTER
RECISTRATION FORM

ARE YOU A UNITED STATES CITIZEN  (YES) (WO

FLEASE CIRCLE YES OR NO
WE ALSD NEED YOUR SIGNATURE IN INK

wee ran

VOTER SIGRATURE DATE

— W M i q'l‘" ._4.('.1

Qmeerm. pleage Eyuse me

| L T < il
T o ! ot R t,.-“ HL\ ,.LJ..L.

|
heck of} the -wionj WiSiwer

liow! T0 ¥ f‘[

<

pale. ] olo not Kitew

El 1: 5 l? I :’.r .-_.J’n:'r"l‘ { ’: ‘-"'-l' /

Burlington County voter record.

These alien registrants commonly claimed that a
mistake was made—either their own or on the part
of an official—when the voter application was
executed. Language barriers, errant checked boxes,
and even pushy DMV employees were repeatedly-
used explanations. Outside of Motor Voter
transactions, some said they had no memory of
submitting an application and would sometimes
claim fraud. The available records did not
specifically indicate that naturalization applications
were pending for this category. However, the
apparent urgency of requests and carefully worded
letters of those professing poor English
comprehension suggest that naturalizationis an
unwritten motive for seeking removal in most cases.
Third, voter registrars were sometimes tipped off by
the United States Citizenship and Immigration
Services. Rather than a voter coming forward,
researchers from the Department of Homeland
Security and USCIS contacted county officials
seeking information on a potential alien registrant,
which can eventually set a path toward deleting
them from the statewide database.

Finally, a smaller but clearly defined cohort of
registrants is identified as noncitizens thanks to jury
clerks sharing their declination data with the
appropriate county officials. The most common
source of information came from federal district
courts throughout the state. We sought and
obtained these records from a number of

counties.

The problems with the voter rolls in New Jersey and
other states can be traced to 1993. Within months
of assuming the Presidency, Bill Clinton signed into
law the National Voter Registration Act (“NVRA”), a
sweeping piece of legislation that proponents
claimed would increase the number of registered
voters and participation in our elections. One thing
is for sure—defects in the legislation also increased
the number of ineligible voters on voter rolls.

The NVRA, commonly known as “Motor Voter,”
requires each state to offer voter registration to any
individual that applies for a driver’s license. This
provision of the law requires the applicant to swear
to his or her citizenship under penalty of perjury, but
does not explicitly authorize (nor explicitly deny)
the state’s ability to verify citizenship through
formal documentation. Instead, the law provides
that the states “may require only the minimum
amount of information necessary to... enable State
election officials to assess the eligibility of the
applicant and to administer voter registration and
other parts of the election process.”
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Attempts by various states to require registrants to
provide documentary proof of citizenship during
registration for federal elections have been
thwarted by lawsuits brought by left-leaning
groups. Like other states, New Jersey requires
applicants to only check a box in order to “prove”
their citizenship status. It’s the honor system.

The honor system has proven to be inadequate. This
honor system not only risks corrupting the voter
file, but exposes noncitizens to potential legal
difficulties later in life.

The victims of this honor system are both any
unwitting alien registrant and also the integrity of
our elections. The only beneficiaries of failures in
the honor system are the politicians who receive
the votes of these aliens and the interests that
support them.

Election officials must also “maintain for at least 2
years” and “make available for public inspection

... all records concerning the implementation of
programs and activities conducted for the purpose
of ensuring the accuracy and currency of official
lists of eligible voters.” Nothing in federal law
prevents records from being kept longer than two
years. As detailed below, this two year requirement
can pose additional difficulty for voters whose files
are destroyed well before USCIS requires they be
produced to keep a naturalization application from
stalling, even declined.

At some point, state voter registration policies and
procedures must be based on common sense. New
Jersey’s Motor Vehicle Commission (MVC) and
election officials in New Jersey must improve their
policies and procedures to prevent aliens from
registering to vote.

When a New Jersey noncitizen engages with state
offices conducting voter registration, particularly
when seeking a new driver’s license, there are
helpful cues to ascertain their current immigration
status. The MVC requires that such customers
follow a “6 Point ID Verification” protocol,
demanding documents like foreign passports, alien
registration cards, refugee documents, and re-entry
permits be shown to help establish identity.> A wide
array of secondary documents must also be
provided—leaving effectively no room for doubt on
the immigration status for the person before them.

After handling a person’s valid foreign passport,
asking them if they are a United States citizen
interested in registering to vote invites genuine
confusion, at best.

The Motor Voter Trap

Recall Margarita Fitzpatrick, the alien voter who
faces deportation for registering and voting.
Despite her initial objections, she still completed a
registration form and went on to participate in
multiple federal elections before immigration
authorities seized on her voting record. An
immigrant in New Jersey looking for a driver’s
license need only take some preliminary steps—
usually at the prompting of an official —to expose
themselves to a similar fate.

Noncitizen voter registration experiences can
follow a few different tracks. A common Motor
Voter example is when a noncitizen is prompted to
register and either indicates noncitizenship on the
application or ignores the question altogether. The
information is eventually transmitted to the county
voter registrar where the personis enrolled, either
as one declaring noncitizenship or holding an
incomplete registration, pending follow-up mailings
to confirm their status. At this point, a unique voter
identification number is assigned to the person
regardless of the application’s outcome. If a voter
later answers the question of U.S. citizenship in the
negative, their record is marked as such and kept
within the system. Should that noncitizen later
choose to naturalize, the encounters could be called
into question, whether they disclosed them or not.

500 an

400
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100

Number of Noncitizens

B Juror Declination [l Official Inquiry Voter Corrected

B Self Admission

If a noncitizen checks “Yes” to the citizenship
guestion in any setting, they are simply enrolled
without any further verification, even if they
presented a Green Card to identify themselves at
the time of registration. It is incumbent on the
ineligible voter or the limited patchwork of
maintenance referral systems to correct records
after the fact.
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When applying for naturalization, the USCIS asks a
short series of questions regarding previous claims
of citizenship and voter participation.® The form
asks Yes/No if the applicant “registered to vote in
any Federal, state, or local election” and if they ever
“voted” in the same. Any answer in the affirmative
requires an explanation on separate sheets of paper.

Though PILF is unable to access individual
naturalization applications, investigators did study
numerous documents where noncitizens claimed to
have no previous knowledge of registering or they
explained how they felt pressured to do the same.
Included in many voter registration files were
correspondence between USCIS, noncitizen voters,
and local election officials. After a voting
investigation by USCIS is triggered, applicants
typically saw form letters bearing their file and alien
numbers, stating that “examination of your N400O
application shows that additional information,
documents, or forms are needed,” within 30 days
after the letter was printed.

“Failure to do so may result in the denial of your
application,” the letter also stresses that timely and
full submission “does not guarantee that this case
will be approved.” Recipients are required to
provide voter records indicating the status of
removal and voting history. Applicants are also
instructed to “provide a handwritten affidavit
indicating how your name became registered for
voting eligibility and whether you have voted in an
election”

The typical naturalization applicant does not have
the required documents on hand where voting is
concerned, particularly when they are claiming
prior unawareness to their status. Voter records
regularly contained communications and
handwritten side notes by local registrars indicating
when a noncitizen came forward seeking their data.
In turn, county officers printed letters showing
dates of registration, removal, and whether they
cast ballots. Some letters noted that not all USCIS-
required files could be reproduced since they were
generated well beyond retention statutes under
Motor Voter.”

Following are a few of the real life examples that the Public Interest Legal Foundation uncovered in this Garden
State Gotcha investigation. For additional examples, the complete investigation file has been made available.?

Name: Kiran B. Shah’
County: Bergen
Registration Year: 2012
Deletion Year: 2013
Method: Motor Voter
Citizenship Checkbox
Choice: Unspecified

Shah registered in 2012 and later updated his
residential address via Motor Voter. After
registering, he began receiving election mail,
particularly asample ballot in 2013. A Bergen
County letter reports that he tried to address his
ineligible voter registration status by visiting the
polling place to which he was assigned. There, poll
workers reportedly told him that since he was
receiving such mail, he was indeed eligible to vote—
and ended up voting. Shah later made contact with
the superintendent of elections and was advised “he
voted illegally” and should expect to address the
episode again if he applies for U.S. citizenship.

Name: Oscar Trujillo!®
County: Atlantic
Registration Year: 2000
Deletion Year: 2012
Method: Self/Third Party
Citizenship Checkbox
Choice: No

Oscar Trujillo filled a voter registration formin
February 2000 and remained on the rolls without
incident until December 2012 when he opted to
naturalize. Records indicate that he successfully
changed his residential address in 2005. Due to
record retention caps, the county registrar could
not reproduce his voter registration form. A letter
to USCIS from Atlantic County reported that he did
not ever believe he was registered, despite the fact
that his name and signature were kept on file. The
County adds that “from time to time persons have
signed voter registration application forms out on
the street, not aware of what they are signing.”

Trujillo later managed to successfullx naturalize in
2016. 17-2361-A-003871



Name: Carlos Gamarrall
County: Atlantic
Registration Year: 2008
Deletion Year: 2012
Method: Self/Third Party
Citizenship Checkbox
Choice: No

In September 2008, Carlos Gamarra completed a
voter registration application that was later mailed
to his local voter registrar’s office for processing.
Despite answering “No” to the question about U.S.
citizenship, he was registered anyway and remained
on the rolls until September 2012, at which point
Gamarra was pursuing naturalization. After
receiving a letter from USCIS demanding more
information about his voting record, the Atlantic
County Commissioner of Registration’s office
reported, “he did not realize that he had registered
to vote” and “was never aware that he was a
registered voter.” The letter and supplemental
records indicated to PILF that he never attempted
to vote in the interim.

/ Areyoua U.S. Citizen? TYes QONo (ifNo, DO NO mplete this form)
4Es ciudadano estadounidense? 0'Si WNo (Si no Jo es, NO complate este formulario)

’ 'dLyeu\S years of age by the next electi ,5 OYes ONo (If No, DO NOT compiete
2 Tendra 18 a8 de ~edad para Ja proxima elecCion? G Si - Q No (Si no fo es, NO complate est

Mailing Address *Ng
FIARAUTOS-DIGIT 08232 affil

CARLOS A GAMARRA ‘
223 PLEASANT AVE a¥

PLEASANTVILLE NJ 08232-2419

","llllI"lll'“lIl“lll"lllll"llll"lll""lllll"lllll" -
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anv

Name: Ashfaqg Hussain'!?
County: Atlantic
Registration Year: 2004
Deletion Year: 2011
Method: Self/Third Party
Citizenship Checkbox
Choice: Yes

Mr. Hussain submitted a voter registration form in
2004 and was deleted in 2011. He later began the
naturalization process around 2011. Paperwork
indicates that he was rejected for citizenship that
same year. A county letter dated in 2016 to USCIS
reports that Hussain “did not recall” completing a
registration application and never attempted to
cast a ballot. It is unclear according to available
records if his second attempt was successful.
Atlantic County does not have a record of voter
reinstatement following any naturalization.

Ashfaq Hussain Refer to this file: NBC*0008571
12 South Spray Ave # # 2 . Alien Number: A 083 048 435
Atiantic Clty NJ 08401 . " Date:  April 5, 2011

DECISION

On February 18, 2011, you appeared for an examination of your application for naturalization, which vras
filed in accordance with Section 316(A) of the Immigration and Nationality Act.

“Pursuant to the mvwhgnhon and examination of your application It is determined that you are mehgubls for
lization for the fi g reason(s):

See Attachment(s)

If you desire to request a review hearing on this decision pursvant to Section 336(a) of the Act, you must
file a request for a hearing within 30 Days of the date of this notice. If no request for hearing is filed
within the time allowed, this decision is final. A request for hearing may be made to the District Director,
with the Immigration and Naturalization office which made the decision, on Form N-336, Request for
‘Hearing on a Decision in Naturalization Proceedings under Section 336 of the Act, together with a fee
0f $650, A brief or other written statement in support of your request may be submitted with the Request
for Hearing.

Nieves Cardinale
Field Office Director

17-2361-A-003872



Cezarramo Guisande presents one of the most disturbing cases reviewed in this effort. Accompanied by his
mother, he visited a local driver’s license office and was offered the opportunity to become a registered voter,
despite the fact he presented his Green Card to identify himself. An Atlantic County letter to USCIS reports

Name:Cezarramo Guisande!3
County: Atlantic
Registration Year: 2014
Deletion Year: 2014
Method: Motor Voter
Citizenship Checkbox
Choice: Yes

that his mother discouraged him from completing the form, saying he was ineligible. The letter continues:

“However, the Division of Motor Vehicles employee told you that you could register to vote with a Green Card
and that is the only reason you signed the voter registration form...” Guisande later tried to vote in the 2014
midterms but was stopped when his pollbook record contained incorrect address information—leading him to
complete a provisional ballot. Without the pressure of others, he documented that he was not a citizen and was

removed from the active registry shortly thereafter.
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Edward P. McGettigan, Atlantic County Clerk

Mew Jersey

v Provisional Baliot Aﬁwmaimn Statement

. Reason for Provisional Ballot: (Check one)

L mo sthin the county after registering, without notifying election office, © - - = '
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B’}ﬁgﬂ information missing from poll book - /5& .((?/({ 5 '5

D Did not shaw required iD AC W2 DZ*

[} Poll book indica a Mail-In Ballot voter, but did not apply for,
receive, or retyfn such bal\ ; i

. | am a US citizen D »Gs \3 |am 18 or oiderMD No l .
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If your name was changed after regigenng fo vvne, prowde your farmer g e

Former Name:

Signature of Former Name:
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Name: Hector R. Guerro-
Bernabell?

County: Atlantic
Registration Year: 2014
Deletion Year: 2017
Method: Motor Voter
Citizenship Checkbox
Choice: Unspecified

Mr. Guerro-Bernabel’s naturalization application
was held up when it was discovered he was a
registered voter. The paper trail for this specific file
is thin because the county reported to USCIS that
no actual voter registration application could be
reproduced because there was none. Mr. Guierro-
Dernabel became a voter through an online
registration prompt, jeopardizing his naturalization
track “simply by checking a box” in a different
government transaction.

Name: Jheiny Rodriguez-
Gonzales'®

County: Bergen
Registration Year: 2014
Deletion Year: 2014
Method: Motor Voter
Citizenship Checkbox
Choice: Unspecified

Ms. Rodriguez-Gonzales was applying online to be a
student at Bergen County Community College
when she says she mistakenly clicked prompts that
registered her to vote in June/July 2014. She
requested removal in August after she began
receiving official election mailings and
correspondence from her state assemblywoman.
The legal permanent resident clarified her status
promptly. It is unclear if she had naturalization
paperwork pending at the time.

Name: Yuan Vergera'’
County: Bergen
Registration Year: 2012
Deletion Year: 2012
Method: Motor Voter
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