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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
OFFICE OF THE INSPECTOR GENERAL

22 March 2019

TO: DISTRIBUTION

SUBJECT: (U//FoHey Report on the Review of the National Security Agency/Central Security
Service’s Deletion of Certain USA FREEDOM Act Data (ST-18-0008) — Special Study

(U) Summary

TTSPSPAN-Following the discovery that the National Security Agency/Central Security Service
{NSA)received inaccurate call detail records {CDRs) pursuant to the USA FREEDOM Act (UFA),
and a subsequent request by two U.S. Senators for an independent review of certain aspects of
NSA’s UFA program, including whether NSA’s deletion was sufficient to ensure that all
inaccurate CDRs were deleted, the NSA Office of the Inspector General (OIG) conducted a limited
scope study of NSA’s deletion of CDRs and data derived from those CDRs (hereafter collectively
referred to as “UFA data objects™) ingested prior to 23 May 2018.! The OIG generally found that
NSA had been successful in deleting the| JUFA data objects derived from
CDRs that it received from U.S. telecommunications service providers under the UFA program;
however, we identified Jthat should have been deleted, but
were not based upon NSA’s mistaken assumption resarding thé ag,e-of-f configurations for a single
signals intelligence (SIGINT) repository 2 "Ag a result, we make one
recommendation to assist the Agency in stfengthening its controls in the gvent that a future UFA

(b) {1)

(b)Y (3)-P.L. 86-36 (b) {3)-P.1L. 86-36

»

I (U) The OIG also continues to consider 1dclmoml conlrols associated with NSA® s UFA program [or possible future
review. . LN

! (S Beginning on 29 November 2()15’. the UFA amendments to rh:e Fpl‘eign Inteltigence Surveillance Act
(FISA) provided a new mechanism for the Governihent to obtain orders for tarzeted production of CDRs relating to
authorized investigations to protect against international, terrogismt.  NSA stated that, on 30 November 2015, the

= S e ne? e

Forcign ielligence Surveillance Court (FISC) .1pprovcd h first dppL:cdt:ou under the targeted CDR production
provisions of UFA. | N . N I
. | Communications metadata is the dialing, routing. %
addressing. or signaling niormation assoclated witl clecizonic Comnmunication cvents_ Communications mctadaty -
does not contain the content of comntunications, ‘., !
- * * L
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s Classified By |
. i Derived From: NSA/CSSM 1-52
L | Dated: 20180110
! . o + wrzes] .
Declassity On: 208322

NSA FCIA Case 105767 Page 069



Doc ID: 6672881

—TOP-SECRETYSHNOFORN- {b) (1)
ST-18-0008

(b) (3) —P.L.

86-36

-4

deletion is reqmred and one recommendation for the Agency to conmder-Wh,ether it needs tQ
reissue or revise its notifications to the FISC and the Congress, as detalled' below . "

- . .‘
* *

L] -3
(U) Background . )

L
. + -

- =3
—FoHstNE) NSA reported to the FISC, through the Department of Tustice Natlonal Security
Division via a Rule 13(b) Disclosure of Non-€ompliance notification, “Supplemental Noticd,
Regarding Applications of the Federal -Burean of Invesngafwn Jor Orders Requiring thet

Production of Call Detgil Records (o ‘the National Security deency. Various Docker Numbess, %

dated 4 June 2018, that . " L and fr:.om"

approximately | . i )

f fprovided inaccurate CDRs (eaused by system errors) to NSA winle-‘
Tesponding (o various docket numbers approved purstiant to UFA. NSA further stated that because &
the could not identify the affected CDRs for NSA £
due to legal restrictions, and because NSA had no way to independently determine which CDRs £
contained inaccurate information, NSA did not have a viable way to remove affected UFA- data
objects and retain unaffected UFA data objects. As aresult, on 23 May 2018, NSA began del-etm

from its SIGINT repositories all UFA data objects ingested prior to that date. : | . |
On
| NSA notitied the OIG that all UFA data objects ingested prior to 23 May 2018

had either been deleted or aged-off from NSA’s SIGINT repositories. Subsequently, the OIG
conducted independent verification testing from September through mid-October 2018,

(U/HHE) Prior to vertfication testing, the OIG obtained from NSA a list that it certified to be
accurate and complete of all repositories (hereafter referred to as “declared SIGINT repositories™)
that retained UFA data objects ingested prior to 23 May 2018. The OIG further obtained from
NSA the actions it took to delete or age-off UFA data objects from the declared SIGINT
repositories. It is important to ndte that the OIG does not have the capability to search NSA
systems to independently verify that'the NSA-declared SIGINT repositories are the only systems
that retain UFA data objects. If NSA -were to retain UFA data objects outside of the declared
SIGINT repositories (e.g., shared dlrectornes accessible by trained and authorized NSA personnel),
the OIG would have no way to detect that d‘a.tzzl‘ As a result, the OIG focused its review only on

ity NS A stated that, as authorized, it retained UFA gata objects ingested prior (o 23 May 2018 that support
disseminated NSA SIGINT product reports. In a Rule 13(b) Bisclosure of Non-Ceimpliance notification filed with
the FISC on 4 June 2018. NSA stated that it had determined that information in one report] |

. - I

| was believed to contain inaccurate mformation from CDRsl s |
f., NSA further stated that, on:l_it,ha TeTssticd e InToTmiaion m »

B reportl |lmo repotth . after making the necessary revisions regarding correlations |
of data tor the recalled repdrt. .L;lslly NS R smed ot liad successhully rovi gmggl‘

Al I&INT productr
{includes the reissued report disctisted at;o»e) i .o * . tol *

. - - -

I‘

. ] L3 L] + *
- . .
Y . - * - L4 -

. (U/FSEEs On 5 September 2018, NSA lssuqd- 4 "notice, 1 -'umlysfs- and Iec]mu:"lL pewonnel titled. }ouf
Respm.*wb: fify for the Deletion of Titie V, US4 F. REEDOM Act Datas NSA pefsennel wete ‘ipsilicted to review Ill‘Blr

" personal files and working papers for WFA data objects ingested prior t6 “-M‘w "0-18 I§ UFA data objects \‘._élﬁ‘

. " s %
-

L] d ' :"o 5
by {1) 2 {(b) (3)-BP.L. 86-36
{b) {3)-P.L. B6-36
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the NSA-declared SIGINT repositories. For the declared SIGINT repositories, the OIG requested
and obtained system-generated reports from September 2018 that documented either all UFA data
objects retained in those repositories or the presence of UFA data objects ingested prior to
23 May 2018. oy ()

(b) {(3) -P.L. 86-36
(U) Results .

" n
—EESHEEHAE Based on the OIG’s review of sstem reports obtained for the|
-

-
an L]

- .
[
. K
L4 -
.y »
*a
* .
., L)

., -

. Subsequently, the QIG requested and based on the results of a
system search, conhrmed that thef . Jhad been deleted from

S | The NSA Office of Countert'elrorlsm in coordination with the Office of General

_Counsel (OGC), Office of Compliance for.Capabilities, andDdetenmned that the remaining

data objects that support dissenjinated NSA SIGINT product reports should remain in

0 ensure that NSA maintains the source information for thpse reports. At that timg, NSA

had not yet potified the FISC that it had cempleted the deletion of all UFA data objects ingested

prior to 23 Masy,2018 in responsg_to an earlier compliance problem Therefore, OGC concluded
that NSA’s delay’in deleting the data objects was not a new, compliance violation.

— SRS Subsequeﬁt‘ly, on 25 October 2018, NSA reported to the FISC via a Rule 13(b)
Disclosure of Non-Complianeg notification, “Final Notice Regarding dpplications of the Eederal
Bureau of Investigation for Ovders Requiring the Production of C4ll Detail Records?to the
National Security Agency, Various chke! Numbers,” that, on 22 Augnst '2018, NSA confirmed

found, NSA personnel were instructed to unmcdl‘ltc!y delete the data. The only ‘1Ilowz1ble e‘{ceptlon was for UFA

data objects that support disseminated NSA SIGINT produr;t reports. The Agency did nof require analysts or technical
personnel to report whether UFA data objects were subsequéngly detected and deleted, sa titere is no data trajl for the
OIG to audit how much data was detected and deleted as a result of NSA’s instruction or'orherwlse

n
..."%
-
L]
4
-
|
bl

LS During this limited scope study. the OIG did not review the timeliness ol NSA notifications sent Io'ektemal
* overseers. Lhe OIG is currently performing a separate study that will generally assess NSA"S incident nmn‘wemem

. and reporting controls.
(k) {(3)-P.L. B&-36

o) (1) —FOR SECREFHSHNOFORN-
(b) (3)-P.L. 86-386 3 :
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the deletion of UFA data objects ingested prior to 23 May 2018. NSA further stated that after
deleting the UFA data objects, it conducted additional examinations of NSA repositories and found
a small number of “CDR remnants” (referring to the Edata objects that the OIG had
discovered) in one system, which included some CDR-derived data fields but not the entire CDRs.
NSA stated that the CDR remnants were deleted on] o | Separately, on 28 December
2018, NSA sent Congressional Notifications, “Updafe Regarding the National Security Agency's
(NSA) Deletion of Call Detail Records,” to the House Parmanent Selett Committee on Intelligence
(HPSCI) and Senate Select Committee on Intelligence (SSCI) to- notify them of the OIG’s
discovery and NSA’s deletion of a small number of “CDR remnants” in one system that should
have been included in the original deletion completed or] L, | and were later deleted
on| | In both the notifications to the FISC and to the HPS.CI and SSCI, the NSA
stated that CDR remnants were in data fields that © are 1pt seen or used by t‘he analyst community,
but are used for tracking’and management purposes.”

-
R R R R R

(b) (3)-P.L. 86-36

.
»
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(b} (1)
{b)y (3)-P.L. 86-36
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(V/POUODetermine whether the Rule 13(b) notification, lssued 25 October 2018, and
the Congressional Notifications, issued 28 December 2018 should be reissued or

revised to clarify statements regarding CDR remnants.

LEAD ACTION: D2
SECONDARY ACTION|®

{U) Management Response

{(U) AGREE The action requested by the subject recommendation has already been completed.

(U//FOHQ] Notifications issued to the FISC are written and coordinated by the Departnient of
Justice’s National Security Division and written notifications to various committees of the
Congress are coordinated by the Agency’s Legislative, State, and Local Affairs (P3). Such
records are not reissued or revised. Supplemental information, clarifications, and corrections to
such records are routinely provided through formal and information Executive Branch
engagements with the FISC and Congress, to the extent otherwise necessary to facilitate
oversight of NSA intelligence activities within the relevant jurisdictions of these separate
branches of Government.

TITSTSTANT]

-

I‘..-I.....'-l.l...

(U) OIG Comment

{U) The planned action meets the intent of the recommendation. This recommendation has been.
closed. h

l'

() (1)
(b} (3)-P.L. 86-36
(b} (5)

—t GRS ERETFHSHHNOTORN
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(U/IFF0H68Y Update applicable procedures so that, regardless of what corporate process
NSA uses to delete data in response to a future UFA compliancéd andfor policy issue,
they are sufficient to ensure that the Agency confirms, by reviewing system generated
reports, that all UFA data has been deleted from NSA SIGINT reposgitories. Furthermore,
the procedures should include a requirement that, when age-off reechanisms are relied
on to delete that UFA data, NSA will confirm the age-off confijurations and review
system-generated reports to confirm that all UFA data objects arenot retrievable.

LEAD ACTION
SECONDARY ACTIONl |

(U) Management Response

(U/EoHE) AGREE] |

(b) (3}-P.L. 86-36
(U} OIG Comment {(b) (5}

(U) The planned action meets the intent of the recommendation.

(U) In accordance with NSA/CSS Policy 1-60, NSA/CSS Office of the Inuspector General, 24 March
2016, and IG-11925-18, Follow-up Procedures for OIG Final Report Recommendations, 1 August
2018, actions on OIG recommendations are subject to monitoring and follow-up until completion.
To request that a recommendation be closed, please provide sufficient evidence to show that
actions have been taken that fully comply with the recommendation. If you believe an action to
be overtaken by events {OBE) and no longer applicable, please provide a justification and
evidence, If a planned action will not be completed by the original target completion date
identified in the report, please provide the reason for the delay and forward a revised target
completion date to the OIG. All requests telated to recommendation closure, including those
recommendations believed to be OBE, should be submitted to Follow-up Program Manager, at DL
D1 Followup (ALIAS) DI,

—TORSECREFHNOFORN-
6
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(U) Further, each tasked Directorate should add recommendations listed in this report to its existing
OIG open recommendations for inclusion in the bimonthly updates to the OIG, which are due |
January, 1 March, | May, 1 July, | September, and 1 November. A separate action will be sent
for the 1 March and | September bimonthly updates in advance of the releasc of the OIG’s Semi-
Annual Report to Congress.

(U/Fe40 We appreciate the courtesy and cooperation extended to the evaluators throughout
the revicw. For additional information, plcase conlactl Ion 963-0922(s) or via c-mail
at

{b) (3})-P.L. B6-36

ROBERT P. STORCH
[nspector General

(U) This report might not be releasable under the Freedom of Information Act or other
statutes and reguiations. Consult the NSA/CSS Inspector General Counsel before releasing
or posting all or part of this report.
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(U) APPENDIX A: MANAGEMENT RESPONSES

—FOP-SEERETHTHN O —

NSA/CSS OFFICE OF THE INSPECTOR GENERAL
MANAGEMENT RESPFONSE FOIRM

MEMORANDUM
TO: Oflice of the Inspector General (O10)
FROM: Olfice of General Counsel, Gperational Authorities Practice Group (1221)
DATE: 12 Marcl 2019
SUBJECT: (L)) S7-18-0008 - Special Study - 13ralt Report on the Review of NSAACSS s
Deletion of Certain USA FREDOM Act Daia.
(U/A=3 [his memorandum provides the NSA/CSS OI1G response 1o the subject drall repont.
(U//E@ee |G Recommendation 1 (USRS Determine whether the Rule 13{b) notification. issued
25 Qclober 2018, and the Congressional Notifications, issued 28 December 2018, should be reissued or
revised lo clarily statements regarding CIDR remnants.,

{U/HEEe) Agree X or [isagree

{U//Fermas Target Completion Date: N/A

(Li/ubis Coordinated with Sccondary Actionee(s): Yes No_ X

(Li//1%&5erSccondary Actionee POC: N/A
(U /1P Date of Coordination: N/A

{U/Aer=es Management’s Comments:

= (U/PSEES The action requestied by the subject recommendation has already been
completed.

o (U/ESEE Natifications issued (o the Foreign Intelligence Surveillance Court (FISC)
are written and coordinated by the Department of Justice’s National Security Division
and wrilien notifications to various commiliees of the Congress are coordinated by the
Agency's Legislative, State, and Loeal AfTairs (1°3). Such records are not reissued or
revised. Supplemental information, clarifications, and corrections to such records are
rowtinely provided through formal and informal Exceutive Branch engagements with the
FISC and Congress, to the extent otherwise necessary to ficilitate oversight of NSA
intelligence activitics within the relevant jurisdictions of these separate branches of

Government,

| — et |

. ’ . Classified By
. Detegetd Croem. MSAJCSSEA 1,52
(b} {1} Dated: 20130930
{b} {3)-P.L. 86-36 Divgdassify O S

E AT ALY 't"! Ft.'Jlflx‘ﬂ'f‘\"r\:\-‘l :
. (b {3)~-P.L. BE-36
QRS L C RS A O FOR -
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ST-18-0008 -
H
'S
f -
RO PSRN OO -
o st | L.
{ U/ Lead Action: D2
{(U/ e Sccondary: ..
{b) (33-P.L. 86-36
(L) et Adlditional Comments: N/A
Associate General Counsel, Operational Apihorities
{b) {3)-P.L. B6-36

STATRIGIT o O

(b} (6)

—lOPS CRITFASHNOFORN-
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NSA/CSS OFFICE OF THE INSPECTOR GENERAL
MANAGEMENT RESPONSE FORM

MEMORANDUM

TO: OlTice of the Inspector General (OQ1G)

FROM: " (b) {3)-P.L. 86-36
o .
DATE: |1 March 2019 o .
LR ‘
SUBJECT: UFA Delete Report, ST-18-0008 . -:' :. -
(U/M8aa) This memorandum provides the NSNCSS; O:l'[; rcspon;‘;t.‘..lt‘n the subject drafl report. .
{U/FeE0) IG Recommendation 2: .‘.,'. .: : :

(U/FO%8s Updale applicable procedures do that. I‘Lj:.i'll‘(||(‘;‘>8:l‘1f\\'hdl corporate process NSA uses
10 delete data in response 10 [ature UFA complmncc and/or |1'0I1{:\ issues, they are sufficient to 7
ensure that the Agency confirms. by’ reviewing review sy ‘;tcm generated reports, that all UFA - .
data has been deleted lrom NSASIGINT repositories. Furtlfermore, the procedures should B
include a requirement thal, when 'mc-oli mechanisms arg rt.l.!t,(l on o delete that UFA data, NSA

will conlirnt the age-oft conﬁguratmns and review sysles- u!.n-..r'ttcd reports o confirm that all
UIFA data objects are nol relricyable.

LEAD ACTION:
Secondary Aclion

-

(U/MOYE) Agree __ X or Disagree

(L)) Target Complefion Date: 09/30/2019

{U//F&6) Coordinated with Secondary Aclinncc(:q): Yes_X No

(UM M:magcmcut's Comments: : : .
(U/eEe)| have coordinated their response on this .
action, : .
. (urreve] |
UNCLASSIFIE (3 /T et
— ORI CREASH A OT TN
11
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UNCLASSIFIE D/ [ SEReFfShimig y=Orhar= (b) (3)~-P.L. 86-36

L ' *
? A
... .ﬂ
L) -
= | _ "4
: Ll L]
N s | > —
: K
: e
a s"
. . f . . ¢
(U244 Lead Action] will coardinate the P
procedures review, | sill lead the verification id 2
the event of a future deletion. f .
(L7 Additional Comments 4 —

(UA/ 3 Thank yvou Tor the opportinily to review and respond to the OIG drafl report,  vou have
further questions or concems. please contact thef
992-5053.

(b) (3)-P.L. 86-36
TONATHAN . DARDBY (b) (8)

Director of Operations, NSA/CSS

LIS CLASSEF I D/ et

—F QRS RIS HR O ORN
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NSA/CSS OFFICE OF THE INSPECTOR GENERAL
MANAGEMENT RESPONSE FORM

MEMORANDUM

TO: Office of the Inspector General (O1G)

FROM:
DATE: 11 March 2019 "
SUBJECT: UFA Deleie Report, $T-18-0008 "

(U8 This memorandum provides the NSA/CSS O1G response fo the subject drafi report.

(U/ %95 1G Recommendation 2: .

[

(U//F@883 Update applicable procedures so that, regardless of what corporate process NSA uscs
10 deicte data in response to future UFA compliance and/or policy fssues, they are sufficient to
ensure that the Apency confirms, by reviewing review sys(cm-gcncr.mcd reports, that alf UFA
data has been deleted from NSA SIGINT repositories. Furthermore, the procedures should
include a requirement that, when age-off mechanisms are relied on 1o delete that UFFA data, NSA
will confirm the age-off configurations and review system-generated repbyts to confirm that all
UFA data objects arc not retricvable. .

LEAD ACTION .

Secondary Action L T

86-36

trrrresaasaaenranasaaeaa ] (b)(3)-P.L.

(U/eHa) Agree __ X or Disagree .t ) .
(UM% Target Complelion Date: 09/30/2019 .t ) R
(U//»>563 Coordinated with Secondary Actionee(s): Yes ’X No "
{U//Mee) Management's Comments: L' ’ .
{U!‘}‘FGUO)' I have coordinated their response on this * )
action. .

o (UrFreu)|

UNCLASSIFIE 1)/, ot admidteisiiepamtiehicpiaseiaiufuismin

—LOL-SICREFHAHNOTORN
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UNCLASSIFIE D/ Rl nirimth b= b=l

(U8 Lead Action: |

n
évill‘ coordinate the
procedures revicw
the event of a future deletion.

vill lead the verification in?,

{U/H8re Additional Commenis — -7 . T -
I.I '. ::: ..
-'- . - "
- - .
L] o e .
- - { L .l
(U/#eE8¥ Thank you for the opportunity to review and respond to the OIG draftréport. If you have’ . .
further questions or concemns, please contact the Capabilities Leadership Support S';}viccs,ﬂ: .
992-5053. - . .
” ¢ '
" t "
’ H .

(k) {3)-F.L. 86-36

X

Gragory L Smi(ﬁ'berqa

(b} (6}

UNCLASSIFIE L/ [ el

T

T AT ITRY)

—TOR-S RIS OTORN-
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