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                                         lgisif{ M 

ldlt @)&^÷)%÷!$ df g]kfn tyf ef/tsf ljleGg a}+ssf ATM af6 ePsf z+sf:kb 

sf/f]af/x?sf] k|f/lDes  

–  k|f/lDes cg';Gwfgaf6 lehf OG6/g]zgn;Fu cfa4 NEPS sf ;b:o a}+sx?sf] Clone 

Debit/Credit Cards k|of]u u/L @)&^÷)%÷!$ ut] zlgaf/ ljxfg !!M)) ah] b]lv ;fFem 

$M#% ;Dddf g]kfnaf6 & j6f a}+ssf ljleGg sf8{x? k|of]u u/L !& j6f a}+ssf ljleGg 

:yfgsf ^* j6f ATM af6 ?= !,*(,$$,%)).–, ef/tleqaf6 ^ j6f g]kfnsf jfl0fHo 

a}+sx?sf] ljleGg sf8{x? k|of]u u/L ef/tsf ljleGg :yfgsf @$ a}+ssf !#@ ATM af6 

ef=?= !,)%,*&,@)).– u/L s'n g]kfnL ?k}ofF #,%*,*$,)@).– a/fa/sf] /sd lemlsPsf] 

kfOPsf] . oBlk pQm ;do ePsf] sf/f]af/x?dWo] s]xL sf/f]af/ jf:tljs /x]sf] kfOPsf] / 

yk cGo sf/f]af/x?sf] Verification ug]{ sfo{ eO{ /x]sf]n] Iflt ePsf] /sd ;f] eGbf s]xL 

sd x'g ;Sg] . 

– VISA Network jf NEPS Switch jf b'O{ k|0ffnLsf] aLr sxL st} s;}n] cglws[t ?kdf 

lgoGq0fdf lnO{ pNn]lvt Fradulant sf/f]af/ x'g uPsf] cg'dfg /x]sf] . o; ;DaGwdf 

Forensic Expert af6 k|ltj]bg k|fKt ug'{ kg]{ . 

 

@_ ;'emfj M 

o; ;ldltaf6 cWoog ePsf] pNn]lvt 36gf tyf g]kfndf sf8{sf] k|of]u u/L x'g] e'QmfgL 

k|0ffnLdf b]lvPsf] sdL sdhf]/Lx?nfO{ dWogh/ u/L ;Defljt hf]lvd Go"gLs/0fsf nflu b]xfo 

adf]lhd ;'emfjx? lbOPsf] 5 . 

-s_ cNksfnLg M 

–  xfn 36]sf] 36gfx?sf] Forensic Experts åf/f ;'Id cWoog tyf ljZn]if0f u/L k|fKt  

;'emfjx? sfof{Gjog ug'{ kg]{ . 

– Ohfhtkqk|fKt a}+s tyf ljQLo ;+:yfx?, PSP / PSO nfO{ cf–cfkm\gf] ;"rgf k|ljlw tyf 

On]S6«f]lgs dfWodaf6 x'g] e'QmfgL k|0ffnLsf] hf]lvd d"Nof+sg u/L hf]lvd Go"gLs/0fsf 

cfjZos pkfox? cjnDag ug{ lgb]{zg lbg' kg]{ . 

– sf8{ k|0ffnL nufot Visa, Master Card sf] lx;fa ldnfg sf/f]af/ ePsf] csf]{ lbg    -

T+1_ leq ug]{ Joj:yf ldnfpg' kg]{ . 



– g]kfnsf a}+s tyf ljQLo ;+:yfx?af6 hf/L ePsf g]kfnL d'b|fsf 8]la6 tyf qm]l86 sf8{x? 

ca pk|fGt clgjfo{ ?kdf Acquirer / Issuer b'j} tkm{ Chip / PIN sf] dfWodaf6 dfq 

sf/f]af/ x'g] Joj:yf ldnfpg] . g]kfn aflx/ o:tf] sf8{ k|of]u x'Fbf g]kfnsf Issuer n] 

Fallback Transaction :jLsf/ gug]{ Joj:yf ldnfpg' kg]{ . 

– g]kfnL a}+s tyf ljQLo ;+:yfx?n] hf/L u/]sf Dollar cards sf] xsdf ljb]zL Terminals 

df Acquire x'Fbf Magnetic Strip sf] Fallback Transaction gx'g] Joj:yf ldnfpg' kg]{ -

Magnetic Strip af6 36gf 36]sf]+=_ . 

– a}+s tyf ljQLo ;+:yfx?af6 o;cl3 hf/L ePsf Magnetic Strip Card (Non-Chip) 

sf8{x? # dlxgfleq Chip-based Cards åf/f lj:yfkg ug]{ Joj:yf ldnfpg' kg]{ . 

– g]kfndf ;~rfngdf /x]sf ;Dk"0f{ Terminal Devices (POS/ATM) nfO{ # dlxgfleq Chip 

/ PIN nfO{ :jLsf/ ug{ ;Sg] u/L ;Ifd agfpg cfjZos Joj:yf ldnfpg' kg]{ . 

– a}+s tyf ljQLo ;+:yf / PSO/PSP n] 24*7 Security Operation Centre (SOC) ;~rfng 

u/L ;"rgf k|ljlwsf] If]qdf pTkGg x'g ;Sg] hf]lvdx?nfO{ lgoldt ?kn] cg'udg ug]{ 

Joj:yf ldnfpg' kg]{ . 

 

-v_ bL3{sfnLg M 

–  sf8{;Fu ;DalGwt g]6js{ / l;:6dsf] ;'kl/j]If0f lgoldt ?kdf ug'{ kg]{ . 

–  sf8{;Fu ;DalGwt ;"rgf k|0ffnLsf] jflif{s ?kdf cl86 ug]{ Joj:yf ldnfpg' kg]{ . 

– sf8{;Fu ;DalGwt k|0ffnLsf] Vulnerability Assessment and Penetration Testing (VAPT) 

cw{aflif{s ?kdf ug]{ Joj:yf ldnfpg' kg]{ . 

– sf8{;Fu ;DalGwt k|0ffnLsf] hf]lvd d"Nof+sg q}dfl;s ?kdf u/L ;DalGwt a}+ssf] hf]lvd 

Joj:yfkg ;ldltdf 5nkmn ug]{ Joj:yf ldnfpg' kg]{ . 

– ATM sIfdf hl8t CCTV sf] lgoldt ?kdf s]Gb|Ls[t ?kn] cg'udg ug]{ Joj:yf 

ldnfpg' kg]{ . ;fy}, o:tf] cg'udg zlgaf/ nufot cGo ljbfsf] lbgdf ;d]t lgoldt ?kn] 

ug]{ Joj:yf ldnfpg' kg]{ . 

– Ohfhtkqk|fKt ljQLo ;]jf k|bfos ;+:yfx?n] ;fO{a/ ;]So'l/6Lsf] hf]lvdaf6 x'g ;Sg] 

;Defljt gf]S;fgL Go"gLs/0f ug{ ;fOa/ ;]So'l/6L aLdf ug'{ kg]{ Joj:yf ldnfpg' kg]{ . 



– sf8{af6 x'g] sf/f]af/sf] ;Ldf lgoGq0fsf nflu le;f, df:6/sf8{ nufot cGo e'QmfgL 

k|0ffnL ;~rfns (PSO) x?af6 ;a} a}+s tyf ljQLo ;+:yfx?n] sf/f]af/sf] ;Ldf lgwf{/0f 

ug]{ ;]jf lng'kg]{ Joj:yf ldnfpg' kg]{ . 

– a}+s tyf ljQLo ;+:yf / PSO/PSP n] Privilege Access Management (PAM) k|of]u u/L 

;"rgf k|ljlw k|0ffnLsf] dxTjk"0f{ k"jf{wf/ ;'/lIft /fVg] Joj:yf ldnfpg' kg]{ . 

– Payment Card Industry and Data Security Standards (PCI-DSS) kfngf ug]{ / ATM 

Switch ;~rfng ug]{ a}+sx?n] aflif{s ?kn] PCI-DSS Audit ug]{ Joj:yf   ldnfpg' kg]{ . 

 


