From: (b)(6);(R)(7)(C)

Sent: 9 Nov 2018 12:59:25 -0500
Yoz (b)(6);(b)(7)(C)
Cc:
Subject: RE: Operation Cyber Monday 2018
Dear|(0)(6);(
Y AV e

Please see|(b)(6);(]s worldwide results below. As a reminder, please do not reference the [(0)(6);(b

name in the report, or elsewhere in connection to these numbers.
We look forward to seeing the finalized report.

Kind regards,

(b)(6);(b)(
7)C)
(b)(B);(b)(7)(C)
(b)(6):(b)(7)(C [POE)
NTERINE ENFORCEMENT NEW YORK, NY 10019
PHONE: +1 217 .:=|!|(b}(61:|
| (b)(6);(b)(7)(C) |

2018 RESULTS (to date):

Total Websites Civilly Seized/Taken Down: 13,657 sites
Total E-Commerce Links Taken Down: 463,050 links
Total Social Media Pages Taken Down: 641,293 links

From: | (b)(6):(b)(7)(C) |
To: | {(bYB):(b)7Y)C)

| (A EA-FAATACN
Date: 10/18/2018 12:06 PM

Subject: RE: Operation Cyber Monday 2018

Sorry all,
My deadline got moved by a week, | need results by November 9, 2018.

Thank you
[(6)(6):(b)7)C)]

(b)(6):(R)(7)(C)




Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

H5I Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive(lh)(6): (

Pittsburgh, PA 15219

Phone: 412-618{(h\(A
cell: 412-904 (b )(6

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From| (b)(6):(b)(7)(

Sent: Tuesday, October 16, 2018 4:14 PM
Toy (KB (hTMC)

| (b)(6);(b)(7)(C)
Subject: Operation Cyber Monday 2018

Good afternoon,

| am sending this email as a reminder tha{ (bY7UE) Will be concluding in a little over
a month. | am hoping you can send me your statistic on the number of infringing websites and E-
Commerce links that your company has civilly seized/taken down by COB November 16, 2018.

Thank you,
[(£)(6).(b)7)(C)]

[(bYBY (bM7WUC)Y |

Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive,| fhWBY{

Pittsburgh, PA 15219

Phone: 412-618{ (h)(
Cell: 412-906{ (W \(

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark



www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

[attachment "image001.jpg" deleted by[b)6),m)7)C) JLNTHE)



From: [(0)6);(2)7)(C)]

Sent: 9 Nov 2018 22:02:16 +0000

To:

Ce: (b)(6);(b)(7)(C)

Subject: RE:[ (AV7VEN |
Attachments: |(b){7}{E) |- Cyber 2017 - 181109.xIsx
Hil(b)(B):

(b)) |have submitted 726 standalone websites since Cyber Monday 2017 (note that some are still
pending final resolution) — see attached for details.

We have also submitted over 25,300 marketplace/ eCommerce listings for removal in that time period.
| hope this is helpful!

Have a nice weekend,

(b)(6);(b)

(BM)BY:(b)NT)
Brand Protection
|{b){7){E) |
+1.614.2834(P)\O](desk)
+1.614.57:0O)(|(cell)

From| (b)(6),(b)(7)(C) |
Sent: Thursday, October 18, 2018 12:05 PM
To] (0)6).(b)7)(C) |

Subject: RE: Operation Cyber Monday 2018
Sorry|(b)(6);(
My deadline got moved by a week, | need results by November 9, 2018.

Thank you
| ®)XE)O)TC) |

| (6)6):()7)C) |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the

National Cyber-Forensics and Training Alliance
2000 Technology Drive (W RY-(hY
Pittsburgh, PA 15219

Phone: 412-618{(h\( A}
Cell: 412-906[(b)(6):



National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From:| (bXB).(b)TXC) |

Sent: Tuesday, October 16, 2018 4:48 PM

To _

Ce (b)(6);(b)(7)(C)

Subject: RE: Operation Cyber Monday 2018

We have noted the updated deadline, COB November 16, 2018.

Thanks,

(b)(6):(b)(7)(

Brand Protection
[L)(7T)(E) |
+1.614.283(b)(6)[desk)
+1.614.571:(b)(7 |cell)

From:| (b)(6);(b)(7)(C) |
Sent: Tuesday, October 16, 2018 4:11 PM

To| (b)(6);(b)(7)(C)
Subject: Operation Cyber Monday 2018

Good afternoon,

| am sending this email as a reminder that Operation Cyber Monday 2018 will be concluding in a little
over a month. | am hoping you can send me your statistic on the number of infringing websites and E-
Commerce links that your company has civilly seized/taken down by COB November 16, 2018.

Thank you,
| (b)(6):(b)(7)(C) |

L (b)(6):(0)(7)C) |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations




National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive,|(b)(6):(b X7
Pittsburgh, PA 15219

Phone: 412-618{(b)(6)
Cell: 412-906{(b)(6

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”
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cantavefamilymedicine.com
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caremorestairlifts.co.uk
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casaruralvillaluisa.com
catamaran-evasion.co.uk
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charisbeauty.co.uk

cherisbakerywichita.com
cherryblossomcenter.com
chhotidevi-bed.com
chilemotocross.com
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dynamicflowmusic.com
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elegancia-mode.com
elektroseyir.com
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kevinooi.com
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nao-cocomi.com
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naturaltribulation.com
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prima-conseil.com
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raysmotophotos.com
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rwgphotography.com
salaminafrancesco.com
salon-haargenau.com
salusburybooks.co.uk
s-a-melia.com
sardegnainserzioni.com
sarnaproductions.com
sartoriamarko.com
savvydesignmarket.com
seahorsefab.com
send-flowers-at-0lam.com
serrurierpithiviers.com
services-genevieve-34.com
sevenoakstattoo.com
shala-japan.com
sheredmag.com
shippingfortmyers.com
show-tagaaaheuerboy.club
sifzcouae.com
sinanbranda.com
singlemaltblues.com
situsuismonregard.com
skiandsuntours.com
sklephp.com
slendier.co.uk
smartreaderkidstamanu.com
smashtune.com
smilesandwrinkles.com
sobayakou.com
sonheiassim.com
sonragonet.com
sophiebridelance.com
soundburstquartet.com
southboundcruising.com
southernspecific.com
spacefannews.com
spectacle-des-fous.com
sportrevolutiontv.com
sreeramcnc.com
srilankatouristik.com
staciangelinamercado.com



stagbeetlehelpline.co.uk
start-practice.com
starvinartist.co.uk
steakhousewhitehousetn.com
storyfest.co.uk
strusshamnsenter.com
studiolegalesperro.com
studiospacesantarosa.com
stylishsales.co
successisyourjourney.com
sugarflowerphotography.com
suleymanerkisi.com
summa-dvservice.com
sunnypoland.com
super-rugby-live.com
supirakenne.com
supzzra2017-sp.club
sweethomehotelathens.com
taaaudortw-taipai.club
taeleen.com
tashichoeling-perth.com
tataniarosa.co.uk
tattiechomper.com
taxijoann.com

taylorpest.us
teamtotaloutdoors.com
tellyourcountry.com
temomi-seitai.com
theboozeletter.com
thecalicocat.us
thedavisgroupexperience.com
thedogsbowwowlivonia.com
thegaudyblog.com
thelegendaryjohnnyc.com
themarcomblog.com
the-meryl.com
theoryyalgebra.com
theothermillers.com
thepaintedoven.com
thepebbledgarden.com
theranchogrill.co.uk
thesigniftourism.com
thetravelumbrella.com
this-2017valzzenzztino.club
thompsonpottery.com
tiaraschildcare.com
timsfashion.com



timzzberlzzand2017-hello.club
tixgal.com
togo-annuaire.com
tokatiya.com
tommpyfrilans.com
topfivealbums.com
topsiteanalyze.com
torerojapan-bathroom.com
torzzybzzurch2017-site.club
trapitosdecolores.com
trdoggiedaycare.com
trilivecondokovan.com
trinityc.co.uk
tripaaanpen2012-mall.club
tristarlimoworldwide.com
troyrestaurantny.com
truvarestaurant.com
ts-tong.com
tubie-laaava.club
tujungaelectrician.com
turnaroundgallery.com
twnaaaike-taipai.club
uaaaboat2012-work.club
uberbucharestba.com
ukfreedirectory.co.uk
universidadsanjuan.com
utaeroparts.com
valespecial.co.uk
vente-evenemenciel.com
vfcdistributorsgc.com
victoriouslife.org.uk
visibleexpression.com
vmcleanersclapham.co.uk
warner-autobody.com
watchtowerinvestigation.com
weaponsofconquest.com
webcentrify.com
webplanettech.com
weddingbandcambridge.co.uk
weddingdreamswales.co.uk
weightlossranking.co.uk
welldrillingtulare.com
wellplacedapartments.com
werken-info.com
westerncashregister.com
whatadealdot.com
whimsybyskye.com



whyjaneausten.com
wildroseboudoir.com
wileyhill.com
williamnogueraart.com
willowshadedesigns.com
wirelesswalkietalkie.com
wisdompropertylimited.com
woodplumptonprimary.co.uk
wooftheatre.com
wxpression.com
x1technology.com
xavierpharma.com
yamauchi-masayuki.com
yanierosli.com
yeesacupuncture.com
yes-paaanradashow.club
yi-pazznerzzai2017.club
yi-pazznerzzai2017.club
yourchancetowin.co.uk
yvonnesovereignfineart.com
zcpatoc.com

zinsmenue.com



From: [(6)(6):)7)C) |

Sent: 12 Nov 2018 03:39:27 +0000

To: | (b)(6):(b)(7)(C) |

Subject: RE] (b)T)E) |
Attachments: List for 2018 Cyber Monday_final.xlsx
Helld(b)(6);

Attached isfP)(7)XE) |statistics and the links (sites) that we took action in past year. Sorry for late
submission. Hope this is fine with you.

Best,
(b)(6);(b)

(b)(6);(R)(7)(C

Senior Manager, Asia Pacific
Global Security & Brand Protection

b)(7)E)

T:+852 2276[thvA]
M : +852 6889(b)(6)[ +86 1314 |(b)(6);(b)(
W {BX7)E)

From:L(0)(6):(b)(7)(C) |

Sent: Friday, October 19, 2018 8:01 AM

To: | (b)(6):(b)(7)(C) |
Subject: RE: Operation Cyber Monday 2018

Helld(P)(6):(

AT

Well noted. Not a problem. We will provide our statistics by Nov 9.

Best,

(b)(6):(

| )E):b)7)(C) |
Senior Manager, Asia Pacific
Global Security & Brand Protection

(0)(T)(E)

T:+852 22/6D)6Y:
M : +852 6889mmvan) +86 1314 (b)(6);(b)(



W P ]

From:| (6)(6):(b)(7)(C) |
Sent: Friday, October 19, 2018 12:07 AM
To] (B)B).(b)T(C) I

Subject: RE: Operation Cyber Monday 2018
Sorry |(B)(6);(b)
My deadline got moved by a week, | need results by November 9, 2018.

Thank you
(BYB):.(b)7UC)

| ivies-favd 7,y |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive {b)(B6):(b)(
Pittsburgh, PA 15219

Phone: 412-618/(h\(6
Cell: 412-904(h)B):(

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From|(b)(6):(b)(7)(C)]

Sent: Tuesday, October 16, 2018 4:08 PM

To (0)(6)(b)7)(C) |
Subject: Operation Cyber Monday 2018

Good afternoon,

| am sending this email as a reminder that Operation Cyber Monday 2018 will be concluding in a little
over a month. | am hoping you can send me your statistic on the number of infringing websites and E-
Commerce links that your company has civilly seized/taken down by COB November 16, 2018.



Thank you,
| (b)(6);(b)(7)(C) |

L(bYBY (bY7UC) ]
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the

National Cyber-Forensics and Training Alliance
2000 Technology Drive.l(b)(G);(b}(?

Pittsburgh, PA 15219

Phone: 412-618-(b)(

Cell: 412-906{(b)(6

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

This e-mail may contain privileged or confidential information. If you are not the intended recipient: (1) you

may not disclose, use, distribute, copy or rely upon this message or attachment(s); and (2) please notify
the sender by reply e-mail, and then delete this message and its attachment(s).
|{b)(7}(E) iand its affiliates disclaim all liability for any errors, omissions, corruption or virus in this
message or any attachments.




Other Takedowns

Amazon 11

HC360 6

lazada 2

Mercadolibre 1

Sekaimon 1

Shaogood 13

Wish 23

amazon.ca https://www.amazon.ca/Generic-Hard-Drive-Replacement-Shell/dp/B004YVITX0
amazon.ca https://www.amazon.ca/Xbox-Slim-Hard-Drive-Enclosure/dp/B0090SGLO6

amazon.ca https://www.amazon.ca/Simtyso%C2%AE60GB-Internal-Drive-Xbox360-Games/dp/B012C53Y08
amazon.com https://www.amazon.com/dp/BO0W1DC2F0?m=A2F0O55530GC7WP

amazon.com https://www.amazon.com/Storite-Drive-Replacement-Enclosure-Included/dp/B00IEMZVXK
amazon.com https://www.amazon.com/Hausbell-%C2%AE500GB-Drive-Xbox360-Slim500GB/dp/B00ITH6P2|
amazon.com https://www.amazon.com/WinnerEco-Internal-Hard-Drive-Microsoft/dp/B06Y3771J5
Amazon.in https://www.amazon.in/Hard-Drive-Enclosure-Cover-Shell/dp/BO1EYNXE7Y

Amazon.in https://www.amazon.in/ANKGLEAS-Drive-Replacement-Enclosure-included/dp/B01CUAQ030Y
Amazon.in https://www.amazon.in/ELECTROPRIME-Drive-Caddy-Shell-Microsoft/dp/B0761VHK9X
Amazon.mx https://www.amazon.com.mx/Hard-Drive-Replacement-Case-Shell/dp/B004YVITX0
HC360 http://b2b.hc360.com/supplyself/80483559700.html

HC360 http://b2b.hc360.com/supplyself/82810100876.html

HC360 http://b2b.hc360.com/supplyself/80483569124.htm|

HC360 http://b2b.hc360.com/supplyself/80509929852.html

HC360 http://b2b.hc360.com/supplyself/82810100333.htm|

HC360 http://b2b.hc360.com/supplyself/80483580952.html

lazada.co.id http://www.lazada.co.id/join-black-320g-320gb-hard-drive-for-hdd-xbox-slim-360-xbox-5777365.html|
lazada.co.th http://www.lazada.co.th/sunwonder-120-xbox-360-slim-6012120.html|

Mercadolibre.mx https://articulo.mercadolibre.com.mx/MLM-587860077-xbox-360-slim-hard-drive-case-enclosure-shell-_IM
Sekaimon http://www.sekaimon.com/us/171831/bags%2c+skins+%26+travel+cases/292400903645/
Shaogood http://www.shaogood.com/shaogood/ebay/152839431391.html

Shaogood http://www.shaogood.com/shaogood/ebay/183009979792.html|

Shaogood http://www.shaogood.com/shaogood/ebay/142647743451.html

Shaogood http://www.shaogood.com/shaogood/ebay/322997771555.html

Shaogood http://www.shaogood.com/shaogood/ebay/272754792300.html

Shaogood http://www.shaogood.com/shaogood/ebay/253282165942.html

Shaogood http://www.shaogood.com/shaogood/ebay/162930417478.html

Shaogood http://www.shaogood.com/shaogood/ebay/202236338410.html

Shaogood http://www.shaogood.com/shaogood/ebay/222872269834.html|

Shaogood http://www.shaogood.com/shaogood/ebay/273089980723.html

Shaogood http://www.shaogood.com/shaogood/ebay/162932656435.html

Shaogood http://www.shaogood.com/shaogood/ebay/162932244494.html|

Shaogood http://www.shaogood.com/shaogood/ebay/362255747089.html

Wish https://www.wish.com/m/c/5635d3d976ea7d1365ff3bed

Wish https://www.wish.com/m/c/5901c73d60a7d319de11dbd2

Wish https://www.wish.com/m/c/58bd277138045870698659d7

Wish https://www.wish.com/product/58498dbd80e4364b5a2211aa

Wish https://www.wish.com/product/584e692e87c14a4f1fabddad

Wish https://www.wish.com/product/58a521ca7214de539b5c049e

Wish https://www.wish.com/product/570f7a9f4b7e965ce6fdd5e2

Wish https://www.wish.com/product/5b5afc4105216e6b7ce22dbf

Wish https://www.wish.com/product/5710577a347ff409898cb1le6

Wish https://www.wish.com/product/59e840e37276535762c03c26

Wish https://www.wish.com/product/5b5583ca2b24d81005510516

Wish https://www.wish.com/product/58d6730df2bfdc685ff8e771

Wish https://www.wish.com/product/588081f5566b664f1721a6a4

Wish https://www.wish.com/product/59f1e87a4fcf124591f6090f

Wish https://www.wish.com/product/5b2da0dc08369237f66b21c1

Wish https://www.wish.com/product/5a06535afb04de2cfbcf2790

Wish https://www.wish.com/product/578¢535957249526447cae28

Wish https://www.wish.com/product/5b2cb3c7f3b7b32cd6c692c6

Wish https://www.wish.com/product/5b583c27de2a9723c42caflb

Wish https://www.wish.com/product/5a37cc67976e94615d5f8565

Wish https://www.wish.com/product/587ceed673301b4ad534f160



Wish https://www.wish.com/product/5667d9557df250268ce8e7e3
Wish https://www.wish.com/product/52eca77334067e60c6807692?source=cart



Alibaba - alibaba.com

No. of Reported Vendor on alibaba.com

19

Mo of Vendor Blocked

NfA

Mo. of Vendor W/O UL Links

N/A

Total No. of Deleted Links

| Shenzhen Swaroniki Technology Co., Ltd.

61

http://swaroniki.en.alibaba.com/

| TEK E-Industry Group Co. Ltd

https://tek.en alibaba.com/

| Shanghai Baibang Pumps Ca., Ltd,

https://shbuypump.en alibaba.com

| Yuyao Mingtong Electric Appliance Co., Ltd

httpz://cnyymt en.alibaba com

| PABE SUPPLY

hitps://uk1308667103nbay fm.allbaba com/

| Shenzhen Caibo Technology Co., Ltd.

https://cbtg.en.alibaba.com

| Shenzhen EcoRider Robotic Technology Co., Lid.

https://escoater.en.alibaba.com/

| Shenzhen Jointach Electronic Co., Lid.

https:/fjointech.en alibaba.com

| Shenzhen TNE Technelogy Co., Limited

https://tne-group.en.alibaba.com

| Shenzhen Yongheng Electronics Co., Limited

https://ecccorp.en.alibaba.com/

| Tamco Summit Vehicle Ji 1 Co., Ltd.

hitps://alibabycar.en.alibaba.com

| Wuxi Sunrisest New Energy Science & Technology Co., Ltd.

https://sunrisest.en.alibaba.com

| Yongkang Citygreen Vehicle Co,, Ltd.

https://citygreengroup.en.alibaba.com

| Yongkang Sinotech Import & Export Co., Ltd.

https://sinotechchina.en.alibaba.com

| Zhejiang Yon Better Imp.& Exp. Co., Ltd.

sportlife.en.alibaba.com

| Zhengzhou F-Wheel Industrial Co., Ltd.

https://dyu.en.alibaba.com/

Shenzhen Hopora Electronics Co., Ltd.
Shenzhen Ying Rui Hong Electronic Co., Ltd.
Unknawn

https://www.alibaba.com/product-detail/hard-disk-drive-enclosure-case-shell_60276619732.htm|
https:/fwww.alibaba.com/product-detail fhigh-quality-120gh-hdd-slim-hard_60290047381.html

https://www.alibaba.com/product-detail/high-q

lit
¥

d

1

g

|_60652305867 htmi?spm=a2700.7724838.2017115.256.6aee3dTfoebrg3



Alibaba - aliexpress.com

No. of Reported Vendor on Aliexpress.com |2

No of Vendor Blocked N/A
No. of Vendor W/O UL Links N/A
Total No. of Deleted Links 2

Shenzhen DSTE Electron Technology Co.,Ltd |https://www.aliexpress.com/store/605467
Geris Power https://gerispower.aliexpress.com/store/222524




Alibaba - 1688.com

Name of Entity

FRAARFAEEERAR |
L7 AN

| Mo. of Reported Vendor on 1688.com | 1,115
Mo of Vendor Blocked Unknown
Mo. of Vendor W/O UL Links Unknown

Total No. of Deleted Links 4,427

| http://shopl392352332604.1688.com/

EERMEEABEREEREAE  |htp//wishingtape 1688 com/

i = AN https://shop1437151999510.1688.com,

R RES AR https://h07rnt. 1688.com/
mmmmﬁa https://szxshe. 1688 com/

REEFESRFEIRLE https://dgjiesheng. 1688.com/

N | oy https://qiu2012.1688.com

L | YT https://szrcddz. 1688.com,/

aureosunn .. https://me. 1688 .com/*xC-i2FIA0mBAMCxLMCEGMmMNbvETT html
BmaX’ https:/fme.1688.com/jasonr html
KETEGAO/RIFEEA... https://me.1688.com/abebattery, html

| NUOXIANG NXEIE... https://me.1688.com/llwen218.html
OTRAVEL/EIRE AR . https://me. 1688 com/szslddz.html|

| PINNUO/ S B 7 IEALE https://me.1688.com/*xC-i2 FHuvGHbvCVOMCET. html
SCHIPBE FTHEANES https://me.1688.com/alent07.htmi

VERCOME RIS https://me.1688.com/hachigiang201202.html

N i 5 N~ https://gtslab. 1688 com/page/co yinfo.htm
LB EIR AT https://zroucable. 1688, com/page/companyinfo.htm
LT T ER S https://chuchu021.1688.com/page/companyinfo.htm

https://chacable. 1688.com/page/companyinfo.htm

https.//suyouguoji. 1688.com/page/companyinfo.htm

 https://deweicable. 1688.com/pape/companyinfo.htm

https:/fxsdjzp 1688 . com/page/companyinfo.htm

https://shop1457800659813.1688.com/page/companyinfo.htm

https://tianzhiyigi. 1688 com/page/companyinfo.htm

https://shrixl. 1688.com/page/companyinfo.htm

https://chictest52655955. 1688 com/page/companyinfo htm

https:/fteytion. 1688.com/page/companyinfo.htm

https://888dygwxl. 1688.com/page/companyinfo.htm

https://cxgang2010.1688.com/page/companyinfo, htm

https://shop1408553870564. 1688.com/page/companyinfe.htm

https:/fshxy88888. 1688 com/page/companyinfo.htm

https://shop1438102712140.1688.com/page/companyinfo.htm

https://dgfengzhang8. 1688 com/page/companyinfo.htm

https://me.1688.com/hongyidy. htm|

https://echangba668. 1688.com/page/companyinfo.htm

https.//kawopowera.1688.com/page/companyinfo.htm

https://dwyinuo. 1688 com/page/companyinfo.htm

https://dewdxl. 1688.com/page/companyinfo.htm

https:/fwdxlangjiaoxian. 1688 com/page/companyinfo_htm

https://18028975612.1688.com/page/companyinfo.htm

https://shop1468083637380.1688 com/page/companyinfe. htm

https://thongyuan888. 1688 com/page/companyinfo.htm

https://zhangshangshivel. 1688.com/page/companyinfo.htm

https://dgzhongbai. 1688. com/page/companyinfo htm

https://dgjiusen. 1688.com/page/companyinfo.htm

s AN
ERHAGRTFEEERAT)
PAS

https://leliandz. 1688 com/page /companyinfo.htm

https://dgcloudtech. 1688.com/page/companyinfo.htm

hitps://dgsgjjd. 1688.com/page/companyinfo.htm

https://carchargerusk. 1688, com/page/companyinfo hitm

https://chargerush. 1688, com/page/companyinfo.hitm

https://ytpulse. 1688.com/page/companyinfa.him

https://dgyaxiancn. 1688.com/page/companyinfo.htm

https://wenfas|. 1688 com/page/companyinfo.htm

https://jldg1688.1688 com/page/companyinfo.htm

https://powerchargerl8.1688. com/page/companyinfo.htm

hitps://shopl432048340606.1688.cam/page/companyinfo.htm

https://shop8h665mu711340.1688.com/page/companyinfo.htm

https://dgzbdz666.1688 com/page/companyinfo.htm

https://shop1414429912888. 1688 com/page/companyinfo.htm

https:/funyq. 1688 com/page/companyinfo.htm

hitps://deyougan. 1688 com/page/companyinfo.htm

https://shopl463072690179.1688.com/page/companyinfe. htm

https://masterd39.1688.com/page/companyinfo.htm

https://shop1427785825955.1688. com/ page /companyinfo.htm

https://shop1406004276022.1688.com/page/companyinfo.him

https://dongdeshan. 1688 com/page/companyinfe.htm

https:/fonegol18.1688, com/page/companyinfo.htm

EETRERTARLT
VEEmmsssRanRLE |
1 Egmﬂj EE EE )‘!\ I

https://guanpaicable.1688.com/page/companyinfo.htm

https://pdguanmai. 1688 . com/page/companyinfa.htm

https://ymdxdl 1688.com/page/companyinfo.htm

https.//dgfghcdz. 1688, com/page/companyinfo.htm

https:/fomron0769.1688.com/page/companyinfa. htm

htips://kmesbattery 1688 com/page/companyinfa. htm

https.//chuangbiacjc.1688.com/page/companyinfo.htm

https.//dglixinyg. 1688.com/page/companyinfo, htm

https://delc17.1688.com/page/companyinfo.htm

https:/fysjxgbpo. 1688, com/page/companyinfo.htm

https://daatclab. 1688 . com/page/companyinfa.htm

https://dongguanhuazhuo.1688.com/page/companyinfo.htm

https://dgxiewei. 1688 com/page/companyinta.htm

https://pokman. 1688 com/page/companyinfo.htm

https://me. 1688.com/bwygsb html

https://kkd666.1688.com/page/c yinfo.htm

https:/fwww.1688.com/company/dgtmE6.html

https://dgjishenghz 1688, com/page/companyinfo.htm

hetps://dgsqiliang. 1688.com/page/companyinfo.htm

https://shop1461775790836.1688. com/page/companyinfo. htm

https://hwhdianxian, 1688 com/page/companyinfo.htm

https://dghy19888 1688 com/page/companyinfo.htm

https://pinlel. 1688.com/page/rompanyinfa.htm

https://lianghin6288. 1688 com/page/companyinfo.htm

https://shop1956kx2d41173.1688.com/page/companyinfa.htm

| https://haoguancable. 1688, com/page/companyinfo.htm

https://hasquandx. 1688.com/page/companyinfo.htm

https://dgxiaochuan. 1688 com/page/companyinfo.htm




https://anci20120402,1688.com/page/companyinfo,htm

=1 https://hyplas2014.1688 com/page/companyinfa.htm

https://shop1448038652267.1688.com/page/companyinfo.htm

https.//dghongyi.1688.com/page/campanyinfo.htm

https:/fitxpower. 1688.com/page/companyinfo.htm

https://suqun0l.1688.com/page/companyinfo.htm

https://shop1494435402338.1688. com/ page /companyinfo.htm

https://rokuang1998. 1688.com/page/companyinfo.htm

https://dgchesen. 1688.com/page/companyinfo.htm

https://1688changfeng. 1688.com/page/companyinfo.htm

https://tf363.1688.com/page/companyinfo.htm

https://yintaidg. 1688 . com/page/companyinfo.htm

https:/fkangweil68.1688.com/page/companyinfo.htm

https://kxpower2. 1688 com/page/companyinfe. htm

https://microlamp.1688.com/page/companyinfo.htm

https://huishangbaopower. 1688. com/page/campanyinfo.htm

https://dgcxkE68. 1688.com/page/ companyinte. htm

https.//shop1394211793693.1688.com/page/companyinfo.htm

https://jecmls. 1688.com/paga/companyinfo.htm

https://jleyinghky. 1688.com/page/campanyinfo.htm

https://ddmsyyxgs. 1688 . com/page/companyinfo htm

https://dgxch88.1688.com/page/companyinfo.htm

https://richangdx. 1688.com/page/companyinfo.htm

https://sandy1025.1688. com/page/ /companyinfa.htm

hetps:/fwww. 1688 com/company/b2b-1743004124 html

https://dgefine. 1688.com/page/companyinfo.htm

https://dgxcl7 1688 com/page/companyinfo.htm

https://dgxinghaol7.1688.com/page/companyinfa.htm

https://xingriacl?.1688.com/page/campanyinfo.htm

https://xingweiyigi.1688.com/page/companyinfo. htm

https://chunhedz.1688.com/page/companyinfo.htm

https://laixing188.1688.com/page/companyinfo.htrm

https://dglijia. 1688 com/ page/companyinfo.htm

https://BaiNenghty.1688.com/page/companyinfo.htm

https://shopl466489075990.1688.com/page/companyinfo.htm

https:/fsaipard. 1688.com/page/companyinfo.htm

https://shop1400829879350.1688. com/page/companyinfe.htm

https://shop1441126821473.1688.com/page/companyinfo.htm

https://zhenjidianzi.1688.com/page/companyinfo.htm

https://xyings88. 1688.com/page /companyinfo.htm

https:/{xomencn. 1688.com/page /companyinfo.htm

https://dgzhengzhiyuan. 1688.com/page/companyinfo.htm

https://shop1388854440508.1688.com/page/companyinfo.htm

https:/fzmore. 1688.com/page/companyinfo.htm

https://me. 1688 .com/dgtianxindz.html

https:f/shopl459444061381.1688 com/ page/companyinfo.htm

https:/fvstarled. 1688.com/page/companyinfe.htm

https://shop1443200175313.1688 com/page/companyinfe. htm

https://dayun866.1628, com/page/companyinfo.htm

hitps://taiyidz. 1688.com/page/companyinfo.htm

https://dgtaichi. 1688 com/page/companyinfo.htm

https://51haobo.1688.com/page/ panyinfo.htm

https://dehaijian53889.1688.com/page/companyinfo.htm

https://shopaGkE0471744k2. 1688 com/page/companyinfo.htm

https://tianshengdianzhi.1688.com/page/companyinfo.htm

https://shengdald8. 1688 com/page/companyinfa.htm

https://deweiqidz. 1688.com/page/companyinfo.htm

https:/{shop582029yi225y 1. 1688 com/page/com panyinfo.htm

https://rqjun. 1688 com/page/companyinfo.htm

https://fylies2008.1688.com/page/companyinfo.htm

https://dgfeing. 1688, com/page/companyinfo.htm

https://shopOep594|935865.1688.com/page/companyinfo.htm

https://dgpanasonic. 1688. com/page/companyinfo.htm

https:/fyanglong3. 1688 .com/page/companyinfo.htm

https://aienbattery, 1688 .com/page/companyinfo.htm

https://spcable. 1688 .com/page/companyinfo.htm

https://frysytz 1688 com/page/companyinfo.htm

https://ruiyuansocket. 1688.com/page /companyinfo. htm

https.//shop1433263752113.1688.com/page/companyinfo.htm

https:/fyingshidianxian.1688.com/page/companyinfo.htm

https://dgzhelong8688.1688.com/page/companyinfo.htm

https://rddz168shop. 1688 com/page/companyinfo.htm

https://gongchuang. 1688 .com/page/companyinfo.htm

https://dgshenjiudz. 1688 .com/page/companyinfo.htm

https://fsdianxian. 1688 .com/page/companyinfo.htm

https:/fkebendianzi. 1688.com/page/companyinfo.htm

https://Inbattery. 1688.com/page,/companyinfo.hitm

https://dongguanlineng. 1688.com/page/companyinfo.htm

https://dgnalan. 1688.com/page/companyinfo.htm

https://narulyiq. 1688.com/page/companyinfa_htm

https://dxldg. 1688 .com/page/companyinfo.htm

https://xydzB888.1688 com/page/companyinfo.htm

https://dgmrdzyxps1l 1688.com/page/companyinfo.htm

https://dghex15362408880. 1688.com/page/companyinfo.htm

https://Istelectronics. 1688.com/page/companyinfo.htm

https://dgshengzhao. 1688.com/page/companyinfe.htm

https://shopl443545742898. 1688 com/ page/companyinfo.htm

https://yfdzzx 1688 com/page/companyinfo.htm

https://dgyongruidiangi.1688.com/page/companyinfo.htm

https://shop1466442762825.1688 com/page/companyinfo.htm

https://shop1400173253548. 1688 .com/page/companyinfo.htm

https://dghmrdx. 1688.com/page/companyinfo.htrm

https://dexingyuanl. 1688 com/page/companyinfo.htm

https:/fdgna2016.1688 com/page/companyinfo.htm

https://safepower0l. 1688 com/page/companyinfo.htm

https://pdafand|. 1688.com/page/companyinfo.htm

https:/fhuiyangdianzi. 1688.com/page/company|nfo htm

https://ledkeys.1688.com/page/companyinfo.htm

https://dglianshi.1688.com/page/companyinfo.htm

https://yongyudg. 1688.com/page/companyinfo.htm

https://kumquat388. 1688.com/page/companyinfo.htm

https://thengmei. 1688 .com/page/companyinfo.htm
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http:/fwww.ebay.com.aufusr/smooth-dealer?_trksid=p2047675.12559
http:/fwww.ebay,com/usr/snakewang2005? _trksid=p2047675.12559

http://stores.ebay.com/whitetruffle

http://stores.ebay.com/sofishechte-0

ing?_trksid=p2047675,12559

http:/fwww.ebay.com.au/usr/sopood6336 ?_trksid=p2047675.12559

http:/ fwww.ebay_co.uk /usr/sonnics?_trksid=p2047675.12559

http://stores.ebay.com/special-mall-store

http://stores.ebay.com/split2nddealz

http:/fwww.ebay.com.au/usr/springpanda&8?_trksid=p2047675.12559

http:/fwww.ebay.co uk/usr/stanali89807_trksid=p2047675.12559

http://stores.ebay.co.uk/2011itay
http://stores.ebay.co.uk/iemil2016

http://stores.ebay.de/hanbenaharo-0
http:/fwww.ebay.de/usr/summer*vibe?_trksid=p2047675.12559

http:/fwww.ebay.com/usr/sun7062.5un70637_trksid=p2047675./12559
http:/ fwww.ebay.co.uk/usr/sunny-store6?_trksid=p2047675.12559

http://stores.ebay.com.au/sunwebzone
http:/ fwww.ebay itfuse/superteck?_trksid=p2047675.12559

http://stores.ebay.at/suritek

http://www.ebay.fr/usr/syllablegrow? _trksid=p2047675.12559
http://stares.ebay.com/Everything-Depat
http:/fwww.ebay.co.uk/usr/thatshowinternationalitd? _trksid=p2047675.12559
http://stores.ebay.com/The-Candid-Cow

http://stores.ebay.com/TheTalkingTurtle

http://www.ebay.co.uk/usr/thoma-chon?_trksid=p2047675.12559

http://www.ebay.com.au/usr/tiantianupup?_trksid=p2047675.12559

http://stores.ebay.at/tommyca-2013

http:/fwww.ebay.de/usrftop_discount_world?_trksid=p2047675.12559
http://stores.ebay.com/topl0ratedseller
http:/fwww.ebay.com/usr/topclothesforsale?_trksid=p2047675.12559
http:/ fwww.ebay. defusr/toptrade2u?_trksid=p2047675.12559

http://stores.ebay.co.uk/Zedrad

http://stares ebay.com/tradeonlineroyal

http://www.ebay.com/usr/try2buytoday?_trksid=p2047675.12559
http://www.ebay.com/usr/turitrade?_trksid=p2047675.12559

http:/fstores.ebay.com/tutya2409

http:/ /www.ebay. fr/usr/uhappybuy?_trksid=p2047675.12559

http:/fwww.ebay.co.ukf/usr/ukedeals?_trksid=p2047675.12559
http:/fwww.ebay.co.uk/usr/ukexpressdeals?_trksid=p2047675.12559

http://stores.ebay.com/undyponstoerd

http://stores.ebay.at/UnoAce



unogoo_trade0?
up-memory88
up-papa201s
usa_deals_store
ushop-usa
usinfinitestory
ventura.os
verybigd
vitawinter
vrthechampion
warehouse-15
weilinon_0
weimotorsupply
wellcar2g
weltd2013
wendingok
wetesco
whole_new_world5
wholesalesaving*1501*
wish_to_make_you_happy
wonderphone
wang5529
workdbest
worklightsuppliers
waorldtraderss
worlwidestore
wow-stare
xa-electronics
xiaog_ha

xiuliaxd
artrends-us
wyz-station
yanhui48529
yates-0002
yourdailysale
yourfirstoption
yourledworld2014
yourliebling
youyouniha_9
yukia_luang
zandiney
zedlabz-outlet
zedlabz-store
thangyunyunbai
zhibinoppa
zoluv_cuv

2uber

http://www.ebay.com/usr/up-memory887_trksid=p2047675.12559
http:/fwww.ebay.com/usr/up-papa20157_trksid=p2047675.12559
http://stores.ebay.com/YFZ-5tore
http://stores.ebay.com.au/USHOP-US
http:/{stores.ebay.com/donalcockreld
http://stores.ebay.ch/Ventura-Online-Shopping
http://stores.ebay.com/Verybig-D-Tattoo-Store

http:/fwww.ebay.defusr/vrthechampion?_trksid=p2047675.12559

http://www.ebay.com/usr/weimotorsupply?_trksid=p2047675.12559
http://www.ebay.com/usr/wellcar24? _trksid=p2047675.12559
http://www.ebay.co.uk/usr/weltd20137_trksid=p2047675.12559
http:/fwww.ebay.com/usr/wendingok?_trksid=p2047675.12559
http://stores.ebay.com/wetesco
http://stores.ebay.co.uk/Whole-New-World5
http://stores.ebay.com/wholesalesaving
http://stores.ebay.at/JustBestProducts

http:/fwww.ebay.com.sg/usr/wong55297_trksid=p2047675.12559
http:/fstores.ebay.at/workdbest
http:/fwww.ebay.com.au/usr/worklightsuppliers?_trksid=p2047675.12559
http:/ fwww.ebay.co.uk/usr/worldtraders5? _trksid=p2047675.12559
http://stores.ebay.at/M-R-TRADE-STORE

http://stores_ebay.com/xa-electronics
http:/fwww._ebay.co.uk/usr/xiacg_ha?_trksid=p2047675.12559
http:/fwww.ebay.com.aufusr/xiuliax0?_trksid=p2047675.12559

http:/fwww.ebay.co.uk/usr/xyz-station?_trksid=p2047675.12559
http:/fwww.ebay.ca/usr/yanhuid85297_trksid=p2047675.12559

http:/{stores.ebay.com/Your-Daily-5ale
http://stores.ebay.com/yourfirstoption
http://stores.ebay.com/yourledworld2014

http:/www.ebay.co.uk/usrfyouyouniha_97_trksid=p2047675.12559
http:/fwww.ebay.com/usr/yukia_luang?_trksid=p2047675.12559

http://stores.ebay.co.uk/ZedLabz
http://stores.ebay.com/fassecure-b2b

hittp://www.ebay.it/usr/zt yunbai?_trksid=p2047675.12559
hitp://www._ebay.com/usr/zhibinoppa?_trksid=p2047675.12559




Taobao.com

No. of Reported Site on Taobao.com |1
No of Site Blocked N/A

No. of Site W/O UL Links 1

Total No. of Deleted Links 3

Name of Entity

R R ABEHEYHRAT]

Hyperlink
https://shop116575020.taobao.com/




yixie8.com

No. of Reported Site on yixie8.com |3
No of Site Blocked 3

No. of Site W/O UL Links N/A
Total No. of Deleted Links 3

Name of Entity
[HEIREHOBZERAE

Hyperlink
http://med2230.yixie8.com/

[CNEIRFEORZEIREAE]

http://med6094.yixie8.com/

[CHNERHHOBRZERAT]

http://med3933.yixie8.com/




Gongchang.com

No. of Reported Site on Gongchang.com

1

No of Site Blocked 1
No. of Site W/O UL Links N/A
Total No. of Deleted Links N/A

Name of Entity
Shenzhen XSHE Electronic
Technology Co., Ltd CRYIIm4IEFD

Hyperlink
https://szxshe.cn.gongchang.com/




makepolo.com

Name of Entity
Shenzhen XSHE Electronic
Technology Co., Ltd GZYIIFT4IRF]
[ERZASMR4NEN

No. of Reported Site on makepolo.com |1
No of Site Blocked 1

No. of Site W/O UL Links N/A

Total No. of Deleted Links N/A

Hyperlink
http://szxshe.cn.makepolo.com/




ISP (Internet service provider)

No. of Reported Site to ISP

No of Site Blocked

No. of Site W/O UL Links

2
1
1
Total No. of Deleted Links |3
Name of Entity ISP Name Hyperlink

Hefei Yata Co. Ltd. (§BBIE |xinnet.com |http://www.ahyata.com/
ZEEHSEHER /NS

Hefei Yata Co. Ltd. (§HBIL |xinnet.com |http://www.core-bobbin.com/
Z=EHEEHR/NE)




From: [ ©)©:EXTN)C) |

Sent: 13 Nov 2018 17:25:11 +0000

To: | (0)(6):(b)7)C) |

Subject: RE: Operation Cyber Monday 2018
Hillb)6]

Please find the below:

e 1,768 URLs selling counterfeits removed from Social Media and websites.

e 8,000 Marketplace listings removed.
e 8 Rogue (fake) websites removed.

Please let me know if you need any additional information.

Thank you,

(B)(6);(b)(7)(
Manager, Brand Protection Investigations
b)(7)(E)
b)(7)(E)

Ph: 614.415|(b)(6);(
Fax: 614 4117\

| (0)6):(b)7)C) |

From{PO/EXNC)

Sent: Tuesday, November 13, 2018 12:10 PM
To;|{b){6),‘{b){7){0) |

Cc:|L)E).(LXTHC)

[B)(6),)(T)C) |
Subject: [External] RE: Operation Cyber Monday 2018

Good afternoon|)©)(b)(7

| wanted to follow up on |0S stats before | have to report our final numbers.

Thanks
(0)(B);

[(D)(B).(B)(T)C) |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center




HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drivel{b)(6):(b)

Pittsburgh, PA 15219

Phone: 412-618
Cell: 412-906{(h)(B

National Intellectual Property
Rights Coordination Center

Protection is Our Trademark
www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From:| (0)(B);(L)7)C) |
Sent: Thursday, October 18, 2018 12:36 PM

To

Ce (b)(6);(R)(7)(C)

[ (b)6Y:(b)X7NC) |
Subject: RE: Operation Cyber Monday 2018

Noted| (b)( ! will make the changes to my calendar.

Thanks again,

(b)(6):(R)(7)(C

Manager, Brand Protection Investigations
(b)(TXE)

P 6 T4 2 TH(B)(6)(
Fax: 614.41b\7)C

| (B)(B);(b)(7)(C)
Fromj (0)(B);()7)C) |
Sent: Thursday, October 18, 2018 12:03 PM
To .
by (b)(B)(B)T)(C)
[ (b)6:bd7NC) |

Subject: [External] RE: Operation Cyber Monday 2018

Sorry all,



My deadline got moved by a week, | need results by November 9, 2018.

Thanks
(b)(B):(

| (0)6)0)7)C) |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive[(h)(6): (b)(

Pittsburgh, PA 15219

Phone: 412-618{(b)(6)
Cell: 412-906{(b)(6)

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From| (b)(6):(b)(7)(C) |

Sent: Wednesday, October 17, 2018 9:37 AM

To:

Ce: (b)(6);(b)(7)(C)
[ (b)B):(bXTNC) |

Subject: RE: Operation Cyber Monday 2018

Thankq(R)([ | have this saved on my calendar and will send it over November 16. Thanks for the
reminder.

(b)(6);(b)(7

Manager, Brand Protection Investigations
(0)(T)(E)

PR o T4 4ToDIB]]
Fax: 614.415.7038

[ (0)6):()T)C) ]

From:| (0)(8),(b)7)(C)
Sent: Tuesday, October 16, 2018 4:10 PM




To:| (b)(6):(b)(7)(C) |
Subject: [External] Operation Cyber Monday 2018

Good afternoon,

| am sending this email as a reminder that Operation Cyber Monday 2018 will be concluding in a little
over a month. | am hoping you can send me your statistic on the number of infringing websites and E-
Commerce links that your company has civilly seized/taken down by COB November 16, 2018.

Thank you,
|(0)(6);(0)(7)(C)]

L (b)(6):(b)7NC) |

Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drivel(b)6):(b

Pittsburgh, PA 15219

Phone: 412-618

Cell: 412-906{(b)(6

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

Notice: This communication may contain privileged and/or confidential information. If you are not the intended recipient, please notify the
sender by email, and immediately delete the message and any attachments without copying or disclosing them. LB may, for any reason,
intercept, access, use, and disclose any information that is communicated by or through, or which is stored on, its networks, applications,
services, and devices.

Motice: This cormmunication may contain privileged and/or confidential information. If you are not the intended recipient, please notify the
sender by email, and immediately delete the message and any attachments without copying or disclosing them. LB may, for any reason,
intercept, access, use, and disclose any information that is communicated by or through, or which is stored on, its networks, applications,
services, and devices.



Motice: This communication may contain privileged and/or confidential information. If you are not the intended recipient, please notify the
sender by email, and immediately delete the message and any attachments without copying or disclosing them. LB may, for any reason,
intercept, access, use, and disclose any information that is communicated by or through, or which is stored on, its networks, applications,
services, and devices.



From: | O)ex®e@©e) |

Sent: 8 Nov 2018 13:45:22 +0000

To: (b)(6);(0)(T)(C)

Cc:

Subject: RE: Operation Cyber Monday 2018
Deay(0)(6);

Between | January and 31 October|P)X7)XE) |has shut down the following:

Infringing websites = 591
E-Commerce links = 76,152
Social media post = 33,770

Best,

(b)(6);(b)(

(VB (bY)TY
Vice President of Brand Protection, Global

b)(7)(E)

T:+1 212 707|(b)(8);(
M: +1 917 379 b)(7)(

From| (0)(6):(b)7)(C) |
Sent: Thursday, October 18, 2018 12:08 PM
Toi| (b)(6);(b)(7)(C) |

Subject: RE: Operation Cyber Monday 2018
Sorry all,
My deadline got moved by a week, | need results by November 9, 2018.

Thank you
(b)(6):(b)(7)(C)

[ 0)6):()7)C) |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the

National Cyber-Forensics and Training Alliance
2000 Technology Drive,{(b)(6);(b)(
Pittsburgh, PA 15219

Phone: 412-618{(0)(6

ANV




Cell: 412-906((b)(6)

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From{(b)(6):(b)(7)(C) |

Sent: Tuesday, October 16, 2018 4:04 PM
To:| (bXB):(bX7XC)
Subject: Operation Cyber Monday 2018

Good afternoon,

| am sending this email as a reminder that Operation Cyber Monday 2018 will be concluding in a little
over a month. | am hoping you can send me your statistic on the number of infringing websites and E-
Commerce links that your company has civilly seized/taken down by COB November 16, 2018.

Thank you,
[ (b)B);(b)7)(C) |

[ (0)(6):(b)7)C) ]
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drivd(b)(6):(b)(7

Pittsburgh, PA 15219

Phone: 412-618{(b)(6);

Cell: 412-906{(b)(6);

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Fhis-emaitand-anyfiles transmitted with it are confidential and intended solely for the use of the individual or entity to
whom they are addressed. If you are not the addressee of this e-mail please do not Topy or forwarcHt-erothersise




part of it in any form whatsoever. If you have received this email in error please notify the s and
= 5 4 comnany in i




From: 66118-71340850@requests.muckrock.com

Sent: 14 Dec 2018 07:49:26 +0000
To: ICE-FOIA@dhs.gov
Subject: Freedom of Information Act Request: ice seizures

Department of Homeland, Immigration and Customs Enforcement, National Intellectual
Property Rights Coordination Center

FOIA Office

Stop 5009

500 12th Street SW

Washington, DC 20536-5009

December 14, 2018
To Whom It May Concern:
Pursuant to the Freedom of Information Act, I hereby request the following records:

A full list of the domain names that were seized, any related court filings regarding the
domain seizures and any email communications with the "high-profile industry
representatives and anti-counterfeiting associations" regarding those seizures, as
described in a November 26th press release, seen here:
https://www.ice.gov/news/releases/over-million-websites-seized-global-operation

The requested documents will be made available to the general public, this request is
being made by a representative of the media (for the site Techdirt.com) and not being
made for commercial purposes.

In the event that there are fees, I would be grateful if you would inform me of the total
charges 1n advance of fulfilling my request. I would prefer the request filled
electronically, by e-mail attachment if available or CD-ROM if not.

Thank you in advance for your anticipated cooperation in this matter.

I look forward to receiving your response to this request within 20 business days, as the
statute requires.

Sincerely,
Mike Masnick

Filed via MuckRock.com

E-mail (Preferred): 66118-71340850@requests.muckrock.com

Upload documents directly:

https://www.muckrock.com/accounts/agency login/department-of-homeland-



immigration-and-customs-enforcement-national-intellectual-property-rights-
coordination-center-6720/ice-seizures-66118/?email=ICE-FOIA%40dhs.gov&uuid-
login=eb8a5b4f-bce4-416b-a2b0-0f5472a3aal3#agency-reply

Is this email coming to the wrong contact? Something else wrong? Use the above link to
let us know.

For mailed responses, please address (see note):
MuckRock News

DEPT MR 66118

411A Highland Ave

Somerville, MA 02144-2516

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent
through MuckRock by the above in order to better track, share, and manage public
records requests. Also note that improperly addressed (i.e., with the requester's name
rather than "MuckRock News" and the department number) requests might be returned as
undeliverable.



From: L(b)B):(b)TNC) |

Sent: 12 Nov 2018 10:39:48 -0700
To: [(b)(6):(b)7)(C) |
Subject: Re: Cyber Monday 2018 support

Thank you, you too!

[OIEEOTUTON —
Ft;).{?.){:él.) Frotecton specialist,

______ —

On Mon, Nov 12, 2018 at 10:08 AM (b)(B):(b)7)C)

wrote:
No problem at all! Thank you for sending.

Have a great day.
(b)(6):(

| (b)(6);(b)(7)(C) |
Special Agent / Program Manager
E-Commerce Program
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive,|(b)(6);(b)(7
Pittsburgh, PA 15219

Phone: 412-618|(P)(6):(
Cell: 412-9061 (b)(6);(

IPR CenterNational Intellectual Property
Rights Coordination Center

Protection is Our Trademark
www.IPRCenter.gov

From:R)(7)(E) |
Date: Monday, Nov 12, 2018, 12:06 PM
To: (BYB:(LNTHC)

Cc: (b)(6):(R)(7)(C)




Subject: Re: Cyber Monday 2018 support

Our sincere apologies for being late on this. Please see below/attached for the
requested data:

Website URL Enforcement:

Since November 9, 2017 we have successfully removed, or otherwise enforced our IP
against 211 websites. It's difficult to say which infringers cooperated, and which
infringers were removed by their hosts, but | will say that Shopify has been the easiest
Website Host to work with as they offer a simple Trademark/Copyright form that IP
holders can fill out.

Online Marketplace Enforcement:

Since November 9, 2017 we have removed at least 500,242 individual listings across
71 different online marketplaces.The most "active" marketplaces that we reported on
were Amazon (US and EU), Facebook/Instagram, and eBay US. Individual data per

marketplace are attached.

I've also attached our most recent monthly report that includes some useful trends in
our online reporting across the globe.

Please don't hesitate to reach out if you have any questions or need any additional
information.

Best,

(b)(6);(0)(7)(C)

BP TEAM /[%"®

L — 71

On Wed, Ji I i i| 2018 at 8:44 AM [PIELOINC) | JBIEEINT) b wrote:
b)(6);(b
(7MY

Thanks we will make a note of that date in our calendar.

Best,
0)(6).(0)

iz



On Tue, Jul 24, 2018 at 4:55 PM (0)(6);(b)(7)(C) }
wrote:

Hi [b)(6))

We typically send a reminder in September and ask for the numbers by November
21,

Thanks
[®)E)(

(b)(6):(b)(7)(C)
Special Agent / Program Manager
E-Commerce Program
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive,|(b)(6):(b)(
Pittsburgh, PA 15219

Phone: 412-618{(b)6):(
Cell: 412-906 (b)(§)

IPR CenterNational Intellectual Property
Rights Coordination Center

Protection is Our Trademark
www.IPRCenter.gov

From:{b)(7)(E) |
Date: Tuesday, Jul 24, 2018, 6:14 PM

To _
Ce} (b)(6);(b)(7)(C)

Subject: Re: Cyber Monday 2018 support

Following up on this - when did you need this information by?

Let me know,

(b)(6):(b



On Mon, Jul 9, 2018 at 10:41 AM| (b)(6);(b)(7)(C)

wrote:

Thanks [(0)(6);(

| P Y AV

I will make the change in my contact list.

(0)6).(b

| G)6);OTC) |

Special Agent/ Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations

National [PR Coordination Center

HSI Liaison to the

National Cyber-Forensics and Training Alliance

2000 Technology Drivg(b)}(6):(b){

Pittsburgh, PA 15219

Phone: 412-618{(b)(6
Cell: 412-906{(b)(6

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov




From{P7®
Sent: Monday, July U9, ZUT8 TZ:3Z PM

To] (b)(6);(b)(7)(C)

Ces
(D)B):(bUTHC) |

Subject: Re: Cyber Monday 2018 support

(b)(6)

2l N ITT

Hi

o

Thanks for reaching out.[0)(6):(is no longer with the company so you can direct
any future correspondence tgf®)(")(E) We would be happy to
provide you this information and wilT get back to you soon.

Best,

(d)E)(

On Mon, Jul 9, 2018 at 10:24 AM(P)():(D)7)(C) |
I (0)(6),(b)(7)(C) | wrote:

(b)(6):(b)

Good afternoon,

; B)(7)(E ;
[ am reaching out to you to gef NE) on Operation Cyber

Monday 2018. The U.S. along with member countries with Europol and
INTERPOL will be conducting its annual Operation TransAtlantic/Cyber
Monday targeting infringing websites on the internet. The IPR Center will
issue a Press Release on Cyber Monday highlighting the work done by rights
holders in shutting down infringing websites from Cyber Monday 2017 to
Cyber Monday 2018 (November 26, 2018). By combining the work done by




rights holders and law enforcement will provide a more realistic picture that
both industry and law enforcement are patrolling the internet to protect the
consumers. Could you also include the number of links to E-Commerce
platform (Facebook, Amazon, etc.) that were taken down? As in the past,
the Press Release will indicate the total number of infringing websites civilly
taken down by right holders and list the industry of the rights holders who
submitted the data. It is our goal to remind consumers the danger of
purchasing counterfeit/copyrighted materials online and how it hurts the U.S.
economy.

Thank you,

(b)(6):(R)(7)(C)

(b)(6);(0)(7)(C)

Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations

National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive)(D)(6);(b

Pittsburgh, PA 15219

Phone: 412-619(b)(6)

Cell: 412-904 (P)(6);(

(R e AW P B

National Intellectual Property



Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

BP Team /[P(®

| =—1

BP Team [PX7XE)

| =—1

[oXELBITYCY ], [Frre)

APAC Specialist

b)(7)(E)

=1



From: _(®)E):e)T)NC) |

Sent: 9 Nov 2018 20:01:14 +0000
To: | (b)(6).(b)(7)(C) |
Subject: RE: <External>RE: Operation Cyber Monday 2018

Hil (b)( |great seeing you and catching up last week! | look forward to continuing to work with you and
figuring out ways to expand on our current partnership.

Please find below the stats for ouf®)7 fakedowns.

Websites: 1,868
Auctions: 71,612. Furthermore Amazon has proactively removed 519K auctions on the .com platform
based on our guidance. | don’t have further details on this, just the aggregated number.
Facebook
e Profiles: 1,211
e # estimated followers: 10,626,292
Instagram
e Profiles: 2,045
e # estimated followers: 16,554,881

Please let me know if you need anything further or have any questions.

Best,
b)(6);(b)(

(bYBYABYTIC) | Associate General Counsel | Trademark & Digital Brand Protection
T 503-532 (0 || M: 503-318§| (BDMBY(LMTMCD
b)(T)(E) I[b){'(){E) |

From| (B)(E):(B)(T)C) |

Sent: Thursday, October 18, 2018 9:08 AM

To| (b)6).(D)7)C)

Subject: <Externa|>RE:| (bX7XE) |
Sorry|(B)(6);(B)(7)(

My deadline got moved by a week, | need results by November 9, 2018.

Thank you
[(®B)E);O)T)C) |

[ BX6:OTNC) ]
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center




HSI Liaison to the

National vaer-Forensig Alliance
2000 Technology Drive (b)(6):(b)(

Pittsburgh, PA 15219

Phone: 412-618{(b)(6)
Cell: 412-906{(b)(6):

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From:| (0)(6):(b)(7)(C) |

Sent: Tuesday, October 16, 2018 4:02 PM

Tol (b)(6):(b)(7)(C)
I (MR (AT I

Subject: Operation Cyber Monday 2018

Good afternoon,

| am sending this email as a reminder that Operation Cyber Monday 2018 will be concluding in a little
over a month. | am hoping you can send me your statistic on the number of infringing websites and E-
Commerce links that your company has civilly seized/taken down by COB November 16, 2018.

Thank you,
[ (0)(6),[0)7)C) ]

| (b)(6):(b)7)C) |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drivef(b)(6);(b)(

Pittsburgh, PA 15219

Phone: 412-618/(D)(6
Cell: 412-906{(b)(6



National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov



From: | (0)E):()7)(C) |

Sent: 6 Nov 2018 17:50:26 +0000

To: | (b)(6):(b)(7)(C)
Subject: RE: IPR Center Cyber Monday 2018 support
H (BX6);

Here are the marketplace & web enforcement takedowns from January 1% to October 315 2018.
e Marketplace Takedowns: 254,441
e Unique Host Site URLs Offline: 1,168,543

Please let me know if you need anything else.

Best regards,

|  ®E)®O7©C) |
tiaator
fb){?}{E) |

[ BWBLBYZNCT ]
CCNCEE

From| (b)(B),(L)(7)(C)
Sent: Thursday, October 18, 2018 12:05 PM

To:| (b)(6):(0)(7)(C)

[ (0)(6):(b)7)(C) |
Subject: RE: IPR Center Cyber Monday 2018 support

Sorry all,
My deadline got moved by a week, | need results by November 9, 2018.

Thank you
[(6)©):B)7)(C) |

[(b)6):(B)7)C) ]
Special Agent / Program Manager
E-Commerce Program /Op In Qur Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drive, | (b)(6);(b)

Pittsburgh, PA 15219



Phone: 412-618[(h)(B)|
Cell: 412-906( (b)(6);(

National Intellectual Property
Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From|(b)(6):(b)(7)(C) |

Sent: Tuesday, October 16, 2018 4:29 PM

To (b)(6):(b)(7)(C)
| (b)(6);(b)(7)(C)

Subject: IPR Center Cyber Monday 2018 support

Good afternoon,

I sent this tg(R)(6):(b)(7)( Jand received his out of office reply giving you as an alternate contact. This
email is in regards to the National IPR Coordination Center Operation In Qur Sites and Operation Cyber

(b)(7)E)

| am sending this email as a reminder that Operation Cyber Monday 2018 will be concluding in a little
over a month. | am hoping you can send me your statistic on the number of infringing websites and E-
Commerce links that your company has civilly seized/taken down by COB November 16, 2018.

Thank you,

(b)(6);(0)(7)(C)

| 0)E):(b)7)(C) |
Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance

2000 Technology Drivel{b}{ﬁ};(b}(?

Pittsburgh, PA 15219

Phone: 412-618-(b)(6
Cell: 412-906-|(b)(8);(

National Intellectual Property



Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov

Follow us on Twitter: @IPRCenter
Like us on FaceBook: “IPR Center”

From:|(b)(6):(b)(7)(C) |

Sent: Monday, July 09, 2018 11:29 AM
To: (b)(6);(b)(7)(C)
Subject: Cyber Monday 2018 support

b)(6):(P)

Good morning,

b)(7)(E)

| am reaching out to you to get

g (b)(7)(E) The U.S. along with

member countries with Europol and INTERPOL will be conducting its annual Operation
TransAtlantic/Cyber Monday targeting infringing websites on the internet. The IPR Center will issue a
Press Release on Cyber Monday highlighting the work done by rights holders in shutting down infringing
websites from Cyber Monday 2017 to Cyber Monday 2018 (November 26, 2018). By combining the
work done by rights holders and law enforcement will provide a more realistic picture that both industry
and law enforcement are patrolling the internet to protect the consumers. Could you also include the
number of links to E-Commerce platform (Facebook, Amazon, etc.) that were taken down? As in the
past, the Press Release will indicate the total number of infringing websites civilly taken down by right
holders and list the industry of the rights holders who submitted the data. Itis our goal to remind
consumers the danger of purchasing counterfeit/copyrighted materials online and how it hurts the U.S.

economy.

Thank you,

(b)(6);(0)(7)(C)

(b)(B);(b)7)C) |

Special Agent / Program Manager
E-Commerce Program /Op In Our Sites
Homeland Security Investigations
National IPR Coordination Center

HSI Liaison to the
National Cyber-Forensics and Training Alliance
2000 Technology Drive,|(D)(6);(b)
Pittsburgh, PA 15219 =

Phone: 412-618(D)(6):(
cell: 412-90{(b)(6);

National Intellectual Property



Rights Coordination Center
Protection is Our Trademark

www.IPRCenter.gov





