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FD-302 (Rev. 5-8-10) 
- 1 of 6 -

UNCLASSIFIED//-i=O{JQ. 

FEDERAL BUREAU OF INVESTJGA TION 

Dale ofen uy 05/10/2018 

Ri cha r d Gates , was interv i ewed at 395 E St reet SW, Wash i ngton , D. C . 

ASAC I I Present f o r t h e inte r view were SA .._ _____________ _. 

Senior Assistan t Spec i al Cou nse l (SASC) Greg Andres , SASC 
Jeann i e Rhee , SASC And rew Wei ssmann , Ass i s t an t Spec i al Counsel (ASC) Aa r on 
Ze l insky , and I A ! !Aft er being adv i se d o f t he o f f i cia l 
identities o f the interv i ewing pa r ties and t he nature of t h e interview , 
Gates prov i ded the fo l low i ng in f o r mation : 

b6 
----------------- b7A 

b7E 

b6 
b7C 

Gates be g an the interv i ew by advising 
----------. ._---------------- b 7B Per DOJ/ OIP 
.._ ______ __.!were not happy wit h Ga t es ' s cooperation with t he Special b ?C 
Co u nse l ' s i nves t iga ti on . 

b 6 
b 7A 
b7B Per DOJ/OIP 
b7 C 

I 
~~A 
b 7B 
b 7 C 

Pe r DOJ/OI P 

.._ ___________________________________________ .... 

UNCLASSIFIED//FOUO 

lnvestigationon 04/ 1 0/2018 at Wash i ngton , District Of Co l umb i a , Un i ted St a t es (I n Person) 

File# I Dmedra fled 04/2 4 /2018 

by .._ _______________________________________________ _ 

Tl:tis document. cot11ai11s 11ei1her recommendations nor conclusions of tbe FBI. It is t.be property of tbe FBI aod is loaned 10 your agency; it and its comenls are not 
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[Note : On 06/12/2016 , Assange stated he had 
" up co ming l eaks in re lati on to Hi l lary Clinton ... We have e mails pending 
publication ."]. 
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.-----------------------------------i b7A 

I hb7B Per DOJ/OIP ______________________ ____.Gates said as of May 2016 , b?C 

(Gates) was not aware of the source of the hack. 
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[Note : On or about 06 /27/2 016 , DNC e mai ls were posted by DCLeaks] . 
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Gates said there was also an inside j ob theory abou t how the emails 
were obtained fueled by the death of Set h Ri ch [Note : Seth Conrad Rich was 
an employee of the DNC who was fatally s hot in Washington , D. C . on 07/10 
/ 2016] . Gates said he was never present at any talks suggesting the 
campaign push the inside j ob theory . The Tr ump campaign team also thought 
the Democrats were pushing the Russia narrative . 

Gates said Dona l d Trump Jr . wou ld ask where the emai l s were in fami l y 
meetings . Michael Flynn , Kus h ner , Manafort , I I Lewandowski , 
Jeff Sess i ons , and Sa m Clovis exp r essed interes t in ob t ain i ng t h e e mai l s 
as we ll. Ga t es said the prio rit y foc us es o f the Trump campa i gn opposi ti on 
research team were Cli nton ' s emai l s and contrib u tions to the Clinton 
Fo u ndation . Fl ynn , ! !Sessions , Kushner, and Trump Jr . were a l l 
f ocused on opposit i on top i cs . 

Gates said inte r est in the ema i ls was ratchet i ng up in t he Apri l /May 
20 1 6 timeframe because it was likely the ema i ls could help Trump ' s 
ca mpai gn . ! 
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Tr ump Jr . never commun i cated anyt h ing about t he 06/09/2016 meeting wit h 
Gates . After the news broke about the 06/09/2016 meeting , Manafort asked 
Gates if he (Gates) was t here . [Note : Th e 06/09/2016 meeting is a 
reference to a meeting that took place at Tr ump Tower arranged on t he 
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pretense t hat doc uments and inf o rmati on that would inc r i mina t e Hillary 
Clinton wou ld be p r ov i ded to the Trump campa ign by a Russian government 
attorney l a ter iden ti fied as Nata l ia Veseln i ts ka ya] 
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l._ ___ ~IGates said Tr ump was intereste d in th e emails but re mained composed 
with a hea lt hy skepticism . 

Gates recalle d co mmun i cat i on wit h Re ince Pre ib us and I I The RNC 
was energ iz ed by Assange ' s announcement on 06/12/2016 . Ga tes in d icated 
that based on a conversation wit h Manafort , Gates knew the RNC was going 
to run the Wikileaks is s u e to ground , they h ad more resources to commit to 
this effort . Trump and Kushner were in it i al l y skeptical abo ut coope r at ing 
with t he RNC, bu t the Wik i leaks i ssue was a turn ing point . 

I 
! Gates described t he cam p a iq n response to t he report as euphoric . 

I 

Gates said the RNC woul d put o ut press re leas es t hat woul d serve to 
amplify the Wi kileaks re l eases . The RNC also in di cated they kn ew the 
timin g o f the upcom ing re leases, Gates di d not specify who a t t he RNC knew 
this inf o rmation . Gates said the only non - public information the RNC had 
was re lated to the timing of the re leases . 

Gates recalled a t i me on t he campaign aircraft when cand i date Trump 
sa i d , "get the emails ." Flynn sa i d he co u ld us e h is int ell i gence so u rces 
to obtain the ema il s . Flynn was adamant the Russ i ans did not carry out the 
hack . To s upport t hi s t heory Flynn advised , based on his experience , the 
United St ates I ntelligence Community (USIC ) was not capable o f fig urin g it 
o u t . Ga t es op in ed that Fl ynn ' s assessment of t he USIC derived from the 
negative way in whi c h Flynn departed t he USI C . Ga t es sa i d Flynn had t he 
mos t Russi a contacts o f anyone on t he campaign and was in t he bes t 
p osi ti on to ask f o r t he emails if t hey were ou t there . 
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Gates advised Trump Jr . and Manafort also had contacts with , "Russia 
types. " Gates clari fie d by saying Manafort ' s connection with Russians was 
min ima l aside from h is relationship wit h Oleg Deripaska . Gates said 
Manafort primarily had contacts with Ukrainians . Gates recalled Manafort 
saying t he hack was likely carried out by the Ukrainians, not the 
Russians , which parroted a narrative Kilimnik often supported . Kili mnik 
also opined the hack could have been perpetrated by Russian operatives in 
Ukraine . 

Gates said based on prior business dealings , Kushner had the best China 
contacts . Manafort and Gates had discussions pertaining to Kushner ' s 
Chinese contacts . Gates said there were numerous foreign requests to meet 
Trump after the nomination was secured . 

At some point, there was specu l ation the Mossad mig ht have the emails . 
Gates said there was never any mention of the Saudis or the Emirates 
having the emails . Manafort was general l y skeptical of any offers of 
information co ming to the campaign's attention . 

For example , Gates said there was a group o f real tors fro m Kyrgyzstan 
claiming to have information that may be of use to the campaign . The 
information pertained to foreign contributions to the Clinton campaign . 

Gates said he never heard about the emails or dirt from George 
Papadopoulos . 

Gates said, during the campaign, Tr ump and Manafort talked to Sean 
Hannity in their offices often . 
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Frorn: 
To: 
Cc: 
Bee: 
Subject: 
Date: 
Atta chments : 

Rici< Gate4 ... _______ __, 

Gates 
Wed Jun 15 2016 17:20:55 EDT 

b6 
b7C 

························································································••·•·•··•••••••• ............................................................................................................................... ~~-

Still need to talk to u--R. 

Fron,: 
To 
Su ~nJ,..,.e'"-""c ,....: ·.,....,.t~""'; .....,.~ ..,.e..,.s ___ _, 

D;:.ite; Wed, 15<.Jun 2016 21 ;19:43 +0000 

On.Jun 15,2016, at 5;10 PM, 1,,rnte: ,__ ___________ ____, 

need Jared e-mail.,.R 

Fron1 ... _______ .... ! 
To: ..... ! ____ ____.! 

Date: Wed, 15 Jun 2016 20:30 :35 ~oooo 

Jared 

b6 
b7C 

b6 
b7C 
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On Jun 15, 201G, (lt 3:30 PMIL-------------~ vrote: 

I need contact infcir fo~._ __ _ 

! need contact info for Jared 

b6 
b7C 
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FD-302 (Rev. 5-8-10) 
- 1 of 6 -

UNCLASSIFIED//FOUO 

FEDERAL BUREAU OF INVESTJGA TION 

Dale ofen uy 11/20/2018 

Richard William Gates III was inte rv iewed was interv iewed at 395 E 
Street SW, Washington , D. C . Present for t he interv iew were Senior Special 
Counsel Attorneys (SASC) Andrew Weissmann and Greg Andres , Assistant 

Special Cou nsel (ASC) Aaron Ze lins ky , Special Agent ~'-------~ 
I I and Intelligence Analyst ! ! Ga tes ' s attorney , Tom 
Green of S i dley Austin LLP , was a ls o present . After being advised of the 
identity of the inte r viewers and the nature of the inter view , Gates 
provided t he following i n for mat ion : 

b6 
b7A 

b7A 

b6 
b7C 

b7B per DOJ/OIP 
b7C 

'--------------------------------------- b6 
----------- b ?A 

Ga tes recalle d be i ng i n a d isc uss i on inv o l ving .._ ___________ b7B per DOJ/OIP 
Hope Hicks (Hicks) , and Manafort . The discussion pertained to the b7C 
possibi lity of ._ ___________ __. No one on the Donald Trum p (Trum p ) 

2016 Presid ent ia l c ampaign (t he cam p aig n ) t eam took ac ti on o q,__ _____ ~ 

I b6 
b7C 

Gates said there were campaign personnel that t ho ug ht l._ _______ ...., 
! the missing Clinton server ema i ls . The campa i gn was p lann i ng ________ _._ b6 

b7A 
UNCLASSIFIED//EOOO b7B per DOJ/OIP 

___________________________________________ b7C 

lnvestigationon 04/11/2018 at Wash i ngton , Dist r ict Of Col umb i a , Uni ted States (I n Person) 

by 

Tl:tis document. cot11ai11s 11ei1her recommendations nor conclusions of tbe FBI. It is t.be property of tbe FBI aod is loaned 10 your agency; it. and its contents are not 
to be disuibuted 0111side your agency. 

FBI(19cv1278) -19 
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b7A 
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FD-302a (Rev. 05-08-lO) 

UNCLASSIFIED//POt,e 

(U/ /~6U6 ) Interview of Richard Gates 04/11 
ContinuationofFD -302of / 2 0lS , On _0_4_/_l_l_/_2_0_1_8_ , Page 2 of 6 

-----------------------
press s t rategy , a co mmun i cations campaign , and messaging based on the 
possibility t h e emai l s ex i sted . b6 

b7A 7 

b7A 
b7E 

b7B per DOJ/OIP 
b7C 

Gates recalled conversations being held wi thin the campaign abo u t what 
the campaign could plan for in the way of emails . b6 --------'- ____ ......_ _____________ ...._ _____ ___....._ __________ _ 

b7B per DOJ/OIP 
b7C 

b6 
b7A ---------------------------------------- b 7 B per DOJ/OIP ----------------------------------------- b 7 C 

b6 
b7A 

I 

b7B per DOJ/OIP 
b7C 

I IMana f ort and Ga t es were f ocused on mi tigating hit p i eces aga i nst .__ __ __, 

Mana f ort . b6 
_________________________________________ b7A ..... 

_________________________________________ :_;_~_r 
DOJ/OIP 

June 12, 2016 - July 22, 2016 

Between 06/12/2016 - 07/22/20 1 6 _ _;_ __ -========.-----------------
.._ ___ ~IM an a fort and Gates .._ ___________ _, asking when the re l eases 
wou ld ha en . Trum was frustra t ed th e releases weren ' t ha Ga t es 
said bG l 

._----------------------------------- b7A 
b7B per DOJ/OIP 
b7C 

UNCLASSIFIED/fFet,0 FBI(19cv1278)- 20 



FD -302a (Rev. 05-08-10) 

UNCLASSIFIED//~ 

(U// ~ Interview of Richard Gates 04/11 
Continuation ofFD-302 of /2 018 , On 04/11/2018 , Page 3 of 6 

b6 
b7A 

b7A 
b7E 

b 7B per DOJ/OIP 
--------------------------------------- .b7C _J 

Gates said there was a messaging strategy being built around the possible 

content of an upcoming release . 

Gates indicated there was 

disagreement on where the information came from within the campaign . Gates 

does not recall Manafort asking Konstantin Kilimnik (Kilimnik) to reach 

out to his Russian contacts on the issue , nor did Manafort ask Gates to 

call Kilimnik . I b6 
b7A 
b7B per DOJ/OIP 

----------------------------------------- b7C 

Gates said there was also talk about how to c l ean up Manafort ' s lawsuit 

with Oleg Deripaska (Der i paska) and clean up his image in the media . Gates 

said Jared Kushner (Kushner) supported Manafort and that Manafort would 
not have l asted without it . 

July 22, 2016 

Gates said the campaign was very happy about the release by WikiLeaks 

on 07/22/2016 . Trump was i t 
play out . Gates indicated b6 

and Manafort expres ~_s_i_n_g_ e_x_c_i_t_e_m_e_n_t _________________ b?A 7 
b7B per DOJ /OIP 

--------------------------------------- b?C ...J 
there wou l d be additional information coming , however, Gates later saia ne 

did not recall ! l saying there would be mor ~~-------------------

Gates said after the WikiLeaks release on 07/22/2016 , there was a p i vot 

to "how do we use the released information " ! ! Gates b 6 

reitera t ed that he did not believe ! b ?A 
-------------------- b7B per DOJ/OIP 

Gates initially said he did not have b?C -----------------con versa ti on s with after 07/22/2016 about additional information 

becoming available , 

after the 07/22 
/2016 release . 

Late July - 08/19/2016 

UNCLASSIFIED/fft;oo FBI( 19cv1278)- 21 



FD-302a (Rev. 05-08-lO) 

UNCLASSIFIED//i?ee& 

(U// ~ Interview of Richard Gates 04 / 11 

b7A 
b7E 

ContinuationofFD-302of / 2 0lS , On _0_4_/_l_l_/_2_0_1_8_ , Page 4 of 6 
-----------------------

[Agen t Note : Manafort resigned from 
the ca mpaign on 08/19/2016) . 

Gates said the campaign was trying to work wi th t he RNC opposition 
research team . 

b6 
7A 

b7B per DOJ/OIP 
b7C 

b6 
b7A 
b7B per DOJ/OIP 
b7C 

Gates said Trump ' s comment " Russia if you ' re listening " on 07/27/2016 
was ad lib . 

Gates and Manafort spoke about obtaining the missing emails and Gates 
understood Manafort Gates 
recalled staff meeting conversat i ons about " someone out there has to have 

b6 the missing emails ." 
b7A 

--------------------------------------- b7B per DOJ/OIP 
,._ ______________________________________ b7C 

August 2, 2016 

Gates recalled that on or about 08/02/20 16, b6 __________________________ ........ ....._ _____________ . 

August 2, 2016 - August 21, 2016 

UNCLASSIFIED//~ 

b7B per DOJ/OIP 
b7C 

b6 
b7A 
b7B per DOJ/ OIP 
b7C 
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FD -302a (Rev. 05-08 -10) 

UNCLASSIFIED//~ 

(U// ~ Interview of Richard Gates 04 / 11 
Continuation o f FD-302 o f / 2 018 , On 0 4/11/2018 , Page 5 of 6 

Th ere was ...._ _________________________________ __. 

st i ll a mor e gene r al foc u s on Cl i n t on ' s miss i ng ema il s amongs t the 

ca mpaign team . Gates said no one u sed land li nes because th ere were 

wa l ls . Eve r yone used cel l phones . 

no 
b6 
b7A 

b7A 
b7E 

7B per DOJ /OIP 
,_.....,--------------------------------------- b7C 

September 2016 b6 
----------------------- b7A 

___ G_a_t_e ___ s ____ s_a_i_·d ___ d_u_r_i_n__. ......................... ___________________________ _,,_,7B per DOJ/OIP 

b7C 

t he upco mi ng i n f ormation na rr a t i ve . ...._ _____________________ ... 
Gates ' s involvement wit h the c a mpai g n bec a me li mit e d du r ing t h i s t i me fr ame 
and he b egan to work wi th t he "d i gi t al folks ." 

October 4, 2016 

October 7, 2016 

b6 
b7A 
b 7B per DOJ/OIP 
b7C 

Gates was no t aware of conversa t ions r ega r ding th e ti ming of Wik iL eaks 

re l e a ses a pp roximate l y 45 min ut es a f ter the Access Hollywoo d t ape hit t he 

me d ia ._I _______________________ ___.I b6 

Rest of Octobe r 2016 

b7A 
b7B per DOJ/OIP 
~ 7C 
I 

Gates said the RNC wa s looking t hroug h th e re l eases . The c ampaign wou ld 
p ul l p r ess re l eases toget her based on RNC research and med i a research . 

Th ere was sti l l a pursuit of the missing ema i ls by t he campaign . 

UNCLASSIFIED//~ 

b6 
b 7C 
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UNCLASSIFIED//POt,o 

(U// ~ Interview of Richard Gates 04 / 11 
ContinuationofFD- 302o f / 2018 o 

---------------------- ' 11 

UNCLASSIFIED//POUO 

_0_4_/_l_l_/_2_0_1_8_ , Page 6 of 6 

b6 
b7A 

b7A 
b7E 

b7B per DOJ/OIP 
b7C 
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b 7A 
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b7B per DOJ/OIP 
b7C :;:::::: 

•:•:•:•~ ..... ·· •· .~ ······ .. --·.•.•·"--..... ~• '.~•······· •,• . ·r \· 

b6 
._ .. b7A 

b7B per DOJ/OIP 
......... b7C 

b6 
b7A 
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UNCLASSIFIED//.WPO 

FEDERAL BUREAU OF INVESTJGA TION 

Date of entl)' 11/09/2018 

Richard Will iam Gates III was intervi ewed at the offices of Sidley 
Austin LLP located at 1501 K Street, N. W. , Washington, D. C., 20005 . 
Present for the interview were Senior Special Counsel Attorneys (SASC) 
Andrew Weissmann and Jeannie Rhee , Assistant Sp ecial Counsel (ASC) Aaron 

Zelinsky , and Special Agents l ~ 
Gates ' s attorney, Tom Green of Sidley Austin LLP , was also present . After 
being adv i sed of the i dentity of the interviewers and the nature of the 
interv iew, Gates provided the following information : 

June 12, 2016 to July 22, 2016 

[Agent Note : According to open sources, on 06/12/2016, Julian Assange 
(Assange) said during an interview on British television channel ITV that 
"we have upcoming lea ks in relation to Hillary Clinton ... we have emails 
pending p ublication , that is correct ." Assange did not specify when or how 
many emai l s would be published . ] 

b6 
b7A 

b7E 

b6 
b7C 

._ ________________________________________ b7B per DOJ/OIP 

b7C 

I Trump was generally frustrated Clin ton ' s missing emails had not 
... b_e_e_n __ f ... ound . I 
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(U/ /Fou ,....... ....... ...._ of Richard Gates 10/25 

ContinuationofFD- 302o f / 2 0lS - , On -------.J----------------- _l_0_/_2_5_/_2_0_1_8_ , Page 

b6 
b7A 
b7B per DOJ/OIP 
b7C 
b7E 
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Manafort was having Gates periodically call _! ___ ! to check in on where 
the information was and when it would be coming . 

Gates recalle d a conversation wi th ! prior to 07/22 
told Gates WikiLeaks wou ld be dropp i ng infor mation 

ir----------------------------------------- .b6 
b7A 
b7B per DOJ/OIP 
b7C 

Gates sa i d t he Ru ss i a -----------------------------the ory was in cont radicti on to the "i nside job" theory that was floated 
later . 

Ga tes said a messaging strategy 
timeframe surrounding the upcoming 

was buildin this strate 

was being built in the June/Jul y 2016 

release of information .~'---==-----' 
with Manafort also involved . 

b6 l 
b7A 
b7B per DOJ/OIP 
b7C 

Clin ton ' s trustworthiness at 
this t i me was low . 

Post July 22, 2016 WikiLeaks Releases 

Ga tes said the campaign was very hap py about the WikiLeaks Democ rati c 
National Commit tee (DNC) releases on 07 / 22/2016 . I I 

:~A I 
b7B per DOJ/OIP 
b7C 

Mana f o rt, I ~ere happ y fro m a commun i cations team 
perspective because i t offered a mode of def l ect ion for the campaign after 
a sink in pol li ng numbers fo ll owing Trump ' s comments about Ted Cruz ' s 
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(U//Fou 9 } Intef view of Richard Gates 10/25 
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b6 
b7A 
b7B per DOJ/OIP 
b7C 
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fa the r at the end of the Republican Nationa l Convention (RNC) [Agen t Note : 
The 2016 Republican National Convention took place in Cleveland , Ohio from 
07/18/2016 - 07/21/2016) . 

Gates said that at the ti me of the 07/22/2016 WikiLeaks releases there 
were public indications that Russia was behind t he m. _____________________________ ......_ _________ _ b6 

b7B per DOJ/OIP 
b7C 

b6 ._ _____________________________________ b7 A 

.-------------------------------------- b7B per DOJ/OIP 
b7C I 
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(U//FOUO Interview of Richard Gates 10/25 
ContinuationofFD- 302o f / 2 0lS - , On ____ .__ __ _._ ______________ _ _l_0_/_2_5_/_2_0_1_8_ , Page 4 of 8 

.__-------------------------------------- -~~A ] 
__________________________________________ b7B per DOJ/ OIP 

b7C 

Gates said that after the Democratic National Convention in late July 
2016 [Agent Note : The 2016 Democratic National Conven t ion was held in 
Philadelp hia, Pennsylvania fro m 07/25/2016 - 07/28/2016 ] or in early 

August 20 1 6 , I 

I :;: per D0J/OIP 

~--------------------------------------- b7C 

I 1Tr ump and Gates were i n a car transi tinq fro m Tr ump Tower to 
LaGua rd ia Airport (LGA) -I 

b6 
b7A 

I 

I Ga tes gathered that du ring t h i s p h one cal l I o 7B per DOJ/OIP ..._ ______ _. ~------- -..o7C • 
there wou l d be additiona l leaks coming . Gates thought this because shG ~ ~~Y 
after boarding the p l ane Trump stated that more l eaks were coming . I I 

Manafort was gett i ng pressure r egarding information , 

Manafort i nstructed Ga t es status up dates on upcoming ..._ ___________ __. 

information . b6 
b7A 

,------------------------------------------ b7B pe r DOJ/OIP 

b7C 
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Continuationof FD-302o f / 2 0lS - , On ----------------------- _l_0_/_2_5_/_2_0_1_8_ , Page 

b7E 
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b6 
b7A 
b7B per DOJ/OIP 
b7C 

Gates said aro un d this t i me Kel lyanne Conway (Conway) and Stephen 
Bannon (Bannon) were a pp o i nted to t he campaign and t here were 
conversa ti ons beh in d the scenes about bringing people on to bolster 
Manafor t. 

Ga tes said the re was a strategy t o defend Mana f ort by attacking 
Podesta . The idea was t hat Po des ta had baggage as well . Gates said it was 
unfortunate the infor mation did not come out in time to defend Manafort 
from h is ultimate departure from the ca mpaign [Agent Note : On 08/19/2016 , 
Manafort res igned fro m the ca mpai gn] . 

b6 
b7A 

October 4, 2016 b7B per DOJ/OIP 
b7C 

October 7, 2016 

Gates said that on 10 / 07 / 2016 he was not in New York and was likely in 
Richmond , VA or Washin g ton , D. C . Gates ' s primary contacts on the campaign 
at this time were l land Brad Parscale (Parscale) . 

Gates advised h e wasn ' t given a heads up on t he Access Hollywood tape 
(t he tape) , but subsequently talked to membe r s of the campaign , 
specifica ll y Parscale , about it . Ga tes recalle d the Parsca l e conve rsati on 
being retr ospec tive occurring on or abo u t 10/08/2016 . Parscale ha d tol d 
Gates he was in the room when the tape was o ut ed . Parscale described this 
as a difficult time . Gates said a reporter h ad reached out to ! ! to 
g i ve a heads up that the tape woul d be made pub li c . Gates said there was a 

b6 
b7C 
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ver eriod of time between the heads u and when t he stor broke . 

b6 
_________________________________________ .b7A 

Gates said the r e was no 
heads up to th e campaign . 

b7B per DOJ/OIP 
rior discussion about th e ta e before the ?c 

b6 
_________________________________________ --,_,7A 

.----------------------------------------- b7B per DOJ/OIP 
b7C 

I 

b6 
._ ______________________________________ b7A 

b7B per DOJ/OIP 
.----------------------------------------- b7C 
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b6 ._ ________________________________________ b7A 
] 

b7B per DOJ/OIP 

b7C I 

Gates r ecalls discuss i ons about content of the Podesta e mails after 
their release . Gates said there were discuss ions about how many WikiLeaks 
would drop each day of the 30 , 000 they had . 

UNCLASSIFIED//FOUO 
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b6 
b7A 

._ ________________________________________ b7B per DOJ/OIP 
________________________ _._,b7C 

** Gates was shown an email I ] 
containing the subject line "Trump adviser: Wikileaks plotting email dump 
to derail Hillary " ** 

Gates d i d not reca l l receiving t he aforement i oned email . 

** Gates was shown an email ----------------------------containing the subject line "Russia? Look who's really in bed with Moscow 
-- Podesta & Clinton Foundation money-laundering with Russia" ** b6 
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TRUMP ADVISER: WIKILEAKS PLOTTING EMAIL DUMP TO 
DERAIL HILLARY 
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,. 1012512018 Trump mlviser': \'./]kile.iks plottir.g erna!I .dump to derail Hillary 

: !:LECTION 2016 

TRUMP ADVISER: WI Kl LEAKS PLOTTING £MAIL DUMP TO 
DERAIL HILLARY 
Ctairns he was hacked after disclosing what A:ssange to!~ him 

Published: 08/1512()16 at 7:36 ?M 

-~.WliflG.QM/AUTHOR/JCORSl/l ~ 1 ~ 
.(!MiilQ;~WQff(jnektaily.&QU)) . I ~(hl.tfl~lOO'A~ml~\.lltl.Qu 1CQtSII? 
aR:hlye"tR1e) 

•• ~li_l!bsetibft to fO$d (nl.lD§llroyw,wnd;CQrnlaulhor/ic,,1(li£'f~i:s.jl) . . 
V•• :: ... ,. .. ,.... ................ ,.,.,,, ,..,, ._""' ·' "'"- """ .. ......,.._.,.........,.,.. ......... .,,. .... , , .. -.,,-., ........... , ................ . ,. ,, , ........... ,. ••• •••• •••• .. ••• •,.••••..,.,._......,. .................. ..,.,.,.._,,,u,,~:,:;f ,.,,.,.,,,..,.,_ ..., .. ....., ...... ., ... ,, • ._.,., 

{/ti1es,:2016toatHillary-Qlloton-JW3,iQ9) 
Hi8ery C~nttiii {Ph(>l->: 1wi1for) 

i,h,'tos N>t,ww wryd .cornt; 

~EW YORK ~ A top Trump adviser says hls computer and p.ersona! batik accounts were h.icked ir. 

iata!iation for declari1ig publicly he believes Juli~n Ass.inge of Vv'iki!eaks has a com~t of Hillaiy 

C!lnton's 30.000 scr.ubbed ·'private emails" and is preparing to release !hem t_o derail the _Democratic 
Party nominee'.s presidential campaign. · · w!kif'?a>:s--

Roger Stone. co.author of the besisefllng book "The ~t• War on 

Women·' and a longtime friend of Trump, told WNO in an intervie\~' that. 

he has communicated directly with Assange. jp1l)i!, 

·in the· next serle~ of emails Assange plans to _releas~ reason to 
believe tlie Clinton Foundat.lon sca.nda,!s wlll surface to keep Bill and 

Hillary from returning to the White House :' he sa!d. .sl<irall: 

The C/i11toris' schi> . .1IlJUQJ.lli.tllf;liw Um ~"lbitq /;{Qus& i,ni;~ 
J~ :<0osa-d (i-! 'Partners in. Crime." Order it now at 11111 WML$.Jfl}..f.U.§.I~ 
(f11.i_q;/jfil/,W§,/Q~,JYJ..l~ill.ftl..~-in-Crime -HM'(iCOver-Jcr9.rne• 
f&J:,§1). 

'Stone noted Assange 's release of DNC-hac.i\ed emails just before the · 

siart of !he party's Philadelphia presideritial non-iinati".Q wnvenfion 
C<)used Debbie Wasserman Schult! to resign -as DNC ch·airman for h.er 

f<'!voriitg Ciintor-i over challenger Bernie Sanders. 

The next batch. ·stone said. include Clinton 's cori)munica!ions with 
Stale Departmen t ak:Je.s Cheryl Mills and Hun\a Abe<fin. 

He said the hackers who penetrated nis personal bank accounts 
managed to estab lish a_o on!ine portal through which tt)ey .pagan 

stealing money before they were datecte<I .and stopped. 
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"Major portions o{ the hard drive on my comp lifer system were 

d·estroyed, erasing maybe perm,1nerit!y decaoes of em-ail contacts and 

various wrltlng prc:>jecis that were yet fn ·progress,' he said, 

Stone fold WND that while he has hired a te,im of computer experts. to 

~etermine if his lost computer files can be recovertad, he belleves much _of the damage is permanent, 

{orclng him to move into a rnor'e highly secured computer environment 

ln a speech So:uthwes! Broward Republican Organization in Florida . oubllshact Ayg...Jtby..Qfil'ig 
~rock's left-wing.ma~~1~t1la.Mru.t~{ttl.~.£ti.ttr.~rs,2rgiv1deol2Q 16/08/0Siroger~§tone• 
fa~n.fJ.rrntl~~ommyoicatjon-.iulia1H:1ssan9~1,12,!m. Stone said he had •communicated with 

Assange: 

I 

I 
:: 

~I b.~lieve the next tranche of" his documents pertain It the Cfinton Foundation, but there is no telling 

f,,hat the October surprise may be.' he said. · 

$tone told WNO ttiat Assange "plaM to drop at various strategic polnis in the pre!!idential campaigns 

!-lmary Clinton .emails involvin_g_ the Clinton Foundation that have yet to :;orfa~ publica.lly: 

issange craims the ernalls contain enough daniaging ir1formaH6n lo put Hillary Clinton in tail for 

~elling State Department 'official acts· ir'I exchange for contriblltion~ to the Clinton_ Foundation and a!; 
~ reward for Clinton Fo.undaHon donors becoming clients of Taneo, the consulting firm e_st.iblistied by · 

Bill Clinton·s VVn.iia-Hou~e 'b?dY n,sn' Doug Band: he said. 

•(nie Dernocrats are right to ff!"ar Assange ·s Ii.ext email _drops will be devastating io Hillary.' 

&tone , i.!Lan...lo.to. Wars interview last Friday with Alex ,iones illl!os:11wwc!loutube,coqj,watch' 
~,,YOKHmygM!tJ;) .. first disclosed_ his cornputer and bank accounts had been hacked, 

¢m,ton Foundation conflicts of Interest 
~ . . 

!~ May 2013: Politico .ru.Qke the st<,u.yJ!ill~v;politic;o.r,2rnistofYi2013i051h,ima•abadin•consu!laot
~!.ate-Q91503l that longtime H(ilary Clinton aide Huma Abedin spent her final months at the $!ate 

l'epartment working as a '.special g_overnmant employee.' ln a parM lme coOsuttancy, beginning 
4·uring her pregnancy -in the summer.cf 2012, while s:h1_nvorkec,I secord job as a part-for.e consultant 
1b Teneo. · · 

·f be Ne1>, York Post in Se9temoer 1013 (b!tos·111iyRQ~.coo1-'.2Q1 ~L™•l.t~~h~Q~~Q..~!llm:te.: 
.i,Ui~:lio.:WY.:Jt~I) reported Abedin was being paid $355,000 .is a ®nsuffant to Teneo while receiving 

i '.135_000 ln government psy as a part•time consultant forHiifllry Clinton. · 

±h.QJ,Y.e_:wngton Post revealed io ao article oubtished M9..Z:.~~ 
(tutQra·tl:t/.JJ.>tt..'li.astiingtQoP~t..®mtRQli!.~v-hum.<1::.~l}.~<lJ.tt:.QP...~Lii¾!d-at-the-wntor-oHbe•d•ntoo
Jni11ersei2015JQ8/27tq1099aee-4o3:M1 e5-9Q2f•3~e9219e574~ ston'.ht®J that Abectrn actually Mid 

f~ur different jobS simultaneously. befag paid also by the Clinton Foundation. where stie was a 

~ntractor preparing for Hillary Clinton '~ f!Ventual transiH9_n from the State Department to ihe charity. 

~st Thurs<:lay. Qlli.r.~g.Qlt~.Q.(h..ttg.:ilA'().'fJ.'t,J.~~ln.,~ml.gQJ.§&WJLR.QJi.Qi41i.hill~!Y.:$:~)n.t2n.:i<91:.G.hmJ: 
rr.tlll~) Mills, on Juno-19. 2012, wtii!e serving as chief of statnor Secre-ta1)' of State Clinton, !raveled 

tp New Yori< to interview candidates for lop jobs in the Clin!on Fo1,mdati,.in. 
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ilThe tangled web' 
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lasfSeptember, Citji.ens Ur1lteq QUl>lished Uiree fr~d~m ~ IU.fQ!tMtirul.Ar..l.~ma.iL!:~le~$.~ 
Jn.ttp;/,\V.\IW.C:~iZ<jMSUQited.org{press-releases.asrp;?artide=10113} U\al yielded dozens. of Hillary 

Clinton emails !hat documented Mills. and Abed in had been i.n regular cont,ict with both the Clinton 

f oundatlon and with Doug Band via hls ·email at his consulting finn. Teneo. · 

lhe decision by Citizens Unlled. to publish the emails rn their entirety triggered a firestorm 01 criticism 

fn the media. David Bossie. founder of Citizen .s United, ,lild..lt\!L~ro»ilu~h.~~9l~tj wet) t!J.at.l~ 
the Sta\e Deowme.o.t.Tu!lfil!, and the Clinton Foun<,tation: 
ltttruUl~~'.&~~lliogi2n11~mlR9.lltksi..lJ.Q~:llmn.~~J.tin:.QR.o,:1a1..~2:.aHtl.~~-~a.lfil.:Qf:l-ti1.L--Qin.~ 
liniverse120·151oei27!cd099eee-4o32y11e::,-902t-39e9219e574o storv.l:!.tm!J 
~ . . . . 

;The Glinton Foui1dation had a direct line tc Hillary Clinton's for.mer chief of staff at the State 

pepartment.. seeking her advice on lucrative spe~king invitations fer former President Bill Clinton 
putside of the depaMment's normal ethics precess. according to emails Iha! s.urfaced ln a federal 

~wsuit," reporter Rachael Bade w rote 111 Politico on Sept, 30, 2015 , In an articletitled "Clinton's chief 

◊f staff gave advice to Clint,:m Foundation.• 

~Foin1dation offidalssought guidani:e frotn Chery! Mill~. a longtime Clinton la,v.yer and friend, oh 

\;.,nether the formar presldent should accept paid speaking gigs in countries that col1id have 
presented public relations problems, including a North Korea appearance that lhe n.onprofit-sakl 

fm1aiy Clinton's tmither was pushing, tne emails show: Bade continued . 

ioting that Mills sat cm the Clfriton Foundation board before becom\rig the State Departmeofs No. 2 
~mployee ; Bade commented that ' M!lls' involvement with scrne of the most sensitive speaking 
tequests shows that'top founoation officials fe~ comfortable seeking_a.dvic;,~ directly frorn Hillary 

t;;linton's closest adv.iser and consulted tier privately on speaki1ig requesis involving hundreds of 
thousands of dollars. " 
~ . . 

$ade atso reported that the aitomey for Mms. Beth Wilkinson, a partner at Paul. Weiss, Rilkind. 

¥vnartoli & Garrison tLP, argued that 11er client simply gave advice and dld not officially approve the 
~rrangei}')ents, insisting no Stale Department rule~ had been broken. ,. 

{/\ member cif Hillary Clinton's staff at the Department of Siate emalleo classified iiiformation about 
the government in Congo to a staffer at the Clrnton Foundat!on in 2012 ," wrote Alana Goodman in a 

~!lli.Wb!l[ 2015 Washington Free 8ea99n jlrticle c.ornmenting on one of the 9rnai¼; Citizens Unil53d 
k,1m!i~b,e.~(b1!Jti~~~2n.~2.ll1£R.rai.lii;.~~!in.t2n:.a.~a:!fili.:.(j~~~n.:.Vlittl:.&u.nlt.all211: 
eq;aH-showsl,) 
~ 

$oooman reported Mills .sent the email to the Clinton Foundation fom.ign policy dire!;lor. Amitabh 
l)esat on July 12_, 2012. con1mentln9 that the FOIA•re!easeo email hsd been partially redacted 
~ecause it inc;itided ''foreign 9overnrnl}rit h;formauon· that has been cla!.isif:ed as ·confid.entia!" by t.he 

~tale Ciepart111ent. 
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\•rhe i'Yiessage coukl add to ccincei:ns from ccin.gressional and FBI investigators about whether former 
:~ecretary Clinton and her aides niishanclled classified infomiation while at ttie State Department.' 
'Goodman reported. 'The email, which discussed the relatlonship between the governrnents in 
)'twanda and .the. Democratic Republic of Congo, was origlna!ly dratted by JohM!~ Carson: IM Slate 
i/:>epartrnent's B$SistMt secre\ary for African .:iffairs, who sent it to Mills' State Oepa1in1ent emall 
address." 

!Goodman further reported I.hat Mills laterforwarded the full.message to Desai a.long with "talking 
;points'' for former Pre,sident Bifl Clinton shortly before he was scheq~leci to visit _the J:~tort 
. ~ ;. 

Vo•,;~ ,~-~,... •~•~nnonnn ~nn•nnnn • ~ nn •~ •• •• •• ••• • ~ •• ·••• •• •h uo , u • • 

YOU MAY LIKE 

I 
)j 

~he's Been Delivering Pizza to 
f:lim for Years, Then.She 
rlook~d Inside! 

Or1vers with No Tickets in l 
Years Should Po This in 2018 

!ii.mR:ci~ 
Th.eso Photos Taken Before . . 

Tragedy Will~& You 
Breathless 

iiis Kid, {lnty (fl(reods.revcon1entcomlciic-k.php? R¢portUy lliJm.iyf~'}!:rin! 

(h1rends.reVcoorentcom/dick.php? tJ:ofll,jk¾.!B%ZSABFNCCPSt4eUZXF (//(reocts.revcont@nt.com!cHcl<,php? 
d~WAli0LLi8lvgN14PpvFyO5ze9tjkXI ~ d:.bnHr.Y2ylJ!>7{L~~~ 
ii 1 

·=· 

I :: 
': Jlffiilli: 

1bonic 'Forrest.Gump' Scene 20 Details from 'the Munsters' Nevet Befor~m!_~ 
8as One Ridiculous Flaw No That'll Make You Miss the '60s Woodstoc~ Pies Show the 
qne Notit~.ed TJeililcha,-:er Real 1969 ~ 
OOnaos (.~ll)' (//1.rends:revcor)!entcomlc!iciqihp?° LiYes!!y 
{thrend-S.(Ewc:-0ntentcomlclick.php? d"'ERAcJASpPXAeSPlfed~WJ.KZBJg (i,'tr~1ds.revcon~. -~? 
dioX;<AbRRM'4ppa!2jaZz5~•r1Xri%2FiK do:xvllH09FAOjpjd1dJBl0Qq:U6v8Se· 
~ .. . K 

1RENOING TODAY :, . . 

:Dlirnuvith NQ Ii1.kmun.:3..Y.iru1Shmtld.Q.Q~Jo.W.a 
(.i11rends.revgQniQ.ti.!&QIDl~R.!Jlfl 
§.=1..!;.li£.i9~~:'.'u,.$~!l!Btg RY.1.~n1Q.M~?.-.--~.\lil(l[ln8i~-~Q.~U.4.\l9.D.o/..4!:l!J!JL'l~ll9 i'.IQ.~i'.l Jl_l:g_%i2EQXc.flli-1S..Q.8l.lhJo1,vil_L 
~\'e!(jlk~!e 

{Q11.ti;_H_9..w-.-.MMy::6.2i..!3.l~.\!~t§.~ .. C.ln __ '.(Q!J .. N~m~1 _({Ltmhd~;!.Q.Y.~1<nle.r:i.t&.R.'D!£:J];;!\.,Q!:JP,l 
~ .. l0%2BPINWxr9Pj~c3i7AlV\dQjS)nnwL1q:?,bs\,VJ%2fiG1Yq~jafil{gfilW!21nu£9EROT3 \%2fi~ 
$owsM!wlir~s . 

bo This Immediately: to Get Rid of Nail Fung!!i..(lt'!i Genius!) 
h!irends.rmiwntf.lntcom/c;Uck,rum.Z 
4!£y1,!aK4!APPcomJ7j1%2cuPDTr)SdiM4eR%Zfd4nmaCAFr9%283XQiOsge9W61.1ljt3t0mifjqY8qfAYevyf!ill' 
F,~ll\iUS Cl«;11 

~an.Qruiiu:lil.Sfill~ .i!LUM~.rui;Qllt~uU;2mML<t"JlllR1. 
d:.:i3waTohXtAz~{,2Bl.dbql.reH4p5t6i<MsV\/LsQdd31u9.q1 aPR4rKzSCV2UMIQG11FoshttGcjCJs!Rzrl.:Y1;1c'llt!w)t 
1!,f.ll&Ja<:Y R!!J)Ol1 . 

Becca Longo Could Be the First Female Nf) Play,M .(lftrends.revgmtent.r,pmfclick,~~Ql 
~gQMm<)2Qt\'1!J!1Yg!]rn4~~fW~Mfillill.~Q.S.l..%1rs(Q~j~,lI§g_ez.1 •. zi~?~l).t;_%~~1lIT~Y.3iQ.Qll§W&!<N 
$,l.>wtsC/:<!W . . . . 

FBI( 19cv1278)-54 



., 
~: 
i ,,,• ••u •••'• ••••,• 

topular In the Community 

I 
]i 

(http$:l/oynan1ic

Jdn .spot.im/yad/optout.htrnl) 

,. 

'TAANS<iENPER' IS A 

POLITl(:Al. USl', NOT;,. 

Anlt~Hi>ltcut 

3<1 

The go,,ts on th~ lef; 
will mNer tie-satii,fie .:. 

fRHPOMFROM

!UUGION fOUNDATIO, ,.. 

M~n~s.i s~d~roff 

,!h 

nw FFRF as well ,1s 
()ther llner,1L 

~o !.$; Read ow ~!scuss!on. QUidef=nes /tg\scliss,on•Ql!<delinesD before commeotlou, 

FBI( 19cv1278)-55 



r-----------------·-·· .. ·· .. ··· ......................... ---------- -----------··· ··················---

IBlfil. (HTTP-//S\,JPERSTORE.'NND,COMIWND•WEE!:<LY·f REE-SAMPLEl t t,:lqNTHL Y {l:!D..:e.:.@l.lf~f§IQRE,Vlt'!..Q.CQMIWND-INEEKlY· 
MONTH·I O·MQNTH) ! ANNUAL tHTTP :liSUPERSTORE)fyND,COM/\:YNP·WE~Kl;Y· l ·Y~AR-~1./.fil!CRIPTK)M 

,........----------------- -- .. ·--· ................................................. _. __________________ ......, 

~!L~lW.RtfilUHTTP:11$\,lPERSTPRE.WND,COtviM'H!STLEBLO¼'f,R•MAGAZINE) t ruIT..iHTTP;IISUP-ERSTORE \'.)INQ.CQM1YvHISTLEf!LQ\I.Jf;& 
MAG~lNE•GIFl'J I ~(HTTP;ft§.VJ:.!;~.\/\/ND,C.OMtffllSTLEBt,OWEH·MAGAZINE-RENEWALI 

SECTION/i 

~ 
!t:JIIe}~~'t'!M.Q!Jl 
tA®!.m'.:al..J:!1/1 

~l)\l~A,.QN 
~1t1'..~J'f<;7ii;._"'.i.,•J,.!:_'iNT!.CPM 
W§.WQl]g.ll,Hp@ 

.M.Q~'t: 
{tlU.P.§,/o.~~6.'W,':l-1.tiQ,Q.O.M 

(!IY1' Rsm]'-l~ . 
!i<Til>S:h) .. WW.WNPPOAA 

swue,es 

B~~ 
{!-:'-T.T.?.§it;.\".6'Y1.,'tm.Q,.C.QM 

!1..~~!Lt.Q.J.t!l:Ji.Ql!JHl 
iflTT?S:/1',W,"ll,WNQ.!:QM 
TO.THE:f.OITO.'-ll} 

RESOURCfS 

k\'tiQ.~.QQ.~i 
ttiITf!;/N-/.@.f.l®~$.,W.l'!f.! 

W,'!!STt!;ttl,S):i,_~!H~ 
ill.r.r£;JLS...~M.!.Q.R.U~~ 

CONTACTWND 
• AdvertisingJn..q~ 

fil!.t>Ject==adyartisii;ig) 
• ~Qt@C!iQ!JS ll@OtaCl·V£Odf? 

fil@}!,!ci='corrt,;clions) 

• Email to tM Editor 1~ 

wnc;l?g.ubjeg.=emal!) 

• ~~(l.GQ!ll~g;wngr? 

fill.bject=tio~) 

• .Tu,~timsmiru_~{Lc...~ct•vm~!f1 
rumrect::testimorian 

• Q,.,s!its1LQM.(Lq,.ntackwnd1?: 

filtl.?ject:=::g~) 

FBI( 19cv1278)-56 



F,oo~: 
5(t r;,t~ 

)o : 
({'.': 

b6 --,
b7A I 
b7B per DOJ/OIP 
b7C 

Russia? Look who's really in bed with Moscow 
H!llary campaign chief, Clinton Foundation, in deep on 
internationc¼I money-launde ring 
Pdb!ished: 15 hours ago 

ELECTION2016 

FBI( 19cv1278)-57 



JlECTION ;'.016 

IUSSIA? LOOK WHO'S REALLY IN BED WITH MOSCOW 
HJ!11,1ry campa ign chief. C!ln(on Foundatfon, in deep m, intematkmal money-laundeling 

P.follishoo: ·101oor.2n16 ..it 827 PM 

JEROME R. CORSI (HTTPS:/ /WWWWNO.COM/AUTHOR/JCOR$J/) About I Em.ail 
{Oll!llm:ic9rs1(,ywnrldnetctai!y.c,1m) I t1rcniwr (htlr.s :l/\'.1ww.wnd,tom/ati!hor{ji:ors~i·~ 
~rftJ.Y.il:.:1J1l<'.:) 

NJ</ YORK- Hillary C!lnton's presidential campaign man.iger; John i:>odestcJ, Wl¼S 1l%t¥WJ9li~ewtivo 

bo~~'d of <ii client of !he Panamanian !.aw firm Mossack Fons~ca, which is at the hea~
1
?\:tie .tbs! 

PafJimm •. EllP..fil§....(N.!P..1.;!lQ!i.rm.mk!PJ!R.ltm.J~iiJ1m!} Investigation i'ntd massive global offs'floffmoney-

The ,:omp,my for which Podijsla served ;rn a board member. Joule, 

also receiv1~d $3~ it\illion frorn a Putin-connected r~u~IM~govemment 

fund at the same trme than-Secretary of State Hmmy Clintcm 
. . 010-')~'{· .. 

s1)earhe,1ded the transfer of U.S. advanced technofogy-;·some with 

military vses, .~s p:i!rt of her "r.eset• strategy with . Russ1·a, ~. cori1i110 tA a 
. . . . _ . a1,n rmng.J41WJ·).-

filPQ(t titled ·From Russia With Mon~v'.:.(tillp://w,,,M',(l:::sl.:: . 
l.,ruglui2Q1 fi/Q§LBin:mct •SkQlbvQv9-Q~Ot2Q1 !} -~) re!eas~id in August by 
the GPx~.rn.m~r,.L.&.@1.l!lli!m.li!)'JMilll,!!ll.(b.!tP.:{lwv-1w,g:::sl.::Llrrg~)
·•c!inton Cash'' author Peter Schweizer is president of GA!, and Steve 

Bannon, the CEO of the Trump campalgr\, is a director , 

lfJ.ft.£!iaJ.Q!l.~'.JJQ!.!JIQ({Q!).Jii.MR.9..li.~g.iuj~lQ.m.tt,.QQ.W'.:$. .. :e.~r.!GfWi . .i!.l 
f,1/.ftlJY;.Ill.~~'Jfa!,Qa,,~' $.91)JU!..VlJQ..MQ!1fl(l?.c~-U1.ft.•.W..hi!<3..l:!1iu~.[<K 
f!JttJiflllBlJ!LQf.,t, :'.;fl~.i.l.<1,Jll.fl ~Ufi~_k'i[:!J.)_§..t!R.~J~JQ!:ftl 
(ft.tJf,!;/l~J.!/2.QBi!.◊L:~JYIICLQQ!J)f P,1J:f.~.fi?d!).;,.,Qd.[!l.~ti~J..{i_f;...Q..'{fJ[;:.fm/1!1 

prgmm;mfo ::::fil._QB.:...Y). 

Ttie Russian entities that il.Jrmeled mor,ay to Jo1.J!e and ils related 

com1)anies, and u!tirnate!y lo Podesta. inctuda a .controversial Russian 

investor Wilb ties t.o the RuS$ian govemmEmt, Viktor Vekseloerg , .arid 

his RtmovJ Gmu·p, a Russi;.'ln conglorne'rate v.-ith interests in on, energy 

and te!ecommur'l!c-..ation, 

Vekselb§f'9.ku!J~Qi.m.lrr.temhfil..9f B,ufilliJ.!.lQ 

.(ti!!R.JL~1~r@.s.in,rwmacilL@m!'.g9_fi!_v.lts..l~R.i?.!sf.'BJl.UQY.a), the Rvssi~m 
State lf\vestmont Fond1 as woll as president of the Skotkova 

Foundation , narned for Russia\, ver-,ion of Si!ii.:on Va:ney. FBI( 19cv1278)-58 



Tnf <,3overnment A~untabifity lnslitut¢ report noted Joule was a new company, founded In 2007. 

pic~1,eering a tecl"iflology hasod on harnessing. solar energy. Podesta consulted for a foundation run 

by:pne of the investors in Joute Energy, Hansjoerg Wyss, who in turn was <1 major Clinton 
F<i9.ndatim, donor. 

Thi report.dccwnented lhe Wyss Foundation ·nas niven from $1 mimon to $5 million !o the C!ln!on 
Fof],idation. Podesta was p(lii.i $87,000 t>ythe Wyss Foundation ,n 2013, according to federal I~~ 
reJhrds, 

!.n i1Js 2014fooeral m~vermnont disclosure filing. Podesta declared he. divested stock. options frorn 
Jofo11. but lhe disclosure does not cover the vears 2011~2012. 

0 • 

Joie Global S!ichting was established in Ams.terdam 011 March 14, 20.·11. 

Pole sta joined the company's executive tioard on June 25. 2011. J-0ulE: Siichting is a foundation, but 
it'i] ,otstricUy a foundati◊n i1, tha charitable s1mso. A found.atlon of thi:s type, a Dutch &ichting, is a 
po_ijular means for reducing Me's tax b1mfert, m., ncte'ii on the web.s1to of ttm Panamanian law nrn, 
Mq~sack Fonseca. 
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Thi · Govemment Accountability lnstitute c!ln c!uded that altho\.rgh Podi!c.~ta is list(id ori tho corpomte 
ret%ros, he fafloo to disclose his rnembership on the hoard of Joule S!ichting in his feije.ral llnandal 

disflosure fo_rms wt1en he joined lhe Obama While House as a sen!or ndvi~er. 
0 . . 

Twp_ months aftar Podesta joined the board, the Russian government i1westment fund Rusnan-o, the 

Ru{:sl<.1.n Corpora1ion of Nanotechnotogi$S, founded by V!Mimir Putin In 2007, anno1.1nced I! would 
iiwist up to S35 milllon rn Joule Un!!r111ted. 

on:;Aug. 1, Batirnm i.311d Schweiwr co:.:wthomd a flre!lbart,com efticw titled "B~P..rut.J:illl.a.rY: ... G.llO..t.Q1($, 

.f&ffiR.ill9!1Mi!t!ilg{ir ,John Podesta Sat on Boarg i>f ComosmyJ!ll!1..fu.\gg!li!.,$3& m@on fmrn Ei.illn:: 
QQ.ct~ecnid Ri1ssim:i Goyemmen! Fugo.·· {btto·/twww,broitbart.com/2012:P..m.$.\.®.o.ti.al: 
ruc!12016108101 treoort-nma tY-clinto us-cam oatg !l:ID9!:-)Qilfr:POctesta-sa! -i:1Q.ilil:.C.runRfil1Y.:Q.699il\i:~.5.: 
mi@J1Mmtin-connected-n,1ssian,govt-funct-,1) 

-r~i GAi investigative report. .says it's Llnctear how much, if any, money Podesta made. The reason: 
Po{{esta was on the board of three. joule entities, but <mly listed two on his disclosure; !he most 
im@rtant entity, Joule-SticMlng, he d!d not 11st: Bannon ilnd Schweizer nofod. 'Why Pod€!Sta failed 
lo (#•ieal, as required by law on his federal financial disckisure.s. hi~ mornbernhip m1 the b,"l<lrtl of this 

otrJ ore company is presently unknown ." 

Ba6.non and Sehwe!ze(furlher reported flows of funds 'fror11 .Russia durlilg UW "reser to Podestll • 

coaj'lectod entities apparently didn't end with ,Joule Energy, as l"odesta's far-left lh!'nk tank, Center tor 
A~rican Progress. CAP, too!< ln $5,25 mil!km from the Sea Change Foundalfon between 2010 and 
20{~. The Sea Change Foundal!on, it tur11s out, ti.es into various entities specif!c::ally' narned and 
lnvfsligated in the Panama Papers, incflidlng Klein Ltd. and T'roika Dialog Ltd. 

it 
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b7E 

FD-302 (Rev . 5-8-10) 
- 1 of 15 -

FEDERAL BUREAU OF INVESTIGATION 

Date of entl)' 11/09/2018 

(U) On 09/ 18/2018 Specia l Agents (SA) I 
l I Intell ig ence Analyst ""'I ___., _________ .,.l_A_s_s_ i _s_t_a_n_t_ S_p_e_.c i al 

Counsel L. Rush Atkinson , Senior Ass i stant Spec i al Counsel (SASC) Andrew 
Goldstein and SASC Jeann i e Rhee interviewed MICHAEL DEAN COHEN (COHEN) at bG 

his attorney ' s offices at 655 3rd Ave , New York , NY. Present were COHEN' S b7C 

legal counsel , Guy Petri ll o, Amy Lester, and Ph il ip Pilmar. Additional l y , 

Assistant United States Attorney ! l and SA I I from 
SONY and FBI NY attended . I n the presence of his attorney , COHEN reviewed 
and executed two proffer agreements , one from the Special Counsel ' s 
Office , attached , and one from SONY, which was retained by SONY. After 
being adv i sed of the i dentities of the interviewing SAs and the purpose of 
the interv i ew , COHEN provided the following: 

(U) I I bS Per DOJ/OIP _ ___. ______________________________ I 

I The TRUMP ORG wanted to terminate any deals that had to 

I 
of the Presidential Inauquration. I I 
I I 

bS Per DOJ/OIP 

b6 
b7C 

(U) COHEN found ! 

on the list - 1 

!TRUMP TOWER MOScobS Per DOJ/O IP 

lnvestiga tionon 09/18/2018 at New York , New York , Uni ted States (In Person) 

File# Date drafted O 9/24/2 0 18 
..... ~========================================~==-.------------

by --------------------------------------------

b6 
b7C 
b7E 

Tl:tis document. contains neither recommenda tions nor conclusions of tbe FBI. It is t.be property of tbe FBI and is loaned to your agency ; it and its conten ts are not 
to be distributed outside your agency. FBI( 19cv1278)-63 
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ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 09/18/2018 
------

b7E 

, Page 2 of 15 

bS Per DOJ/OIP 

b6 
b7C 

bS Per DOJ/OIP 

b6 
b7A 
b7C 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

b6 
b7C 

bS Per DOJ/OIP 

I 
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Continuationo fF D-302of (U) Interview of Michae l Cohen , On 09/18/2018 
-------

b7E 

, Page 3 of 15 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

b6 
b7C 

bS Per DOJ/OIP 

(U) The use of t he TRUMP ORG' s "par t y l ine " wi th respect t o Russia went 

bS Per DOJ/ OIP 

b6 
b7C 

(U) COHEN spoke t o TRUMP abo u t TRUMP TOWER MOSCOW and Russ i a as soon as 

b6 
b7C 

bS Per DOJ/OIP 

0/ 278)-65 
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ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 09/18/2018 
------ , Page 4 of 15 

b5 Per DOJ/ OIP 

I 
b5 Per DOJ/OIP 

(U) TRUMP asked COHEN in March or Ap ril 2016 if anything was ha p p ening 
with Russia - I bS Per DOJ/OIP 

bS Per DOJ/ OIP 

bS Per 

I 
bS Per 

(U) TRUMP' s July [27 ), 2016 statement was untrue . In July , COHEN spoke to 
TRUMP about the statement . TRUMP told COHEN they have no deals in Russ ia. 

DOJ/OIP 

DOJ/OIP 
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FD-302a (Rev. 05-08-10) 

ContinuationofFD-302of (U) Interview of Michae l Cohen , On 09/18/2018 
------- , Page 5 of 15 

COHEN thought TRUMP justified saying this because TRUMP TOWER MOSCOW was 
not a deal yet . TRUMP said, "Why mention it i f it is not a deal? " I bS Per DOJ/OIP 

b5 Per DOJ/OIP 

(U) MEGAN TWOHEY - New York Times 

(U) COHEN met MEGAN TWOHEY, a new reporter at t he New York Times , thinking 
it was a friendly meeting for the two to get to know each other and not a 

COHE sit down i nterview . Th ey met at ;....----=====================::::::!.-----, N recalled MEGAN TWOHEY! 

b6 
b7C 

bS Per DOJ/OIP 

b6 
b7C 

b5 Per DOJ/OIP 

COHEN told TWOHEY the p ro j ect ended in Januar y 2016 and was not feasib l e . 1.-------------------,1 
b5 Per DOJ/OIP 

b7C 
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b7E 

ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On _0_9_/_1_8_/_2_0_1_8_ , Page 6 of 15 

was part of the script TRUMP , HICKS , and KELLYANNE CONWAY (CONWAY) came up 
with months before . It was the party line to dis miss t he notion . 

bS Pe_; DOJ/OIP 

I r oHEN p r ev i ously talked abo u t this script with TRUMP. COHEN 
did not tel l TRUMP he t ho ug ht t he script was untrue because TRUMP already 
knew it was untrue . l 

bS Per DOJ/OIP 

b6 
b7C 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

I 

b6 
b7C 

...._ __________________________________________ ...., 
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ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 09/18/2018 , Page 7 of 15 

I 

I 

-------

bS Per DOJ/OIP 

bS Per DOJ/OIP 

I 
b5 Per DOJ/OIP 

b6 
b7C 

bS Per DOJ/OIP 

(U) Th e source for the August 20 17 Washington Post artic l e about TRUMP 
TOWER MOSCOW sounded like it c ame f rom COHEN. COHEN was ho ld inq to the 
script t hat it was abandone d in January 2016 . I I b5 Per DOJ/OIP 

bS Per 

I 
b5 Per 

I 
b5 Per 

(U) It was not COHEN' s idea to wr it e a letter to congress about TRUMP 
TOWER MOSCOW. The statement was put out to piggyback off of JARED KUSHNER 
putting out a statement before . The release was to shape the narrative and 
to let other people who might be witnesses know what COHEN was saying to 

DOJ/OIP 

DOJ/OIP 

DOJ/OIP 

kee the same messa e . Thi s was KUSHNER' s a roach to ...-----. 

b5 Per DOJ/OIP 
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bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

I 
(U) COHEN l earned the message to have th e Ru ssia investigat i ons end ear l y 
from disc u ssions wi th TRUMP, SE KULOW, I I The discuss i ons occ urred 
shortly after , in the days or weeks following , t he appointment of t he 
Specia l Couns e l. I t would have been May or June [20 1 7] . The discuss ion was 
to not worry , the investigati on would not las t and would be over by August 
-- August became December and t he House and Senate investigations ha d not 

bS Per 

bS Per 

I 
bS Per 

b6 
b7C 

DOJ/OIP 

DOJ/OIP 

DOJ/OIP 

b6 
b7C 
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ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 09/18/2018 
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b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

I 
b5 Per DOJ/OIP 

b6 J 
b7A 

(U )I 
I 

b7B per DOJ/OIP 
b7C 

I 
b5 Per DOJ/OIP 

b5 Per DOJ/OIP 
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ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 09/18/2018 , Page 10 of 15 ------

b5 Per DOJ/OIP 

(U) COHEN ha d a second conversation with TRUMP! ! in TRUMP' s 
office ver soon after Fri da 22 2016 . TRUMP said to COHEN 

b5 Per DOJ/OIP 

b6 
b7A 
b7B per DOJ/OIP 
b7C 

bS Per DOJ/OIP 

b5 Per DOJ/OIP 

I 
b6 
b7A 

r'---------------------------------------- ·b7B per DOJ/OIP 
b7C 

bS Per DOJ/OIP 

bS Per DOJ/OIP 
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ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 09/18/2018 , Page 1 1 of 15 

I 

-------

bS Per DOJ/OIP 

bS Per DOJ/OIP 

(U) In preparation for his Congressional testimony , COHEN' s message had 
several co mponents . COHEN ha d to keep TRUMP out of t he messaging re l ated 
to Russia and keep TRUMP out of the Russia conversation . One of these 
points to keep TRUMP out of was this UNGA TRUMP- Putin meeting , because he 
had discussed it on the HANNITY SHOW. 

(U) In advance of testifying , t he re was a specific conversation about 
keeping TRUMP out of the UNGA narrative . COHEN was trying to be loyal . The 
investigation was not supposed to have taken us to where we are today . 
COHEN was told if he staved on messa ge , the President had his back , t he 
President l oves you . ! bS Per DOJ/OIP 

l,__ _____________________________________ ~_i_~_ p_e_.l DW/OIP 

bS Per DOJ/OIP 
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b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

I 
b5 Per DOJ/OIP 
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b7E 

, Page 13 of 15 

bS Per DOJ/OIP 

b6 
b7C 

I 
,-------------"------------------------- bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

b7A I 
b7B per DOJ/OIP 
b7C 
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ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 09/18/2018 
------

b7E 

, Page 14 of 15 

bS Per DOJ/OIP 

b7A I 
b7B per DOJ/OIP 
b7C 

bS Per DOJ/OIP 

b6 
b7A 
b7B per DOJ/OIP 
b7C 
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b7E 

, Page 15 of 15 

bS Per DOJ/OIP 

b6 
b7A 
b7B per DOJ/ OIP 
b7C 
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Guy Petrillo 
Petrillo Klein & Boxer LLP 
655 Third Ave. 
22nd Floor 
New York, NY I 0017 

Re: Michael D. Cohen 

Dear Counsel: 

U.S. Department' of Justice 
The Specia l Counsel's Office 

H'ashi11g1on, D.C. 20530 

August 6, 20 18 

You have ind icated that yo ur client M ichae l D. Cohen (here inafter '•Cl ient"). is inte rested 
in providing information to the govern ment. 

With respect to the meeting between the governme nt, C lient and yourself on August 7, 
20 l 8 (here inafte r "the meeting") , th e gove rnm ent will 6e repres ented by individua ls from the 
Spec ia l Counsel ' s Office and the Federa l Bureau of Investigat ion. The te rms of this letter do not 
bind any office or component of the U.S. Department of Just ice other than those identified in the 
preceding se nten ce. The fo llowing terms and conditio ns ap ply to the meeting: 

( 1) THIS JS NOT A COO PERA TlON AGRE KMENT. Client has agree d to provide 
information to the governme nt , and lo respond to questions truth fully and com pletely . By rece iving 
C lies11t's proffer, the gove rnment does not agree to mak e any mot ion on Client's behalf o r lo ente r 
into a cooperat ion agreement , plea agree men t, immuni ty agree ment or non- prosecution agreeme nt 
,vith C lient. The govern men t makes no represe nta tion about the likelihood that any such agreement 
will be reached in connection wi th this meeting. 

(2) Should C lient be prosec uted, no state men ts made by Client durin g the meeting w ill 
be used agai nst Clien t in the government's case-in-chief at tria l or for purposes of sentencing, 
except as provided below. 

(3) The government ma y use any stateme nt made or information provided by Client, or 
on Cl ient's behalf . in a prosecut io n for false statements. perju ry, or obstruction of j uslice. premised 
o n state ments o r actio ns during the meeting. The government may also use any suc h sta temen t or 
information at sen tencing in support of an argument that Client fai led to provide truthful o r 
complete information duri ng the meet ing, and , accordingly: (a) that under the Uni ted States 
Sentenci ng G uidelin es, Client is not entitled to a downward adj ustment for accepta nce of 
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responsibility pursuant to Section 3E 1.1, or should receive an upward adjustment for obstruction 
o(justice pursuant to Section 3Cl. I ; and (b) that Client's conduct at the meeting is a relevant factor 
under l8 U.S.C. § 3553(a). 

( 4) The government may make derivative use of any statements made or other information 
provided by Client during the meeting. Therefore, the government may pursue any inve st igative 
leads obtained directly or indirectly from such statements and information and may use the 
evidence or information subsequently obtained therefrom against Client in any manner and in any 
proceeding. 

(5) In any proceeding, including sentencing, the government may use Client's statements 
and any information provided by Client during or in connection with the meeting to cross- examine 
Client, to rebut any evidence or arguments offered on Client's behalt: or to address any issues or 
questions raised by a court on its own initiative. 

(6) Neither this agreement nor the meeting constitutes a plea discussion or an attempt to 
initiate plea discussions. In the event this agreement or the meeting is later construed to constitute 
a plea discussion or an attempt to initiate plea discussions, Client knowingly and voluntarily 
waives any right Client might have under Fed. R. Evid. 410, Fed. R. Crim. P. 11 (f), or otherwise, 
to prohibit the use against Client of statements made or information provided during the meeting. 

(7) The government reserves the right to argue that neither this agreement nor the meeting 
constitutes the timely provision of complete information to the government concerning Client's 
involvement in an offense , within the meaning of Secti on 3El.l(b) ofthe Sentencing Guidelines. 

(8) If and when required to do so by a court, the government may disclose to the Probation 
Office or the court any statements and information provided by Client during the meeting. 

(9) The government may disclose the fact of the meeting or the information provided by 
Client during the meeting to the extent the government determines in its sole discretion that 
disclosure would be in ti.trtherance of its discharge of its duties and responsibilities or is otherwise 
required by law. Such disclosure include s disclosure lo a local, state, foderal, or foreign 
government office or agency, including but not limited to another prosecutor's office, if the 
recipient of the information agrees to abide by the relevant terms of this agreement. 

( I 0) The terms and conditions set forth in this agreement extend, if applicable, to the 
continuation of the mee.ting on the dates that appear below. 

(I I) It is understood that this agreement is limited to the statements made by Client at the 
meeting and does not apply to any oral, written or recorded statements made by Client at any other 
time. 

(12) This document embodies the entirety of the agreement between the government and 
Client to provide information and evidence. No other promises, agreements or understandings 
exist between Client and the government regarding Client's provision of information or evidence 
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to the government. 

(13) C lient and Cl ient's attorney acknowledge that they have read, fully discussed and 
understand eve ry paragraph and clause in this document and the conseque nces thereof. 

/ 

Guy Petrillo 
Attorney for Client 

Dates of Continuation 

<i/ (l / i-0 t8 

By: 

ROBERTS. MUELLER, Ill 
Special Counsel. 

./ / 

......... .,. .. .,.L·.··.:::t~• .... ·, 
~- ...... -· ~-------- - ····--··- ···-
L. Rush Atkinson 
Assistant Spec ial Counsel 
The Special Counsel's Office 
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FD-302 (Rev. 5-8-10) 
- 1 of 37 -

FEDERAL BUREAU OF INVESTIGATION 

Date of entl)' 06/26/2018 

Stephen K. Bannon was interviewed at the Specia l Counsel ' s Office , 
located at Patriots Pl aza I, 395 E Street SW, Washinton, DC. Bannon was 
accompanied by his attorneys ._ ___________________ .....,Present for 

the interv i ew were Special Agent (SA) SA 
! ! Intelligence Analyst ._ ____________ ____, 

Senior Cou nselor to the Special Counsel James L . Quarles , Counselor to the 
Special Counsel Michael Dreeben , Senior Assistant Special Counselor Andrew 
Golds tei n , Assistant Special Counsel Aaron Zelinsky , and Assistant Special 
Counse l Eli zabeth Pre l ogar . After be i ng advised of t he identity of the 
interview i ng agents and the nature of the interv i ew , Bannon provided the 
following information : 

b7E 

b6 
b7C 

bS per DOJ/OIP 

bS per DOJ/OIP 

bS per DOJ/OIP 

b6 
b7C 

bS per DOJ/OIP 

lnvestigationon 02/14/2018 at Washington , District Of Col umbia , United States (In Person) 

File;#:_..::=================::::::=====;- -------- Date drafted 02/26/2018 

by"=========================- -------------------
Tl:tis document. contains neither recommendations nor conclusions of tbe FBI. It is t.be property of tbe FBI and is loaned to your agency; it and its contents are not 

b6 
b7C 
b7E 

to be distributed outside your agency. FBI(19cv1278) -132 



b7E 
FD-302a (Rev 05-08-10) 

(U) Interview of Stephen K. Bannon (Day 

Continuation ofFD-302 of 2 ) Ori ---------------------- ' , Page 2 of 37 
------
02/14/2018 

bS per DOJ/OIP 

bS per DOJ/OIP 

bS per DOJ/OIP 

bS per DOJ/OIP 

bS per DOJ/OIP 

.._____ __ ________JlbS 
per DOJ/OIP 
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(U) Interview of Stephen K. Bannon (Day 
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bS per DOJ/OIP 

bS per DOJ/OIP 

bS per DOJ/OIP 

bS per DOJ/OIP 

._ ____________________________________ b_ S....Jlper 

DOJ/OIP 
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(U) Interview of Stephen K. Bannon (Day 

Continuation ofFD-302 of 2 ) Ori ----------------------- ' -------
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bS per DOJ/ OIP 

b6 
b7C 

bS per DOJ/OIP 

b6 

~==============================================================================~ b7C bS per DOJ/OIP 

b6 
b7C 

bS per DOJ/OIP 

bS per DOJ/OIP 

,.._ ____________________________________ b....JS l per 

DOJ/OIP 
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(U) Interview of Stephen K. Bannon (Day 
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bS per DOJ/ OIP 

bS per DOJ/ OIP 

I 
f Ater Sessions recuse d f Tr ump screame d at McGa h n a b out h ow wea k Sessions 

was . I ~ 
I Trump was as mad as Bannon had ever seen him . I bS p 

Bannon told Trump Sessions ' recusal was not a surprise . He said they had 

b6 
b 7C 

er DOJ/ OIP 

talked about it back in December . I bS per DOJ/ OIP 

bS per DOJ/ OIP 

I 
Trump wanted a lawyer like Roy Cohn . He wanted an Attorney General like 
Bobby Kennedy . ._ __________________ He tho ug ht of the m as bS per DOJ/OIP 

people who really protected t heir President . Trump t houg ht Holder always 
stood up for Obama and said Holder even took a --------------------. 
and that Bobby Kennedy always had JFK ' s back . 
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(U) Interview of Stephen K. Bannon (Day 

Continuation ofFD-302 of 2 ) , Ou ----------------------- _0_2_/_1_4_/_2_0_1_8_ , Page 6 of 37 

bS per DOJ/OIP 
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I 
bS per DOJ/OIP 

bS per DOJ/OIP 

! Trump tho ug h t h e was a 
L---- .... ---------------------, .J 
winner , I l he was a fi xer , someone who 
qot thinqs done . I I 

bS per DOJ/OIP 
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bS per DOJ/OIP 

bS per DOJ/OIP 

bS per DOJ/ OIP 
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I 
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b7C 

bS per DOJ/OIP 

bS per DOJ/OIP 
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-------------------------------~! Bannon heard 
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(U) Interview of Stephen K. Bannon (Day 

Continuation ofFD-302 of 2 ) , Ou ------------------------
02/14/2018 

-------
, Page 10 of 37 

about conflicts with the Special Counse l from Trump . Trump told him t he re 
were iss ues involving Mueller and Trump ' s golf course in Northern 
Virginia, because Mueller had been an equity member at the club b ut moved 
and wanted to be cashed out; Mueller was former law partners with ~! __ ___. 
______ ! and Mueller was the first person t hey talked to about serving as 
the FBI Director . Bannon thought those iss ues were raise d soon after 

b7E 

b6 
b7C 

Mueller was named Special Counsel . ! __________ _. _________ ...._ _______________ ,_ ______ bS per DOJ/ OIP 

bS per DOJ/ OIP 

bS per DOJ/ OIP 

bS per DOJ/ OIP 

bS per DOJ /OIP 
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(U) Interview of Ste p hen K . Bannon (Day 
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bS per DOJ/OIP 

bS per DOJ/ OIP 

bS per DOJ/ OIP 

I 
bS per DOJ/ OIP 

June 2016 Trump To wer Meet i ng 

Bannon had no knowledge of the June 2016 Trump Tower meeting at the time 
it happened . It was before his time on t he campaign . He thought he heard 
abou t it f r om Ma rk Cor al l o on a Sa t u r day mor ning when Tr ump was en r oute 
bac k to th e Unit ed Sta t es f ro m an overseas t r ip , or possib l y eve n a day or 
two before . He heard about it in relation to a media story . Bannon added 
that before Trump left on the trip , Corallo was in good standing with 
Trump and Bannon h ad cons i dered ma king hi m Commu nications Di rector . 

Bannon heard t here was an ema i l from Corallo , wh o mentioned in pass i ng 
" t he l awyers u had an ema il, or possibly that Marc Kasow i tz had gotten an 
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(U) Interview of Stephen K. Bannon (Day 
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I 

I 

I 

I 

I 

I 

----------------------- -------

email from a server. Bannon did not go to the G- 20 with Trump . He stayed 
back to work on the outside law firm . He eventually learned not just their 
lawye rs had the email b ut instead "everyone " h ad it . 

bS per DOJ/ OIP 

bS per DOJ/ OIP 

I 
bS per DOJ/OIP 

I 
bS per DOJ/ OIP 

I 
bS per DOJ /OIP 

I 
b S per DOJ/ OIP 

I 
b S per DOJ/ OIP 
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I 
bS per DOJ/OIP 
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bS per DOJ/ OIP 

I 
Bannon reviewed a document Bates stamped SB_00006329 . The Guardian and the 
Finan c ial Times d id articles at t he same time linking Felix Sater and 
Kushner . Bannon knew [Special Counse l prosecutor ] Andrew Weissman ha d put 
Sater away previously for money la under ing . 

Bannon knew Kus h ner was on vacation off the coast of Croatia with a 
Russian billionaire when Bannon too k over the campaign . Kushner was with 

Wendy Deng , the Russian billionaire , and t he Russian's girlfriend . Bannon 
said his friends in t he intelligence community said the girlfriend was 
"ques t ionab le . " Bannon called Kushner and tol d hi m to come back from 
vacation . They had 85 days to go , no money and t hey needed Kushner to come 
back and fire Paul Manafort . 

bS per DOJ/OIP 

bS per DOJ/ OIP 

bS per DOJ/ OIP 

bS Per DOJ/OIP 
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I 
bS per DOJ/ OIP 

bS per DOJ /OIP 
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bS per DOJ/ OIP 

Bannon first met Trump in August of 2010 . Th eir first meet ing was 
approximately 2 ho urs long . David Bossie was present and said t hat Trump 
was thinking of running for president in 2012 . Bannon said "for what 
country?" It was a 2 hour presentation on a poss ible presidential run in 
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2012 . After that , Trump went on Bannon's radio show and did some things 
for Breitbart . Bannon had spent approximately 30 minutes combined with 
Trump outside of Bannon ' s radio show approximately 3-4 times . 

In 2015 Bannon got to know some of the "outsiders" in the 2016 
presidential race, and at that time he got to know and began 
to talk with him quite a bit . Bannon never spoke to one on one , 

L---r-----, 
just over the phone . At one point Bannon had spoken to __ ...,.._-, for 
approximately 5 minutes , close to June 2016 , on a topic re a e to 
immigration or something similar . Bannon eventua l ly became more in touch 
with the presidential campaigns of Ted Cruz , Ben Carson , and Tr ump . Bannon 
did have some conversations over the phone wi t h Corey Lewindowski. Bannon ' 
s news organization was anti-establishment , so t hey interacted with that 
brand of candidate . 

When the presidential primaries ended , Bannon had the same type of 
relationship with Trump . Bannon and Trump rarely spoke besides setting up 
an interview or Trump coming onto Bannon ' s show . Bannon was interacting 
with popu li st , anti-establishment camps such as Cruz . 

Bannon had read a NYTi mes article describing the Trump campaign being i n 
disarray , so he started to make a few phone cal l s . At the t i me , Trump was 
12 - 16 points down, there was talk of the Republican Nationa l Committee 
(RNC) cutting Trump l oose , and the Republicans were talking about 
distancing themselves from Tr ump for fear of losing contro l of the House 

of Representatives . Bannon called l l and there was worries 
that if Bannon became involved in the Trump campaign , Breitbart could be 
blamed if Trump lost . Bannon had previously talked to ! I 
I I back in June 2016 in an effort for them to make peace with Trump . 
Th e ! ! had a Super PAC that was anti-Hillary Clinton and the !._ ___ ~ 
asked how they could help . Bannon wanted to bring KellyAnne Conway and 
David Bossie in to he l p as well . Bannon flew out to Woody Johnson's house 
and talked to Trump that night when he arrived . Bannon told Trump he would 
take the position as Campaign Chief Executive . 

At the time Trump was 16 points down , the campaign had no organization , no 
money , 75 % of the population thought the country was in decline , they were 
working wi th the "deplorables," and Bannon had a 100 % cert i tude that they 
would win . Bannon be li eved the big task was to g i ve people permission to 
vote for Trump as commander in chief . 

Th e next day Bannon met with Manafort , wh ich was the same time that the 
news about the " Black Ledger " was breaking. Bannon was at campaign 
headquarters when Manafort told Bannon to come up to Trump Tower . When 
Bannon arr i ved , Manafort showed him something about a NY Times story about 
the ''Black Ledger " and $15 mi l lion dollars from the Ukraine . Bannon asked 

b7E 

b6 
b7C 

b6 
b7C 
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when t his story was coming out . Manafort replied that he had known about 
the story coming out for approximately 2 month s and had not gotten 
involved in it . Bannon subsequently told Trump to keep Manafort, to not 
fire hi m, and to keep hi m around for a couple of weeks. Bannon called 
Kushner, and asked h im to get back in order to do something publicity wise 
to counteract the negative press surrounding t he story . Trump ha d asked 
Bannon at one time about "wha t was this thing with Manafort out of the 
Ukraine," and they talked for approximately 15 min utes on i t . Trump was 
never l inked with other Russian news stories at the time , and he believed 
Manafort was a promo ter . Trump was more worried about how they story made 
the m look . Bannon believed that Tr ump talked with Manafort about the story . 

Bannon was involved in all aspects of Trump ' s deba t e preparation. Bannon 
he lped Trump talk and t h ink t hroug h various to pics r elated to national 
security and foreign policy . The ide a of working with Russi a to fight ISIS 
was " t hrown out th ere " . Flynn or Keith Kellogg mig ht have come up with the 
idea , with t he reasoning that since Russia was dealing with similar 
prob le ms in Chechnya , t hey might be an a l ly to help . Bannon never 
specifically re membe re d hearing the phrase " knock the hell out of ISIS , 11 

but th a t could have become a ca t c h phrase . Overall, Trump h ad a non 

interven tion ist stance . Du ring the campaign they were main ly try ing to 
play defense, it was a very basic strategy, and they were trying to ge t 
Trump to not say something "insane ." Flynn mig ht have brought up the idea 
of partnering with Russ ia on fig h ting ISIS , but not on a geo - strategic 
level . Tru mp' s stance was more or less tha t Russia did not have t o be an 

enemy. 

b 7E 

bS per DOJ/OIP 
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,----,-------------------------------------i bs p er DOJ/OIP 

Bannon first met Erik Prince 8 to 9 years ago . Bannon made a film about 
Fallujah and he asked Prince to be involved . Bannon wanted to show the 
film to Prince for accuracy . The next time Bannon spoke to Prince was when 
he came out with a book, "Warrior something ." It was approx i mately 2014 -
20 15 and Prince had started coming onto Bannon ' s show . 

Bannon and Prince wou l d talk about Islamic radical terrorism . Prince knew 
the Midd l e East , Asia , and sub - Sahara Africa . Prince was a former Navy 
SEAL, contractor for the government , and ran his own mercenary company . 
Bannon described Prince as a "smart guy ." Bannon never really had a 
foreign policy talk with Prince for the Trump Campaign , but Prince was not 
shy about sharing his ideas . 

Bannon was shown Document #1 , email dated 9/8/2015 from Prince to Bannon , 
subject "Talking Points, second attempt " . Bannon stated that he did not 
remember passing it a l ong , but it sounded like something he wou l d do . 
Bannon was in daily contact with ! l until he was let go in August . 
After that , Bannon wou ld contact Lewandowsk i nearly eve r y day. Bannon did 
not re member discussing the memorandum attached to the ema il, but said he 
would have sent something forward like it. 

Bannon reviewed a document Bates stamped SB-000 1 8818 . Bannon stated he did 
not remember the email , b ut it would be something he co u ld have done . 
Bannon could not remember if Prince briefed the candidate , but Bannon did 
put Prince in contact with Flynn. 

Bannon was not in regular contact with Prince. Bannon spoke with Prince a 
coup l e times a month by phone . Prior to Bannon joining the campaign , he 
spoke with Prince infrequently . Bannon estimated it to be once a week to 
once every couple of weeks . Bannon and Prince would genera ll y talk about 
international affairs . 

Bannon was shown Document #3 , ema i l dated 12/12/2015 from I I to 
Bannon with ! ! cc ' d , subject "Re : Breitbart News ." Bannon stated that 
I !was Breitbart ' s l I Bannon introduced ~! ___ _ 
to ! ! in order for I !to be a source for the article referenced in 
the email about data col l ection . 

Bannon was shown Document #4 , email dated 1/14/2016 from Bannon to Prince, 
subject ! ! Bannon explained that Prince said he knew people 
from his new company . Bannon knew a quality guy from ! ! and he 

Bannon thought that if Bannon 
..__..,,....,.... ___ .....,.__,....,.----------,--------' 
could connect him to some security guys , this guy might be of help . Prince 

b6 
b7C 

b6 
b7C 

b6 
b7C 
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had connections in the intelligence communi ty that mig ht be looking f o r 
h is talents . Bannon di d not t hin k t hat Prince fol lowed up on it . 

Bannon was shown Document #5, ema il dated 3/17/2016 from Prince to Bannon, 
subject "Re ." Fro m this email , Bannon d id no t remember if Prince actually 
came on h is show . Prince was "on the right" and was a h ig h ly tho ug h t of 
guy. 

b7E 

Bannon was shown Document #6, email dated 5/ 23/2016 from Prince to Bannon, b6 

cc ' d , s ub jec t "Fwd : Recommended b7C -----,,----------,-----------' mee t ing . " Bannon did not remember t he email exchange . Bannon doesn ' t 
re member meeting with Oleg . Prince viewed Bannon as someone with a good 
relationship with Tr ump . 

Bannon was shown Doc umen t #7 , email dated 10 /18/2 016 from Prince to 
Bannon, subject " Russia/US election . " Bannon did not re member t his email 
or whether he prepared a speech as referenced in t he email . Bannon stated 
that Prince was not short on i deas . Bannon t houg h the email was more in 
reference to Clin ton than the Russian influence issue. Bannon t ho ug ht t he 
email migh t be on changing the narrative to Clinton as an alternative to 
the stories in t he news about Russi an election inf l uence . Bannon di d not 
remember tal king to Prin ce about the email or abo ut talking to Prince 
about Russian influence . 

Bannon described the 14 th floor as " loosy goosy" and Prince mig ht have 
come t hroug h from August to t he Election Day , bu t he was not certain . 
Prince wou l d often have ideas on how he could he lp t he m with the deba tes . 
Bannon did not specifically remember how many times he met with Prince a t 
Trump Tower d ur ing the campaign , but estimated it to be a couple of times. 
A coup le of times Prince would email his ideas to Bannon. Bannon mig h t 
have asked f o r Prince ' s ideas on a certain iss ues . Prince knew Co nway, 
Bossie , ______________ ____. Bannon did not know if Prince provided 

advice for any of the m. Prince was a known entity in the ca mpaign and 

mig ht have walked aro un d and met people and have come through t he 14 t h 

floor. Once someone was on th e 14 t h floor they could walk aro un d free ly. 

Prince could con t ac t ! !o r someone in security in order to gain access . 

Bannon was shown Doc umen t #8, email dated 11/ 16/2 016 fr om Prince to 
Bannon , subject " Fwd : Bannon . " Bannon didn ' t re member this email . Bannon 
did not know whe the r Prince was in touch with Mark Corallo . Prince had 
j ust offered his he lp . 

After the election, during the transition timeframe , Bannon continued to 
interact with Prince . Pr ince ha d come by to speak with Flynn and Bossie 
a pprox i mately 3 to 4 times . Prince came to New York approximately 5 t o 6 

b6 
b 7C 
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times to speak to people other than Bannon such as Flynn, K. T . Mcfarland , 
Bossie , Kellogg , Conway, _____________ __. Sebastian Gorka and 

! I Bannon remembered walking by and seeing Prince in the 
"war room" with l ! Prince would tell Bannon who he was seeing . Prince 
would not officially schedule meetings with them . Flynn, Kellogg, Bossie , 
and Conway had known Prince before then . Prince would come in and sit down 
and talk about foreign policy . Prince would suggest people they should be 
getting on board and people to include in the administration . Bannon would 
bounce ideas off of Prince and talk about such people as Mike Pompeo . The 
things Prince said were not too crazy and people respected him . Prince had 
other contacts within the intelligence community . Bannon, Flynn, Bossie 
and Kellogg had spoken of Prince . Bannon and Flynn had talked with each 
other about Prince saying he was a good guy . 

Prince came by to see Bannon approximately 3 to 6 times . Prince would come 
by and talk to one of Bannon's assistants in order to get in . Security at 
Trump Tower was not overbearing . When they talked, Bannon did talk to 
Prince about ISIS . Bannon did not particularly remember talking to Prince 
about Russia in regard to ISIS, but would not be surprised if it came up . 
Prince did not meet with then candidate Trump, but Bannon thought Prince 

was close to Eric Trump and Trump Jr . Bannon remembered Prince stopped by 
during the campaign and asked if Trump Jr was there . Bannon knew Prince 
would go hunting with Eric Trump and Trump Jr . During the campaign , Prince 
might have met with Trump Jr , and Bannon remembered that one time Trump Jr 
might have walked Prince down . Prince met with ...._ _____________ __, 

! ! during the campaign as well . Prince always had ideas on what was 
going on, but Bannon did not remember any of Prince ' s policy papers making 
it to Eric Trump or Trump Jr . 

Bannon stated he didn't know Rick Gerson . 

b7E 

b6 
b7 C 

b6 
b7C 

bS per DOJ/ OIP 

Bannon was involved in the September 2016 meetings with Abdel Fattah El 
Sisi and Benjamin Netanyahu . It was Kushner ' s idea to work toward a summit 
with Egypt, the UAE, and Saudi Arabia and that Trump would go to this 

summit in the 1s t 6 months of his presidency . MBZ came over as a way to 
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get to know the incoming administration . It was obvious to Bannon that 
Kushner was told of the meeting prior and had helped set it up . Kushner 
had talked to MBZ' s guys in the U. S . in order to set it up . They met with 
approximately 25 of the UAE attendees in the lobby, including UAE 
Ambassador to the U. S . Yousef Al Otaiba , and after approximately 6 to 7 
minutes they went up to the penthouse of the Four Seasons . When Bannon 
walked into the penthouse , he saw another 15 UAE attendees already in the 
room . Bannon wondered what this meeting could be about. Bannon saw a guy 
who looked like Sean Connery and realized it was MBZ. MBZ was in jeans and 
at-shirt , dressed in casual attire . It was apparent to Bannon that 
Kushner knew Otaiba and that it wasn't the first time they had met . Bannon 
believed that the Obama administration had disengaged from the Middle 
East, which is similar to what El - Sisi and Netanyahu had said . During the 
meeting with MBZ they discussed the ISIS threat to the area . Bannon did 
not remember if they discussed Russia, but if they did, it was targeted to 
the Persian Gulf area . Bannon remembered they talked about Persian 
expansion , Iran , Baghdad , Beirut , and Hezbollah . The meeting was 
approximately 2 hours long . Bannon thought that Nader was one of the group 
of 15 or 25 guys they met as MBZ "held courtn for a couple hours . If Nader 
was there , Bannon believed they just introduced themselves , and shook 
hands . 

b7E 

b5 per DOJ /OIP 

b5 per DOJ /OIP 

b6 
b7C 
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lha d at one ti me co me to Bannon an d sa i d h e wan t ed t o do something 

I Bannon as ked I I if I I was a 
good g u y , I Bannon wanted t o 
know i f l I Bannon 
a sked l I 

I Bannon later found o u t 
th a t I 

I Bannon di d n o t r eca ll I I t a lk ing abou t l I t h en . Ba nno 
d i scussed I was going to go ove r t 
meet wi th 

I 

I 
n 
0 

I 

Bannon had been worki ng on a proposa l t o move th e Is r ae l i capital to 
Je r usa l em , t he Ch ri st i an r ig h t movemen t, p utting money i n t o a 501(c) (4) 
us i ng UAE money o r " t hose guys " wh ic h d id n ' t en d up ha ppen i ng , and pu t t i ng 
t oget h er a sec u rity confe r ence over i n t he Mi dd l e East i n t he Spring 
/ Summer of 20 17 . Bannon l ast saw Nader 2 t o 3 mon t hs ago . Bannon had t oo 
mu ch going on wit h th e C4 an d life in genera l. Bannon had seen that t he 
Specia l Co u nse l' s Of f i ce had c a l l ed Na der t o t he Grand Jury , b u t Nader had 
not reached o u t t o Bannon . 

b6 
b7C 

b5 per DOJ/O IP 

I 
Referral/Consult 
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Referra l /Consult 

When shown a photo of Ric k Gerson , Bannon stated t hat this was the college 
roommate of Kushner, and that he was pre t ty sure he was t he he dge fund guy 
he referenced earlier . Gerson had a he dge fund on Madison Ave in New York 

City at Barneys Tower . His office was 2 blocks from Trump Towe r on 60 th 

and Madison Ave . Gerson knew a lot abo ut the Middle East and said rnanv bS per DOJ/OIP 

intelligent things about it . I I 

b6 
b7 C 

bS per DOJ/ OIP 

Bannon t ho ug ht he heard that Nader was being called into th e Grand Jury 
for the Special Counsel ' s Office in the newspaper, but then said th a t h e 
could be wrong . 

b6 
b7C 

bS per DOJ /OIP 
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I 
b6 
b7C 

bS per DOJ/OIP 

bS per DOJ/OIP 

b7A Per DOJ/OIP 
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.---------------------------------------~ b3 ----, 
Refe r ral/Consult 

I 
________________________________________ b S per DOJ/ OIP 

Referral/C o nsu l t 

Michael Cohen was one of the lawyers on Trump ' s s t aff . Bannon described 

Cohen as a fixer and a proble m solver . In 2010 , Cohen came down t o the 
first meet i ng Ba nnon ha d wi th Tr ump and intr oduced hi msel f as a p ol it ical 
a dvi s o r . When Ba nnon wa s on t h e Tr ump Campa i gn , Ba nno n d id no t wan t Coh en 
wandering around t he Trump Campaign organization . Bannon th ought it could 
get th em in a lo t of troub l e since Cohen goes off " ha l fcocked " a l ot . 
Cohen kept t rying to get involved in the Tr ump Campaig n . Bannon described 
Cohen as t he kind o f guy who tho u ght it wou l d be a good idea to send 
$ 130 , 000 to Stormy Danie l s . 

Bannon rev i ewe d a docume n t Bates s tamp e d SB- 000 1 3127 . Bannon was t o ld 
"z ero " dea l s i nvo l ving Russia an d t he Tr ump Organization . Cand id a t e Tr ump 
wou ld say he d i dn ' t know any Russ i ans and t h ere was no col l u sion . Th is 
ca me up d ur ing the ca mpa i gn a co uple of times . Bannon neve r asked Tr ump 
a bou t any Rus s i an bus i ness deals . In regard to t he e mai l s r e f erence t o 
Fe l ix Sat e r, Bannon st at e d th a t t h i s went b ac k to th e Hou s e Intelligence 
Committee , that t h ey had a s i gned term s heet in Dece mbe r 2 015 on Trump 
Tower Moscow . This was a big dea l to Bannon , and Bannon described it as a 
" b i g r evea l. " b6 

b7C 
bS per DOJ/ OIP 
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bS per DOJ/OIP 

bS per DOJ /OIP 

Bannon was not aware of any f inancial agreements to Dan iels , ot he r 
acc use rs , or other relationships of Trump . Bannon talked to Breitbart g uys 
abo u t the $130,000 payment, but not to anyone in the administration . 
Bannon was not aware of any other pa yments made . When asked to speculate 
about the $130 , 000 payment Bannon thought it mig ht be David Pecker, since 
he did not t h ink anyone around " Tr ump . org" would be dumb enough, and they 
would have worried about the i mpac t to t he election . 

b6 
b 7 C 

bS per DOJ/ OIP 

Bannon never heard of Cohen arranging for Trump to give a speech on an 
online platform or talk about Cohen's concepts for " Trurnp . org" . Bannon ha d 

FBI(l 9cv1278)-159 



FD-302a (Rev. 05-08-10) 

(U) Interview of Stephen K. Bannon (Day 

Continuation ofFD-302 of 2 ) , Ou ------------------------ _0_2_/_1_4_/_2_0_1_8_ , Page 29 of 37 

read a New York Times article about business dea lings with Russia and t he 
candidate/"Trump . org" . Bannon was aware of the article before he beca me 
involved in the Trump campaign . When Bannon was on t he Trump campaign , he 
never discussed the stories t hat came out involving then candidate Trump 
d uring March/April of 2016 . During the later stages of the campaign, when 
the story broke about Trump ' s house in Pal m Beach, Bannon discussed it 
with Trump and Trump had a pla us ible explanation . The story never gained 
any traction . Bannon never talked with Trump on how he tho ught all these 
stories on his business dealings with Russia was absurd . The story about 
Cohen reaching out to Putin ' s office in January 2016 in order to ask for 
help on Trump Towe r Moscow was a big dea l to Bannon and it countered what 
Bannon hea r d about Sater by candidate Trump . Bannon did some inquiries 
about it with his contacts at the Intercept, Fox , the Guardian and ABC 
News . The re was no furt her information on this, which d id not surprise 
Bannon . 

Bannon was shown an email dated 9/28/2016 from Bannon to Cohen with 

Conway , Kushner, ! ! Stephen Miller , and ! ! cc ' d, 
subject "Re : re ques t from the ft ." Bannon did not remember getting an 
e mai l from Cohen about Sergei Millian , and doesn't remember any 
conversations about Millian. Bannon never had any conversations with the 
campaign on the Millian iss ue . 

b7E 

b6 
b7C 

b6 
b7C 

b S per DOJ / OIP 

bS per DOJ/ OIP 

Bannon reviewed a document Bates stamped SB-00018384 . Bannon did not think 
this email referenced Cambridge Analytica . Bannon stated that as a private 
citizen , and lead of Breitbart , he was interested in finding Clinton ' s 
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33 , 000 missing emails . Th e Govern ment Accountab il i t y Ins t it ut e (GAI) 
a nalys i s was t hat the 33 , 000 miss i ng ema i ls were t ie d d i rectly to t he 
influence ped dl ing of t he St ate Dep ar tmen t . Ba rbara Leeden knew someone 
wh o co u ld work on finding the 33 , 000 and t hey had a half a dozen mee t ings 
on how t o find the m. They ascer t a i ned t h a t i f t h ey would be ab l e to f ind 
th e e mails , th ey sti ll wou ld no t be a b le t o v a l i da t e t heir au th en t ici t y . 
Th ey neve r obtaine d any e mai l s o r a ny sa mples a nd sto pp ed t he searc h . The 
33 , 000 was re l ated t o the Cl i nton Cash boo k and the pay fo r play sc heme . 

Bannon rev i ewed a document Bates s tamp e d SB- 000 1 8418 . The gr een l ig h t 
reference d in the ema i l was for a d a ta operation f o r voter t a rge t ing . 
Th ere was a p r esentat i on abo u t it g iven to Lewandowski bu t the da t a 
operat i on peop l e were not retained . Cambr idge Analyt i ca t hen became 
involved af t e r Ted Cru z of f ic i al l y wit h d rew i n May 2016 . In June 20 1 6 , 

! ! o f fere d an i nt r od u c t ion f o r Bannon t o Ja r ed Ku shner and I vanka 
Tr ump . Bannon agreed and that was t he fir s t time he me t Kus h ne r and 
Ivanka . 

b6 

b6 
b7C 

b7E 

b7A 
Bannon was shown Doc ument #14 , e mail dat e d 6/ 12/2016 f ro m Bannon t o b ?B per DOJ/ OIP 

';:::====:;-----'I wi th ! ! cc ' d , s ubject " Re : Defeat Crooked Hillary I b7C 
! ! Bannon did no t remember sending the e mail and he never went to 
t h e Unit e d Kingdo m. Bannon d id not remember talk i ng to ~ abo u t mee t ing 
with ._ __________________ _, i n genera l . Ba nn on would not 

characterize his response in the email , " Love it ," as an approval to ! 
suggestion to meet with ! ! Bannon did not know if ! I or anyon ._e __ __. 
fr om Cambri dge Ana l yt i c a , eve r reached o ut to ! ! Bannon 
th oug h t th ey pro b ably droppe d t he idea . Ba nnon h ad no idea where ! I 

._ _________________________ .... of Cambridge Analytica and 
he was focused on getting their data business growing in the U. S . c::J had 
a l o t o f "Ja mes Bond " ideas li ke this i d e a on ! an d c h aracter iz ed 
it as c:J s a y i ng h e " knows a guy , who knows a g u y ." 

George Papadopoulos h ad e mai l ed Bannon d u ring t h e ca mpa i gn i n an effort to 
setu p a mee t ing wi th Egypt . Th e campaign had dec i de d t o t ake a coup l e d ays 
off d ur ing a v i sit t o t he U. N. in or der to mee t wi th f o r eign leade r s . 
Bannon was in i tia ll y aga i nst i t . Bannon tho u ght Trump ' s biggest cha l lenge 
was se l ling t h e pu bl i c t h at Tr ump co u ld be Commander in Ch i ef , so 
th erefore he d ecided to d o it and li mi t the meet i ngs t o a few key leaders 
s u ch as Egyp t , Is r ae l , and may b e a coup l e of o th ers . Kushner wanted a 
meeting wi th I srae l , and Bannon and Flynn were p u sh i ng for a meeting wi th 
Egypt . Bannon never worked wi th Papadopo u los on sett i ng up the meet i ngs 
despite Papadopou l os ' s offers t hroug h e mail . Bannon woul d gene r ally blow 
off Papadopou l os and tho u gh t to hi msel f " I don ' t need th is guy . " Flynn 
wou ld be on t he hook for the meet i ngs Papadopou l os was sugges ti ng , and 
Bannon did not need Pa p adopo ul os . Papadopou l os neve r t o l d Bannon abou t the 
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Russians having di rt on Clin ton , and Bannon never heard Papadopoulos tell 
anyone else in the campaign, such as Sam Clovis , that the Russians had 
dirt on Clinton . Bannon had all the dirt he needed from Clinton Cash and 
Uranium One, he didn ' t need any more dirt . Bannon d idn ' t need any more 
d irt from "clowns" like Papadopoulos and Clovis . b6 

b 7A 

b7E 

Bannon first met 
working for Breitbart . 

by email or by phone in 2013 - 2014 while he was b7B per DOJ / OIP 
b 7C 

-------,.------------------------------- At the time, 

--------was running the campaign , and Bannon described it as a "one man 
band . " Bannon tho uaht l I had done "a da mn aood "iob . " Bannon thouaht 

.._ _________________________________________ b6-

I I b 7A Bannon was shown Document #15 , email dated 1/7/2016 from to 

I I 
.... ----· b7B per DOJ / OIP 

Bannon , L.--------------.....1 subject "Data Guy in Trump Tower . " b ?C 
Bannon t hought I l got the wrong name in the email , ! !who they 

got rid of . Giles Parscale had a lit tle data center on the 15 th floor . 
Bannon was introduced to a "data guy" there in January 2016 , but Bannon 
d idn ' t remember the name . Bannon speculated that maybe ! !ha d some 
ideas abo u t it, but Bannon did not thin k it was ! !who was invo lved . 

Bannon was shown Doc umen t #16 email dated ,---------------- ----""""'"-------L--------------- -6 

Bannon was shown Docu men t #17 , email dated 

b7B per DOJ/OIP 
b 7 C 

.--------------------------------------- b6 
b 7A 
b7B per DOJ / OIP 
b 7 C 

In August 2016 , Kushner was in charge of the dig ital campaign and 
fun dra isin g . Bannon was the CFO of the campaign with Jeff Dewit . The 
campaign had almost no cash and they were receiving only a small amount 
from online contributions . Th e campaign was losing cash at the time and 

they were down by a double d igit lead with the 1s t deba te coming . They 
needed $50 million fro m Trump , which eventua l ly became $10 million . 
Afterwards , they were still down by 3 ½ points . 

FBI(l 9cv1278)-162 



FD-302a (Rev 05-08-10) 

(U) Interview of Stephen K. Bannon (Day 

Continuation ofFD-302 of 2 ) , Ou -----------------------
02/14/2018 

-------
, Page 32 of 37 

Bannon was shown an 
____ !cc ' d , subject 

e mai l dated 4/20/2016 fro m! I to Bannon and 
"Re: Cambridge Analytica ." Bannon d i d not re member b 6 

b7A 

b7E 

thi s emai l. 
b7B 
b7C 

per DOJ/OIP 

Bannon was shown an emai l dated 5/04/2016 fro m! I to Bannon , ----,.1----------1 subject "[No Subject ] . " Bannon tho ug h this lo o ked like ._ _______ _ 

I ! from t he email in Document #17 . Cambridge Analytica claimed t hey 
co u ld he l p micro - targe t voters on Facebook . ______________ _ 

I lit mig ht have been for a project for Cambridge Analytica . 

Bannon was shown Doc umen t #18 email dated r......,......,........, __ __, ____ .......,......., ........................................................ ____ """'""""""""""----..................... 4- ______________ b6 

Bannon was shown Doc umen t #19 , email dated 

b7A 
b7B per DOJ/OIP 
b7C 

b6 
b7A 
b7B per DOJ/OIP 
b7C 

Bannon was shown Document #20 , email dated 8/26/2016 from Bannon to ! 
no subject . Bannon stated t hat ... ! ______________________ _ 

Bannon di d not remember what the i deas were t hat he wanted to 
to about referenced in the email . Bannon described .----------------------------------------- b6 

b7A ---------------------------------------- b 7 B per DOJ/OIP 
b7C 

Bannon was shown Doc umen t #2 1, e mai l dated 8/30/2016 from Ted Malloch to 
Bannon with ! I cc ' d , subject 
" The debate." I n reference to t he email , Bannon stated he ha d no contact 

I I l l Malloch was 
a writer and professor at a facu l ty in London . Bannon knew h im fro m 
Breitbar t London . Bannon did not mee t with ! !personally du ring the 
campaign , and Bannon felt if he ever would have needed to s it down with 

---------------------------------------
b6 
b7A 
b 7 B per DOJ/OIP .--------------Bannon was shown Document #22 , email dated I b7C 
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b6 
b7A 

b7E 

b7B per DOJ/OIP 
b7C 

Bannon was shown Documen t #22 aga i n , the ema il dated b6 ...------------------""-----'""---------- ....... --------- b 7 A 
b7B per DOJ/ OIP 
b7C 

Bannon was always i nterested i n t he miss i ng 33 , 000 emai l s , but was not 
interes t ed in the Jo h n Podesta infor mat i on s i nce he bel i eved it was not 

to im a ct th e e l ect i on . Bannon cla r i fi ed t ha t he was t a lk i n to 

annon was in eres e 

b~Al 
b7B per DOJ / OI P 
b 7C 

e ve ri ie 
mi ssi n g 33 , 00 0 ema i ls a nd how i t r elate d t o Ur a n i um One . Bannon mig ht h ave 

t a l ke d wit h I I a t one t i me , about th e 33 , 000 ema i ls . Bannon di d t a l k 
to Candidate Trump about the 33 , 000 miss i ng ema il s . After Bannon ca me onto 
t h e ca mpa i gn , i t got i nto Candidate Trump ' s " head " t hat the 33 , 000 ema il s 
mi gh t be impo r tant . Tr ump was f oc u s e d on " c r oo ke d Hil la r y " and the Uran i um 
One story , a nd t ho ug h t th e 33 , 000 missing e mails mig ht u nloc k i t . They 
never disc u ssed t h at the Russ i ans might have the m. Bannon tho u ght that 
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some hackers in Bulgaria migh t have the m. There was not muc h of a response 
fro m Tr ump and every now and then he would bring up the 33 , 000 emails . One 
time when the Podesta emails were released , Trump asked if it was a big 
deal . Bannon l lwith Tr ump . Flynn or Kellogg 

b7E 

mig ht have had a disc on finding the 33 , 000 emails . Bannon tho ug ht Fly b6 
mig h t have h ad an i dea abo u t using an outside company and finding t he b?A 

0 · · · 1 · · b7B per DOJ/ OIP 33,00 missing emai s . If it was anything cyber re lated , Bannon would b?C 
always refer t he m to Pars cale and the Cyber guys . Bannon d id not think the 
WikiLeaks re leases were t hat big of a deal , the i mpo rtant inf or mation was 
the 33 , 00 0 missing emails . Kel logg tho ug ht t he same thing , and he was not 
a cyber g u y . Priebus and Miller ha d talke d about t he 33 , 000 missing emails . 

After the Billy Bush story broke , one ho u r later t he Podesta e mai ls were 
released . 

._ __________________________ _ Bannon never th oug h t th e Podesta r eleases were a 

big deal and t hey would not h ave a big impa ct on t he campaign . I b6 
I b7A 

o7B per DOJ/ OIP 
1------------,----------------------- b?C 

Bannon knew ha d sent some emails to Bannon . Bann on 
described ..... ------------'------------------------. 

b6 
b7C 

------------------------ ....... ---------Bannon didn ' t take any action in relation to ._ ____ emails. Bannon did 

not re member talking to l l while he was on the campaign . 

Bannon was shown Documen t #23 , email dated 

b~A7 
b7B per DOJ/ OIP 
b7C 

b6 
.------------------------------------------ b 7A 

b 7B per DOJ/ OIP 
b 7C 

Bannon was shown Document #25 , email dated 
.--------------------'-----------1L-------------- -b6 

b7A 
b 7B per DOJ/ OIP 
b7C 
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b6 
b7A 

b7E 

b 7B per DOJ/OIP 
b7C 

Bannon was shown Documen t #26 , e mail dated b6 
r-----------------------L..------------.1- b?A 1 

b7B per DOJ/OIP 
b7C 

Bannon was shown Document #27 , email dated 10/22/2016 fr om Bannon to 
and I I no sub j ect . Bannon t a l ked to .--~·======~·--- ....:..--------------L---------------- b6 

Prince was going to have f u ndraiser for Trump and 
considered it his commitmen t to the campaign . Bannon did not remember 

b7A 
b7B per DOJ/OIP 
b7C 

intro d u cing ! I to any other donors . Ba nn on d i d not remember he lp in g any 
ot he r find f unding besides ! ! Bannon was weary of invo l ving himself 
with l I and was only helping out ! ! because he did not want 
to be " lit up " by Bannon did not see it as a potential coordination 
issue working wit h 

------------------...---------------------- b6 
b7A 
b7B per DOJ/OIP 

Bannon was shown Documen t #29 , email dated 9/21/2016 f ro m Trump Jr to b7C 

Bannon , Conway , Kus hner , Boss ie , and ---------------- subject 
"Wik i l ea ks ." Bannon did not remember receiv i ng t h is message , but it was 
d ur ing the ca mpaign t i meframe . Bannon d id not re member anyone e l se in 
contact with WikiLeaks or t ry ing to ge t in con t ac t wit h Wik i Le aks . The re 
was d isc ussion du rin g t he ca mpaign on how WikiLeaks wou l d i mpa ct the race . 
Bannon did not think anyone h ad any i deas on where WikiLeaks had got their 
infor mation . Bannon did not remember anyone reaching out to ! ! 
WikiLeaks , or any o the r i n terme d i ary t o see what information mi gh t be 
coming . 
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Bannon was shown Document #32 , email dated 1 1/5/20 16 from Bannon to 
Kushner and Bossie , subject "Re; Securing t he Victory." Bannon stated 
Manafort ha d zero involvemen t in the campaign after he lef t . Bannon 
tho ug h t if they res ponded to this email from Manafort, Manafort would 

that 

be 
b6 

b7E 

telling that to everyone . Bannon was not aware of any instances of 
Manafort advising , or being involve d in the campaign after his ouster .~ ; : 
Hicks said he was not involved, and she would have a sense on who Tru rrb?C 
talked to . Candidate Trump never said to Bannon that he was in contact 

per DOJ /OIP 

with I l or Manafort . Bannon knew they were going to win , and in this 
email he wanted to avoid Manafort beca use Bannon believed t hat if people 
could lin k t he m to Manafort , they could then try to lin k them to Russia . 

Bannon ha d t h ree cell p hones . He did not use t he campaign iss ued phone or 
the "sec ure phone . " The iPad he was issued in the ca mpaign he did not use 
much . Bannon was not aware that his cell phone was set up to not archive 
text messages , and someone else ha d setup his phone for hi m. It was a 
surprise to Bannon that his tex t messages were not archived . During the 
campaign and tr ansition t i mef ra me Bannon did not use secure apps . When 
Bannon got close to leaving the administration , he got ProtonMail and 
Signal . I !helped him set up the ProtonMail which Bannon believed 
provided inc reased security . Bannon did not use ProtonMail to send or 
receive email fro m people in the administration . Bannon did not have a 
Slack channel and never used Slack. Breitbart used Slack, b ut they were 
trying to shut that down . Bannon setup a Wickr account after he left the 
administ ration after Prince talked to h im about it being more secure . 
Prince tal ked with Bannon about using Wickr Pr o for Breitbart . Bannon use d 
Wickr with Prince and Signal with ! l Bannon only 
started using Wickr and Signal after he left the administration. While 

Bannon was in the adm inis tration , he never h eard of anyone using 3 rd party 
apps. They received a briefing on how their communications needed to be 
kept for federal recor ds . Bannon was not sure if his text messages were 
supposed to be kept un der the federal records act . Bannon did not re member 
us ing his personal phone for White House business . Bannon did not r emember 
us ing text ing on his government devices , although he might ha ve . Bannon 
d id not remember any discussion of how his tex t messages should be saved, 
or his personal device te x ts should be saved . Bannon pri mar ily used t he 
white ho use e mai l while h e was in the administration . If Bannon received 
an email to h is " arc-ent " ema i l while he was in the White House, he would 
respond to it from the "arc-ent" account . He gave ful l access to his "arc-
ent" email account to ! l in order for he r to send the m to the 
White House account to be archived . ! I mig ht have helped with t hat as 
well. 

Administrative : 

b6 
b7C 
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The agent notes and documents shown to Bannon wi l l be maintained in the lA 
section of the case f i le . 

b7E 
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From: ! lsreitbart 
Sent: Mon 7/24/2017 5:05 PM (GMT-04:00) 

Steve Bannon To: 
Cc: 
Bee: 
Subject: Re: Jared Kushner sealed real estate deal with oligarch's firm cited in money-laundering case I 

US news [ The Guardian 

How do we prove that 

That's game set match 

Sent from my iPhone 

On Jul 24, 2017, at 5:01 PM, Steve Bannon !._ ______ _.!wrote: 

Dude !!! 

On Jul 24, 2017, at 4:30 PMJ .... ___ __.lBreitbartl .... _______ .... frot e: 

Wtfl!!! 

Sent from my iPhone 

On Jul 24, 20 17, at 4:26 PM, Steve Bannon ._! ______ ___.t,,.,rote: 

He was on 'vacation' off the coast of Croatia with a Russian billion aire when I took over 
campaign 

On Jul 24, 2017, at 4:23 PMJ .... ___ __.!Breitbart .... ! _______ _.!wrote: 

A progressive activist w ties to pelosi told me that 

Don't know if true 

Sent from my iPhone 

On Jul 24, 20 l 7, at 4:21 PM, Steve Bannon._! _______ _.!wrote: 

WTF 

On Jul 24, 20 17, at 3:04 PM,..J ____ _.!Breitbar ~ ... --------~ rrote: 

I heard he had a meeting w WlKILEAKS in Europe last year. No thing to verify yet but I 
heard it happened from a fairly re liable source. Just FYI. 

Sent from my iPhone 
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On Jul 24, 2017, at 3:01 PM, Steve Bannon ~ ... _____ ___.! wrote: 

All and everything 

On Jul 24, 2017, at 2:59 PM wrote: .__ _______________ ____. 

k this is big though isn't it? It's the ball game ... 

... (_b_

8

_

0

_k_

5 

______ ___.lsreitbart News 

-----Original Message- ----
From: "Steve Bannon" r-1 ------- ..... 

Sent: Monday 1 July 24, 2017 2:49pm 
Toj._ ____________ __ 
Subject: Jared Kushner sealed real estate deal with ol igarch's fi rm cited in 
money-laundering case I US news I The Guardian 

https://www .google .com/amp/s/amp.theguardian .com/us -news/2017/jul/24/ jared 
kushner-new-york-russia-money-laundering 

Don't touch yet 
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From: 
To: 

Bee: 

Subject 
Date: 
Attacbrnent s: 

Erik Pr1nc~.d Steve Bsnn .. c-.n""l _________ ____, 

T.ilking P(>ints. St~G<)nd attt;i;npt 
Tue Sep OS 2015 00:59 :37 EDT 
Talklnp P(iinls.pdl' 
Untitl ed mtathin~~nt 31411 Jxl 
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MEMORANDUM 

FROM ERIK PRINCE 
TO: TRUMP CAMPAIGN 
VIA: STEVE BANNON 
SUBJECT: Defonse and Foreign policy talking points 

IRAN 
It is important to note that the "Arab Spring" actually started in Persia in June of 2009, long 
before protests in <~lsewl1cre . Throughout Iran there were at least 2 million people in the streets 
protesting thl~ Regime and demanding political economic and soc ial freedom~. All the people on 
the streets needed was a little verbal encouragement from the West but none was forthcoming. 
lotal Silence from Washing1on. The Iranian regime was so in peri l that they didn't even trust 
their own Iranian forces to come in f1nd crack down on the protests but instead imported 
Letnm~~se Hezbollah surrogates to come in and break up ti-ie prc,tests, m~irdering, arresting and 
hanging thnir way to success. 

The Midd !e East is now experiencing a full on Sunni vs. Shia war. KSA (Saudis) am t!m~atened 
as tile "capital'' of Sunni Islam and defend(~r of tho Holy Places of Mecca and Medina. The 
Iranian/ Persian military dictatorship is fully engaged to dominate and enjoy hegemony over the 
entire region in a way not experienced since the Persian empires of the 7th and 8 Centuries. 
Persia was originally "istamized" by the Arabs and the Sunn i vs Shia contest has simmered or 
boiled since then. We~ are now fn an intense period of boiling , on ly to be t~xacerbated by the 
horrible Nuclear Deal negotiated or actually capitulafl~d by the Obarna Adm inis tration . The goal 
of Iran from the beginning is to drive the US from the Middle East and dominate the vacuum 
remaining. With nuclear Wl;?apons and the considerable bonus of the released Sanction funds 
the Iranian Hegitnc1 will be well primed to contin ue their strategy. The~, are a very deliberate 
people. This is a society that places up lo a thousand stitche s in a square inch of a Persian rug. 
They have been focused on a path to regional dom inance and they are winn ing, 

Since the 1979 Iranian Revolution the Iranians have been building and exerc ising their 
unconventional warfare capabilities. Qasse m Sulimani runs the Quds force which is the 
Special Forces Unit of the Iranian Revolutio nary Guards Force-. The IRGC is really the 
military dictatorship of Iran. They dominate the entire Iranian society and Arrned 
Forces just like. the SS don1inat0d the entire society and Wohnnachl {G{~rrnan Army) of Hiller's 
Thi(d Reich . Qasern Solei mani is the Heinrich Himmler of the rranian State. He is the muscle 
that keeps the Suprerne Leader Ayatollah Kllameni of Iran in power: The 12 man Guardian 
Council is their inner circle and effectively chooses any candidates for power. Houhani may be 
the Pres ident of Iran but the real power is the Supreme le(1der and the Guardia n Council. 
Soleimani is their muscle . 

The Quds Force is the worldwid e speciaJ operations arm tl1at's very e1fective at its asy mmetric 
and surrogate wa.rfare missio11. II is how the Iranians dom inat(~ Lebanon (and threaten the north 
of Israel) through their Shia proxy Hezbollah( Hizb Allah- Party of God, leader Hassan 
Nasra llah ). Hamas (Leader: Khaled Meshaal) in the Gaza Strip is their Palestinian Proxy and 
who fires all the rodmts and sends suicide bombers to lsraeii Civilian targ ets, (Harnas is Sunni 
but stil l th eir hall~ tool against Israel ). It is also how the Iranians dictate/support lrnq tl1ough Shia 
Militias, and the Houthis (also a Shia minority group in Yemen). 



The Quds Force has bee n l<illin9 Ame ricans from the very beginnin g. Thf:~ir spo nsored rnaJor 
terr or acts inc lude blowing up the U.S. Embass y in Lebanon, the Marine Barrac ks bombing in 
1983 (;?41 USMC killed in act ion) , kidnap,ng torture and murder of CIA Station chief 8ucl<lcy 
( they even sent the torture tap e to Langley), numero us othe r kidnappi ngs and bornt>ings 
against American and Israe li targets. Of late it is the Quds Forcd that supplied Iraqi Shia 
extr,~mists with a extremely dangerous Improvised Explosive Device IED (road side bomb) 
call<~d an EH'· Explosive Formed Penetra tor wl'lich slices throvgh almos t all US armo r and 
cause-s hideous injuri es and deatt1 to the vehicle~ occu pants. The Iranians have kflled and 
maimed thousands of Americans in Iraq and Afghanistan. That Soleimani and his ilk are not 
already DEAD is a national disgrace for Ame rica. 

SYRIA 
lt is via a con'lbination of Lebanese HezboUah and IRGC troops that !ran suppo rts Bashar Assad 
dire ctly in Syria. Iran sup ports Assad in Syria becaus e Syria was the logistics bridge by which 
Iran has flowed alf the wea ponry into Lebanon over the last 35 years. Jt is also a matter of Shia 
S01id,1rity. The~ Hafez Assa d Bath Party Regime took power in 1970 IJy forc o. It is an aberration 
ii, Syrian histo ry since The Assad family is Ala,wite, a Sect of Shia Islam, Alawitcs represe nt only 
12% of the population and were long persecuted by the majority urban Sunnis. It would be like a 
Dal iVUntouch able becomi ng President of lnd;a . The Sunnis in tu m for the last 45 years were 
persec uted and kept in ct1eck by force. When Hafez Assad died , his son Bas har was not in the 
farrn!y dictatorsh ip business at all. He was a cfontis t living in London and leading a normal life 
with an attractive, wes tern dressing w ife. He quite reluctantly returned to run the country and 
actually made a numb er of entreaties to the U.S. wantin g to improve relation s, As the Arab 
Spring chaos spread to Syrfa the Sunnis leapt at the chan ce to msis t. The Alawite dominated 
army backed by Soviet/Russian weapons tried to crush all resistance with conven tional power of 
arrnor/artil!ery ~ind carpet bom bing cau sing mas sive carnage and start ing the largest refuge e 
crisi s in Europe since WWII. There have been mass ive casua lties sulfored on both sic.Jes. It is 
estimated that 1 of every a Alawi te males of military age have already been killed in the fighting. 
It is a blood and religious feud without any chance of peaceful resolu tion while ISIS or other 
radical Sunn i forces exist Assad canno t capi tulate becau se if he leaves or loses it is a war of 
Tribal Extinction. The coastal living A lawi tos of Syria wou ld be en rnasse slaugh tered. The 
solution for Syria is inextr icab ly !inkHd to Iraq, 

IRAO 

Iraq was dom inated for decad es b-y another Bath Party member, in this case a Sunn i named 
Saddam Hussein. His removal cause d grea t hope for the Shia majority in the south , the 
persecuted l<urds in the north and wariness among the Sunnis in the middle and west of ti1e 
cou ntry. Dernocratic el<~Ctions in the coun try were ill advised as they wer e bough t and paid for 
by Quds Forc:e money and intirnidal'ion through out the Shia south espl)cia!ly. Ti1e Mahdi Anny 
and Sadr Corps became the lead surrogates among the many Shia militias in Iraq. Ttley qui ckly 
became more organized and form idable than t ile Viet Cong evm were in Vietnam. They were 
the tool used to infiltrate~ and domin ate the levers of power in lr<1q. They etrectivdy purged 
Sunnis from Baghdac.l and from t11e spectrum of secu rity organ izations. The premature pullout 
of US forces unleashed Shia extremism and caused the bele aguered Sunnis of Iraq to make the 
Faustian b<1rgain to cooperate with !SIS who promised to protect them from Shia aggmssion. 
Wh en ISlS rolled into northern Iraq they c(;tplwred 5 heavy divisions of Iraqi army eqL1ipment and 



3 major logistics bases stocked with US made orc!nance, supplie d and funded by ti,<~ U.S. 
Taxpayers. 

!SIS is a very adt1p1iw~ and clever foe. The rec<:~nt U.S. Drone strike is the first of its kind against 
a computer hacker. That tho USG needs to marshal its forces to kill th~~ir hacker is indic~1tive of 
thc~ir growing and not receding capabilities , 

They flow very smoothly from sma!L2·4 man terror cell teams up to 1,000 rnan or more 
conventional fast movh1g light cavalry opt~rations. Although they have no alrpower they still have 
precision strike capabilities . They utilize an armored vehic le loaded with explosives and a 
suicide driver to deliver ordnance on cal! lor their commanders, keepin g a nurnber of prepped 
vehicles on call for itntn<~diate response to the tempo of combat. 

Tt1ey see exactly how the U.S. playbook mads and they have adapted to it and are largely 
unfazod by it. Thl~Y have an unprecedentHd incoming supply of recruits because for Islamic 
Extmmists, Syria is the Super Bowl of Jihad. Young jihad is showed up to fight in Afghanistan 
against the USSR then the USA , they came to Iraq for Jihad but Syria is their main event for all 
eterni ty. For every foser seeking meaning in t11eir life that's c.labbk~d in Koranic studies, they find 
all the prophesy they need to sup port an Isis Caliphate. Isis provides them with training, 
equ iprnent, income and a steady supply of the spoils of war to fulfill their sickest fantasies. 
Abu Bakr al~Baghdadi, is a serious player and has taken an Af Qaeda business model to the 
next generation. He's an Islamic scholar thats quite adept al build ing an or9anization that 
governs, recruits and advances its goals . While AO was a dispersed terror organ, ISIS is a 
terror state with increasingly global reach that also tiolds a large amount of terrain, equiprnent 
and or1goin~1 r<~venue streams ranging from crude oil, kidnapping and extortion. They e.feriv~i 
legitimacy by surviving in the face of file feckless Hfforts to defeat them . Their lean and 
dispersed command structure allows for rapid decis ion making and limi ts damage causHd by the 
occasional successful USG drone str ike. They have a world class communications and social 
media outreach that serves to promote their brand and aid in recruiting. Th eir monthly on!ine 
newslet1er Dabiq is widely enough consumed across the worlds 1.5 billion Muslim population to 
cal.IS(~ a worrying sttearn of incoming recruits. 

The newsletter is named for a city north east of AUepo in Syria. The are numerous Koran ic end 
time prophesies about the last great battl e that will occur in Dabiq where the armies of Jihad 
defeat the army of the north (Cr1ristendom), A bold move by the Next President wou ld be to give 
fhem the fight they so desperately S(~ek. Moving a couple thousand US marines nearby Dabiq, 
in a position to threaten the city would be a bait that ISIS couldn't resist , like flies to a lantern. 
The U.S. is frankly lousy at counterinsurgency but does industrial level war very well. Let the 
small American force hold out defensively for a few months while !SIS moves more into the area 
and then unload on them with everything non nuclear we have. (24/7 8-52's, Fuel Air 
Explosives, artillery, rockets, cluster bombs, etcetera), Kill everything ln every grid square 
surrounding thost~ Marines, whil e also flattening Dresden style their Calipl1ate capital of Raqqa 
Syria . Nothing wilf be as demotivating for their recruiting efforts is well publicized video of total 
c1est.ruction of the ir forces. As gruesome as that may sound, 1hey think v.1tt11 medieval 
perspective anc.1 you rnust give them a poLinding th<~y will undcrstar1d. 

The long term solution is to adjust the map of ttle Levant. When the U.S. puffed out of Iraq the 
country was still intact. Tht~ absence of US prnsence unleashed the S11ia extremism instigated 
by Quds force s. The Iraqi PM Malaki fimd countless compotent Sunnis from the Intel Service, 



Army and fntt~rior Ministry. This truly drsen f ranchised U1c Sunnis who fou nd tl1ernsefves without 
jobs , income, electndty or protection. When Isis was active across the border, the Sunni tribes 
made the Faustian bargai n to coope rate >vvith Isis since the Shia were t reating them horrib ly 
already. Tho Sunni mista ke is o~Nious and thrJy wiH new r ever reconcile with Shia r@ Baghd ad. 
Neither will fh<1 Kurds who are consistently deprived of weapons and oil funds they are due, 
ever want to stay part of lran/Sh ia dominatod Iraq. 

Assad in Syria: has already indicated he's wifling to 1,ave a. power sharing agreemont It is time 
to undo the WWI era Sykes-Picot agreement drafted by the Frencll and Britisli . That map was 
drawn tor their colon ial inte rest and not based on any tribal or cultural logic . The USA should 
provide real leadership and suppo rt th e rndraw ing of the tevant borders once and for all. Accept 
that Syria and lraq are done eve n though it's theoretically pos~ible to rebuild a st1attereq glass 
vase , the expense in blood and treasure has already been far too high. 

A free crnd independ ent Kurd istan is the first place to start. The Kurds could unif~, the northern 
part of ex isting Syria an the way to the Mediterran ean sea. Kurd s are ah'(~ady halfway tMm by 
alre ady taking Khobani Syr ia. Nineveh province would become a long needed Christian 
ho1n.:~!and adjacent to Kurd istan. A un ified Sunni nation consisting of western Iraq and eastern 
Syr ia. Arming the Kurds and the Sunni trib es in their own homelands would el iminate tile 
sanc tuar ies whr:ire Isis can exist and thriv e. Isis can be destroyed wftll conventional combat 
power either fieldHd by the U.S. and Arab allies or it ca.n all be rented from private cont racted 
forces to fight (11<.)f)gside Arab neighbors and tl1e indige nous civilized populations. Once the 
large scaJe conventional Isis capa biliti es art~ annihilated. the iso lation and <:illmination will be 
sim pler amo ng unfr iend ly popul ations dc1fonding thei r land s. 

Finally, Lebctnon tias been a battered state since WWI, enduring a famine induced by the Turks 
that killed over 200, 000 and wars, assassinations and non stop strife. Lebanon is effec tively a 
rump $tate where the lrnnian sponsot·ed and heavily arrhed Hezbol!ah militia hold complet e 
sway over the impotent government. (Hezbolla11 are t!ie guys that fought the Israeli Defense 
Force to a standstill in 2006). Let the Sti,a parts of Lebanon go with Assad and the Alawites 
along the coast. 

Sadly it's necessary to reorganize the troubled neighborhood that is tile Middle East Absent 
sorne clear actions, tt1e world will be dealing with second and third order metastas is from a 
C~li phatc growing stronger every month 

As one considers how the country defends itself going forward. some pc,!rspective how we got 
here as a nation is needed. The tools of war fare have advanced rap idly and some mistake that 
cha nges in Tech m~~an tht~ old fact $ of war: deceit. fear, casualtit ~s and annihilation are pas t. 
Tiley aren't. Some brief history : 

Generations of War 
Firs t Gen : Move s at thr~ speed of fool/horse, no electronic communication s. Unear war. 
American Rev and Napo leonic Wars 

Seco nd Gen: Trnncil warlare, Littl e maneuver. Industr ial slaughter. B~~gin automa tic wea por)s 
(AmiMican Civil war and WW1) 



Third Gen Warfare: Blitzkrieg, maneuver on sea air and land. ( carrier battle groups, strategic 
nucl ear triad and Combined A ir lanc1 battle doc trine) Wl7at flit~ USG trained and l~quipp1;d for 
the {~ntire Cold War and what tile en tire milit~-uy industrial complex still wants to fight. v~~P/ high 
cost and exhausting, cannot be sustained for long pm'iods. {Gulf War 1, 2003 Iraq Invasion) 

Fourth Gen Warfare: Non state actors organize the pro!if eratio n of commercial Technology that 
just 20 years ago was highly classified. (Using Goo9le ear1h to plan base mot1ar and ,ocket 
attacks, rnore computing power in an iPl1one than aboard Apollo 11) The 9/11attacks utiliu~d the 
most cost eflective weapon system in history, box cutt<~r knives and SlJicide fanatics. A $5◊0k 
attack has cost the U.S. taxpayer trillions and surrenderc~d libe11Y. The USG is still fighting its 
current challenges of surroga te warfare with all its ~~rd gen warfarn gear. tacti cs and rnindset. 

The USG has mastered the most expensive ways to wage war. The defense and intel budgets 
consume more funds than the next seventeen countries combined. We effectively try to mow 
the lawn with a brand new Roll s Royce. 

Examples: the Lockheed Martin F-35 is the most expensive weapon system rn tho history ($1 .4 
Trillion for program duration) of the world. Read the article it will explain how badly politicized 
the acquisf tions process has become. The F-35 is l:>uilt in 45 oi 50 states but despite its bright 
claim s its way behind whero it should be. There was a recent dogfight fly off between a 30 year 
old F~1G carrying two large drop fuel tank s vs. a clean configured new F-35. Result: old F-16 
spank<:ld the shiny new F-35. All thesl~ shin y expensive to ols have no role finhting a 4t l, Gen toe. 

I can bore yoL1 with examp les if you want to read furthe r ... 

What this means is that trying to fight a 4th Gen war with our 3rd Gen Military is exhaustingiy 
e~pensi ve and inef fective since it prevents tho adaptation needed to out innovate the 4th Gen 
foe. We have bureaucratized warfare to an unpara!lell~ d level and th<~ cost exhaustion and 
failures in Iraq and Afghan istan bear witness . We still have more Adm irals than Navy ships. We 
have al lowed lawyers to sec:ond guess every decision made by field commander. If troops need 
Close Air Support whilo fi9htlng in Afghani stan., they shouldn't need to ask perm ission fro6) a 
U.S. lawyer sitting in Qatar. 

There are a host of ways to figh t 4th Gen wars better and w~1ys to cut mas sive amounts of fa.I 
out of tho defense budget but we can wait till after the election for that. Mo re defense spendi ng 
isn'1 needed, better leaders and smarter spending is. When you have a failing inves tment, any 
smart investor c.ioesn't throw more mon ey at th0 problem. Instead you change leadershfp and 
the business pfan. A!I of Wash ing ton wil! tell you to sp<md spend rnore, we all know tlow 
consistently wrong their paradigm is ... 

Why does Russia car<~ abtJ"ut Syria and Iran? 
Syria and Iran have remained the rnost consistent client states of l~ussia sine,~ Assad took over 
in i 970 and the Iranian Revofutron in i 979. They are significant weapons customers and tile 
Syrian Port of Tmtuz provides Russia their Mediterranean Navy Port. 



A little known fact is that the Iranian Supreme Leader Ayatoilal1 Kharneni attended the Patrice 
l.umumba Univ. In 1983 in Moscow which was the prima,y recruiting ground of the KGB. He's 
had a cl0Sl'Jncss to th<:? Hussi,,m Security servic .e ever sinco. The recent deploym(~nt of Russian 
troops were primarily Forct~S frorn Eastern Ukraine that sidt~d with nus sia wht~n Putin staiicd hls 
surrogate war. Now that tht~ abuse of all Ukrairn.~ has continued those troops loyalty to Russia is 
sus 1xtct so he solved two problems sending them to Syria, 

Afg hanistan: The country is consistt:mtly failing further i:md further. The U.S. and allies have 
created a completely wetrare nation. The Afghans have no ability to generate sufficient revenues 
to provicle any level of government service, let alone their expensive military built in the image of 
ttie U.S. Army. The list of failures and errors are too long to catalo!Jue here, It is salvageable but 
with a low cost approach morn in keeping with th~~ British East India Company and not how t11e 
U.S. Military has blown through a Trillion clol!ars ov<H 14 years with littl(~ fo show, The private 
rnodel to Afghan security may be too much for people to handle but at least budgetary discipline 
rnust be imbued to 1he field decision makers just like authority and responsibility must be 
pushed down to the lowest possible level. 

China 
As a country the PRC has a real problem with Islamic terrorism. It is an area we can be working 
dosdy with them as they have probk)ms that !oak into China . frorn Afghanistan . ln the northwest 
province if Xinjiang which borders Afghan istan lives a non ethnic Chinese minority's called the 
Uighurs (pronounced: We -Wors} . They consistently have committed some large acts or 
1(morism from truck bombs, driving fast ttirou9h a market with a truck, a multi attacker knife fight 
in a tt'ain station that killed 29 people etc. the government responds with a very heavy hand . 
Also there's been controversy about the PF~C claiming entire regions of the South China Sea as 
territorial waters including waters belonging to their neighbors. They stak(~ their claim by 
building dredged islands with ports and airfields on tlm newly cre._-1t<~d land. Much of this 
provocation causes internal strife between th(~ party and the Pl.A. These unnec(;1ssary moves 
arn easily thwarted if Am('Jrica used its intelligence services properly, 

Russia: Vladimir Putin is a former KGB officer v,1ho uncforstands ho~,;,,i to wield power. That's 
been his ent ire life's work. He se(~s himself as the next Peter the Great and as someone wt10 . 
Will reassemble the grandnoss of the Sovief Empire. He is hell bent to destroy NATO and 
cfomonstrate it to be an empty feckless vessel. He's 1.-vell on his way witt, the invas ions of 
Georgia, a rnassive hybrid war ongoing in Ukraine . You should look to him to provide some 
major provocations in the remaining time of the Obama Admini str~tion. He's restart ing the Cold 
War in every way, even now building 40 new state of the art Mob ile nuclear missiles, each 
carrying four warheads. Think of that, 160 American cities vulneral:>le. to extinctinn from brand 
new weaponry. Putin has no re,.:il opposition and his propaganda goes not only unchecked but 
even unansw<:Jred by America and the west as the U.S. Govt has downsized or cancelled much 
of its VOA World service. " People that live in oppressed areas really do listen. and they listen 
evc:rn !iarder when th(:Jir r1ost government tried to Jam the signl'l.ls. Putin can be mananed but the 
full spectrum of statecraft must be unleasl1ed on him . Hussia is a far greater thmat than China . 

As one studios the continuum of options ior .~ policy maker to respond on a national security or 
preveM a diplomatic incident, tt,e opticms currently rnnge from diplornals and press conferences 
"strenuously denouncing" som(~ unwanted national behavior to q~Jickly giving way to air strikes 



",..,.... and prt~dator drom~s- In the middle of this continuum there shouid exisf a w110:e, other tool kit tit 
options to draw on tong before unlformed soldiers. amj j~:it l)ombfrs atTivc on scone. For the $80 
billion spent on the intel comrnunity now we are missing that tool kit of Political and 
Surtogat<J warfare, covert action, sabotage, inforrna.tion war, propa9~rnda <1tc. Yes tht)stj actkms 
are diificult and come with risk but they an~ entirely indispensable at crucial junctions ih a 
nations conduct We .are missing thesedark cirts now. Our lntei services are ris.k averse to the 
point of impotency . Many of the brush fires consuming the Middle East, Africa and SE Asia 
could have been solved by tirnely Covert Actions . Spc~cifie problems and solutions sets can be 
addressed in person. 

Veterans Administration : The Fi.3deral Government has no tx1sir1ess running health cam 
systems, l'h ~n.~ are a repor1ed still 600,000 .and even up to 1,000,00tl vet$ are still waiti1)g for 
health cam. An !G report found 300,000 deceased Vets sti ll on the. rosters for mct~iving earn. 
Clearly gnvt~ri)ment medicir'ie is never going to get it done. Scra.pe t!'1<1 VA off and unleash the 
finest private healthcare system ir1 the world. Vouch ers work for broken pubHc schools, .use the . 
same paradigm for our Wounded Vets. They can use a Tri•tare like accCss ( like any retired 
military veteran) for private healthcare. Priva,tite tht~ VA hospitals and turn ovor thek 
adrninistraHon to soine of the successful Mt for profit health care networks in America today. 
The easiest 1tlay to do this is to offer Vouchers for the V<~ls so they can opt out of a: falling 
system. No one can criticize you for throwing the ones that ~re waiting an irninediate lifeline ; 
They will all end up opting out and the system will contract and fold as it shoutd. 

Thanks for your tim._ _______________________ _ 
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core , r !ewandowski 

Talking Points.pdf 
Tue Sep OH 2015 04 ;07:0b EOT 
T a!kin9 Points. !)(it. PDF 

From 
Sent 

: Steve E-1-an!·10111-------
: 9/8/2015 4:07:46 AM .-----------------, To : Corey R Le,v~ndovvs!d · Corey R. Le.vandbwaski 

I 1 -----------
s u 6 J e ct : !'al!<mg Pomts.pcff 
Attad·1rnents : Talkin~ Po irrts,ryJf 

..._ ___ _.!v,.mrked this up fqr u guys 

b6 
b7C 
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Fr1)m: 
Sei1t: 
To: 
Cc: 
Bee: 

Steve Bannon 
S~t 9/"12/2015 2:01 PM (GMT-04:00) 
Comy Lewar.1dowski 

SubJcct: Fk: ... I ___ _. 

.Sni.irt 

Dots .DJT want n tdcf}honic btkfit.1g th,m prin(:c'! ... can ~cl that up for 6pm today 
.............................................................. .. ___________ _ 
From:; Corey .R Lc,,,.,md1>wt;ki 1.,.,..,.,,...,....,..,....,..,,..,,,,.,...,, _____ __.~ 
Scl)t: Saturdi,yj Scptcnibcr L1, 2015 1:59:29 PM 
To: Stew Ha ... u_r11_·.u_l --
Subject Re: ._! ___ _, 

Y~-s. Good. We arc mcdng with Flyrm on lvfonday 

> On Sep 12, 2015, at 12:58 PM, Sieve Bnnn()n 1._ ______ ..... ~ \\70tc: 
> 

> Ju.-;t £(IL <1ffthc-phone wi him 

eonOdehlial eo.;fidemfial Treetl'l~etlt Rer,tuestea 

~ 
SB 60018818 

FBI( 19~~278)-306 



From: 
To: 
Cc: 

8cc: 
Subjc;ict 
D,:ite: 
Altachn~ents.: 

Steve Bai1nonj 

Re: Brf'?itbsrt News . 
S;:1t Dec -12 2015 14;2.0:52 E~,T 

.. 1 _________ __.IBreitba,t Nev,1s 

Serilfrorn my Verizon VVireless 4G LTE DROID 

Steve.Bannon._! _______ __,!v,kote: 

b6 
b7C 

b6 
b7C 

....,.,..... __ Ifs ourl hmd working on a story .about th<':! rul:iiC:!fchr'ist ie versus cruztrnnd fight over 
NSA and the :approval ofthe post-patriot act surveiU,,mce 
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From: 
To; 

Cc: 
Bee: 
S1.1bject 
Date; 
Attach1r,e.nts'. 

Steve BarmQn 

Th_u Jan 14 2(J'!6 ·l8:59:p7 EST 

b6 
b7C 

There is ,.:i guv I know very v,,;...;, e;;;,;'I .;..;! c.:;;~t:;;.;. H.;.Tt-.;;.•r..:.·••_.!\~-, -Hv.;..;i.;..;r:.iq~i.;.;n..:.i1..:.1d;;;;. i;;;;;t~;..----------------:--~___. 
I ~-sr~m:o"! guy'-------,-------------------___,J ···he is 
rnusnrn and cou ld be ,l grea t asset to intel cbr'nm!_1nily 
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i ,,."-
1 fc: 1 

I~•::/ 
Jir~'; ,i;;i'.;@2\fl: c ,::~::~ ¼!ttHl\Jiifalli!miSiPfft ,-;,:f)!Jh!,'\\!ti!\i@i4wtNi!i%W!&l\?4\i:@!i'!®IWWMl!I 1 · 

Subject 
mJtc ; 
Attachmw its: . . 

Re: 
Thu M,,u '17 2016 0~:55:48EDT 

············ ···· ··········· ······· ········ ··•• . •···· ···· ··········· ···· ··········· ···· ·· ······ ····· ··· · ······ ·· ····· ·· ······ ···· ········· ······ . ............................................................... _______ _ 
Yes and yes! 

Erik Prl111;.e 

> On M~~r ·17, 2016 , <1t 08'.53, Steve Bannon 1._ _______ ... ! wrote : 
;, 

> R u still up for rneetir'l~i trurnV? 

I 

I 
I 
I 

I 

I 

I 
~ 

I 

b6 
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Frorn: 
To; 

_Cc; 

Bee: 
Sub_i(~ct 
Dale .: 
/\ttachment s: 

E~ l~n~v_e_B_a_n_n_p_n~,--------~ 

Fwd : Recon1rnended rm~e.tin.n 
Mon IV1ay t:~ ?0·16 15:04:44 EDT 
Fu!ISizeHendqr ._!pg 

,-., --- ,• •• •• ••• • ••••••••• • ••• • ••• • ••• •·••·• • • u•••••• ••••n•nnnn n• • • ••-•••- • - ....... ••...._..• ••• ~• • •-.....n•"'• - ,....,..,.- • •••• • •• •• • • •• •• • •••••••••• •• • •• •••••H••••••n••n••nn••~• •-•-•-- ~....,.._ • .. • n .•n -,• ...... .._ ...... ..,.........,.,..... . ........ . ...... . .. .. . . 

Erik Prince 

Begrn forw,.m.led 1nessage: 

Fi'om: EP j 
Dat e: Mav "'2""3 ... _..,.;c""'t""'11""$""' -a.,.\ "":2""·~'"'-t""t ... >·""'\""2"", .. ~ .. 6 ... ,1 '"'t ... ±A.,...._, 
Tb: Steve Bannon._1---:----:---:-:---------------------------_J 
Sob/ect Rec:ornrnended n1eeting 

Stev~~ R,issia's ":ctions ir; ihe Ukr<'line, the Middi\~ East sind their rnom aggress iv~' posture of !ate 
,mJ cert.iinly is$ues th.-=1t Mr Trump needs to untierslsn<.l fiuently . Please consider meeting with Oleg to 
hear lr1e perspective 1)f 0 nation on the recdv 1n9 end .•. He's the Nat St~C l-\dviser of Ukraint~. H~1 vs1ill be 
in DC frorn Tu.eso,:iy to Friday this weeh. · 

Once you have any apprnv .. ,!s need ed we ct~n sort the rneet in9 IO~iistics. 

B,~st 
Erik Prince 

b6 
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EP._ __________ ...., 
Fi!enarne: FullSizeRerid.~r.jpiJ 
Owner: 

...... ~.~.~!J~~~~?.!![~g_: __ ~_v1_o_n"'Maz 2315:04:44 EDT 20·16 
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Hladkovskyy Oleg Vladimirovich 
First Deputy Sec retary of the National 

Scctwi ty and Dcfon$C Cou nci l of U kraine 

( ( 
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. . . . . . : : ; \:·:y.-;}:(:fii" ·ft:.::::::/t . 
~p~i--------------
;·;i~t•L,;_n_f'\----, ,-=~-:t·~--·-,1·-, ,r,-----------,i 
~ ... >t ,.,, ~V ,~ ~L,1, W , 

._ __________ ... frorn-; 

·,·. · ........ . •·.: ·==··· .. 

Russb iUS election 
Tt:f.:} ()ct ·i.a 20-·;o ~-t~:-30:00 Ef.)T 

lt\; u-nck~;:1r to rne if r~ut,t>i•a is din~~ctly invoi -v(~d in _utt~ur 1fin9 to !nfluenG;~: the tJ$ elecUon. ··-rh~~t -s~~kt~ li"$ 
s~~fe k) _sny tht~y <:fft~ -ke<~nf.v !n1~_}n::~t~::d~ <)nti h~~_:.:iy t.1~in[t >tUT(J9att ;s to po!,t~-ln.t() thi_:.r lJS-~:fh~cU.;.:;n 
pro.ce_ss, \tVh<.1 .dot~s U'H?-' l<n~n-1hn , .. vsnt to ~t::r:: Jn _n·~f.: \.\i i.tt~ }·io~;i;~r? .tvk~. (:.·Jintt)n. lhl~y kno>ll hi;:r_ 
,ve!L Putin rmd rm, Forei~;n fv!inister L,w;:irov ,•irn skifh,, ln!'~~rl,:;cutors. Pmf,~s~,inn,~I, ;,t;c.t:m:,:;fui 
dipinn1~~~ vv!t~1 sorne intt~restin9 f.HJ~~Un9sJn his car:~:~!r~ ·._ l?i.S ht~ ~~ n~.a! for~~i9n n1k1l~,Jry c~fflc~~r or ~H) 
inteiH9enc~~--(}iffCfir Sf: tVHl~}. u-nder C.O'lf~r _on hit~ nnJlt l.ple l( .Jrs? 'Th~ brH.~·fin~Js i c:..n-renH)t get dont prqvit1e 
thj~; type of inf<.1rrn~~Hion.. VVhat~.:~\l~~r his t~t~!ttJs. ~~1r. L~:~vfH )\t h~~u_a fin;t p~~:rnon a~;set>Stl:t.;ntoi fvt~. 
CUnt<.)ft H.t:.~ and ~)utir1 ~no~v 1·:i;.":-r p~~r.sonaHty_~ tf1e")..-' ~tnov~ hr~r·t~ct::i~~rt~n rnc.:i•dn9 proc~Jst~?S. . Ti':ey· kno>:.t~:. 
!1~::r inn f:r circle tYH~rnb~r sr H!i tht~:it \~it~ak,nesse·s and vulnt~ ·Jb!~it!~:rt ·rhey kno~v ~l~;_, Ctinton's~ person~! 
.<~nd ~;f1St~~r_n!c \V~~a½ne~.~~es in th(~ \,v'(~y sf·1~~ rt~1n H:fJ ~~tt~h:: l) t partnir.Jnt :;tnd tH:r\,'v ~thtt n.::spGnds t<.3 p: :~:-::::$._:..ffi.:~ 
,,md cr11,is .. TherH i:, rnuch to learn by ancilyilnn B,rnnhnzi, Syda. lrt:\q ;,in(I !rnn policy dev~,lopn·,~:n1' and 
irnpieinentatit)n .. /~Ji t}l~~s.e · r,nijor· pnU<.:y issuf~,~; ft ~ive ·faHed i prt)tiuc n: suect?S.~~ or acGept~~bi€ G;..rtcorn~~s 
for H:t: tJnited Sti::t~~~;. ft i-1~:s ~~?hl~•f.:ys b{~~en c!t~<Jr in p(~f'SO?"! p(~rfrH·n-1,::n~::e t~~vu~ua~!c1:-;s H1(:;t tJ:~;; be·st. 
pn::dictor of futl)re pr~rforn·t}n-H~.e ~~i pf:~~~t pertonn~:H)Ce.. tvh: ::hnton J·:;]~ i :;1. history of pcH)r rh::n.i~:ion 
rn.ah:h~9t ~)oor p(~rfor~T:·2H'lC{~i and f~~Hu:~~~ ()ne couki ask. ~:.-·· :::-does . ti .. l<i l(i\~tnHn prf:!ft~r in this ~~h~ct.lon? 
Hs {~!"}'Stal t:.:!t":;~~r tG rne, ~{()lJ fvh~, c:Hr1toi\. the.ly"" kno\,>"f yot~ :_ ~~y knovv your V\fe~~kne~;se:) and your 
p(~n<:.i)~::nt for .n:.~cklessnt~S~;( \Jnt)ring rufos ~~nd n~~lulaUGn \:•'f: ·;h r1~:s prO·v-io·ed a truastJf~?. tn)\/(~ o f 
~,1::hsithn:i 1nionnfai1cn wf)iki yo ti v,11::re Sec,,c?t.,ry \if State. in piH';;i:,1\ Y~:,i.J ;;;n~ pre(jict,ib k~. Th('.;y 
pr~~fi~r tc--deal vvith prt~dictnbll!ty ·~~rld kn<')\.·vn ch~f1(:~~t nch;:s t . .-•/ith {. tk~ar trar ik r.scr,rt1 nf .b;:~d dt~cisions and 
fa,ikrr<2.. 
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Fvvd·~ t~at)non 
'VV"e{i N<)V ·1a 2016 ·l6:34<"f)O Es·r 

f spnhe i{} her !i;i~;f nf9ht.-Th err sht;; 'tnh~~il~~d thk,-.ni<.n~:li.nt~ and i t~)kJ ht~f i vv::t:(;Jv~~il-(::1ble. ·~~~·frt ~~h!i h::ts:1't 
t"1i!ed b~ld<. eut seen b;~iiow th .. }t ! ~;ent to h~,r, 

FrQn~: tvL!trk (~or~iHn __________________ _ 

t)~ttQ·: t -~)v·~~lf )¢r ·{ 6. 2016 ~rt ~k~17:··1 G Ptv1 E~rr 
T ()'. Sut"!--~J--~~"","'.?"".: ..... _,"",1"'n""n'"('")r"'1 ______________________________ _. 

·rhit; ts the k~~v to \'Vinnin~;. Tt1b~ }s \VhG he ig_ ·rhis is lf1e nH:::-ssa~;e eve.ry repGrter v·./hG h~ dqln~J .:~ 
··proide~· of_ f~a.nnon 5heu!d tf :C~~ii./~t ~---h~~y Should b,~ tot~1 that ev·t~r~ithl n9 they r;e{~d 'to krHJ¥V c::br)~Jt hiin 

. ;,:nd hi~, worMvi,~vv is riqht t,~~n;i. H's fant~~s!k. 

l),nd i 'd ·~H.19.gi~st caHin9 rr;~?--<~t -~;G(rte· 1:.1oint \-V.hen y·ou hEive ~:~ Gh~:1nce to ti i~;t~l:s~; a fF·eat opp oi"tun~ty '<,nth 
\lF \."lhit~.h c.oukf happt:.H1 ton:c,rrov,l .. 

f ~t lps: /i\"i¥VV\t. buzzl\~ed , COfl'i/te st.O!f.~\di~f/ti°1$S--•;s .... j·1(1\,\:·{~ ti!~\f(l · (1 t:~ nnon · $·f,':-~~ ~~""thi::""_1:~ntit· t~~ \-V~~rtd '?U t n\ .~ t-Orrt)-!~ ,.· 
::.qf,.:tQ\/jLt~1b#~ixG~J()t<9[} /\ 
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From: 
SQ~ 
To; 
~ 
Bee: 

Stovo Bannon 
Mon 6/08/20151:0 7 PM {GMT~04:00) 
Steve. Bannon 

t abject: Fw: Fwd: CONFIDEN:TIA.l PROPOSAL 
,l\1.fachmen~: CLINTON FOUNDATiON BRIEFING AND EMAIL VECTOR PROPOSAL 05 17 2018.doc: 

ATT00001J1tm 

_____________ From .... ! __ _ 
Sent: Friday, June 5, 2015 8:24:10 PM 
To; Steve Sannon 
SubJcc;t Fwd: CONFIDENTIAL PROPOSAL 
privil~ged and confidential 

Begin fonvarilcd message: 

F.rom: B;U'bara Ledeen ~i..-....----__,.....,...,,..,....,....--___. 
S~bject; ~ONFIDENTIAL PROPOSAL 
Dntr: June S. 201"' at 5·22•43 PM PDT 
To :_ l 
Deac=) 

Tlmnk you for calling me so promptly. Here is the proposal. r hope we can finally worJ.; together! 
Best~ 
Bar:barn 

' 

b6 
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Execut:lv~ Surnrn.ary 

This is a proposal for obtaining ano then providing n,ultl~leve! foren$iC 
analysis of th.e emails of ct~rtain accounts linked to the forrn13r Secretary or 
State, Hillary Clinton, as well as ott1er members of the Wll!iam, HHlary .. -md 
Ch(~!$ea Clinton Fotindatlon because of its known accepta.tJp~ of foreign 
rnoney fron'l organi.iafior1s, insHtutions, indiv iducils and_ cut~d¼1§ of dubidus 
distinction. i;~':l'.;;~itL, .. '::;\t\_[k_ 

::\t . v,:•·, ·-~:-~:·. ~?~t-~ . 
. -:?~ti;:~ ----~\\ . --.~~t~~--''--::;~~\\::::.. '"\.?' .--~t\ ... 

:-:~~@r}}?-'::\b~, ~~~\:=. . ~}tf~t ~-.--_ ·•!; =~}ttfy·· 
Hillary Clinton created a private don.ah sgfV'@fl&;ibost h~r pet$,ptYaTl\[Qi11! 
account and lhis acc.odnt was also LIS€d f6)h0fficfgkU -8. ''Q:qveh:irneriC. . . . . . ~:::-~,: ,;. .•::·;. . •~,:.,•. . '':;;::~-

b t1s in es s. It is the intent and spkit of th~d@.Y'I th@t hig!f:{_fyet cfffisjal_p use only 
Government domains 'Nhen cond~..gflPfJ.'tif~~t~t?t~eJ,!1es&l\;:~. ''\. 

?( {~:~: ·=\\t~:-~:-~~'.{fa\~~:~]~ ;;~.. '•\\t:> 
~·\\:., · -~·~:-::... . ·-,~I~r~~-; :-

._.-:.) ..... ·-=~~:.;=--.lt-. -··::::_·,:•... . '~'.~ 
--:/,r.=--.\ ... ~tl'':.';... ·--~~\.:..:::tft~::- ·r~:::.. .. . .:.;.:~} 

Prelimihary rE:searcti sho.w~i{bat 1111liiqns{pf do!liilstwen~ accopted by the 
Foundalion at or aroum'f111.~ tfri1~ that'tq§ '69J1or~;J:f?c'$ived a quid pro quo 
from _H:m U.S. Govet}~~W:mt g~!\~_er~t\Y. or HiR U:~t\pfatf} Department 
s~1ec1flcaUy. ·-,\~~~=-· --=-:~~?:-. -.. ':?=-~ -~;:~_ 

-:.:.. -..:.-=~r .. _ .. -., -:~::::.. ·.:.~t~::.. ::.-~~.:.~-
;\f\ _ "'?~--- · ~1~ ,"?1\ .·. ~:{\ ~.~-·;_._:.',~--_f_:_f~? 

,:t~:.;.. . . . . - -.•,--.·,:·-·:·:~--',_· .. ·:-·,,,_··.·,:,'_·:•'-·,:_'_·._,: :-:-,•>-.- . '·:':t~\::~':t~~ ,~, . '=;;t".s, -~ --,~:,.. "\~(~h 

How t11ett1oh1:at1oAs.J%~r;e''·'Bnar~cterlzeci'· or wash.ed before they landed at tile. 
Foundat(~n ir1''~f'~::iffqrt:\B\~gtge1flrtlle true owner is .classic money . 

ta½ _:_,,;,·",','._·_t __ t,·_[JfJ.ririg,:_:_._:,-.', __ ·,,,_, '\\i ''\\,v'.·. "~%)} 
- ~ . ~ 'r •:::?\\ 
-~:- · ~ . •· •,-'•'-,_ c; -.• •~•\f~t-

'\it\; -\~0t¼\t,, .. __ ,1l 
V\HY tct~gy oppo~m6httesc➔i3rol1 is to 9verlay qdvanced analytics performed 
by-lligh-qHtjJHY irit~lligenco amltysts using integrated visual analytic 
prodtJCtS t11a'F:r-¥igt1light connections, links, associations and r~lationships 
onto the databases: In other words to highlight that which is othen.visl~ 
hidden in plain sight · 

The issue is not \•VhHther data exists, but rathqr, sortinri through the qtmntity 
of obtainable data and d1stiHir1g from it the type of infomiaticm that 

. .... . . .·• 

opposition reseBrch analysts use. 

s sJ001e3s5 
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Oppositron research also includes behavior and predictive profiling and it is 
highly dependent upon quality intelligence frmn a multiplicity of disp,irate 
database sources. 

The.re is no ernai! addn.-:iss within a private dornain service (such as vvhat 
Mrs. Clinton did here) or a public email domain service thi t~sannot be 
penetrated using eno~1gli brute force intrusion or forer1.$ic tool~,,--In the 
private sector, r1·1any toots exist that are legal and prop~r~~J]d oft~p are 
captble cf re.covering seeniing!y de leted emails 1. b;~t! whW\R"'i{(g,, lat~t,;found 
in the Deep Web , the Dark \f\/eb, the Peer~to-f;~)r aqg on''R(iv'atiti:,,blil:;.,.,,i:H\> 

feaking domain se~~ffi of the recipier:<:::~:~,t;::\z~~:\~fy~,~ 
Our viow is that the privah.~ ClintorJt~maff'q_grtlQi_ff~$.§rYer"~e.s, in\'all 
!ll~e!it1ood, breached long ago. Thi¥tninesi$=tn!elHQff,!c\EO Scwices. together 
with the Russian and Iranian .. G.yuer ihlellig,encEH:forc:~s-uio•equally or alone 
could re-~ssemble the ser-,~r~/&tn'f),i_t 20:ri\@ht arifi(EJasi1SFiransectioh lt to 
contributions, lobby fund~:~, fray_~! redoeyts':Tun~i the)rkt~. for Pres. Clinton and 

fonne.r Secret~~,~~~::~~:::~·•¾;::~.~~t4 
F rorn an opef~t~(Jf-lfs\9u"rtt-t{ perspe0$lye:'alone, what Mrs, Clinton and her 
~1dvis0n.\ j1ig,,J1Y '&t~,t,{g.g''1~l:;f>d(i~Jo erm.-·m dornain server displayed a IENel of 
reddes~j~ss'1h,e! ls,{u_risftC~§??Jti:)PY any Cabinet official in the history of 
emafLt.x:it:iirnur1iclitio1~:.,, ·"'"ff~\, _. r·· '\, ·~,:,0 "• 
Our j~hJ,!on is tt~~t)t;ift!l~ anyone touched the suspect emails, the server 
had to 1·1S\\~,.b~e(b{mageq by a ll tgl1ly quafified lab that the Clinton law firm 
would have'\i~y~fgllly selected. 

We opine that a time line study analysis would rnost likely show that the 
Clinton clalms that the server was deleted after a thorough analy•s:s of it 
was done, ls not plausible , and therefore, untruthful. 

Coi,fidtl'itiel 601~fidetttiel T11efl{ l!le?l'tt Het'ltlCM~el ss _9 001B386 
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Vl./e opine lhat the entire BmaU dt1l$ rnass from the Clinton private dornaii1 
server does exist some.where. \Nhether the content is in the hands (')f 
malevolent forces, s1.1ch as ccJrtain foreign ser,ices, or whether they 11ave 
benignly faHen into H'ie Deep Web , the Dark Web .. o r Poor-to-Peer spheres 
remains to be se(¾n, 

We recommend'. 1. That we s.earch the open-source infonJtation sphere 
first, using trie most advanced rt.~covery tools in the rnBrketp(µce, which our 
company does possess. Such a $tudy can be done indJ;l~s th'~ti .30 da,ys. 
The cost vvotild l:>e approximately $22,000 anq w~uld 15~;~~¥:x.orld:¼'.lsJe 
search. 2. Next, we would see-whether the cont~fffavf the\s.er\tRr feU,dnto or 
was tht; subj(~ct of an attempted hacking even}~ftwa\1.10 tak~, c◊'a~j_p0fapl¢.f:: 
study to se1:1 Wh9t could be reCO\tered, Th~ s\fiHy~,'fOU!dittkl? ,&l~fs~hJi/~W 
and cost abcut $45,000, :1. VVe would chec~}\~nd s'e:~ whetq§.({~;_ the i' 

server was penetrated and recovered rlY:i ~petli~IJze(Fqpfts \~1llt1J!htpe 
Services and (p) the content of the,.,$QJvdr:fJ'.\t~~ fr~nsferf~,d and''lcf lf any .......... ~,.~ -..;_.,,.,. ..,., .. - ... ._., .. -.. ·. . 
emails cou ld be obtained. If even1J \s1ngle ''&rr5@U\}~~!J@ reco~grecl and the 
providen¢e of tl12,t email v./as q forei9JJ serv12@'l)Jt 'tvo~:t~,prove catastrophic 
to the Clinton campaign an,9J\\&1Ui:~):oun~~'.bon'§h°)r{Ork''.'~This type of work 
reqi.lire~ travel and intermedit~ry wofk:hJf'~\ffJuld take;;f?0-120 driys, and cost 
·~on ~••/"e· -~ b ::.t .,c. ~11 "'2· g' 'l~' (}()·,~,to 0 3r '~'"(\0··'0·;\._ -:,. ···r 8 I l',1-'d ! Ab . {~ 1h,~t .. ~ . ,, o+. ~n ., .. : ..P~ ,J\./",:J .. · r,,.. _.-:}\.-

·~'tt"~¾~;~;c~~~~;:w 
This fa tl j{l&\1;;;~l{\~){J;f8}'.,i~l@l;~J¥h\i.-l~%~1::,rorcnsk cn'lail study of certilin accouilt~ linked to the 
fonni:.r.Sc.:'~'&rnrv <.) t'Stlm!. TliU:.:.r\>'fafut<)U. '·Hs wcU as ~-;1 her n:1emlx~r~ of th~ Willi.am. HiUar\-· and 
c:h!ittl\\;;_,,cmtt.9;~. Fon?i{~tY};Ji;tfcca~;iit· of it:;. known . ,wccptatmc of 1<)reign. tll(l!lCY . from 
org;tj\j.mtions, "l1\1.!tiiqt1t)n,.?U1divlfi'i1Q,Is awl cut-oui;<; o !'<lubi.:>118 tfotinctio:n. 

'\~~\~. \\t~:~ - :\~gi_ ":~ 
Prdim:'funrv rescilr<:h"st1.0,\\(:'>dl:%t mtHkim, ot\lo!lm,s W'Cr~ Hcc~ptod tivthe Foun<latk1n at or around 

'\❖":o: :" .... ~:-:.:\f.::>'"._'::::_::':~'::•· . ... 

the tirn~~ tfi~lt )hc dnm.>{S hifM'i.icd a q1.dd pro qtuJ from Unit(~,t St.iltei; Gm ·t:rnincni gc1lc;1:ii!ly <)f tlil~ 
U,S. State l)N)I~rt111c1it\ptx:ific,t!lv. 

"=~x~s~:~(;~~{JF ~ 
Pcrhapi: more egr~gfous i~ llo\v tllc donatiout. wen: ~haracteti?.ed (lr wa~hl.!d b,:for..: they landed at 
the f<ll_.mdatinn. Unc.kr nt)nnaldrcum~t,ance!>, the i;,;:,-,:!n;<:;itk,1t i1n ~n.1d w;i:,;h1ng of fond$ in .Ml 
dfort to <'<Hl\X·aJ tl1e jrw~. p,vnc-r is dassk mo.m::r lau.ndcrii1g, Thi~, comhfocd. wilh a number of 
other drcurnvcotions that the Clinwn l;:unilv is hl\)\Yll 1.0 have cn~ra~(:d in durirnl tiicir '.HY V(,ars 
in o!fa:c, !:ip~;:il-,$ V()ll(!ll<.:~ :;1l.xmi the c,mdid:;te\; d1.:.m,~,tcrand her \vii!it;gn~!S.5 to 'ii,.:,: ouisid~ th:.! 
l~undarics ~, f 110.rmal fogaH!k~. 
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Hcrnu~.:: ihc Clint<)n Found;ition iis '\vdl u::, t:hc Candidate have h.ngc digit:'11 fingerprints, key tri 
any oppm;itfon fC(i¢;1rd1 is to over b y advatK~~:t1 ,malyt'k:, pciform,x:l by high,qu,dity ink:lligcn~,c 
m1,;1iysti; u8ing iutegrate-d \'i:m,d Mwlylic pro<hlcb ttrnt hig:hlight conncct inns, !ink!>, assodations 
and rdationships ontq the database~: In other words, to highlight t:hal whkh is otherwise hidden 
in plai.ti sight 

The is!>U(' is Mt whether data ,:xb1s, btit rather; .SiJrting ihrnugl1 the qtwnilty of obta.im1bk data 
and distilling from it the type ofiufoniMt inti lhat 1)ppositional rc~carch ~mt:Jysh use. 

. "=.;\~::-. 

White (lf)posititm rescurd1 genettdly i~ defiti{'d aii <lcn:igi,tory, 1iegati}f ~; or adt \1:r~e i;1forn1atkm ... 
ii. a!Si) h1cfud1~-; bdrnvior :ind prixlicfiV(~ prnff!it)g, HIS highly dcpe11dZWih~ni/,n qti'R!,i1y itire:!!ig~m'.(~. 
fr{HTI a muhip!idt y or dlsparntc datalm,50 8-Ql.H'Cl.'5 . if>, ?t);;:=zt\,. '''(;\;,, 
Missi1tg Email Recol'ltt)' /'n,j ee1 

::.-~·~~ •:~x·:. ··:-\)_~_-,· .. -~~i1.~-~=-. ·-=~~l~.~-:.,. ..t.:.-

''
.,~.,-,,:_~\.-> -~~:~:-. . ..... , .. :-,. ... ; 

. . '':<\i\.·:,-,,,'_,·,, ~--~,..... "•'.';::t~::... ·:;:~~-- ~·::-:..:,-.~~:-· 

. s ~t}?¾:);, .. ;;i,,,, '\\Mt% t?-ti\\h,,''.:!):f;V. 
Vast mcqja reports schow that Hilbry Clinton crc,:ledN'mrivak d&l}p111 s6t\;w t<f ~ :st hcri5Brsm1:tl 
email ac;<:ounl, and ihat this account wa_::; aho Uf£l for''Q~Vkinl 0-,'t\1ovcm)J.~t1t~J),,_usin,~~:.. Jt i:\ 
the int~•nt ,md $pi.r ii of the law tha t hitth. k_wl''t\\r}~h!,lS tN\ ,on.ly 0'i\ya'rtlnlt:'i\},,dt5tl'1<1irlS wh,~t! 

t<mdi.1~'ting officiid bu;;i11t"Ss. <~j~:P· '\ ,(;;~,:~\\1::;~~;~\;,,_ ''+t\\) •"· 

There arc ::i number c)f c,)rnpd !ing r(:_;1,~on's Hw such fig\th;,s sl:ih'ti!4t ncvcr n~-~ a phvatc <ln1ail 
ifom:tin, to iiidude Omar!, H('i \J;fflf \'.\H\~t(1,'~t}&l}~m1c 'Wq,(inl illl~htsct ,thw!ti tt> {,l'Q!:crti,m 
ag;1ii1st intn1$irn, by fbrc:iit1) iot~llii;titi'.~:c sci~'1tt s, 'lfi\iJ\c 1rn1iu;'fifsrc i~ nn c1i:1ail address wi.thin ;1 
prt\'atc dont t in setvice (i.ud) dtJxh,i'I\ \J,r< C!lM'gp <ltq)11m::)_;gr 'lf'pnb!k c:m;lil domain ~cn 'k(i 
th~I cannm br. pcnctrnlcd,ttlfog d\hu!!l)\1*-utc forHt-intffoii~~W!ti'r forcngic too.k rn the p.riv,itc 
:;ccror, many tools r;.xbt 1HWt\ir~ J\.;g}i\iind 'p) 1}pcr ar1~~\ .1tk;~\it~ eapabl.e of recovering seemingly 
Jdcted email$, b1.tl wi{i~:l; ii}ft b;l(:I' f~t iittl\iir thf\pccilli}\-'di, the Dark \Vcb, the Pccr--t<l--Pc,,r and 
nn Priv·•ik bu= lnkinn ,•li:>i'IJ,t!'! '!:cn :c)'J·\ if 1.lits-n>dj~k:tit~\ )r h~~s.cn<kr ::.. ·. .~· ,. · ~ ~ \~ti\: ___ ,. ~:\ t:, ,-. -·==~1~~r_. .. - - · \~~%~--· ---\=~£/ - ~ · .. 

.In th"-~ publJ~dWR-t~i'i;:1~\~'i]\tJ:};~tt;\]igj \'i>~e_ :si!n'ic~Jlfoiv~ a rnsl arrny (1flo(1ls at tht:ir d i:.po~al tlrnt 
GIii penet\}iftr' \1r'iJ\t nr1\'att <lht~/f 'itffCHiilt_;., i nd ma ny t hat arc even U .s, Ci(IV(!nltll<!Bt prntcc:!(!d 

s y~:~:ii.~,, \\1itk '?)~\~l::i.1:~~\:::::,,;i\:tl~tb Y,: 

't11(@.'lintot1 fHpJ:1datio11 dii:i, ni>i~\ qnsid,~r Hrc upktcp and maintcnanc.c of :t pd•;,ate em.:1il domuin 
~ i'v%:_e, tp incr&\il.;; the mi%t ad~kt11ced foc'l.va)k rnahvcar, ,md rcsisrnnt · foitrc~s sonic wall 
!,o!h;fi ~f .,, that is u;W\ll~twc ii1~ll1(i n:mtkl'.t p!aC'.C Such opkc:.:ep mu::;t l:;-c: dcmc prnactivdy nod o.n a 
SCC{)tld-b"kt,~C('.Otld h:isfiWiW~%lw and l~vcn nll .)t'C .~ggrc::;:-iw virust-< ;:ire crc;:11:td each :md (\v;,:ir y 

$Ct:oi1d b\;'l~ kvoletikfon;.es nr(iund the world, 
~ •:•.~~~1~~}~~fii0~:~~ 

Oar view i1; that. llfo"'\'frivati:! Clinton Ctlmi.! domain server ,vas, in all likdib1od breached long. 
,igQ, Om: of the dang('./'$ or handing O\'t~r ihc cni kc ~crvcr t () an indt.~j)t~B<knt !bre:l.~k da l~ 
sckntis t is that the re$iduc of ~uch ;:t br~-ach c<itilJ l~ found :md highlighted ind . i.o simM;' c,u;c.:;~ 
even trnecd back .to the offomlcr, Such ,1 report over a breach ()f thi:-. type W(n1kl be po!iticul 
suic ide for the former Secretary M State, who lwkl (:inc oft h~~ 11:i()st sensitive posil i(ms in the US 
(1{) vcrnmcnt. 

Sccrn1d, the Chine::;.:: hne.Jligcn,:c Scrvi;.:c:,, k1gc:thcr with the lh.1s:;ia and Iriu1ian Cyber 
Intelligence f 1)rccs co-cqu,)!ly or a!oiw cou ld rc-nsscmhlc the server\, emai l cot it cnl atid ca'>iiy 
frnn~;e<.~tion it (I) cootributi.on;., k,bhying fonds, trnvcl records, iind the like for h-e~idcnt Clinton 

\ ,._,~"--· 4 
Pt i< ircgcd dttd (\Jltfid.c.,,ti~rt .~t(.Ot, t ... .y V{ot{ .. Ps<:,d.et<:l 
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and formei; Secrd. , ry Clinton . .In short , they 1\i uld do \\·h,it. the U.S. consei:vi,ti\'c mcdfa ~1txl it$ 
snpporkr1. a.re: tryh1g to do today. lkiwcvcr, they \\'()ukl have two distind advtint:agi:-s tbut 
nobody i.n the priv1uc inc(iia enjoy; 

a. They would have the emai!t., bMh the originals, htmders, fotiter~, attachments, mid the 
c.ommunk:ati(m vc:ctQrs (if the t>Ctlc-fot~tor~ seeking pnlrmmgc with the Clintons and the 
Fmmc.latio1t All of this \Votdd be il, origin:11, prisdnc, :ind H:ldi.-'k t:'-!d C(H1diti1)n (i~;r them to 
(:ross sccti1rn ugain~t cip~'.n s<.1uH:c dal~t. 

1:,, The Scrvkc!S w,)nld nbo have not <mly C}~ircmcly ('>ipcdb ic(~~J JJU,\,!JNT analysts, but 
,l(i.vmwc::d an;1!y1jca! so!hvai'e dun colild trans~·ci-inn cti n!riburi<m oNJq!lars :ir;aima <~r::inils 
.ami thdr tinting; as well a:-; other dispitratc d:.rtil to 11:-scmb!t: ih,mo!iaii;'\\f txll i~ica! p,1y,fo-
p!ay swry. Th.e S(!r\!i(x~s c<.Hilct then se~k t (> bt::c:brwil rneihtjil!f,of t!1St j\ouncfo,ion, it:-
1:1.an: or even the Clinlon's !licm&ctvc:,;. If th<iy did ;)9t CQl)f'>fi'lit:?;,,Jhc Sl,~'i<:cs c:01.1kl 
sckutivd y kak pktlis nf thcfr mmlytic finding:-; ~ucJt;lit )\}Wl \{'tl)>(f(fii~-~-011 'YlkJ tuss_j{1r1 

urnt1imn siory, .. - (~J~8'1t~~:, \)\,\), ~'.:\~t.;;i;{~kit~~:::\tK~F 
TllU:'i, from an operational ~x:urity pcrspcdi vc ulpne;'\\l1,it \.fr[;;'\:Hnfon%J~t hGi(p.;ivi::1(lrf did by 
crc,ning a private email di>mai11 ~crv<:r dispb.yc9d~Jcvd t~?.J rc~'.k'iti\~r,c~s t1\1lt)s\l~ ,~urpasscd by 
aov Cabinet offk ia.l hi. ihc h isl()I'V Qfcmai! comu ih15ihHion{,fi_._ ·\, ·~t~. ·-;;.· 

l);/etlnn ,if Email S,r,cr Cm,,.;,, -f~~"'t~(V~:~:::~:!~,t'J;:~f 40 '" 
One of the · i~~llc $ r.h:,t!: l!.i~ H<lt IX!~:t\l'Will}brid?\l. .-ijf':J'he mG!.'lia b. 1:fof\lbrcnsic n ieth(ido! o1ry of 

• ' • • ~'--•,-:- .•,'• •• • .. ':.-..')" ._H•,-.• .• ~•• •• ••>•• ••• • • • )I,,, 

Clllail (klction ari<l reciWCrY, niakHlg the sfoh-\.b'Mlnd who.t 'tH~,.ChnWll Founcfo.tiim and Mn i. 

Clinton spedfkully, a tot;::1~im~~t},;~:,'\\\t .,. '\\t½::~~\~\:;At:il;{:".'· ',;, . .. 
Fin;t, when m1 cmi1il don'i1qjj': si:rwH l'ii$.,wtifoJt! that ey°'.'goinr.1{<> be '·pai':-.t•d" for dddi\Hl of llt.!k'.CI. 
data, JlUch as perncmal'~p~ail~\xrrsus ro;i!Jcti11JHtJ)i;1:;i1Jis:s. cm,iil it n!tlSI lx.: done in a very phx:isc 

::J ::::.:::,~~~'.~m~~~~'.!,:,nnve,, wo,i wiob. d,n vfrgin o, ,uigU-,,1 
SQllrce ent'!{f'%'l;~/~r, •. A¾:JfijtuiJ,i!;t fo~'t-1~~/c c:-:pen wou ld tlmkt : an ''image ('.Opy'' pfJhe domaii1 
t,'CfYCI: fo:st%.~nd. ,:r1Hi~)\'C:i\t(fo iH'!;ctor-bl;kcto.r inrn1rc ~'.(ipy {tfK: .rno~i invkliout, and tlmrough 
rrn;:H@Jl.]:J!(>i:i.~~l,lc) :md~\\:prf{t\'ipn-1 nl\{;h~1agc to do ~1u;1litativt; ~>r JJuantltat ive dc!eti@ (1f tl1e 
'\ttifi?cded ei{{~ilf, N<JHli1Y \\)~nld ever d~k the po1er;tial of tfie orii;tinal c.onH .. 'llt s~rvcr hdng 
rnrrqj).fed, iu;dd&-l;tlully de let%!, ,;fri~u!le r smwt sort ofc:a!'(t$tropbk failui:c i hccausc ii would be 
(kvm:lagng politica1)MAt: trxA11.d ' 'mcssagc" t lrntkind . ofevcnt. 

·\ltt~:-:.. -~---~-~~~il@fJ/ . . 
Thus-, our BfiiHion i~UJ1a1 \Vil.liitms .. 111d Cnnnplly wo1..tld hii:e a r~pntnble tbrcn~ic shop which 
would advisc°'th1It {~'.t{!fomain :;crver io he c:rnmincd for specific coni"<~nt bit imagt~d. ::tti(l ;1t lca~t 
once. 

Se~~ond, it h; not plav~ibfo ! hat :1 humi .m deei::.io1,-11wking proc(:ss w:lS U'iied to mam1,1!ly revk•w 
every ~ing.lc e-mHil, either m1 the -s~rv-cr (or an inrngc of the server) ind cull (l\ll ()nly tho~e that 
W(ire-n<m-p.::rnonaL It is imphmsibfo n:, ti) the armnmt <)!'t ime such ari cndct1vM wotild trike, as 
well lli.< lhc thor1.1ughnc-s~ of such a process. AccMding w m,xlta rcporis, the :;-uspcct server ha.d 

1 Nl'it tn reforenco hi.story, but · th,~ modt~rn day Vt\<',\ion of tnc Rosii M>iry Wood is minute t11pe ci•p tho1t oc(1f1-rl!!l upon the 
i11f.-imous Wa~rs,3tc Taµcs 1!pf$0d.::, ni,Hk' mom implau~lbl~ ~ 1h,~ 1<x1:Mic.a11,, 1:.llh:.<nced $0:.sn<i N1gi""~rs whc;, ~how,~o 
~pe;.itcd r<i•dclcte~ of thii s<1mc· t.lpe ~ci:tors 

5 
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,1pprnxi111,3,tc)y 60.000 ~tnwib, of whkh ,1;->proxiJimtdy 32;0(H) W(:rn '-1lkgedly riernon.i.l and were 
dcktt.:d. . 

ft . is not dem· ho\>i' thi~ wa:; <forte., a,.:ccording tv. the:-;c ~amc medfa i~port.s. Logically, th(!re an:. 
only thre.e w,,yg: 

:;i. Review. print m1cl decid.~. Th,; tir~t nwthod is for a hum:m analyst k\ sit and review 
~adi -:mail manually on. a compufcr that h,t<l ~en !<Hided with the .o~t (H .pst fik th.it 
t~(inrn.imx! the ,;mail .For thnse that \vere "busin,~s,/', th<: an,;lyst pl'ink:d a ('OPY in pap(Jr 
formal and laid ihc <.:mail {)ll the :-i{k. F<:1r th<.i:>e em,1.ils (hat had ~1tl:acl1mCJH1i. tbi:; w,:i 
\Voold b~ prime:i:l a.nd ;Htnchcd tc the printed c;nai!. HO\\<ewr, Z➔~, must co,~sidcr the 
human anti ntcdianic~r fon¢ <~krn($Iltl: io go through 60,000 -~~nnit~ 'tk;9rd~r to compkte 
such a task, and do it usin:t on!y fine machine, 1:>nc printer, an<lt~lp_,i;__:m~1l);§tl 

.;~·... ·\ :t::;:,:~~t\ :... · '"=,:r\~~ 
b. Ktiy Word Searching, Herc again, ali!:-U!ning rhatJJi1?

0

fwai tdin ii~hij)it:;U\{}ffl iln;w.c 
copy, tile analy:,.t W<)llld g(~ thmu~~h the ,pst \,\•·itlt\i\~1/-tff'.-:11dJ\*>tl(}Cd~}ey:'iyimt s~~\,i.tfiiifa 
S() !1:w,tre (a1iJ this ,1$sumcs ;iuch :-ofrwarn wa-;; ·\!;O'WtJ:r cm thi\Jiou1~j~;&1h.iii'1\-:;~fft:'r to 
HC(:omplish such a b~k) and fbnm1l.i1c _the cNpplh:m'•itwch tcl't\)f t(t{\js tinguf~n wfo:t 

·was 01 was not 11 US Ci(}\'CntlTK~t)t bu~inc~~~f;:,:il?\t\r.~ ''i(;~}," '',\:::,h:~t,:h 
$!)me pQssiblc key w1:.1i:ds would b5tgj{:i11<1i;\t~;;i¢;t1,p}~n~i1.1n~\1\it woutd be C(H11m1:inly 

Med by us Govcmmt~!lt pcn;()n.t!diW{udi a:s :ifi'U,, '4th~t;;:.swic, cti%g-towc\,'Cl', CV(~ll key 
word searching m try Hl1<i Ct!..!LP~II i:h~/Eot~!)Jj_ni''k1\1;~riffi1~m}fp1ail;, from the;, total dat(l 
m.:1ss would not. b,: a defalicl/~Y§:'.~t1H1ti~}ll.~"~1~tti~\vcr, 1\tg,) thrd'iigh thous;rnd~ <)fpciwmbl 
hit;. and cun ()i.!t ()nly t:frdii t ha?\\>f?.Uki{\)c rckvliibJ)y a '.,ingk ~n:i!yst (.Again, 
hnH)ihctka!ly, no tn1,1g·&l.1l.PY\~;w, ,kinc)'\wu'liltfilkc ait£1i6h11ous mnount ofriinc. · 

.~{f)\\\\ ··•:t~;t::;. ·::~\~~=~- ···~\i~~~ ~::~z~:ftt?~· 
c. Load co·rs ima'Mlc or kc\?\rnrdtsol'twafrt NiFl'<:m:!i~ic analvst w1.1uld risk k.mdin,1 

• '• •• •••• ~ V , •, •,• •· •, •••• •·•· • ~~ 'lo •· ... ~ 

any type of :-s·dft~taig)~pto tl_;f 1ti~1'.c 'rii.\f!1ir!fJJ)r domain ~crvcr ii1 an effort ·to identiiy-

po'.,sibk r:~\i;::::,:~:e~~¼:,:~\t;Jt(\W' ·,:,,\/i,h:~l;{;JF' . 
MostJikclv.'lhe\(wgoli:tinmiHfohe lknnaWf :,;;:rv~:r, ;,md then load the COTS sQltwart, onto 
th~fif1l\iih(w. -~~ia\i~~i\i}.'AfVtii:qr rn~9\tld be C()llfi_!;;ured to W<Wk with tl{e C!inwa ,fonwhr 
~.dyfar. Doi1%iJ1 sa1:,tcr.t'bi\~ki:?Perifrii1g ~ystcm.'> ,111 haye thdr own \llliquc idi1,syncrn;,ics 

.6til\":'Jl{8ign\u;;t b~~·'\~~%:oHhnodai':~ut \:vbcn $Ckcting a partic,1lar COTS !;l)ft\\'arc to dn email tt~~-rcc(1vJ(:~ii~~:se<l 01f\~( l\,l~t 
'0\\(~ll: cxampfo}1Jw kn~l~.g COTS cmui! k-::y \vord rcc ,)V~ry ~offo.,ure for ~'licrqi;oil Outkiok 

2'11);.i.il \VHS XO'RN1f¥#'\v;i.i:; dc:vdoped and cnginecr~i by 1he croamrn a.nd original mdcrs 
()(N,\~:;9ntfo1}t m1d !;1Jc:::r $Old hi Y:;1lwo) !).utti)'in~~ t(.> kmd this pi:!)d~ict oi· its Yatuw 
:,ucccssWi::;\S."M9:lr11ient {Hi.to , :erti tin Jo1rmin ~(!l'V(!n; t',rn (:UUS~j liqt ii1dy ,t nHsh, bra 
desti-ncLioii 'Bt'hJc&, The r~~a$on is thnt a!I email key wot<! s,~M .. :h t;)()l pr<iducts rN1t1i~ 
"imh;::<itig'' ('!fthe cnt.lrc mit~s to be snccc:;sfuL~ · · 

: ~ M ~ll.ltccl, th is ltypothe!'ic~I scen;srio es~i,n,e~ lh..,.t the ,;,riij<!ml wa~ nl'it lm~'-"<1. Nnd \imrcfor,:, only ,,.It\ pe~on ·could w1>rk 
on the ff~ m a tln1c·. 

f ''lndcxlr!g" by lb v~ry ,,:,tt,lr'e mi;,m~ to puf<lf:riw th~ .p•;t1 ,ost or t1quhmh~n1 tih~ on th,~ domain st~Ncr, and then ta .µ:s~,o;; it 
in -such a W:JV' so th~t the sc<ir.chcr c..n typ.:i int<! th.:i pmgr:im ;s_ key word, date, time, rctcrcn~, dt~tlon, or llooleM-~<>3ic 
sniptl'ld term ~nd. b;inr. b~ck a rcst1lt whi-ch· wc,vld tontah, the fr:imed "phn,~e", "!rid._;fotr" i~ i,,hcrt!1:1tly o •·~iy c~,m~lit 
data 1iro~.es~ that c~n <f¥1iai;<! .ii fil<!c if don,:, by a prngr<1n\'that dot,s 11.ot l!CC.ommodatc dlffe.l't'nt <>p1>r,iti111rsvst~m~. . 6 . . 
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W1Hithcr Ci;.Jogle Dc_sl~ Tj,.)f) or other p()pu!;H' C<.YfS pi'ogrnm:;, th~ data mass invQ.!vod 
mu~t be compktc!y inde,•;c<l, frt)nHn~hiiok. Depending on the f:yp<'. llf OJJ(:rnUtig s5'st(:ii1 
withiii. the C!inton do1t}aii1 server, an<l llKlrCQVCi', tho: kinds of email~ and attilchmci1t,,; 
IT(>m around !he i.-rnrtd tbt ~he was sctidingand ri.:cciving, defi11~; !.1()w wd! the imkxing 
will work, imd m(1r.;,(,v(~r, w'htth()r i, wit! dnniag~i <Jr de:,twy the n11fric-, original tile: 

F~)ral) ofthc5~ and other tcchnic::it ,rnd csnk~rk rca.:.ons, logk and n<:nmaJ l·i.:.i1-cm;k mct.hod<1kigy 
dcn1,mds th,11 h::for~\ ,1nyone touched the :;usp;;;ct cmail:s, the-server J1,1d ti) have: l)t'.~11 imaged and 
done by a highly qu:ilified lab that 1l1e Clinton bw !i:rm (David Kendall, Esq., ,md Wi!li;1n1s ,md 
(\wnolly) would have ¼i.rdi.1lly ~dcc.tcd. 

A\<sii!ning.oilr bypothcti,:af •· that /tt !~a:-\t ,)nl! image >Na$ 1fo11e •· nt~_?;:f ,vo:i~:J{~~)he pr1)-..:eti~ Ll~ed 

in ~dc.:t; ~cgrq\aic, :Jiid dix:ide what to ik1 with e~ch pf ov<:r 60,(l()'{l{~tW)ib o\\\t)~ <:ompresscd 

pcd1)d or tune. ,ti.:+ti,,. \¾;;;:~~\ti\\;, .. ~\t:Ik. ,,,.. __ 
(foe of the issues that th1.: ml!dia ha), t>V~tfo6kcd i), the fo_\;~{\~iti pr~Y2%s follt¼l,.-t~10il!}llliNt~!\l\\i)s 
fo:· scg.i-cgat!.(11~ i:ll:d tile cm\oi_mt (Jftirm; it WQU!-d tah,JotsWfn\iw of a\ ~A~ ti'i[M~}tfoHtwp~ift¼" of 
i---.. ,.v::in{'" ·v1thm (,0 000 't'l ' .-'ls· .,.,,. ·-···· ··,,,:::. ·,,,,,, ·-·-, 

I: ,e • -~ ' . . , c. ' •. ' , : .,,-.. "'"?~h. ·c::\\=:=::. '-',::;_~%-, \'.h., 

F(11: tlwse re,irnns, the cm;tom<.:r her~ needs t(1_,ciM{~:;A,Pfo1itti1ility tT&\,,Hne.tW;}.t_(;(i the C:ltnt~\!l 
dnims. unfoasibk. 'fo create: ~uch ~) time liJfg(}cenKi\1'.'.t~~W_!1i1tl&~!1~ nccHJr> lx: cf'ahiatcd 01' at a 
mit:imum, made. For example: \(;;:. ·,,,\i;;.;;;:;'.::::it;~;~!l\:: ?\;; 

~: ~~~:::
1
,:;;::: t~::~ 1'.;~:)t

11
~:

1:t1: t~\~1;if ~t;;r::~~1i;:::;~1jf:~1:~;:: "· ilt ,, =V· 

3, \Vhcn was it shUt do\ynl1i1~i nif 'l~?l.lgcr C,ifl~wlzij;,;;1.;ndi_q~ ohccciving irn!fa:? 
4. \\:11cu '\Vil:i the doimwik1\i6(flc011\9Q a "tirdi?,wri{Wl\!mtJtgal rnunscl had tn com,fdcr? 
5. \Vhcn uiukl the dti'jj1ain scrvc~:'.J?et::i%t.;!;lllovdt;Jhmf i !ie. Clintnn -rt,:--iifon.(_:~: (ff ·whcrcv,:r it .. ...... ·"'" ....... • .-.-~ 

wa:; being: ho;-;:i~(ani.rthi.ln m(_1_vcd4p cinl~i:_ W1l_(f;uns and Cqn11(11!y (1ffo;es in Washingkrn, 
or lei tlw J3~\ttlu1CH~:· ,,1t~\W4ft:= ~'?:t,_ (,fUfft -

6, When did'~t!J~t;,-O,rsl t-~~ils'·'~fiii were, c<'S'h:~idc'fod US c;ovcrnmcnt iriddc over to the~ Sta!c 
D,~mtwtt,:11t\ij}JNi1.)$,~iif{.%, (1ti'<i11sr j O b1; dl'i1~kli;:rt.~d foi: n:k\lSC? 

. {~tr;~~\~:t~}t:;-._ ·--;={~h-~~-=z~~~(t;~::\1\i.. '~:;l~~ ::~. . 
The pdm1fsrc is tffo1)!P Fi\!,:i_'.\.'iW'\:l1fl0oii) tmd output 60,000 cumils, WC i;pccul.atc that it ~~ould 
1xit,dfo'.\tt.Jlei.lh d,llie iii''lt~smfffo:: Qf\•/tBks zw .1wcn months. To prtw(! mir assumption. one need 
ont\t1\h .. ii tiMl~;,study aii~l)1g/]t?t[sA) ll!)()tl thn~e cmaih that \VCl'C produced {tb(l$~ that li\t ' 

cust,\rer cnrrci:Wl~\ffoCj; po'ij5-fs" &= have <1ccc,ss to) and conduct an alphn--omcg;1 study 9fhow 
lont~ sqi:;J1 cmnit~ iil(;fpntui,/1~i in 1) like do.1mi11 w rvcr would i:tkc ti) idcntifr, isolM-::, t<.';ad, 
M,ilvzc}\kc.bion. priilhfmWt!ital~k ··· and do ,1!! of this on a idrntk non-ima~cd hnrd drive that 
puq;ott~ tJ'ti~JJ,10 ori~\~1al ~;;tlle11t ser/cr; ;md 00 d<HW by :i singklmman anal)~t- . . 

... ~:~~=~ .. ;~ t1;;.~;: 
Ai the end (>fthc <liyt~v-c opine th,it $ll•.'h a time li.!w .~tudy analysii. ,vould mot t likdy iihQ\v th<,t 
the Uint<Jil clai1ns t.h,tt the server wa..\ dckt1.x! alkr a ilim,n.1gh amdysis or it wa!:> done is Hot 
phmsibk ;md. tltere!r.ire, U!ltruthfui. 

Rec:m<t.:'Ff ofEmaiJs Deil'!ted Fmm Third P,irtySmtrces 

w~~ oph'\(l thm ihe entire ~:mail d;H,\ n1,1~(( fhrin lh<:: Clinton pdvau: dom;1in tlen'el" does exht 
S\)mcwhere. WheHier the c<intent i;, in th.:; hands Qf n1a1c,,01,~nt forces, ;,ttch as ccr!ain foreign 
S1.'.fvic,~<;, or ~'hethcr they have h(,':1i1;tnly follcn into t1lc Dcc~p \Vd\ Dark Web, or Pecr-10-Pcer 
spheres rcmni.tJSJ<1 l)c :=;cc11, 

\~,, ... ,....... 7 
Pt.hit'"ged .:tt1d C\.1nfiticnti.JI .~ttd.tittJ \\\Hit P106uc.t 
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; . \V~ rec<Hll.m~1id Hnit th~ cu;;tom0r :>t,irt with a. ~1:,tn.:h ;_)fthc open ~()Ul\;e.sphen:: f'irsi, using 
the most ;,dvani:ed reC(l\'t':f)' roo!s in the marketpt:1ce, which our C<)mrany doc $ poi;scs~ 
aml can du, The critical scard1 term is the email server ]Vf.X CQtks, ibc hc:adcrs or fo1)t<:rs 
of the email. $Crvcr, or aL a mininitm\, t!K~ domaill $Crvcr nam~~ which i$ fairly uniq.,H.~. 

S.ud1 ;1~ :;ttidy cou ld h0 d<.:1ne in kss th,m 30 days, tfa~ cost W<luld .be apprGxirna,dy 
522,000 and \VOllld be a W(irldwi<le search, For this. sm:.dl ai-niy1u1t, if wC)rc hlcky and 
the tool::; usc<l ill\~ abk 10 troll the open s(11.m:c sphcn.: well, we coWi:4.actuany hdng hack 
the ~omcnt of ~em or r~ceiyed cma ils. ·\}~" 

{ih:::,,>--. '~k. 
2. Next, it ii; pdssibk that !hrnuµ,b intermediary sm.u-cc~ ar,ttJ tnctHq:i,J~tw~~ coilUktrr Hr1(i "co 

w!11.:ihcr the torncnt .of ihc g,'.rvcr i~:ll iTllO or w;i.f-( \l!~ '¼1J1,1,ktt (w/~11·\1t\prnpfu4J1ad~jirn 
t.>vcm, T ,i d,) ih is, w~ wi)u kl ti{.i;,x! t<.1 de ;i..(:arc Cu I :idW.l\)'°i) {tfo.~ dbmii1n scr.l't!r, rcsldu.caliilt 

·. , .,_:,~:!\'.~~:':: " ·-·: ':..~~. -~::-~. .d::;::::.:-~:_ .. ~::·:~.. -~-~::·:;.::..:-:-'-· .. -

C il i\ be rcrnvcrcd ,'ia open Wltrce source,-:; ns the 1'?,N:~Ii~ii; .'\tniduts ,ofthj; ;'t"l.,,6'ti1ifrlA(:1V&r ,is. 

it last e,,:isicd. would still be in rhc lntcrnct s1ii\src, but\t_q~tld tik~if.Oli~jJcrnbk.~ti:dy to 
::;c~ whr1t cGu1d he .rc.-:ovcred . The ~h1i;lv wottld,,,i:akc % ::to 45 ·Htl-vs 'ffhd cost abouL 

S4s,.nM.oo . . .Al~;> <ltl~}!\t\::~tih, -,~\"<\;;,.\... ''\\,b~> .. 
3. Finally , we i~ould dlcck wi.th ou r dW~)tU\·1l~Ti\%!'Mt~fJq~t h,w,~'ii.~pc~s thr<mgh li,1ison 

work with various foreign :<C{\.iccs i~lcJ.~cc .whdH~, {a)Aft~}'§9rvcr <;vas pcn~~tt1.1t1:;d and 
recovcred by ~pe('.ia!i✓.ed mltfM\lit:\~p tb~w~vke:''¼!~\ {he'\~.Wl1k~ut ()f !k <;~!rvcr Wai:; 
trnn::;forr<:d. ;rnd (,'.) i:J' ajP { cti'ilhh c1)rtltl1.b'c dbtiiined. Evcifof a :-;ing!c. cmatl \\'!tS· recovered 
and th(! pit )vid (!li(~ t)j' t1Tu:t:.cn1!htv,,c1s a. tti/t;lig'N~rvic~")l -~tttn.ikl pn'Jv(~ <.'.atHslnmhk w the 
CHn!on campnign:;.V{~Vn:ii)f%\w.cr:~t~\fht: A·;t\\~!,1i1&\'1:i1;w%'k. !fowovc t\ to do li1is type i)f 
w<.irk. imwh trnv1.: F@d inl<;'i'nilftl¾.10:, '\htrk i~ 1\ijfdtt(t~:lt WoH k! t,i kt~ about 90 to ! 20 (fo ys, 
(:l)f;I i;Omcwhci'kbe t,%~n $290Jj@,to·i:kw,oot'it 

'<tKL,, :~~\',\.. ·7:h'.~il~.i.: ... ,:.~.:.;.~::.-,·,.. '!{~!bi : .. <\1\1;1Y 

f ' 
"':}-::, 

,,,,, ... ,,,,:-..., .. \}\ ,, .. -; . ':<;;,~;:;-

~2.,,,,,,:::,~,4~~~.t.~.~.·.~.-::·: .. ,:_: .. ·.·.:,.:•·:.'·,'.·,··,·.'.·.•·:.:l~i~~5 

'\t .:,;:.· .. :'··:·:·,.·, ... '.·: ,.,... \\~ - ........ 
. ' . :-~~f"::- ····.•~t.\.• .. :~~.·' 

\) ,. ., 
~?t\.~.-:.·'.~ .. ··... --;·;~-~.. ~:.:~i~-: 

,•,: ·>· ">z1it ·-:;::-,[. 

<%\~t)\.•·,,,: ,§~i 
·•·-~-:-:'::;_~·-f;.':} 

8 
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C1i1ttmr fi)tmdMfon Pl'l>(WStlf 

lntwduclia11-aiul Ort!fVki1• 

The Gl.int:~m fl)Utld<1tfon .• th0 ,irgan.izat)m, thi1t the cJi;.;nt :i"l!Cks to ohla.in ;-;pc.d.fic informa.ti.oa 
iipon, would inv().l\'(: signi ficant r~;;carch using l>,Jth ppblic., privaB:.\ proprietary aid restricted 
mx:css databus<: sy:;tcms that w<: arc lkcns cd to l'!ubscrib,~ to . :\t prcs<,~t,l, many media experts; 
.:i.rc trolling sources anif working this bnds-;apc fi.trious!y. Whnt i~ mi;,;1,i.ng is 1hc b::y 
dct.cnnirndQr ,ind. tlmi: b the cm.ill ,:ontcnts Md the::. d,tt.::: of citdt The;,;e, trmisected ag:.tin:it: th~ 
Clinton Ft1undatjoi1 Ct1ntributor:~ di.?fincs whether thi!t was ~ pny•to-;HHy org-;,1ni1.2.t'iot1. 

There is hi~,tork:,il pl'cccdcncc in Presidential dmpaign:s using ndariou ~ d~li-:lccs Mid vchkk s to 
,wcord l,cilefodorn' op po-rtuni ty to "pay ..ind pla:y". lndlietl , Hil nry Cli,tton hc%,i!fw~ts int.im:itely 
in'-'oh .•41 in 1his: ·\°\;\!- ·,;i,,-

v , . ~. ~ ' . •- ;_t'.~;!~:tt~:t .. - ,:}~\:~_ 
Some inithf tcs1s of the-data sonr.ccs that we ncs:J to accc:ss r~rJih\;'\\.I 1hu~i,i} t t\mpl~~t$~µrchi:pg, 
t'l!t)lliring pt()!(,\'s~ion::ils who have substanth_l (;'XpcriCtlC(;' i1r~l!fffi1\~rilt1f;j_r:,(h &tJOP~1i5\~}!t21t~r&tl)lLt 
nlCtlu.:id(,logv not norrnal!v done bv geucrnh~t-- '-"'t~1r,;:,., ''~>.. ·-,,\,$-'%/" •%,;,. ''·"·" . .·.' ..... .,. ~ _, ~ ., ' . '".. .•:-.. -~~~' ... :•:;~\.. ..,~\tt~:. \t \t ' '•::~\)_;, 

·::\(_::.:•:-., ''\'".:":·.• ·':.::;:. -:-,:;.:;._ 
•h • ••::•~:-.... •.•~-:•:._- ?~~:.:, 

1'msk I - Jlmmtlutio(1. J>nijec1 tt1h,,,.,. ',~~\~~+:'..·,... •."\ \\\lg_;_;_,,·,. '*i(\1:1_~,,:_:'_'.\b 
... {~ :-, ·, ......... s:.;.~: -.-. ' ' - .. ~ 

. =-~ ~":~X . ·-<t\/~<~:~:}".:-:, .. ~~th~. --~::.fo:, 
l. Ct)'11d1.1¢.t a fi.1ll fihandal on the F,)widmfon that W~Ht}:Y:¾'~£J!1'<1tncccJ#lpg till bank ing 

at'c(iu11tS. ,l$SCt~, credit, flhar1ci,,! l)o ldidg~, :ind [1.1v(.;tj)1crikt'd,~_Ql\'.!Si 1c i <Wcrscas) of 
the SOQJ('.Ct.. Odt' rn1h1e furi(i~(~J;6'si~•4 ;r\\l;Jl~hitil'y m'ip,,c-s i:;rc\<treign ,ill(\ doitk~stk 

. ,idrn)rS from 2009 to. tl:: 1¾~,~Ni1;¾>, :,'.,l'\\\\}:~~1\:i\\ik,. · '?;tf, 

nisk 2 - Fm1ruhHi-o11 Pr~{~~t :¥~\:~h~;:\)\,\h,.. "{\~\ '{~;;::i\ry;t 
l, Detennine wlK-tlwr ;mw~ct r.l!!t;h t!HYC:·:;!l)' hi)J.en int.-cn::i:IS in tht~ rnmpimics or 

p~rsons dit:g;,t~~ oAJ~l2llgh,1nj1ks (1t\tt:':iiu:t~:gPl~r amt~ disb m::c douor:;. 
··})~~:~~i:~::-.. !: l~:-. ...~<{:;_ . ~=:.:\::.. . 

2. l.d<~ntifa')~1,1bjl61;11:¾Wrn) 'tlL(.fotf~p;'' bi m1.H obtai,i :;c;1rchablc ten:n;i, (kntm-11 as "t:h~ 
cntH;jjNWt¼~p,\itW:iwfttfoi~''!fr~~e riliin~--s of p~:ople a:,;mt'.iat~d wi th tifod (,;~)tnpani~~; ()(' 
nam\1\ t>f ciili).Bfnl'f1h i1;;t'i},~'i\~Jl \~iith died rn.,mi:s~ ,wJ 1.b~'.r1 nm. those TJ<JrtlC:ti, 

;:(\@tl.q_re's¥,.;.s., and ot~~r id~litic.r s'~fg.--i.inst both St,itt' and 1.;\:tkirnl C'<:rnpa1gn n.~ords, as 
W;Iwcll as"tf!!:9.lish~xl :.iHit-tKii1~i,blislwd Political Acfam Ci>t1·m1ittct 
·~:{t;; '?\t :•-- \ft ~. :·~t: 

3. \l~qn1 if.~, the ''1,im~s o});c1:in.trihutnrs, their ttddre::.~cs, nnd tclcph,,i1c t)turib.crs. and 
cdri)l>_;tr.:; ag,1init ~1&lw'.~{i3a~~~ of ,;11cc<:"sfol conlt"l:1(-:ts and aucmptcd bid1, filed in the 
St~t&'t>,~r:3-rtn1~\i& bet~~-een 2009-:?.0t3. 

··~>~~:2~·~K,;:~I*~ 
4. D(:h:nriirtc iiW:r 1,crS\)!rnl dc,iling~ (quid pr(, <}l!()) bciWC<..'il ,he wbjec, ~md the tl'ip 

donor s hctwc.-cn 2009-1.0 l 3. 

J. fotcrnationa! or 1)thcr ium:mal fiuancrial .1e:ivitics itich.1di11g political d,,_nations. 
Confirm that tht~ su!~jed ha::; prcvi<n1~ly disckiscd all u1ternati(1mtl fo:iancia! 
trnns,Jctions (ff donations that might h~ crmstrucd i.is intcrnntion11l in sourcing; ff 
inteu:m.tkmaJ trnn~:,dkms ~~xist, w-.: will kkntify- them and rcc.(ntimcnd potential 
sec{)n<.lary <:JlUl'-.~es uf ac.l icm if 1<.: h1di:Jg, but ti!nitcd tp, idtnti ii.cation <J f th<.:· S(JLlfces. 

,.,, ______ ., 9 

.P.t i< ilcgc.d At1d C\.!Jlfidcnti .. il 2'tftutue . ..., \\ 'c,rlc Prt:•d~tc.t 
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Th~ s~"rchcs for the Foun~l.:i.fhm. shu:ly art., costfy 1.1wir1g t.o the fact that th~ fo-ndi of i_nkr\ist cam~ 
flvm outside of th('. :united Staks , Mid therefore rrn:ernational .rc:,Q\fffC~ .mu){t be u:--cd tl) gRin 
access to the needed acn)unts that were used to send fonds. The iniii,11 feasibility stodv to $(:c 
what. the weight and ;m1ount of darn that ('.XiSI$ i~ $2.4,90(!. The probably cost to d(; a fuH\(,:ard1, 
a:;:nm1i1ig thHt we <:itn doc:\HiR:nt the (:!aims made [)y tht current .smu·ccs 1m+ :ibly will r.rng~ 
somc\•;llci:e between $230,000 and $300,000, 

Pi.1i·smial JJad,gn1rmd St.wn.:/1es- J-lon, J>uta ls Clltnlagued mui ,.-k<:es.\'eil\ ::-. 
"-'{ ~~~--

The~ 6tstomer may al~() be interc ~ied in ,foil,g 1:ii.1r GlobalScan stHr6lTu:~k~~·hi~J;\iµ_;c tlH~ deqx'.,I, 
and mo~t 1r1-depth S(,'.ans !hnt arc ,iwtllablc in the <~0111.m;;)rcial <l@ibasc \\~o'l'i1tj:Aod:-1y?;-.f{ep-0rt~ c:rn 
range fn)m §0() lo 4000 p,1gc$ long, whm indudfog ~:xhibi!&,,,:b~rGtofi1t\?~tii)fuflli~\1i~:,\ionq:\91l 
,1ny Pill"!>~!!~ in th~ w,w!,!, ;tnd CQ$t~ depimd (H) th(: J'.<1mc,}tHtt?~~, U~ ;~g1d ()ow~-. i~~1}¼fte1'~tltl;ii% 
person. lo date, our fam has proct.'..,~ed nver 20,000, trJ\m;d~,9.rns sthgs_ ,.)tiqH.1~e"pifO(\ :-!t 'l978. 
After l.996, the G!obslScnn alwnys inclirckd digita l 1i1¾-i,1a. dat,ll ig,ual!y·110,m thg,_prigi.rn:if\oorc,i 
~o that they C-~)nld be us( :(l in a kgal proc:;."eding. < --:i\ ,,. "~,,. '\'t 

.-.. ~\ittt,.__ =:r;,h "-:\\,., --,,c\~b~ 't-
Ii1 real termi>, every [)Cl':ior: t1)dt1y has ti dat.\;t,{R#crpfi~t~:'rri~£V 'll~q. their H,r~ l'in_g.6tpdnt, As th:cy· 
opcra1e ill 1he (~-comm~rcc wprld, the "Datfi}t)NA" o:fth~i./tltg).(;}l\t1ngcri:iHnt icaves an indelible~ 
ni.irk th;it is rnrdy able ti) be ddci(:d_,, $pt:i)ding patt_trnsh,t1,!liiri(~llif)1.:qnsa¢ti<.1t\~, tdq)hc,nu call 
i1aut~ni aoalysi~, ,:frdit c~t.rd t11111s11!t.\lWiJ;;lq!i,,£H1_wffffs, ;:;u(li\\t/ptit;HJ::lo maga:zim:s and onlir i(i
computcr bcb vior ,ca,nno1 be: ~lJeri.Wi( ~Vhi ki\,'~u_,i)f~ffi:(m try t1)\½r_1~~(,,1 l ( l r \)bfoscatc their track!>, 

cointluter forcn~ics c,li1 ix:,~it;lllll:{,~\~!:\::~:~t tit&\tt~~:~1~%¾~'.,'.:~t;:;t ,,,,, · 
1.-Itmwns t.oda,y transb.t1-:. iljfo digihll *ft;rn.tit2's{'.:Jx.ith st'.i:\1.ctu:it\i:1 a1_1d tmslfw:ttm:d. Wheth~r t.l:a!<!, 
pictur<;;; K<n•rd~ cvbSi:--vi;llt: ,A• aH (i('ihnH;J~i:•~t· ·1 \k--s<,n's d.:ita DNA that is uniqu~ h) that 
1_;"''°~'. '1 l k,;;k; if,jlwt1illl)tlikl:~•"'.Wi~1,Jitj;( , · , 
l I 
I . l 
1 r 
! t 

i l 
J t 
,- . t 
i.. !-

-1- l 
i ' 
j . i 
1. I 
J. i: 
1 t 

1 I ~ . . 
¾--~~ ..... ,~~,~~":-~~,\'t-.~\'\~'~'\~~~~~~~~~~~'}~~-..:::~~~,~~~,~~,,~~~~~~~~~~~~":,,.~"\~~~~,,~~~~~~~,~J 
AdV .. \liced analyt ks arc \is:cd to de-data. extraction, rcci)ptizihg that: 

(:, ·Newspapers tfa\a si:mr(:cs 
o Firurnda! statcnK:nt:; rnnt<1in(:(I. de~p within w(•b t,it-q. 
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ci Gqvcrnrm:11t .reports that ar<~ both op,!n at1d dosed 
c; Pr'i.\:>5 n:k n:\('.!i vn the surface \Vd i 
() \Vcbsiles, both c,pcn and closed 
~> Enmib !fo\t an..: <lu1i:1p<'.d in1v H1;;_! p\1blk dom,i,in 

D i~c(lver rdati~,n~hipi; betwe,;,! cntiifos 
.Discover cscri ts 

n T~1li:t11u)n1y gcm~ratit)n 
Cal'(!goriz.: docu nid itti 

1 l. 
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As i;(ak:d ,H the out:;et, thh; i.r1vestigutib11 shuukl be a phai;ed inqufry, ;;tarting with. the Gkib,H 
Sca11:K, first. and ontc the rc-snl!:oi nrc nbt:iincd, we c.i)n probe !he lc,1ds dccix:r ,Wd lnKc back 
rc.lntcd infr,nrnitk111, lfa.ny, Ki th<: orig inn I S<.iurcc. 

ICf :-ped ,di:',es iu complex invesiiga!ior~s that iiwolve databusef> arn:1 ckctronk s1)t1rccs, h .is our 
experience thHt the 0;1ly dfoctivc way t{rcomluct such a study Ls to condm~! ;\ Gli)bal Scant½) i):l 

\'.:aCh pcrsqn or c<wnp:my under i11vc~tig1Jtion. 

\Ve assume permissible puq>osc exists for conctuctfog aH.::ippn)pria!c datitlmsc ~(~arches. This 
mat'.cr is coi'tfidcnti;il imd pri,,ikgcd and done pun,11mxt to tiw p:rivi!•J;<:d comn:m11ic,t!i<ms 
doctrine and Ill~ Mtoruey work-prodttct: doi:crint~. Typically , Irivc~dgm iw 't,hti-~ultams iK engaged 
thnn:l!h u client's law firm. '\)j\,,_ - ~ ~ .. ~:( ..... 

For forth"~r infrmnatior1 rcgar<ling ~ornplfancc wiill our T~\rm.tof E:;i~~/~~m~nt ''i{te;wc s<:e 1:iur 
weh site al ).1un.:.\t W:W.i9iqfl;3Jim:;;;.rnn1

4 ,,di\>'\;\,,, '..' .. ~\'?n(;:,,,,·,, ':'\t.,. ,s,~,, 
~-:·i,:;~:f:"· ·· :~:f: .. -.~;~=-._ ~?~it~\~. ..,-:~l~~t¼t~~~-

Nornw Uy, all ~cnrchei; ~tart with a bask: scan of Ol!J";~1i~tf(\Ji•• whA~\),\~ve '4.Q!)flttdl :~t_/#Jba/ 
S,itm l~'.. This ;;.carqh permits w; lo qit~ the c9st~ l~1r d{)t;Jlning\i1J.other 'foiqm%f;ion •withlh ~ach 
''infi:irmJtkm ~:o:rtid1)r" thal ma.v be idcnti !kd ,h1dng ihc'Wiitia.! .<;c)fr(:, At: \L 

. ~ . . --~:.. ~\~~it¼:?:~~ ·:,:~\\!·::-., ····.:\\.~~- ·-·~t~fo:-.-·\\ 
ft also enables t:he ultimate. client w maintai6?:&ntr;)ti!Wtb.c, i;&ipe, <lirelt ion, an<l\: oi,t of a mor;;, 
cxtcrrsivi.:' h~w~hgJttib n. Eu~l1 ptop<:l~<\d ;,;ciltfilf item· is Yl\itfihW);!lg~~ of itlf(ifd rz.-port. 

-.~•:::•-:::;.;. .... •. :~\t~= ._ ~_.i. -~?t~- . ··\:=t\1iRt~-- . 
For exarniJk, a (Jlnbal. SNinjJ) wil.!,i!t tf tni~:~w~nilf:M~)4iklri~~si1~f a biihKi' m1 ac~l~Otm{ numbi,.'.r, tlk 
~ignatm'cs on the acc<)Unt, mid _y.'l1t{~)t Mti\¾~ndli~)iut will t1<i\,tn:ovidl! in format kill regarding 
h,ihttKC~_ or il()tiv!ty, I IoWt'\\(~,'1'~;1,,,Gf"&)ig~ S<tafr~htxiM~\if tl:%fi,dl'b cos! for ohiaining ihai nm;t 

level or mformation. _ {(!'.t~'.:> "'''\\;i\\:~\i\~\:, "\;;~h_, ·,t{1):t?P' . 
N()rm,t!ly, Gii)b:~lScmi'l~<,ahVit}'.~ lnclt/_~tdtthc 11:il!,9.wir£J1i.t!:'i;orie~ qfdaia: 

<:~:-<. ~ \:{:0h... . '\\~1 :-tl~irt ~>:~~~h... ·--:~lt}ijtt· 
.L ll:wklnl} 11ffali.cJitl i1ni.l'tit:edit'f¢.).ii1ionship•,t in ~lmfiii~ ,ufdr.,\s~c.>s :nu! naml.'s ofinstih11imn. 

. .. . . ··~(\~~t~:}~. -:-..~(t-.. ·::\:t-..... ·-::~~lt ·-
2. R~1:1.fiiW~:Ji_o1JiWg~W~L~~tijt~. tri1Stii.,,:>'1ld n,>a1 rwop~rty ctirtv('yrtu,~,,s, 

~?t. ~-.;:•\\~:~;!:-. ·-~$\::;. ,-.~~\;:i;~:~i~\~~::-. ·-\ ~~tt~--
J,.".fttrJfarntc · nmtl~fitmil'Al~Cttitl\''i\'.~~.1~111tfons, and ~dl';.(:;)nr~~~~cd cmploymtut. 
:~ftt~l'.h:. '~{\. :-?? ~':, '\~k:,: - ' :-~~-i~t~ 
\{t c.....,didtpo 11ll and fl~.f;~<Jllttl'.IJ.ri mcfol sm n~, ~wi · ';;(tt.•. ~:~;,_ '=~?~i 
5'.'='i.I,it,~ation, ('ii'ihmli111: .:nniinlll Urn)~ts in thdr Ul'l'llS of r~~fcknc,<. 
. ··~t\t~-~,;. . . . . ,-~tt\~t::~~~•:;~{¥tJ" . . . . 
6, Ne)}l}l"lll'r., m;)l,?ill'li.'?tl'ild ,' joumal, and l,·ln• ,;111:,·k,' ·r.pp1wts. 

--~- --~.~":::\:~+:~/;~\!\: ........ . 
~ Please m,1e tilo1t son1e ~.-di..:~ r,eq,,i~ ,1 p~<ml~ibte pwpos,H•s d<!flned under the Fed,m1I Fair Cre<llt Reporting .<\(t, Title 
:l!i, IJSC 1,601, et. ~ -, 11, ~II ,1s oth<.1doccal, ~fott1, f¢d~(al a;1<! lrl'lem;rlionnl In~. Yot.1 Mt1 r,:,quiretf to ce11ily to 10 that .-;ny 
.Sl!,in:! 1 ls in 1;ompli;.s1><,,, with both ratA , as well as th~ 1999 Grnham-le3ch Dank PtivJcy ·Act. &y p!adn;i any ordei· with !Cl, 
the c!!ent repr~~nts 1h<Jt ti~ t!ient has Mfv compllC4 wi.th <?TI !oc~I., stst<!, fodcr3!.;ind lntE>rn3tlon;il J,31,~ ,md nssumes ;iii 
r~sp~n~ibfll1y, !Cl as:,ume!l no responiibllity for dcle1mlnlng wheth11r the cl!~nt !s !n compl!3nc!! whh th !!~c .laws. 

we .arc Mt a C<:>nsum~r Cr11dit Rc?portiri& Ag!!ncy .irid au ttf our report~ aredorn~ .t!< ;in ,igent to tourtsel uo,kr the Attorney 
Work Product Oocrilnc, For funll!!r lnfcm1,atlor:, plea.m sec our n,rn,s ~nc Conditions, found at 
IJHP..:/b>~'-'.•:Y{,!(;(Ql'liihllrn,!;Q<ll/t'-':r.mf,h~ni!, which ~rn lncorpor)lted into this propos.s! by refi:nmce ,. 

11 
P.t i c.ilt\~ed tnK: :l~cn.,tid,;.a\tiu~ ~'iue·rr~@) v.~v,jt Jlre ~u►.'t 
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., . Kn.own i1ssotl11t.~s, fomiiy mt~mbei;. nrid clo~·c p~noual friN1d~ who-m~): b,, ii~t>.d tu. tr:1o·sfor 
or COTIH')· ,1~-Sllt~. 

S-. V{;bidc:s:, bo:H:<;. n-11..-eh,ulb;cd. cquipi.tl<:~111·; ;md r-ccrca1ion11I d<l\i c.;s tr:i.;t'd t-o m<:rd1:1.11fs-nam<.>-; 
:uldrcs ~.or ss,. 

9. UCC tliings n:eon:kd lt1 the n:wn.i <1fU1e mtrdrnnl, based upon u scau of tllc 11crsn11's mum.i, 
SSN. -or past· addrc~,c~, ;r i-riple ~.:cm'ed s<?atd1, htclurlcd is .lfolh tkbfor stud SC<'llt(!-d. 1iari)· 
sean:h<.>.s • 

.lO. ldcotifk::-uion of tr-ad,:, ~~n·ditors, l'r('dil ~-anl cumitank~ , utilit)' rnmp,iuies.. hauks, m' other 
,m1itil'S th:11 the tlltg.ct would be .1rn~·ing wiilt some lYfil'. of inilrmucut. Tbesf s<.>an'.lu:~ do uot 
h1ch1di.> !dt"milka1ivJt E.ifihc 11111.ik fhat ;1 ch\>i.•J;. is drawn up<111, llf ibi.> i1c,1iun( uum!Jl'I'. jil,~! 
the blll thitt is being paid , . . , . \~\.>.. . 

t\~i~ . >i--~ 
11, ld(!11tific11tio11 vf ti,lcplnm,• numhcr 5, ct!h1l11r 11i1nilwr~, :11:111 mobl!t {t.d~J).l11m~ "rttt!.l,lbcrs; 

to•:cthcr wftli Ion•: 1llstml(;c. i:.1n:Jeu. l'his ·sl,arch dnes not foclucl.e ll di~.1ll''<it.1lw ninuh1.>rs ~ ~-- -.,;._._ . -. ,.. -~«,.. ...,·-:•-,.,, 
din!t-d, ffr tbt' s,1l►~crihi1rs f{I ltli ; nmnh~cs dinl«i, Whirh l:ll tl ,(IIJ..ly' b .l\ll btn.ine~Jlflh\Nlt '.'1:1· tiit('! .,, 
nf.~·tmreJJin}!·. · ~:~iil \f~ '-\ft :·:-. ·-.. ?~,. ·-,:=:=]}:~-... --~:\_\:_.j { ft =·, 

--dtf>tth:-~ ~'..~\~~~:. -~1ttitJt)}~~:;~~r~~>~-v:~il'"' 
rz.. All !)Mt \\ddn,$SCS, hi~to!'ic use of :\ddre~~~s~ 11.\JTl{'S'-l)f i'tllll:tt~=l!~,i.OlllllCS al,P','f~<)n!'ltr1m:d to"=:,. 

lltkl.r.isS\'S US<.'d hv dw mcrd1;1nl, 11:util'S ~f f(!l:11ives -~~r.t_,l:\e st;1tit&~i,I id<.>nhui,,rs ,;ttboi.t~ llrn t' 
resid11 i.11 i.b11 sm1;l! household >\S th.:! mi-r.::ha.nt •. ,;:::,,, '~'t , '\h, -~~\-. 'fo,. 
. . . : . ~-·-... . "~:ttt:~~;:..... ~?~~t.. . ';~ \~t~ ':·!:~W)!: .. •,:~;~ 

fruw;1m1!ity, ihc darn How appears :mrricthtmfi~h.: 11;;yi\ijii4!J,i?'llseicwlfrcJ,w: ~-l' 

· ·:~:r ·-~~;~.: ·-~~%t,.:~~t\~,. .·.:,~· 

Glcba1 Sc,in*; is coi1ductcd on " flat foe b,ti.,[~ tm.lr, iJnd is markc·tc<l tbat way bccm1~c clients 
seek l(t Jiavc u gtwrantccd foe structure t'ilcd in :ldvnnc.',e .. 1\:fore<.1ve1-_ bd'c.ni~ uny Global Scan@ cHr1 

be prepntt..xl; TC! require:; that itil citl!d foes and C):pensc surchnrgcs ·be puid in ucivm1cc. 

ICl doei, uo! bill by the hour for its t,t~rvice,; rwr u~c "gem~rnl 1kke lit;ts''. Rather, it use:; the 
''bundkd bil!i11g'' apprond1. In short, the foe is guurnntced an.d ind11cfo-$ all research time, 
computer dat:\ downk}ad~. a11aly~is, r.cporl prcpar:,tk,n (l.Od. dcliv .. ~y. \Ve may consult. wilh 
couu~d by td ephon~ Qr ~nmif folk1wi11g tn:a1;,.-.;u1i:i;;:.;11m (>i' our rcp1;irt, :.huulJ ll.1t~r1: lm ~1 m~c:<l (u 

13 
Ps .. i.t i.lt!.e,<·~l ... 11tti_(:e.ufielipn1·tol' ),ttvs 1:q:~,--\\~t~.t:.lt P.tit1tlu.et 
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clad{)' ti fow points in our rep<)rt. Thi~ ,1ppro:ich ga:imn.tccs !he client al! ,ivai!ahlc Oinformutkm 
for u prc-cit('.d char-g~: without tC_#l.Cd to ihc arn(1tml (ii'infonnalion i)hlaincd. 

lCJ nbo can C,)ndt[Ct (k:cpt.'.I' pn)l~B, <lcp~'.fidiilg ())1 the l\:'l:ll.iir~mcnts or (:.()lln$d, the pcrmL%ihk 
ptiri)t'SC 'to obtain the information, etc. In add ition to the ~frx1vc nw1itionc.i eight ci1tcgodcs of 
data., l(J can, under certain circumst;wccs prov.id('. a nwc\: i.iHkp th report mid other kind~ of 
advan c('d :;;:arc.bing. Thie cos.t for each depcn~\i'-on the nature of the n.c'-qucst. Some Qf the i:n-' 
depth i'.Cans in.dude: 

t_ .'l!!~i11I ~t\'('.udtv Nmr1b~n ~n.l !X.)H S:1•Hch:. ·,,[h,. 
. . ~- ·~ 

2. S,~i,,! Smuitv Tl'll~C!o1' ,,u nd1ln'\\5<'~. vt.>r!f, d,)I(• r,f is~uRl!t-1.-. $(~·11! •if i.~i.oam.':().%tih~·J1fthe1:-~~(I 

: ~:~ .'~~;:;;~::~~ '"<<~<"'"~«loo; •-,~~1::~~<~_:_,,1_•_:_,v:_:_~ __ :~,:~, 
,>'·::· .. "'::~%tt:-,. '\~\!h ' :'!::,. -,:-:,, 

6_ ,\:l<ttri:t~l'_ .:111<\ div11i-~c H,,,·onh, ,,,-,-- ·.,.,::,_},i,-______ ':i=\t~ -,;;,,, :\~;_=;,•,,:., .. °"'' 
.. . . .. . ,,... --~t~./.--_· __ '.::,:--:,-.·, -. -lfi~-! ·>;;-:::-:❖--.:k~:=::• .. -. . .. =\\\.. ._-. . 

7. (:rimtnnl R{-.::ords StAt<' ,ir fl.'<Jei·nl ~t·~lNI or.,ffti;~l-il!NI r~Hmf11~.:1iifsiJ.ttl'•~~Mr; •=~'.l)\ 

It \\'arrniU l ofAm:,t: '\\~\\<,, -, --:\ ,-\:;: --< :::::;:J11lt,_:,t,i_._·,_:_,_·_,',·'-'·--· 

_.;::t{i\%WJ:ir~:. .. -. ·::~~::~::~~~fi} -~,:-~:- ,v 

\l. On!tl' ol'l'ni[N 't inn, duun'~ lit \i:oi\~~:t:_o-ffenikl):\~~~~n(tt,._ 'it\ _ 

IQ_ l'ml,afion l~i,,on ls. ~pv.;i~luf($\\1~r .;'f~N,.,,, im·t;;:;fo~ ~d\,;tt,'1!11\>l' ~1•i;,;mc~. vr ll:tbit1rn.l <JffoitJ{'_r 

·::-:t:-:;_ 

·-:\t~:.;_,_ 
. -~~.. --~·::: .. 

n. 

u. 

Ll 

Itr t l.S., l'~l~!_SL'I'\'[(,._, 1?,-ih~:~irdi'rt¼;::.1d<lr<i$S R~~ord~; 
~~l. ··;~~:;-: .. • ·::if t . ~,t~~ 
1t t -n-1.1i> ,,,nwr·~tv,s, P,i,lll fS ~nfo~ h> .IIOX R~1:twds; 

·~~:fai ~~i~~:-., .~ff. . 
I It 'R\1_R_:u:i•R~ (fr '.'k~;,j)~~ut}t )(IU "l't thr-,,,,,,er ,.r. (J>~t<il Rwml~); 

'i~~:. 'b .... , 
19, Hull;: 1\1l'i.i.U'~rmit~h'(1nl~ (US l'e>stal ~r,;k~): 

. . ·}·~~Z'S ·<:f~~:~~ . . . . 
20.. Mil}!~Zittfs 1nii'i1iifo,mar ma:!,' suh,crib~ 11,: • 

_ 21- lfo<Jk.~ that in'\! oli!ai1ml (mm a lllimry; 

14 
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,1(1, Military !{~~wrtl ~ ~.ia rdl, ill~lu<ling iliscll~r g~ $13.tu~, bra11~h joti ,,1111 \·11Hni!, 1fa1e~ l1f E1tli~hill'.ni. 
Hc:1~nm nir Ol~tMr;_:it:; 

J I. r,i~t <If n,i~pin_)I Utlnik~i"ln au (j pM•ihk tlisgnn~h ~•111~~; 

:12. T1·lq,hritl~ !\'mui,c;· Ifornr .i,·.a.lJud,•~ : . 
~~~i. ~ 
·tt . 

··?t --: 
. i·, ·~~> ... 
'\~}>;,,,,-,. '\\,, 

·,:~--·-·•,:-.•;:-\; . ··~:\i':_., 
,'It;, lll c;::\l All1:n DAl:tba~c; s~,~n; . :::;c:,_ . \tQ_:~:·':\\t\\_\_·.-,_,_._''<>, 
M,. G•,~nnm~tlt Joh ~t l'(i~tnitl<ll1 lh:an: __ ,A;~;~};.-,,i,::~ib,_ \ :,.,_ · -'.~'4:,~{~:,,_;_;,: __ ~~~~:-, 
37. Worl;~•r•~ c-.,m1>eu~;nl!ln iki tk1t1~111 ot· t :fai111 Sciins; .c,. ·<<.J~-- ··-=,L-. .,,,,,h,.. \;:g\~~(;~;·:;:::;c,~;::,:-.,,, 
.'IS, Aut1rmolHfo :md 1;1\rs..nsil hrju t) · ru~llt 'll M~ Fraud · D,\!"ha:~'j:tfth.. ''\\\h,. ·-,::,\\,:,. ''t\,. •.•."'' 

,,. ..,, ' ·""'· ,~ ... , •• , .,, I "' ' S.mh "'.;~i~l';;:;z~-1.,, '"\;;itv, ..,ttt\t 
40. L<!mh for · lllrnt lf~·ip-;; M,hhm or st'rtd.,,I :1,s?{fiiii.1 ,u·c in 1b\\i,\i1r1iHif+.MO;;;, bon\l , , sl\f~k~; "o f~ ho(tl' ' 

lia111(->\cc,n:ot~. o, fut1d$·in 4;1:. h~H'n c•>a11tri~~~i,, . ·,~h,. ..,,,:;,>,;)\:,. · •:.,· 
. . . .,,:x~~=tr::-; . '\li;_;_. . .. ~~~-:., ''.\:\ .. ···-:~~}t(t. 

4l, <:' oH~i:•' RwH Yh SMH .h, "1>1'illMl.~~fi\1i !f~t_"i.,.;,t.tf<.>11~i~Mifo~T<.><!,~ -~-~'i\.1:,:y<.>d i,iiif~Jli'd,,I it Wards ; 

-n. Tmori~t ,,.. (' ul( ~kmh;::;;ti,1¾;~;~'.;;%\~L. ···t?\i/~\:t;;::{\\lt~ c:A;;'.\\;,. 
.i:, . l' rorn,1<111;1! C'-'fi,ilka\i.,<lin1~<-vnr!Mi,H!l"M~~i),tnl 1111d<.''~~•Khi!~ sJ F" 

: ~\~?-✓ . -.~\t,~ •·y~}·:.. _"\~ -..:.:I?~~ . 
44. llu :iifrf" Cnndttt•t.~ •n :littj. hrun;,;l! d:ii'~J,.~,.,~ ~ffit{l_ll, Hdf#. nu~i rle.,s Uun,.u,; 

4S. :;~;:~~:~!:~::;1;;;~i1~~ft~~'.~trf !~~i;if ~~it;:'.{~i,1 iu un a(h <.>1~arial llrl>C<-''-'dfo~, or as ~-

4(,. C:, lJttff81}\ttI~,;*l{~¼~t~~~>~t::J;Jy\t'tr~ ~t'111:ie~; 
4:7. Em'Hf,ymeU[ slJbih~f"fi)r,a rbWaj;)i~JO ).;]fy, indu <lin~ Job thi<>S amJ demiJ!llllll$, ;,\ld t t>~'$<'S, l\nd 

f ~:'$,;~ ~:1~,z~ 
4<)(J Jl ugi,J<'~~ Jim istjt,_,rtl1'l()r •~.f.i:}<'lc liC<'!;I"-'$• pilt.•l li i:Cll~S, 

5(). ,:;iN~it:~ aud l~;
1
~~%t)i~Ji~inl l~l,tlm" S,,~u; 

~I, Votrr .lt(*1~-!!~1ti!,),«='P,uub:1N~ ;aid ~ran 11(h!swnc vo.(ht~· 1·~c;,rd:· 
·. :.:-~lJ~~~-:~~/ 

:-·?, !".u1ai! trn,;in~ s<:n·kt' i,mJ <"m1pl<·~~ \\'th Site Oo11u1i11, 

\VorldWide 0Cl1Jl 'Web lntelligen Cl' Scan 

Hy \Vay of llackgro und, tiw '·Drn~p. \Veb" •··--· a vast i:..:-sc-r'-'.OiJ of Internet !.'(lnknt thn t i~ :500 i ime:, 
l~rgcr than kn(iwn "surface" World \:Vidc We.h mu!:erbl. W1mt n~akes the discovery of the D0cp 
Web j;O sigai!'ic,mt ii.< th(: quality of c9n11:,~11t fot111d within it. D<lq, \Veb se-1rd1t~s ar(: intend~!~! for 
cases v..-herc hi;<;Wr,c:-data (more:-than four yNu's) need& to be obt:alm.-.xi and which (ilh~rwi;;e.rcnds 
to ''fal.l ti!T' t 11m,;m, da }' <fa!a tahks .. 

lS 
.P.ei,·ih\~.e8 a.nd (.~e nfi.dentittl 
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s~~1rchirtg on the lmenlct tcday cm1 b(, ctnfipar(,d to draggi1\~ a net acwss lht . siirfacc oi tiw 
occ:m, While much d11 h~ gathered fr1)m th{~ top. ihct~ i::. ii wen!th (1f information that lies 
d<!0pc1:, and thcn::forc is misH;d. by t!w av0r;1ge pct-smi, 

Thero itre hundreds ofbiUions ~)f hight:,, vahiabk doquncnts bid,kn in scardiablc damlwscs rhM 
crulnot lx: retrieved. by convt'nt.i1,nal search c11gincs. The rcn,on is sirnpk: basic $cardl 
methodology and kc hncitogy h.:i!.'i r19i• c\o lvd ))ignifiqiolly ~ini.'.c Htc. inccptbn pf the lnt,:rn;;,:.t, 

Tntdit:i()t1.-1I $(larch engines tr(:nt9 their (:{1rd c.:)iah)g,s by spidering or <:rawling ·\;11rfric:-~" Web 
pngcs. Tn he i<k:nti:ficd, a pag{~ mt!St b~ srnt.i~~ and iinkcd to :;,uh~equcm ohi~t pages. Uflli1-cd in 
this rnanner; st,md,1rd se.,H'~:h i.:ngiiw~ ·carmot "s~~.:l' (H' reti'iev~-txJntetW in thJ<iJ\!_ep Wc-b nnd the 
i.:niwkr~ llS('.d by I hem c:uino! pro be h;;.:neat h the Sui-face. Tlw rcsu !l' 1iiahat 1:i1m'.iVt<~JI.<; ,! nl i) lii)!:!-; d' 
(fat:i rern11ins tu{tapp('d and c!foctivcly ' 'hidden'' tel th 0 er:l\\<lcr,/\_yhi!c ift\;r~lilt~~· tri(~'~wkrinl is in 

i;::
0

d:::;~cy of the Deep Weh ;, the cesuh of gru "ndb<jit:~)j);~~~t 
the l!1te1Hg-c11Ge Commnnity. PrivMc .c:omp:inic~ ha\'t.~Ji)~J_y rcccf!tjy dcwi6pfd. sq~rch tcc:'mwkHW 
capable of idcniifying, retrieving, q11aHfying. ct,)~)ifyit\.g/p.nd org\~nj;:.ing. r,lt$fP"tl};nd "~t1rfi.1cc" 

cnnten.r fr(lm the Wm!d Wide Web. ,:dlli}, \i~;~t~'.\\:::::\\h. ?q\\h. -~\\~w 
Tht~ Deep \Vcb is qualitntivdv difkrent fr;)fo the \;1Jr:tatc '\Vcb:'~-Pccp \:\/ch scnirce,.:; srnrt~ their 
content in scincbabb databai<~S 1hal wily r'i:t(I\ICC rq,~uw~i~lyi~\\{{t;illy in l;~SJ}()l1$C i;) U dir(:Ct 

n~qt1{~$t. B'Ltt a dirc(\t q11(~ry is a:·01\;~f'1fi"ii\'\~~:::~l\\\q)t::h; \v,,y;~lt:ifliW:}; 
Oar :',('arcl1 ~)'Stern ,nH<.BBal\;:" \)N.J>rBts~~ of M~ttiri\Fi ts1ten}~!)t".hirnct queries '>lB1Ul!aneoi1sly 
using nmll:ip!c 1hread le~JnVi!o(t?\Jt allow_$ $t~ai-Stwrs "\\1;Jllf't d~cp .a.nd explore hidden dnta. 
~imu!htncou:sly fhim muh'iW.6 s,Jurcd'l} ~jng\ l.i;:ectt::d ·tj'iJi;:rid'.F' 

~;=~t:: {. •:~ft:~:-~. .-; .. _.. ·-~tr~;:~:;_. --~~~\~~~; - )}1t 
Businesses, rc~c~rd1;:rs 'al)d c1Yll$ttriW;°rt m}i.~dim·f {a@fi:_~ !o Ch~ UlQSt v<1lu,1blc and hard-to-find . • .... ~ ... _,..... .·• •• -. ,•.,: 0"}:-::-,.-:-1· ~-.. ·-:- . .. .... ,--:-:-· • . • 

in.formation on H:@JM:'cb '·':it)~! dti(r(itricv,/ "'ib,wilh pinpoint accuracy. If the most coveted 
comtnt)d1ty,.9f,tb0 lrl°~)t.lht1,;:i.prf~ge iJ~jpJc.d iut'Srn~ltillll, th~n i:hc VHltt~. Qf Dt,~p \Vet_> C(>Ht<;nl is 

im I ne~t~ urf Jt~'\\~t)¾i~~{1;,t;;::~\\;\~::~~'.;k, ,,:'t\t\ 
\~l\'f}}\{:Qr,dli;t,i_rl~ Dt.'CWt~y?W;l~~ftlHJ}m~e studic~ on C~)mp:mks .()I' individuab, W(.: a<:C(:~<. a m~ch 
d1fli\}t:nr i..,l.1;,~"i◊t doc,tm(.:°fl.l~5. lri~ludc<l m the ~cm:1)1 rc{;ultii a.te nor ou(y th ~ slmKbtd mt,m11ut1(H1 -.:.·. ... •. :,,.-,•. . •.:-,:.-. ·-:-.,-~. . . 

retdii~~9d hy coit\\intiona! i~1)rch effgine.:. but many other possible kad~. Some. of the highlight~ 
of tho;{)gcp Web scRt,{:Jl:_in\'.!_f\U(l: 

>~~}\,. . ~ ':i~~~ttJ1I~~~r· 
I, Plitffi~•;)_ufonn::itt~!II .Qn 1hc D_!!!!p \\-';;b that. i.~ 40t) ·11i. 550 dm.-,~ larg~r t.ll~n the t'<>mnw11.1~, 

defindf:W<.Ji;:l!l.W:l'dc W<.>b: ..... ,_,~K-i~~i;;:~:=: . 
z. 7,:iOO t.~n1b~'t<-'~ oJ' infonuati<>ll, l'.!?1111).:m:d to l 9 1cr,1hftcs.ofiuformaiiou ht tbe ~urfocc '>V!!!>; 

3, 550 llilliun h.11HYido11I ~hll/.UflH.'Jlb cot11p11rcd to tlu, l bill.ion of the. surface \\'11b; 

4. lnformatjo11 frnm ,m a!lditimrni 100,000 I'lc,ip \\'di silt•s; 

5. <it) or UH1 !Mgcsr l.ktt> WdJ .silc~ (oHcrdn:ly 1:•1111.:tiu :1bout 75U tl!rnb;-t:n or infonimtion ..... 
w!'fkJcudiy tlwm~t'ln-s tln'-\c·c..,d th,• ~i:u of tht wl'l~c" W1:[J IJ·.1· 40·times; 

16 
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~- On !l\ ' '-'l':I~• !; Oc~J) Web $ltt'S rt!cdn~ (IOOllt 50'(•{1 -~re:,ti'r mrmthl~' j.ramc thnn S)ll'f~N sites 
!llHi :1r,~ mon' h!gbly linf:;t'd to tt11111 ~,u·facc-site~; h.ow~vc1', th,< typicitl (mcdii m) Ocql \\-\>h 
~itt\ is Il i)I" •vdl kiwwn tu the. hlt erru.'I" sc:u•ch .j;ublk; 

9. Tomi q.ualiiy cmitcnt of i:hc d~e,p '\\ \~bis at lcaH I ,OM rn 2,UOO iimc.,s a-r.ca:t,fr 1h:.rn ihal· <ir the 
s11.rfsi<:e Wei>; 

rn. Di.>i,:p Wch coutcut i~ hil-:lll)' rcJ,:v,m~ lo e.vt,ry infonmitfon ri~t'11, nrnrkct m.id _d1;1i1atn. Mor~ 
Clum Ila.If of m.., dee)). \Vcb t1.m£cntrcsiiJr.s ill hJJl.it s1w,.:Hk dalaha,~es; ·t~\. . . . . . . . . -.-~·<:·:-, 

~~:, . 

11. A full 95% of (he tlct-p Web is 1mbl!dy-'llCCt}~ible in!'(lr_ttlation --.(nQJ. ~ubJe~t)w. lh~ o.-

sullscrifllions. 'f,. ·:,\~~:\\\,,,, "''\\+. 
To put the~~ numbers i11 perspective, W(! estimate that som~Jifoli€1fo_rn'cs(sk;uffi\;11gii{e~~~~ut:;Jl}~ 
N,:inhern L.ighi, indivkh.w!iy imiex only J.6t\'o () f the !iilffi,t~(w\:1/'i{]~Ern£'ihs)\:-~W'm1~s~i%l ifb 
Deep \Vch, lnlcrncl sc,irchcrn. ar<.'. ihcrcforc scarching,_drHr (UH~-{. -----''1\t (>m:W@1'.00tf'¼~til' the 
Cl)ntcnt ,wailt1ble t1) thtm todav . -, · ,::-·· -,~,t -,. ·-,\;_ ·· 

' . . ,,. '\; :": . ~~~;~. ·. "'~•·· \t ;:-.. 
. ~Z?i ... ~:.... ?fr:.=:- .. . "?:~.\=:=. '-:?i~t~. -~~~-

c kar ly, ;; imq IWICOU!'i SC}lfC h ing () f mu It ipi e1l WfM~~itq9~_ Dlie1\ \Veb ''s{).H_rre.s i\Nt1ec·(!:-.Saf)' when 
cornprchcm;i:\'C infonnnti~m rctri~va l is nc<;t;~i -,~'-i;;;;:,q+4\_;;;'.;;'.'.;i\\, ''lti/; 

\Ve haVt! automated the idCl1ritic~~H\~l\..._J)l/~l~~r JV.eb·',~ti,~s "'Hn'4~itl;ie r-e!riev.\J prnce:::::: for 
:-il!Jllibn~,;:►us s~ardr1:s. We h.:.tVt..\jj)iKtl if{;#Jm;mt11lftti'ited-l.llit~;,s qiWFy eugiu~ trnn sl;itabk: to 
a!x)ut 20.000 sites, alr¢adv <l\) ll~~'.h~<1-~,¢1{cntuali~;;gn;iting to 1 OO'.i.ibQ ~itcs. 
Oun :xpcrictik-c ha~~ :-;how;rg~iW!:wn ii:kJ!i! :,c~;;f~;JJ!lJ°fb~ki\:tl\fl{ th,:,y art~ riot dc~~rncd rd.iabk 
::ind the hit!> tend to be unriWtt1ll !o 'ttit .Jai:if~;J)fthe \tt1uiif))J@''' 

. ~;.~--·~:~~~~$.~:.. ~~?\\~~ --~~}\~t::. . \1\ - ,.)' . . 
Ori,phka[ly, size comt>f~jsoi'i'~f the);),e~t,f)}}'.eb~9.~1Jit~)'.cd w th~ "surface \Vch" lnok s !:>Omething 
like this; ··-~:ii\::. '•({~\J /{~l-· --~1ft~ ·-:::~¼flt\=x 
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During U1e pa~t $(:v(irnl yearn. Ill~~ Dqlartmcnt of Dctcnsl!. k.d by the llcfr:nsc Adv:intcd 
ltcscarth .P-r(ljCCt!> Agtm.i::y (DARPA) has bce1i steadily wotkh.g on ,i. project l~;,lled the NOJSE 
d,t1;1haSf, known m; ~·.une O nly Index Sta rching and Exccptkrn, The acron)'m NOrSF c;mw 
forn1 the: ;.1cgati.vc c,m5cquen:-:e of C(1iwc:;itim1at s,~an:hing of th,:: Open S,11wcc, Wd,-.1:1mbh.i 
application~ such ,i:i: 

,nn\ '.~tltavi!<i it .l'.Qll! 

ww,, .norH1N'tllig ht.com 
•\\ ww.h ;c:o.-.,cin i1 
WWW.l}llffldirei'f :wr..-,rnm 
www.wa'l'h~1d<m11chl1H!.1}rg 
\\,nv.go ogk .com 
www.~suil.i:o1g 

\~ W~l,1!!.:.t!Lfil 

Vi;;u.illy, the pnx.:css of gathering infbni1,tt ion 
figure hc:l(lw: · 

' 
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=:.:~?\. \~\::, } ':I ... : ... \~:.:.. . .~~~ 
Tmditiotmllv. these a:rc "Nnrnc On!\;;_:9r, "B{i~itlcssJNan;tt:-bnhl ~\\Mbrd;mhom.~ Nurnbcr Only" 
scai•chcs tli;;· return mass-ivc. unrcu.~$W\{~4_)J~: ''\¥,Jf~kthc ~&itS!} crilw.11 i~ common, the rcli.t;·n 
results is o !l:eii "NOlSF." m,-~-t burd¢i'l!~\ tfa} arn1!Vsn.dth,,) vast attk'ifrht ofirrdevnnt in:forn1~tinn. 

. .;::b.'(\\\;,, '''t:\\. . "\¾);,.,. ··?t,,,_,_ .,)\\ \ i:, 

In the ccimmcrdal or le1:wH:¢lirkd's{1ifl%-1ce):Jtm ::m1~;;}s (rilt jJ iilr the' pressure i~ even g;remcr to 
obtaill rct:plis quick1y,,~~tH~1,f:t;llY, 1111d'\Y;}\l_li1htffM,011ijf~k biiHgct. 

·'!:~\ ... _ ";.{\:.. .-:$.·.. >\fa:... ·-:l;\... .{~/ 
Th;:: commercial xer..ion''Wfth,?NQfl{H apj,1k~1ti<iHi'i.§)1i~micularly us,di.11 in Hc(lgc Ftmd Defonse 

'-':'$."..'.'"~~'-- t, ,-,·. . ... , ..... ,.,,. . , :-.-:-.-. . ......... . .. . . -.;. . 

Lii.ig11ti1>n amJ h.\:~•{?ffe\t.t,,9~{'.&p).· 1(11:b?,ll 1mmci\){1il,_1>~~:asioi1S to '\";ilk b,i('k" in.fomi;tfion dahm.:d 
to l~ gk:1;\t,1b!h}m ;~1i.ti)tl~)1('.?/WJwi1'fo'Arality. i(\~'as fi~;h¢d Otti or !he Jkcp Web ,md cllh:i.tvely 

c(ii1\~~,:~edt{{:\1sel~t\l~!~;0::!:n~{;~~}~;;.t~11 _ 
Fmt;:)Jlit '•rc-11~911, we shg~(.--sH:}hut NOISE applictilioil and !he ldcntiChcM,¾-1 data searches be 
coi1fil~krcd hctl~cansc dtl~tc f&l~,tj:vcly cqmrn~Jh names or A.dvitntagc and the key individuals. 

..... ~it. ·~?~~t;;::,. \f~ .,, .. 
lt t$ tj1~lw _1.ion 1lfi'lii\¾\QJ~I/tiJ.>plitai"!Q11 and 1.he restricted ~i1_:l~C-~s (l;lta within Itki.1iiCh._skQ1) 1lmt is 
only avallt!,Qk ,,,ith ,~~p-EHHHiibk i)urpi1~c that all◊"v:, - for u highly relevant, targeted s6m:h 
11pprnacb. mi9g_ks :;o,!&rthing like rhis: 

'•'•'':·;:;~::~:~~~\? 

!9 
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In the DoD ctmtrn<.'.tinr-spnc~, DAllPA w,1~ tiisked :vi'.h H~i{~~~/;;;\1til ,:;;~~g;;J.\ill\t~;.~~ci[j\11#;;, 
dma _about ;1 pcn,on. {AH km>wn_ .names, ,.fot."~ ()f b~ql1;-,.<ag<!StJm~1 aHdi:p$S<:~~phonc··,-m:1.;11kr., , 
faxes, tmni! addrN,!;Cs, w('b ~ik~ addresses, busincsses/]t~1mes Jt\rrlntivd~ks11dttr the s,; eulkd. 
digital fingerprint of o. pcr:-on, und injc.::i.!.hat int.{!Uicnc.c\~lfP u£\l~t_-cn{ii;it~t_n~1ticati;)j) for a 

rnnH~ ckftn .lllve r~:sultit . ,,J{tj,,- .,,'\,~~~!:tt;;:: ''t , ·'\\h\,. ...\t; 
For rnm mnn m.tn'ics, the leads tire culled dd'Wp_from pcrhbg~ l'2WQl~;W !20. 'Morcovcr. tlw dnta is 
hi~hly accu.rnJc atid h: considcrcd rifl.1¾-sl1m sdr ,1,)hing,k, "?\,. '''\\t))>. 

, . ;Qt'f!i~"':,,}z}'%. '?~1t;F· -·2tt.·- , ,.,t,, 

The second compelling fCHSOl\;P1ii:"'ii~:,v foriWt~Jst~wtt tedmd9 _~ W,is devek)pcd is th{lt the 
lntc.rnct and tbc Deep \\\ ~~}:.l~ 11\\ifb fari~~r anJ·\) j.<.'>t<it\ ~J1an:J(i}Y dafabas;:. sour,;:.c ,in (he pkind 
to<i,ty. The ''[ kep Wch'.(J~W~fineliiti¢,t krlt~\Y.!' a::-d~ hiltf~ifD:1rk Spact~ Q.r th¢ Deep Web 
ltitelligs-:rn.:e Center. i~. ,t "\'i~~!, ri:;er:vdii;::'..9f t'Q:H)ent. ifa\t is '1,000 t im.:.s largt~, t h:rn the kr1own 
"s1,1rfa~:c" \Vorkl Wictf'%Y-~b:\wh;1t g131k&Jhe "ffl~;::q~~y of the Deep Web _SO significant i~ the. 

quality of rnntt'.n_~'.~l!\I~;i~~tiilltt:-Vt;\\t::·· -~<;\\;,~~i~J/ · 
ln a very .,t¢#JJ~;~y;'t~}110jg_~Z$pjl.ci.h,1r fhc lnt c'rnet is much like dtt out_cr sp::t~.e: rts depth 
an (1 sizl.' i{\fflit';{lilit1t1r(!aJ1.l~'/t1\~ffri~1;ibi6t ~nd i?.IHU~s~. 

. ,•.•:::~_:,•.. \~t:;. ·•:t\\ i: .. _ -~\\½;~( ···.).:~~(\J~iJ~. ·t~:-

Th$~ltf.\>Va)"i\( sea rd1i1hf, )()RSs ornclnfag like lhl.&: 

Howe ver, the lW\Y way. including use. of NOISE and lCI 1denliCbek data that ean b{: 
gram.ilarh:cd. kwk5 sqmcthiag Jfo:: this: 

20 
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. . ,i:.. "?\~.. ·:-~\\~::,. ·\\~:.. --=~~:~,. •.•:,:\.. . 
This new t'a:p.ibilit:y allow~$\!itrchcB_f:K1 cHy1: 1:ic<:p ',~i e,~P._IWf:tlliddcn d,1w from rtmltipk ~ounx·s 

5imu!t,,1wously using :::~qflt\:uci:idl\\tt,,,~;++\\. \'$\ '-::P' 

\Vhet, yon combi_!}C t'hc'''l\~1ls U'n,~id\i-abf&t~? ;,fJ~gf}(Jiv,/~ hrt1) lhe fotcrnct, with the ability l() 
acc,~ss restricted ~4 ~notii'.L1,:"$-£~ 11ti~'§hal daf:':?~nl..f i~~%ostly availabk only to b\>J firms or those 
with,: pctinhtiJlk "r,Wfrlf6~,(l'i1ttrt, t5Qp .• P:.1~1 Ai:hlress<:S; etc.), l)ll(! (:m1 ,-;ignificantJy expand r)(!t 

(mly th('. s\t\)fulltl~1~;~:~ii~i~~~l\g;i!;~;;:~f:~~<:::1 highly ac'curate nNtlts. 
Bu:.i~~::;c-S:i h:scai'chcR.~#.nd'1~µnsui"iibrnl;_now haw i!ixc:,:; to the inv~t vah.1<illk und hard~to•lind 
in±lfi1<1t\\n Bl:bJhc Web~,l=~H{f~it_t-:!tri;~,c it with pinpoint .1ccurncy;. Searching, on (be Internet 
tQd,1\ls nn be c1i1'iih~re,j to d'@gg.it1gfo. net across the surface ()f the-ocean. 

'l~\:~ ·~~it~~,. .1th . 
Jfo-;\'cvchM;hcrc i!> a ,•?ei.~Jt'lf:~if infbnri.itkm ihat is dc(:p, and i11crcfi:~rc rllis:;cd, hcnct, the Deep 

. "'•'••.... . , · " . ..._.. . . . . . 
\Veb. Thc'\~ason if{U;.impk: basic scnrch mcthod.<1logy ,md tt'('.hnology have mit evo lved 
:s1g;nificant1y''\.;fu:1,":,g,J :l'l,\(\)inc.cptkm of the rmcmei. Traditional s.::.arch cngi)1cs create. their ~ 1rd 
(::H:aktgs hi~pid~}WiglS~ crawling '' surlnc{i'' \Vd> p;1gcs, · 

To h~: disc<Jv,:rt.'X.1, thi; '. .page musl lw static and linked to other pages. Tradition.al scn,c}1 engines 
c11nnot. "see" or ~ttlcvc cm1t_cnt: in _the Deep \Vcb, Bec-Ull~~ trad iti~mal ~..:1t,;:h engint: crn,wlers 
eam101 probt' bcnt~ath the su rface , iln~- Deep Wtib or Dark Sp .Ke nf the lnt~mct lrns hereto fore 
lx:cn hi<.lden i11 pb in sight 

The D~ep Web is qtmlitative!y dirt(1\:-nt ·!hm1 the :-,urfa(',~ \.Veb, D<.~p Web s<.nirc~::; siore thesr 
C()ll tl:.1i:, .in scacdmbk tfot~tba~('.S th.)t ,mly produce n:suit:, dynamically in rei;poa~e to a direc.l · 
rcq\.tCst. B.:.it a dir~c1 qµe:1y is H "one .it ,:1. time." laborimi~ way t() sci.i.!'.ch, 

2l 
p,tj, ik.Jttl .. ,,,d ( :onficie.,•1:itj' /,f ·fo1ttt!-.? v. ·1)1 le.. P,edu61 
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NOISE anton1a.ic.s the prnccss or inaking (k11..('.ns 1:.1f direct <11icrk:~ ,s;_it11tdtuncow,ly using multiple 
thrnad technology, and l,ikcs priv,ilc, non~p:ubic fit1:.tnda! infornllit-ion and pulv;;:.rfacs it for 
int,-hlsim.1 i11t1j the ~(lard1 qH~ty. fJt!ic 1110~1 covcttXI (:t).mrnodity vftfK: lnf'<trmat io,·\ ./\gt is indt.~J 
iutd! i~t<im:e, th~~n !he vaJw: t\f{kep \.Vdi-c,,nteJtt is irruneasmable. 

Ti:,day, mdl'c ~nd nmrt~ people arc ·'~lf,-<:,)nfos!,in-g'' their habits :ind haunt;;; their biascs and 
prcjiidicc;:( aud thc:ir lln\>r s and J)(:.,~cadilkis, It i1, mostprcdm11iu;uit!y di)ne on snch Social Mi:dia. 
,vch sites as Faceb.onk, J'i,-fyLifo, Linkedfn , and hi.mdr-eds of other public and private c.h.tt poitals. 
All of t.!11.~sc loGmk•n~ ar(~ trawled, 1:nH th(: .key b tk sc:nrch in5t1\1rnrnt or vehicle \1scd ami the 
advanced anaJylics applies, <: 

·•;·~-;~~:-.-

.I Cl liJ)~dalizei> in th~: devdoping of th(~SC wide and ,foep ditta minirilttwu-m~Ji~)f\l:-;, where il i:s 
launched up(1n an cn.dk1,siv !>izcd ocean of data, ,, ·q~_.t%t,. .,,[~=,, 

. ., . . _.;;;{}::'\;i::::.. -~::~t\):. ~-f\t~~~--~:!j\\❖• --~-.;=~ 

Sc>ti1c ofth~-;;ce dal~i s<.1ul\:i::,. ir1dude: _/$it· ·-,,: ·,\~\ ':W~J-" ·=~,~~:;=::&~? 

. ., ... .,. . . ' ": 

" . · ._,·i-
. ,,..,_ .... ~---. ··-·_:..,~~'- . , 

. . 
. . 

i·~~~~~~~ - -
~~~~ -~ . ··~,-.. ~=-•~· --~-~-~w~---·-••• · :~~~~~~~ -i~~-~ --. ,, .·,.;;-:;.." . . ; . . . 

·-,¾~~-~~~ 
." .- ~~~~~"'."- ~~~ ... 

22 
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•.. . . ~, . ~t,!c<:\~-\.<;~~1' • 

· ~~~r· · · ~~t~-ri 
"'~'"<.~'<\,~'\~-~\'t\" . ~,~ \, ''-"i ~ ~"- . -,~----~ . . ... · :-:,::.~,·,, .. ,.. 
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. ~"!,.~~,,~~,,~~'-'Wl.'C\,~"'C'«\.,~ ..... ~'«'-.,~~~'C\~"'-~"''C\"-'>.'\,,')..~~~,,~~~~~,~ 

.. . (A, ";"'"~~1~z'fl?16¼{!1~\ .. a ,;,,,1c,S 
ltw~ ,<;I igat ive Cot1~1t\l}t)~i:,,t1iiJ:t~ci C't\ &!1 l I l 1m;Jft{f:'' C(rq:x.iration, based ill \V1~~hiI1gt<m nc' wa~ 
Jbundtd t11{1,l~-'t-9tld 'rq,,\Hc:t~if'dgDC<f~-1nbcr 12, 1978, IC1 st.utcd its opt,ratk1m; a:; a gni~rnl 
im,ci:tigat~Fs fiiihf~f'.?;'-.tJlPri%y~} fpfdift\1tng. in ~ompfox fodcrnl litigation and commcrci;,I 

t rmi tl:t~l{i!{~{[t;. . . '''l\l\\:.~ilttb, -,:-,;W;;1i}, .. 

"l 1w'~; <>a• ·1vc ( ;)\)1ist:lt11ntit; .. f,,,~'\\, ~t·,.,:.-,1· ,, 1t' .,.., ;; 11) !' .l'.''l\'l\l i11v •··9111_!)ll.,",··1'z,·,d •1.1~" !1'11.,-•. d. ,·it,·i11P.s•~ . ~&~.,1,,tl:-C •~-:-.!_~. ,.. .. ., :,.-~•:::::• • .(I'-, . :--~ A ' \.,....,_ 'i.L t, i\,;., J '.\ \.; ~ '"' ~ ~ -..., , ,S ..,. .l .. ~ V 

invdt]iptions ,11)tt:\Jt,1tel!igdl\~c :i1i.Hy!lis thrm1gh u wor!dwid~ network of con'\puterl.zcd on 
dat.1ha~sJhai it U, ffo~t¼i.~J}$hiccess. lfoch daiabMc has million:- of !'iks, nnd rcr sub~..:rilw$ to 
()Ver 9;()0Qi':4,:1tabase j _e'tf 'i6ff worldwkk\, 1'.fo~I (1f tliisc: da.iaba:,:e~~ are it~~d to obtait1 in,dctith 
backgr(nm<f]iJtirurnd.Nti <m }'.1c<)pk:, tlrgiliJizationi, :jnstii~11iori~. u.nd coipl,)n!1ivn$ for ait1)111cys an.d 
nmlttnatioi)ll] cd~ilitJZms. 1cr currd1t!y (iffors it s ervi('.('.S oii!y l.(J lic,' ll~(!d attonicyi;, );)W firm ,~. 

N ~ttomcys tlutt -,vork for multi-national CQqXlrlttiou~. 

Specfal emphasis-is placed on: 

Com1>lcx Htil)ati.pu m1wil~crn,;111 1rnu ~trltt~,gl .s\,n 'ki!S; usi11~ ~lah1bl\~C"\' ((I C(l1fltud 
difllttilt im'l.'~tigntion~ <111i.ckly·and dfrckntlr. . . . 

Ytuturc ril}Jlt~I nuo h:lJlkirtg 1l11e-dii!~ent1i investl~;ition on lndM1lunls in 122 
COUil {rifs, 

SB 00018407 
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'Trnefog M •~~SCH, b iu tkhig , !ln,o, cial .:\Ud t~frdit inYt\Stig.1ti,ms bccliusl' of d<!f'nulh 
:\nd other los·I~s, 

E~t:it,( 11re~;.>i;n1tion si,iirdies dolle. by ti"u,tcc~ fo prnt't d tir-Mion ~f prin,·ip:11 h}· 
un.know_n fll'l'.Slms, 

JC[ is c,tpabl~ of co11dt1cting these and O!her:-; kinds of itKJllirics and pr,.:-scnting a. highly 
pn)pdctary rqmn fon11Hf lK"Cmis<: i:, f iis on iquc . mt:th<.tds and S(llirc~s .. 

;❖• 

lCI ,1sc:s exp~rt$ in !itigatioit mtn,agcrrn:ml and ,,dmini~tratio·ii with 2/~~~rs' ('.Xpcrknc~'. in 
,... ' ·-~~--

ir1td I ige rice g,Hhcri ng, data i nteqwet::\t i.oris, and criminal inv~~tfuitt i()n:<"\twr1fhs i(Hiah in 
psychology and tmtri,t~Crn('.liH;cici1ecs \d1(1 lmvc tc:;;tificd tb1·ou_ghifofttM. coir~tr.y as expert 
witncssc~ in complex fodcrnl and slalt\ litigation; ,itkl m11.sid('f<>il1i:~ctoi~\tn,f11:~.ff11ihlnbers -i.\·ho 
hive over 25 yc..,n;~ or U.S. Fordgn Sc:rvic:,~ c.xpci:irnc'.C, ~~~fttliti \~g io ◊Yxt~~h½j;~vc~t1gi_tti§tis 

and risk~ana!y:;is. · ·),,.:'.i~tPit:\,~. '\ ::A:-:. '\:t,i1;:fjf P\\\t;:1@t·· 

Thu.~"~ spcdafo;tl;. \.'.Ombi.tic:-d with Nhcr uxpcrls who hlb.ts on iHbunore fob.lrnil\11 assii:rnm..inl.s, 
enable ! Cl to cv:1 tuate largt: Vt>!um~s () f rn w dilla~1f~t~&;~n-1i~t\i~.:d piffi.1p~0s. ·'Vi\tw.Jti-;-e;;~mp le-. it 
ispnssibt.:. t(l ~xm11inc mpre thm1 50 catcgo~i~ltf hii~,~i l}l\~1.:NI\i<ll'mai'iqR on pi't5sp,:ctivt~ jurorn, 
wil.ncssc!; or cxpcrti;, and lllcrt.counscl to di#{actcr ,:,r ·j,qp,?,h~Ji1Sct-r11its .indi~}tt:;i:i by thci;c n,ctqr.s, 
Such ari t'vH!u,!li<Yn cun hdp in ckvc!Qpin~i"'.'tti;_iJ wctk{ Wi1~l 11'tltiitffa:;;tandit11.? the psyc.hologic:.il 
tt(:eptiviry I>f indiviJmd jl,r(>rs lei t~,~it.~i-J}ft;:.rt!f~(f~\~\S> '\\\:'t--. ·:·,\\!( 

ICl bd11gs t()gdlwr the cotti.trtn&i:\twid i;Wl\~1::~1§(~.,sc:nfo1;., t,~n~ of 1W{) C()fflpkmcntary 
on:,m1iwlitrns involved in q,ita,cd'tl~t-ioil'\'.~:.c1>carcfr/~ nd'fotcl.li\fu11cc ,urnlysi~:.H1)ih ornariization:i 

~~: ,~;;;,~:,:~;'.:.~~~:• ::i\~~,~~tr;h\j;%~v;ce; .,;, i,iw<tig,.,iC~ ""'><ch 

lunay he-.neCC$:i@}?Asi. C,)iW\wt g°t'Q.)\h'M im·csfi~Htici'nHff 1hc us or Si)IX!C i'orcigr\ ('.\)tlnlry. Once th0 
inhial SC,)rdi~s ari'hiire;,4111fl\ll\ il'l(1;}!lig<!n(~ M\})lysj~ have n~vkw-1.~d thern l~lr a,1.litipnal b11h , 
~(l\ ll 'C~~~ c,ujJi&\i'i~tl a:t~lltrq9,\\~\0p i,)\\~fi_ig,l(l()ll, 1-fowc.vt.:r, .gr(II.Ul~i irwt)siig,((:iqo i:, ll(.I\: part of (t 

ii\ ai:,~~~::i.,_rlf ,,o sa i 'i*'Q;{[;;;~lt\,\:'1\\iii~,iJisL:·\\:. 
lCl}{;'i'l°i.'f\'vcid(.:anilia1cs ~~h~ fdt1~1~r cafocr foreign Service Qfl:k(als m the United Stat¢$ imd 
abrdihi iha.t !:,:i\}½, .. \v(irke<I ·1lhtJ1~"%:ld <.Jf ,,,i\mt◊r1nkJli1!enc,c. rnQncy bui1<kri11g <kte(:tkm, and 

intct;;~~\ti;:::al nmi!~t{tt¾'br~J\t · · - · · 
.As im ()Ht5tqR_pui·vcy~1 of'irivci\tigntive s.crvi.ces, rcr rei.11.:,ve.; th,~ t l.ient from dired invo!ve111cnt 
wiih ~~'tisidv(l~l:!:1qt1.i(i¢:i. Th.at 1s QllC rn,1$,m I.CI'& clic1it li~1 indlide~ ni.loy cf Am~rica•~ large~t 
,ind n'ii)!;( prcs.tig.11RW'thv firms whk:h huvc their (n.\·'n ii1-h<m!;e dcdn:.inic d11tabas.c cap,ibifoy. 
Among the adv,ii1ti1gei; it offer$, !CI: 

• Omst1·uc1s· custOmlud sci.in:hcs . di!JH~ndi .ni,:f on I he iuvr .~tiglllhi! ohjC'tlivrs of counsd 
mid thr Jyp,~ of hil"urnmrtou t:hnt!s nr«h !d, 

• Cond m:f.s llll ill(\lliri~s. l'}{>C'trnnk ;rn(l (!lhetwiw, Ml. it~ mm ,wth,orily. The l:lW /irni 
dkttt, :111d it5-ultim~t~• dit~nt,'is uot id1mtHfod wi .tli tht ' ittH'.Slig;tt!tm. 

• T<ccps ·:11ire:1~t of llCW dafa .htl$C_ ~ourc.c~ used-ht ~,1111e;ti1( sp!!daltfo$. F1irtl1crmm·~, it 
conshrn!ly ust,s tl1t>sc sour-cc$' und kirnws thdr cap,1hilifics from l'XJli!ril,n~,:. 

'"~----··· 24-
PJ i > tl~ge . .tf tHa1 C:e.ntid.:.t.!.:itd ~°'-tt01 .t>.¢J \Ve.,1 k Pte.ehtt.t 

~sjoo1a40~ 
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·• l,".).pands IQ 1,mit· unus\lally corn1rlc-:,;: or rmrticulnrly ur'gcnt aMigmit~nts, thus 
climi'u11th1j::· l·h~· uN,d fiir ti,¢ bw lir,n ~:!leut to ~11',1i11 hs uwn ~rn.ff n-~imrc~s-. 

• CQUtbinc~ dl!t!n,nk ~c.-n:hc~ 'l'\'li-h n,:.::cs.~ary .(m-~'iti,! i11yc~li~!lti1)u:;, wht :11 nc\'.~~.s~:u·_y. 
fcrformx :if suli;.1antia!ly :l,1wf1· ,l\ '~ral! c1is t for !ari,:t' im·t~tiJ!aiiol1.~ thats d~t,s lhc 
law lini1 '~ .in, hou,1~ dcctronic Hl1nir.l'. 

25 
Pt i, Htge.d .. 11,cf C~tHcfiaon:.in~ s:\u~rntt:,y \\ rork PF·1·Au d. 
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From: 
SEm~: I J iue 8f0-'1/201~ 11:17 I\M (GMT-04:0Q} 
To: 
Ct: 
Bee: 

Steve Bi:mnon 

I 
Sut~,~d: [No Subject] 

Corey jtis.t C\infinn:.:d green light 6n Trump;-))) 

US Cell: 
UK(.,ci1 

CA Cattlhridge Au11lyt:k,1 
The News Cort>; Building, Suite 2703, 
1211 Avcnilc. (1fthc Americas, 
N\1,\1 Ym·k, NY I 0036 
Ph.:mc: +l (M<D 892-9591 
\V\V\y.cambridge:malytk~.orn 

This email is co)irklential and rn;1y he privileged. If you ure. not: !'he int:end~xi redpicn t or have 
l't.~civ¢d this <:'.mill. in error , please t,otify the scnd~r in.1mediaWly m1d dde.t<:: this emu 0. Any 
m1a\1t}l(lrizcd copying, disclosm:c or distribution ot"tbc mat<.~rin1 in this email is shicdy forbidden: 
Pkase note that any view~ ell: opinh)nll pn:~sented i.tlthiS"<~mail arc soldy those of the aut:!mr and 
do nm ncce$snrily represent th<.\~i:: oflhc company. FinaHy, the n: ... ~~ipicnt :'11ouJd chcc:k t:h~s ctn.ail 
and any 1itta(:lm1ents for tiw presence ofviruses . The company accepts 1K1 liability fvr.any 
dmn.;:tSC c...-1usc<l by ,11:y vinis transmitted by thh. ctnnil. 

Pkas-e coitsfrler the l:lnvironment before printing this .e-mail 

b6 
b7C 
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_ P_M_ .... lon bt~tlalf of Steve Bannon I 

To: I 
·,," __ __.. Ge : 

Subject: roo e(l Hl!lary ._! __ __. 

Love it 

On Jun 12, 2016 , at 2:00 Pl'vl, vrote: .__ ____________________ ...J 

Hi Steve, 

b6 
b7 A 
b7B per DOJ/OIP 
b7C 

\-\'hen you are in the UK i11 the next fi:.Htnight, f think that we should meet \Vithj I I . ..._ __ ~ 

! I and I thi1ik that his int)ut c-otild be yery 
valuable f<.)r the Super PAC. 

lfyon agree, we \.vill try and connect with hini. 
(pk'.ase remind me ,vhen you will be in London) 

□ 

US Cell 
UK Ce.II 

CA Cmuhridg(~ A.nalytica 
The Ne;.vs Corp. Bull ding , Suite 27()3 
121 l Avenue of the Ame.ricas 
'N~w Yqrk, NY 1003() 
Phon:e: + l (646) 392 ,.9591 

t Wales Alley, Old Town 
Alcxaildriil. , V/\ 22314 
Phone : + l (703)997-1 _812 

55 New Oxford Street 
London, Wt.:IA 1B$ 
Phone: +44 (0)20 3828 7529 

httpJ/c<1mbridgc3nu!vtica.C1rg 

l 

b6 
b7C 
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From: 
Sent 
rct 
('~;: 
8(;-c: · 

I I . 
Sun 6/12/2016 2:00 PM {GMT~04:00) 
Steve Bannon · 

I 
Subject: Defeat Crooked Hiliary ! Assange 

b6 
b7C 

'fin are in the UK in the next fortnight, l.thii1k that xve should meet \Vhli._ ____ ___, 

.......,.--............ --,,,--,.,.....-...,..,...,,....--------' 
va ua c · or nc .Super A ,, 

lfyou agree, we will try and cc.mncct with him. 
(please remind me when you will .be in Umdon) 

□ 

US Cell 
UK Cell 

CA C1.11:nbl'idgc A\rnly.ticiJ . 
The News Coq). Building. Suite 2703 
I ~I I Avcnutt of the Anwri<;as 
Ne,;v York, NY 1(}036 
Phone: +1 (646) 892-9591 

I W,ilts Alley, Old TO\'>'it 
:\lcxandri,1, VA .22314 
Phtmc: + 1 (703) 997-18 l 2 

55 New Oxlhrd Stred 
London, \VC! A IBS 
Phone: -!-44 (0)20 3S2g 75·29 

http://cmribriducanalvt ica,nrg 

,md l think tlrnt his. input could he very b6 
b7A 
b7B per DOJ/OIP 
b7C 

' 

I 
~ 
~ 

b6 
b7C 
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·, '•"-,,,,_.-: 

Frorn: 
To7 

Bee; 
SubJect: 
Dale: 
P.Hachmt,:nts: 

Data GIJY in Trump Tov-,T.:r 
Thu -Jan 07 201t3 21:15:0,1 EST 

Sent frpm my Bkmk8eny 10 smarlph<Jnc. 

b7C 



From: 
To: 

Cc: 
Bee: 
Subject 
Date: 
A.ttachrnei)ts: 

Canu talk 

Fri AU~J 26 2016 13:18:53 EDT 

b6 
b7A 
b7B per DOJ/ OIP 
b7C 
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Subject: 
D,~le: 
Atlf-1ch1nents: 

b7B per DOJ/OIP 
b7C 

····························- -- --· ····--·····------~-·--·····················································-- -·-·-·--·-- ··········--·------······································· .............. - - --

As you -.;.,elf knoy. fron1 aH m)1 op-eds (scune of whic1·1 r:,in i11 Brdtba1t) ;;_,nd str,,tegy piece~s, I have been 
labourinn non stop fur tbe Trurnp cmnpaign •·-- eveii .though I f~rn all u·1e'.vay ov(~r hEire in O.xford.Ple,:ise 
lt;t me kno,.v ff you need anything d sf r ni if I c,-::m hE~ ot fdrtMer S(~rvice. 

I am t?~1ck in the US $peaking in Boston, MaryiHnd , and LA in rnid-Octcbei-. to conse ivatlve and 
business audiences and will k.ee1i ph;9gin9. · 

I have bee.n in const~nf touch with !tie can."lpaignJ._ ___________ _. 

b6 
b7A 
b7B per DOJ/OIP 
b7C 

! have a cfover idea for you and Dm1.i!d for the first <ieb8te I wantt~d to pai,s along. I kneiw ~1ou ore in the 
prepai-ilion stage ,;ind h,nwfu!!y will let hir11 be hirnst;lf , authentk: ,•md nz)loverly scripted . Le,wr, thaUo 
his. inf pt qppon.ent. · 

Here is the id(,1a: 

!.n his op ening wniHrks Scr:,ne (h·1e, in other \•Vords-- han(l Hi!lnry i Wl'it bf Indictment Hc.1ve it typ8d out 
and ~ictually hand it r:ihysical!y to h€'ir. 

A written ac:cusotion of ont~ or i'nore. persons of a crime or ri1isden1t:lanciur , preS(:tnted to, and pr:eforrnd 
upon oath or affinnatioi1, b\1 a g!'andjury legally convokecl. Say tr1ii and fh£.:n acl<l. this lrn:lictment is on 
behatf of ali the.f-\rm~Mcah pecipte sin(".~ our ,lustice Oepar!rn(~1it will not indict you dtJe t.o crony politics, I 
present it to you fonr1'"lly hen,i tor1ight and serve you r.iri behalf cif ALL the. Arm~rican p~ople for you 
und eniable- crirnt:s against Amerlci} , tfostruction of ev idenc e in th~~ form of em.;.1ils, and theft of frmds to 
your owri personal benefit . and endd1rnent 

FBI(19cvl278) -358 



Tt): 
Cc: 
8cc: 
s·ubject: 
[)Bt(~:~ 

/\tt~ttc.hrn~~t)t(~: 

b6 
b7C 
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S.ub}ect 
Datt : 

b7A 
b7B per DOJ/OIP 
b7C ❖ 

i 
I: 
• ~= 
~: 

................................... • · · ...... ~-
~
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r·1r..Lfi:fl,>.<t. 

To~ 
Frorir 
Sent: 201 G-09-21 TO? :l'i1 :::.0,0SJH) 
Importance: Normal. 
Subject: Fwd: \.Vikileaks 
Received: 2016·,09··21T07:5'l :32-05:00-

Sent from rhy iPhoi1c 

From; Donald Trump Jr. !i...,,..,......,,..,........,.,..,....,.,.....---.J 
Date: ScJteinber 2 L 2016 ai 2:09:34 A~·t EDT 
To ..._ ___ ...,.. ___________ _,_ __________ ...1St.cvc 

BanMn JHted K us-hncr 

Subj(}ct: \Vikile:aks 

D 

Guys J got a weird Twitt~r D1'v1froni w1kikaks. Sec below. r tried tht password 
and it works and the about ;:;eclkm they rdcr cncc c:ont:iii:is the rwx! pit in tern is of 
who is behind it. Not sure if th-is is 1}nythi11g bttt il scerns like it's rc,l!Iy wikileaks 
askinit nic-as 1 follow them and it is a Dl\,1. Do you ktlO\i.>' the people mi:ntioned 
and \vlml theconspii :acy they ,trc-i()ciki ng for .could be? These ar<:'. just screen shots 
but it'~ a. Jl.illy built out p~~ge claiming. !o he .a PAC kt me know your thoJ.1ghts and 
if\.i,1c want to look info it. 

·--------··························••········ ...................... __ _ 

Thi::: mess iigc-is a PRIVA1'E commtinicalion . Thi s message :md 11li ,1ttad1mcnts 11n:: a 
private communication and may be confidential and/or legally privileged. ff you 
arc 11ot the intended recipient, you arn hereby notifjed .that any disclosure, · 
copy ing, distribution or tJse of tht infon natinn c.oilt,iincd in or attttched to thii; 
message is str ictly prohibited. Pk ~1se notify the sender ofihe delivery error by 
replying to thi s n icssag~-, and then {kktc il from y<)tlr syste m. Thank Y!)lL 



To: SW-vu B~a)nor~ 
From: Jared !<ushht~r._ _______ _. 

Sent 201G-09-28T06:~~ 1 :25-05:.00 
Importance: Norm :;.! 
Subject Re; ri~q,n~is't fmm th,~ fl 
Ritceived: 20-1(·H)9-2BT06 ;31:24•0(S:OO 

From: Steve B~rnn.;-m I._ ________ _. 
Oate: \!Vednt~.sday, Sept{~mber 28, 2016 a t 7:16 AM 
To~ r-./4ich,1e! Cohen L... __________ .__ __ ..., 

Cc: keiiyannf~ Com.v,B' 

M i!le; 
Stephen 

b6 
b7C 

b6 
b7C 

~---..,,...,---~-------------------Sob j e d: e: rr,,-ql;est n:tm t.1t~ ft 

Sct11 fro1r1 my iPhon<:.'. 

tvlidrne! D. Cohen 
FXi:CU!ivi~'. \/rct.: Prcs,dent :md 
Spc(:ia! Couns.d w 
Donald J. Trump 
72.S Fiflh Avcrn,_;,;_, 
New York , N e\\.' \' 1-rk I 0022 
PhcncJ I 
(·,.,:! 1' -- I I .•.. x...l H, ,11. 

I 1 

_. ... Frn~l~ ~trg:i ,: Miil~:11j .. _,...........,-,,,,,.,, ,,,_ .,, __ ,.,._ ----------' 
DMt l! :Sc\pt cmtK'. r :2 i. ;::l) ! f · ;:.,t 2:4x :,tU P1'v1 h D l 
To: \ ·lii,.~hael C'\henl I 
Subject; Fwd: re<11H~st frnm the ft 

F'{l . 

................... Forwarc.kd l'n{issa1,t,'. --· ....... . 

From: tk rgio MHliau ._ ____________ _ 
Datt:: Tue , Sep 27 , 20 ! 6 at 9:35 P?vl 
Snbjc17C Re: r<.•qw:.:st from lh<} fr 

b6 
b7C 
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·1:. 
"'':,,~,·· 

Ga!hedne, 

As! ~:xpl;;iined t<l you I h<w,~ ::;poken to rnport~irs in !hf.,p,:1st tibp,.•t Tiwnp 
m1d thoy rni::;quoted nm. ! wmk \-Vi!h bu$in,; s t,1tit, frorn all OV(~r the wm!d , · 
USA, EU, Mrie,,,, f{u:5t>lt,. Cl.ins. J;,1pan, ~it~:. i h~ive a sn!i<J mpuh,tiion will, 
busine:;;ses ,,H'Olirid ttw worid . I am US cit i;~_on <md do nol havf and rH~VE)t 
h,id i:;;us-slan cilizenship . if y1.:i,1 !ii:)ei Qt siander rny nan,e an(l it h,,rts my 
tiu:,ir~1;;:w, l will 1::ormuit ~, lawy~ir. 

i hiw,~ n;.~v~,r ?'--aid lh,~t I worked personally fpr Mr Trump. l s,, id I \-Va:\i ;:i 
brok(:r fof or1;.::: ~:~r t1f~ rna~iy n~a! r~st.~H!~ proj~1cts. ·rh€!re <,1rt ! ~(l~'i (~tai bro.kers·. 
wrio worr, ori such reai <.::Sta!i~ proj.~ds. I r:1:1\l(~r rnpreiwnled Mr Tn.imp 
pi~r:.:~naHy .ind I ain no: \N(ffkirtq ,,,;itti r-,1r Ttwnp . I've never rec,~ii,,'ed ;:i dinw 
ft'<)rn Mr. °T'fU!Tip. ! have n~wer t)~l~,n paid by Mr. Tn.tm.b foi <my work. I h,;we 
nev .. ~r c<,>n$Ultftd f-tlr Trurnµ on ~my politirn! topics , I hav,~ iiever m!~l Ct:irtHt 
P;;tgi~. i cm, ~hocktl<} to see fn'.>' mime used h1 press ;lbout li'H~ totnny rt~p i 
rea l ~state transactions and amoi_mti, !h,?t{ m;;,-ol' putilic. f<t,owb(i9e in t)11, 
USA such ,1$ this one ht(p:i/n10rn1y.crm.comi20 ·1 S/07//7/ni:iw~,fdn:·,aki-•t:t i!rn>_ 
rui~sf.,:~!1--d,t:<.1t .. •rn~~t1~·ron/ 

How <.lflf.in do y,)u ~.;p,~i.ll< ,viHl fv1r, T nmij::i? VVhi:i-n was 1!1e lasl tim,~? Ei~ihi 
yeHrs a90 {2ti·p_S} 

Catherine 

On ?6 Sq ·itc.mber 2016 at 2 ! :36, Sergio tvfillian 
\'Sli\.Ht~: .... .,.,,.....,.,,......,.,,.....,.--,---------

Hdfo C.1thGrinc, 

I saw yo~i tn!kd Hl<'. hn currently very bw,y wi!h rny hi.1sincf:s 
pi'nji.:c!s. For !-toi11c r( ~i,$Oll over :w journali sts c,dlcd me dufing, the 
!_n:,;i 3 days . 

Best n~gan;b . 
Sergi:i 

b6 
b7C 

b6 
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For Hit.· 1\!t;:ord , al! of the opinions and vic\vs expr\is;;,ed bek\\.V arc 
my pc.n;miaI vie, vs and not officia l views t if tbt Clwrnher o.f 
Commerce or any of its membt'.rt,, ,:lien ls or sponson: . 

Has there been a .5lowd(nvn in business deals bet-ween Russia ilrH.! thz: US in tlw 
' -V'•tk·1• ,·)!' s ··-••·1,·.1·•,·,.,,1·~ '"l'' •11,-' ~; .,1,,-i,•)1·-:i-<"l'''"t · 1 !L··,·,.-11·1·••'' ,v· .,,.1·,, ' tl 1·:~., •• \ >.. .... , • • ... I:"· - .... . ( :.,>.~~ ,~~ '" i~ ,. ,, ,,1-, i , ~:o..- l v . ( .... \. , A"(.,~ . ... ~- .... . , (>: ,~- ~ - -,i, -·~ 

··!t•··\l"" ' ·'·"·\'''1';"<) 'l'~ j.)'"'' ;s.,.,t tl,,~,..,.. ll'1'" '' 1)' ' ,. ,· 1i ·'' l'"''i> "f ··1 'l '',.,,,1)j' t.~c. -. . _,. \ 1->. >> ~-J~~\-_l .• ,,~ ·v ).s~,~-- -,~'-".)'" -~<>..,.'r ,._,.... ,J., , ) ~~ '-'•·'· ·\-•: > .• l .d ,_ 

p1-.;.;~iden.::y and a. more prn~Rw;si,qi-i;tantc? 

\' i: j; , 1hc1\~ has bq~n ,1 .significant slq\.vdmvn in NE\\/ businei;s dc,!ls bqi\\!( !CH Russia 
and t!w US as a rei,ltlt uf !"he sanel it'iiis. 

\Vh,.ii is th .. ~ rnic of thG R.ussian ./\ nwrican Chamber of Comm,,rcz: in fost<.~ri 11.g 

bt.~tter ties? 

The Russian /\m, !rican Chamber pf C'omrnercc in th ,~ USA ls Oi}e i>f the muin 
busin<::$S organizat iom: in the USA tlwt its:-:ists U.S. <.:i)fl'!p<),ni~s In 
Russian and CIS rnarkel5 .Gntry. We prin1::irily fr:icns on 
,tssi .~tfli'lCi) to u .s. nrnntd ;\cll:rcrs mid tx porh.irs, We ho~tcd five 
F.xp1.1r1. lo Russia Forums \V ith ,t%is1an1;.c from U.S, Contrnen:.:fa! 
Scrvkc in the United St,1tcs..Tht~ Chambi.'.r pn'>vidcs l'narl<tt. 
ini<)nyiatiort pnu::tical 1idv1cc, k ;id s , ,ind re l~md$ to 'tJ .S. 
incmbcrs of. ti I sizes to fadiit.at e U,S . (~x:p1>rl, distribution 
chaniH~ls, and (Hh,~r form;:; ofb usb1c;,;.:; dcv-clopm(:nt in Russin 

, l ... ,.1 ., - - . ·r· ·--: l ! , t ·' ·--mw hw t .. S c<,1untne~ . . he L ,)am ,<:.~r may aiso lIBSt~h .•' .S. 
members iri ()bi;,iining vi~a.~, k .~:d. ;:idvic(~. t.ninsfations, 
cert ifo:.:ations, exhibiti(m. infnrm .• ~ti()n, offirc ~pac~, l-!R-sc1·vicc$, 
and (rffers a cuHur,1! prog.ram in the CI.S, Th,, Charnber facilitat,b: 
coopetation for U.S. rncmh.::rs \\iith Arm:rican s.:.:orporations 
already vvorking in Ru::;sia and CIS (~ountcitis. the l~us~ian 
(iQv1~rnn'.l~:nt, Russian Rcgif,na.l Admhlis hations, U.S. 
l"' ,, ,1 .. " 1,»,,,.-1' " l~,.~--1·" r~J1;•1··.-h,,,..,. ,·l·f'{"·) 11·11·1~,-1··--1' ·1n· r~\j·~,-,.,, "t ' ;i ... , . '< ~ ..... ) .. ~{,._ ... ..,. ,1 ., ..... ,'"!>,:) ,..,~ , •• W,. ,. ,, . .... ),..,. .. . · • •• (. .( . • • , ...... . ,, . .... ~ ,_ ,f~ ') .,( ).~ ( \ },} 

Bui iness--wi:-;e, dz::,pire s,mc.tions, lrK~ rz:1::ilion;; betwc:~n the USA. 
arc ;;ti!! quik strong(p rim,n-1ly bcc:iul><.! or oki <.:.rmncd ions. 
prev ious!v si\tncrl c{mt rncts and fovornhh.' hu"i n,~~;" dinrnt~ huiH 
by Prci;idcnl Oba.mil during his-fir:~t tarn in the \Vliitdfou ;.w 
\.Vhcn be made a gcmiln<.'. effort tn 1.·eset the rdat io.nship with the 
R ,, ;. -') 1 .,., . •' ! '' •l M " > ,. ,. , ., - ---~ . , • ·• · ... . , ·!··>· . !O ()Ii(} u ~:-,. ,lfl:-.., , ·, .. ~tm .1,,1.r.- ,_), .. ,c <11, . u .Hi dH :,Y.t)'-<.l+<., , , ,.,,1 • \ .... 

m<1h1!y srn,ilt ~ind mcdimn :,iz..: hw,jn,s;;ses busines;,e;; in .o nr ·\,vp 
Colrnlri ei;, employing. up h) 3 million people . 

b6 
b7C 
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One of the ;rn~ior goals.oCthc Unit,~d Nnt.iom; mid H!J pGacc--foving people ii:; w stop 
the 1wrpcttlil! \vorkl ·war, \Vhkh <.Kcms i.n various forms on our 
planet for th,_iusands of yea r~;, to slop and rn(we ii1 the din.!ction 
ofinte rnation,d l'..'.r.mperntion, ThK'. 0 11ly altwna tivc.to the global 
co nfroma!ion ofciv ilizations , bdid s, rdigkms, is the ntmu,1Hy 
b;;:nGfici,0d ('.Coilon,ic i:Ol)pcrntion nf ;_dl colrntrie~. · 
Preventive military aggrcsi,ion, n~ginw change , political pressure 
and econo mic war !:Kt\\'ten th0 two coun tries and torporn fkm::; 
a.re insi-runH:nti-; c;_if politica lly w,~ak rn.lnds. $1rr1ng pQh:y mind ~ 
w·ill cn~ak the necessa ry eeonornic c(mditiom, lhr Hie prosptirity 
in the United Srnit::s and abroad. 

Tod;iy, i.ht'. 'N<)r!J i::; again -at a cr():-tl'nads, F,n' !be h1m(iredth ii im~ in human hiswry. 

/\gain, a,;,-has a!rea,dy happened many tinH~s ht~fon~. iht: ,.vt}dci is 
t·xp~rl1.;nch1g· economic, poli!i cid, i'd igi(rn~ and .phyco iogic;.~} 
shr,c.k. ll is high time l(l think again and stop gn'l.bbing th('. 
l)i ,w,•s• "i,•• .' t (Y(th ~. J1!(~ T !w 'J l1·,1,,,; 1·,j;~ i-, li ·ll'F ' ffw ·'\ " ••iith i,' ,,) ' .:-:-:-r:~,._.,,. l' ..,,....... · ' · · -~ · ...,. fu ~ .. q. .,. "' - • · ,f._:' ·~ ~ \ . .._,<-., i,. ( ... , , 

ln, ;1ict1<knis, thcr('. win \:J('. enough for alL ihvc cxc1:.~rc.i:,e a 
rc;,sonabk approadi t9 !he ribnt.'.\\: n:siJun';,~s, lnid 1.hi-ughfo!ly 
,..,, .,;,.;" ·:.J'l" l);~l\'' ·f':,," .. ll ''' (i,··~,··l l1<t,;; O'' '' ' 'l l" i . 
-...•) -~V;! ,,; , . . :>,,. '- · J~. -- ,. ot , -. ~· -· "" · ~~v...,. , ~ -•~· ~ 

Let \ , (CJ!l\'t.'.tt the energy ,)F the gioha! \varmlng of the planet to the ,van riing energy 
in human n:lat im1s, (~tllplnying the. achi.<.'.Vt:m(:nts in mt'.dH.:til 
tcdmo[;, gy, infonrn uion ti:dmu !ogy , ton~t n w ti6 n , (.'.ki,n and 
dTicic;~, - ;:;m::rgy r.o the lK!ridh ofIVfankind . T!h::rdhre, ! .:;m i:.a_y 
lhal the ;·('.SflilTlsibi! ity for the frnurc of the world res is upon al! ;:Jf 
i,u;. li dq l',.'.ndi, ~,n scientis ts and bl1sint:$snwn,j~)n,·n,1lis1.~ ;.md 
pubiiG worke r:,, pnii tki:ms irnd rnili1nry, h entirely zkpcnds 1,111 us 
,vhcre . .<.w · ;;Jfi.)rts 'Nill ht'. d ir(ickid in our da ily bti~in0s,;;. l !wpe 
that !he: tturc p1·esid(i1lt of the 'United S-t,Hes will sp 1w1d hd ihis 
inifoenn thn:.mghmit tlw \VOrid in i:ird"r l(l create global 
•)r<).:-:1°''.t'!.l ' · ! ,. :· . .. . 

Bc:,;t rcgm:d.~;, 
Sergei \{ ll!imi 

intended recip ients, .md nrny cont.;),in, i:onfidcntiat and: privikged irtfo n ri;:itkm , /\ny 
unauthoxiz:~d rcvi,:'.v, use, disdo i ... rrc or disti'ibuth)n of th is ('nl i.liI irn::ssag(' or its 
attaduuc.riti,; .is prnhibitt'.J,Jfyon an~ ,1N ~he intended rcdpknl , p!elcisec ,,mtn<:t th~~. 
sc.nd.e, by reply cm~1H Mhi ,b,trny al! copie:-, of tl-w original nkssagc. Pka!>c note 
tb1t;1ny vi,~'I'\.':• or opininm, pt\~S(~ntcd in tbi:; cnwil arc i;Ulc!y those of th<~-,nitfaw 
and do nor ncc,.>:sari ly repre sen t ihoscnfth • compuny . Finally , \Vhik the 

:•:
: :-
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11/~)_/l:016 10:43 :i~:l P.fvl ·,, __ .,.· Sent : 
To: r ... 1, .. ,r,..e_.d.._K,_' \..,l' .. if ... ):· .. b .. 't ... ·'"l,..-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_-_ .... 1_ . .. o .. ~_.-,., .. ,.•..,!..,R._9 .. s .. s .. 't' .. l-----------7~ ______ .JP: 

I 
Subject: 

~rorn: farnd K,1:.;!1r11.,r ._ ____ ...,. ___ ...,.. ______ ...... 
Sent: S.attir<kiy, Nov(•!Y1bi:,r Sr 20.1.f\ '>:39:)Ci PM 
lo: St,~v;:, }'\i1nnon; D,ivid Bo%k 

Subj{ict: FW: Sec\i r-ing-!:he Victiny 

\iVhat do tJ think'? 

Froin : Paul Man,rfort ..__ ____________ _. 

P.:ite: S,sturd~iy, Nov~mbt~r $, :2016 ;_;t 11:% Afvl 
\,, __ .... To: J,~n'::d 

._ _________________ _ 
Subject: ::;i:.!Uiring the Victory 

.lar(~d 
Not c.:ntain if vou am offline bqt atq :rnndinr; for •,vhi~n 'fo~, ;:ire-cn!in ~ ag;~in. 
! ,Hn rea!lv re~iing gbod about o:..ir pro:,pect, en TU~i'.day ;,1nd f'6cui;ing on µn~simring !he victm·y-, Thi!,. rnt?mo (kab \,yith 
jhj f, Wf:C(! ·ITL 

I s:i>nt th. ;- t() Rein:c.;~, and brl(:f.1~d Rkk G2t;,:,:;'lnd }·b nnj\:y . 

Good tucK. Vi l~ ar(~ ·{iirnnst th t~rt;, 

:r 
=1 
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From: 
Sent: 
To: 
Cc: 
Bee: 

I I 
Wod 4/20/2016 8:21 PM {GMT-04:0Q) 
$!eve •Bannon 

Subje.c!: He: Gambridge Analytka 

He=) . 
A )leastm1 to me.ct you. ls tl1erM1 best time to call you tomorrow plea~? 

Sent from my iPhooe 

>-Oh 20 Apr 2016. at 20:.00, Srm:o. Bannor, ... ! ______ _.! wrote: 

~ ... _______ ____.ktio company 

CoHrltleutlal - Confidential T,et!ltruent Re"~es4e~ 

b6 
b7A 
b7B per DOJ/OIP 
b7C 
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Ftom! 
Sent: 
To: 
Cc: 
Bee: 

I ~ Wed 5,04/20.l tj:13 AM (GMT-04:0O} 
Sieve Bannori 

Subject [No SubJoct} 

TEXT RECEIVED Fll0/\-4...._ _ __. 

l know! !'i.v~H · he is il total pretended 
We worked on our very first pilot r>rogrnm in Virgi?iia with him ht 2013 

l \Vil! C{)tineci with him directlv. 
□ . . 

us ccu:I 
1.JK Cell 

CA C:unbridgc Analytica 
the News Corp. Building, Suite 2703, 
l2l l Avc-nue of the Amcri,;:;1~, · 
Nt~w Yot.'k, NY 10036 . 
Nmnc: +1 (646) 892-9)9 i 

I Wtilcs Alfoy, Old To\\~n. 
A!ex,indria, VA 22314 
Phone: +l (703) 997 , I 811 

1-6 Yarmouth Place ; Mayfair, 
1.omfou \VU7HU United Kitlgdom 
Piwn~ : +44(0)2lY/ 930 3~·00 
w.wix,J,i!mbri~!g~m~lJvi ~.m~ 

Co1tfide11Uel Oenfietcntiel Tr.ee:tn1e1,t Ree,t:1esteet 

b6 
b7A 
b7B per DOJ/OIP 
b?C 

~ 
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'th~ cinail is c.onfidcntial.an~ m11y be privileged. Jf you arc not the intended recipient 1;ir h.iv{; 
rcccivcd this email in error, please: notify the. sender immediately ,u1d delete this email. Any 
tm,rnthori,-:ed copying, disclmmrc or distrlhmio11ofthe material in th.is c1i:mil is stricHy forb1ddcn, 
Please note [lint any vic\v~: .(}r opi11ki1lS prcsct1tc{i in tbi::;. email are soldy th6sc of the author and 
do nm ncc<:S$,lrily rcprc~dit those oftfa:: comptiny. Finally, the recipient sht1uld check .this email 
and any attachmcnti. for the presence of viruses. The compa11y accepts 110 liability for any 
damage caused by ai1y virus iratr$n1i!tcd by tht8 t~ni:ail. 

Pka sc consider the -c11vin .. 1rune-nt befol'cprinting this c•mtii! 

eoufideutial Ooufidenti~I Treetrnei,t fler:ttjesieEI 

~ 

' ~ 
ssJ002a$14 

FBI(19cv,-278)-408 



FD-302 (Rev. 5-8-10) 
-1 of 22-

FEDERAL BUREAU OF INVESTIGATION 

Date of entl)' 09/06/2018 

(U) MICHAEL DEAL COHEN (COHEN), date of birth l was interviewed 
in the Special Counsel ' s Office, located at 395 E Street SE , Washington , 
DC. COHEN was accompanied by his attorneys, Guy Petrilo , Amy Lester , and 
Philip Pilmar , from the law offices of Petrilo Klein & Boxer LLP , 655 
Thi rd Avenue, New Yor k , NY. Pa r ticipat ing in t he interv iew were FBI 
Special Agent (SA) SA 
Intelli g ence Analyst (IA) ._ __________ Forensic Accountant (FoA) 

I ! Senior Assistant Special Counsel (SASC) Jeannie s . Rhee, 
SASC Andrew D. Goldstein, and Assistant Special Counsel L . Rush Atkinson . 
Purs uan t to signing a proffer agreement and after being advised of the 
identity of the interviewing agents, COHEN provided the following 
information : 

bS Per 

I 
bS Per 

b 7E 

b6 
b7 C 

DOJ/OIP 

DOJ/ OIP 

bS Per DOJ/ OIP 

lnvestigationon 08/07/2018 at Washington, District Of Columbia , United States (In Person) 

File# I Date drafted O 8/08/2018 

by I._ ______________________ ..__ _____________________ _ 
Tl:tis document. contains neither recommendations nor conclusions of tbe FBI. It is t.be property of tbe FBI and is loaned to your agency; it and its contents are not 

b6 
b7 C 
b7E 

to be distributed outside your agency. FBI(19cv1278)-424 



FD-302a (Rev 05-08-10) 

ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 08/07/2018 
------

b7E 

, Page 2 of 22 

bS Per DOJ/OIP 

bS Per DOJ/OIP 
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bS Per DOJ/OIP 

bS Per DOJ/OIP 
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FD-302a (Rev. 05-08-10) 

ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 08/07/2018 
------

b7E 

, Page 3 of 22 

bS Per DOJ/OIP 

I 
bS Per DOJ/OIP 

bS Per DOJ/OIP 

I 
bS Per DOJ/OIP 

b6 
b7C 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

b6 
b7A 
b7C 
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FD-302a (Rev 05-08-10) 
b7E 

ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 08/07/2018 
------ , Page 4 of 22 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

I 
bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

!TRUMP JUNIOR said to TRUMP that he was setting up --------------a mee t ing in order to get dirt on HILLARY CLINTON . (COHEN did not r eca ll 
whether TRUMP JUNIOR said "Clint on " or "Hillary ." ) ..._ ____________ _. 

FB1(19cv1278)-427 



b7E 
FD-302a (Rev. 05-08-10) 

ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 08/07/2018 
------- , Page 5 of 22 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

I 
bS Per DOJ/OIP 

b5 Per DOJ/OIP 

(U) Regarding the timing of the meeting , COHEN thought it was prior to 
5 Per DOJ/OIP 

COHEN reviewed 
a calendar of June 20 1 6 and estimated the conversation he witnessed 
between TRUMP JUNI OR and TRUMP was Monday, J u ne 6 , 2016 , 

b6 
b7C 
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FD-302a (Rev 05-08-10) 

ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 08/07/2018 
------

I 
I 

b7E 

, Page 6 of 22 

I 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DO J/OIP 

b6 
b7C 
b7A 

FBI( 19cv1278)- 429 



b7E 
FD-302a (Rev. 05-08-10) 

ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 08/07/2018 
------ , Page 7 of 22 

b5 Per DOJ/OIP 

b7A 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

I 
b5 Per DOJ/OIP 

I 

I 
b5 Per DOJ/OIP 

b6 
b7A 
b7B Per DOJ/OIP 
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FD-302a (Rev 05-08-10) 

ContinuationofFD- 302o f (U) Interview of Michae l Cohen 

I 
I TRUM P said , .. 

, On _0_ 8_/_0_7_/_2_0_1_8_ , Page 

lcoHEN hear d 

"oh qood , a l riaht . 'I 

b7E 

8 of 22 

oS Per DO J/OIP 

b6 
b7A 
b7B J/OIP Per DO 
b7C 

5 Per DOJ /OIP 

b6 
b7A 
b7B Per DOJ /OIP 
b7C 

oS Per DOJ /OIP 

b6 
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b7B Per DOJ /OIP 
b7C 

bbS Per DOJ /OIP 

/OIP 
b7A 7 
b7B Per DOJ -b7C 
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ContinuationofFD- 302of (U) Interview of Michae l Cohen , On _0_ 8_/_0_7_/_2_0_1_8_ , Page 9 of 22 

r-r=================================================================----bS Per DOJ/OIP 

b6 
b7A 
b7B Per DOJ/OIP 
b7C 

bbS Per DOJ/OIP 

b7A I I 
b7B Per DOJ/OIP 
b7C 

bS Per DOJ/OIP 
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bS Per DOJ/OIP 
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FD-302a (Rev 05-08-10) 

ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 08/07/2018 
------

b7E 

, Page 10 of 22 

oS Per DOJ/OIP 

b6 
b7A 
b7B Per DOJ/OIP 
b7C 

oS Per DOJ/OIP 

b6 
b7A 
b7B Per DOJ/OIP 
b7C 

bS Per DOJ/ OIP 

b6 
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b7B Per DOJ/OIP 
b7C 

bS Per DOJ/OIP 

b6 
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b7B Per DOJ/OIP 
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ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 08/07/2018 
-------

b7E 

, Page 11 of 2 2 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

b6 
b7A 
b7B Per DOJ/OIP 
b7C 

b5 Per DOJ/OIP 

b6 
b7C 
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FD-302a (Rev 05-08-10) 

ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 08/07/2018 
------

b7E 

, Page 12 of 22 

bS 

bS 

bS 

bS 

bS 

bS 

Per 

I 
Per 

Per 

I 
Per 

DOJ/OIP 

DOJ/ OIP 
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DOJ/OIP 

DOJ/OIP 
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I 
Per DOJ/OIP 

FBI(19cv1278) -435 



b7E 
FD-302a (Rev. 05-08-10) 

ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 08/07/2018 
------ , Page 13 of 22 

b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

I 
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b5 Per DOJ/OIP 

I 
b5 Per DOJ/OIP 

b5 Per DOJ/OIP 

I 
b5 Per DOJ/OIP 
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ContinuationofFD- 302o f (U) Interview of Michae l Cohen , On 08/07/2018 
------

b7E 

, Page 14 of 22 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 
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b7E 
FD-302a (Rev. 05-08-10) 

ContinuationofFD- 302of (U) Interview of Michae l Cohen , On 08/07/2018 
------- , Page 15 of 22 

bS Per DOJ/OIP 

I 
bS Per DOJ/OIP 

bS Per DOJ/OIP 

bS Per DOJ/OIP 

(U) COHEN did not have discussions with the TRUMP CAMPAIGN about TTM. 
bS Per DOJ/OIP 

(U) Nobody from the campaiqn asked COHEN how TTM was qoinq . I bS Per DOJ/OIP 
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Guy Pe trillo 
Petrillo Klein & Boxer LLP 
655 Third Ave. 
22nd Floor 
New York , NY 10017 

Re : Michael D. Cohen 

Dear Counsel: 

U.S. Department of Justice 
The Spedal Counsel's Office 

Washington, D.C. 20530 

August 6, 2018 

You have indica ted that your cl ient Michae l D. Cohen (hereinafter "Cl ient"), is interested 
in providing information to the government. 

With respect to the meeting between the government, Client and yourself on August 7, 
2018 (here inafter "the meeting"), the government will be represented by individuals from the 
Spec ial Cou nsel's Office and the Fede ral Bureau of Investigation. The terms of this lette r do not 
bind any office or component of the U.S. Department of Justice othe r than those identified in the 
preceding sentence. The following terms and conditions app ly to the meeting : 

(1) THIS IS NOT A COOPERATION AGREEMENT. Cl ient has agreed to prov ide 
information to the gove rnm ent , and to respond to questions truthfully and completely. By receiving 
Cl ient's proffer, the gove rnment does not agree to make any motion on Cl ient' s beha lf or to ente r 
into a cooperation agreement , plea agreement , immunity agreement or non- prosecution agreement 
w ith Client. The government makes no representatio n about the likelihood that any such agreement 
wi ll be reached in connection with t his meeting. 

(2) Sho uld Client be prosecuted, no statement s made by Cli ent during the meeting will 
be used against Client in the government' s case-i n-ch ief at trial or for purposes of sente ncing, 
except as prov ided below . 

(3) The government may use any statement made or information prov ided by Cl ient, or 
on Cl ient' s behalf , in a prosecution for false stateme nts, perjury, or obstruct ion of ju stice, premised 
on statements or actions during the meet ing . The government may also use any such statement or 
information at sentenci ng in suppo1t of an argume nt that Client fai led to provide truthful or 
comple te informat ion dur ing the meet ing, and , accordi ngly: (a) that under the Un ited States 
Sentenc ing Guidelin es, Client is not ent itled to a downward adjustment for acceptance of 
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responsibility pursuant to Section 3El . l, or should receive an upward adjustment for obstruction 
ofjust ice pursuant to Section 3C I. I; and (b) tha t Client's conduct at the meeting is a relevant factor 
und er .18 U.S.C. § 3553(a). 

( 4) The government may make derivative use of any statements made or other information 
provided by Client during the meeting. The refore, the government may pursue any inve stigative 
leads obtained direc tly or indirectly from suc h statements and information and may use the 
evidence or infor mation subsequently obtained therefr om against Client in any manner and in any 
proceeding. 

(5) In any procee ,ding, including se ntencing, the government may use Client's statements 
and any information provided by C lient during or in connection with the meeting to cross- exam ine 
Client, to rebut any evidence or arguments offered on Client's behalt: or to address any issues or 
questions raised by a court on its own initiative. 

(6) Neither this agTeement nor the meeting constitutes a plea discussion or an attempt to 
initiate plea discussions. ]n the event this agreement or the meeting is later construed to constitute 
a plea discussion or an attempt to initiate plea discussions, Client knowingly and volunta rily 
waives any right C lient might have under Fed. R. Evid. 4 I 0, Fed. R. Crim. P. 11 (t), or otherwise, 
to prohibit the use against Client of statements made or informati on provided during the meeting. 

(7) The governme nt reserves the right to argue that neither this agreement nor the meeting 
constitutes the t imely provision of complete information to the governme nt concerning Client ' s 
involvement in an offense, within the meaning of Section 3El.l(b) of the Sentencing Guidelines. 

(8) lf and when required to do so by a court, the government may disclose to the Probation 
Office or the court any statements and information provided by Client during the meeting. 

(9) The government may disclose the fact of the meeting or the information provided by 
Client during the meeting to the extent the government determines in its sole discretion that 
disclosure would be in furtherance of its discharge of its duties and responsibilities or is otherwise 
required by law . Such disclosure includes disclosure to a local, state, federnl, or foreign 
government office or agency , including but no t limited to another prosecutor 's office, if the 
recipient of the information agrees to ab ide by the relevant terms of this agreement. 

(10) The terms and cond itions set forth in this agreement extend, if applicable, to the 
continuation of the meeting on the date s that appear below. 

( 11) 1t is underst ood that this agreement is limited to the statements made by Client at the 
meeting and does not appfy to any oral, written or recorded statements made by Client at any other 
time. 

(12) This document embodies the entirety of the agreement between the governme nt and 
Client to provide informat ion and evidence. No other promises, agreements or understandings 
exist between Client and the government regarding Client's provision of information or evidence 
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to the government. 

(13) Client and Client's attorney acknow ledge that they have read , fully discuss ed and 
under stand every parag raph and clause in t his document and the consequence s thereof . 

.4 , 
Dated : __ .. _ .. ·4_✓-,._;_~·_·r-_,t_?-,,_; _ ~_:;j~/f~·---

Guy Petrillo 
Attorney for Client 

By: 

ROBERTS. MUELL ER, Ill 
Special Counsel.. 

/ 
./ 

~---<.---i~~:~::~::~."\ .. ,.,.,.--------··' 
L. Rush Atkinson 
Assistant Special Counsel 
The Specia l Coun sel's Office 

Dates of Conti nuat ion Initials of counsel , Client and government attorney 
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