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CRIMINAL COMPLAINT
L the complainant in this’ case, state that the following is true to the best of my kno‘wledgé and belief:

“From on or about April 20 201 8 to.on or about May 29, 201 8, in the county of Los Angeles in the Central’

Dlstrlct of Cahfornla the defendant(s) Vlolated

Code Section r Oﬁ‘ense Description
. 18U.S.C. § 1030(a)(5)(A) (c)(4)(B)(1)
(i), (C)(4)(A)(1)(I)

Intentionally Damaging and
Attempting to Damage a Protected

Computer
This criminal complaint is based on these facts:
Please see attached affidavit.
Continued on the attached sheet.
/
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| : ' Judge’s signature
City and states ﬁoé’Anééles, California

. Hon. Michael R. Wilner, U.S. Magistrate Judge

Printed name and title

oy
{




Case 2:20-mj-00762-DUTY Document 1 - Filed 02/19/20 Page 2 of 43 Page ID #:2

AFFIDAVIT -
I, Elliott Weildeman, being duly-sworn, declare and state as

follows:
T. INTRODUCTION

lf I am a SpeCial Agent (“SA”) with the Federal Bureau of

‘Iﬁvestigation (“FBI”), . and have been so employed since September
2017. I am.curremtiy assigned to the Los Angeles Eield Office,
Computer Intrusion Squad, which isAresponsible for investigating
 fraud and related activity in connection with computers,
ihcluding denial-of-service attacks, phishing attacke and
maiioioﬁs software injections. Since becoming,an'FBi Special
Agent, I have‘received specialized and on-the-job training
(including hupdrede of hours of training at the FBI Academy 1n
Quantico; Virginia)3regarding a variety of criminal activities
involving malware, computer intrusions, eﬁtortion, aod various
types of fraud and organizeo criminal activities. 'During'my
training; interactions with other Special Agents and law
enforcement officers, and on-the-job work with investigations, I
have gained COHSlderable knowledge and expertise in the |
‘investigation of computer intrusions, malware analySis, and
aSSOCiated cyber crimes. I am’ a Certified Fraud Examiner -and
prior to being a Special Agent/‘I worked for approximately five
years as'a Private Investigator in Los Angeles, where 1 |
conducted civil and criminal investigétions involving the

detection of fraud and identification of hidden assets.
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II. PURPOSE OF AFFIDAVIT

1. . This affidavit is made>in support of a criminal
compiaint'against, and arrest warrant for, ARTHUR JAN DAM
(“DAM") for a violation of.18‘U.S.C. § 1030¢(a) (5) (A),
(c)(4)(B)(i); (ii), (c) (4) (A) (1) (T) (Intentionally'Damaging and
Attempting to Damage a Protected Computer).

2. -The facts set forth in this affidavit are based upon
my personal observations,‘my training and experience, and
information obtained from various law enforcement personnel and
witnesses. ThlS affldav1t 1s intended to show merely that there
is sufficient probable cause for the requested complalnt and .
warrant and does not purport to set forth all of my knowledge of
or. investigation 1nto this matter. Unless spec1f1cally
indicated otherwise, all conversations and. statements descrlbed
in this affidavit are related in substance andkln part only.

III. SUMMARY OF PROBABLE CAUSE

3. The Los Angeles Field Office(of the FBI has been
investigating four cyberrattacks which targeted and disrupted
the website of a'political candidate for a congressional |
district'in'California (the “Wictim”). As-a.result of the four
cyber attacks, the Vlctlm s website was down for approximately
21 hours during the campaign. The Victim reported sufferlng
losses, including website downtime, a reduction in campaign
donations7 and time spent by campaign staff and othersl
'conducting critical.incident response. In June 2018, the Victim

lost the primary election for the congressional district.
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4. In the course of the invéstigation, and aé described
below, the.FBI found that the cyber attacks originated from
Amézon Web Services (“AWSf) and in particUlar,iwere tied to-a
single AWS. account, wﬁich was controlled by DAM. - bAM»was'found
to'be connected to the.cyber’attacks through subscriber |
"informa£ioh, IP addreéses,.geolocation history, and open -
éources, including through his employer and his Wife, K.0., who
worked .for one of the Victim’s opponents. AS described in
further detail below, each of the four cyber attacks correspohds
with logihs to -the AWS éccount from either DAM’s residence or
from DAM’é place of wofk.A'FurthermOre, DAM was found to have
conducted extensive research onlboth the Victim and various
cyber exploits, malicious toolkits, and cybef attacks, including
the same kind of cyber attack used agéiﬂst the Victim, a
diétributed-deniai—of;éervice or “DDoS” attack.- The attacks
éaused the Victim to suffer loss in excess of $5,000,_as
described below. Therefore, there is probable cause to believe

that DAM committed a violation of 18 U.S.C. § 103Q(a)(5)(A),

(c) (4) (B) (1), (11), (c) (4) (n) (1) (I).

IV. STATEMENT OF PRQBABLE CAUSE
A. Description of Cyber Atﬁécks égainst the Victim
5. In late‘2017, the Victim.publicly declared candidacy
for the U.S. House.of'Representatives'in a California |
cbngressionai distficf. | |
6. - During the course of this investigation, the Victim

provided the following information to the FBI:
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a. As part of campaign effbrts, in late 2017, fhe
Victim established a website to provide campaign information and .
. receive, donations. iThe‘wébsite was hpsfed‘by the website-
hosting company SiteGround.

. 'b. Between April 2018 and May 2018, the'Vicfim's
website was targeted andldisrupted by foﬁr DDOS attacks., At the
timé of each DDoS attaék; the Victim’s website was forced
offline because of uncharacteristically high Ihternet traffic.
The DDoS attacks causéd‘thetVictim;s website to érash and be
.unavailable for approximately 21 hours cumulatively.

| Cuvr o The'Victiﬁ observed the four bDoS‘éttacks

‘ beginning én or aﬁout the following datgs and times (all Pacific
Daylight Time (PDTj)lz A

i+, April 20, 2018, at approximately 6:38 p.m.;

ii. April 21, 2018, at approximately 3:52 p.m.;

iii. April 28, 2018, at approximately 4:59 p.mJ;:and

iv. May 29, 2018, at approximately 8:00 p.m.

7. Based on my training andleXperiénce, and conversationsA

with'computer scientists and law enforcément persoﬁnel,,l know

the following about DDoS attacks:

1 In a previous affidavit, it was reported that the Victim
first observed three of the attacks at times slightly different
than those above, that is, April 20, 2018 at 6:31 p.m.; April
21, 2018 at 3:49 p.m.; and May 29, 2018 at 9:09 p.m. I believe
the times reported previously were the Victim’s and the Victim’s
staff’s best understanding of when the attacks were initiated, '
according to their internal investigation, and not necessarily
_when the Victim first observed the activity. The times reported
here correspond to when the Victim reported first observing the

activity.
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a. AA DDoS attack is a cyber attack in which a
perpetrator’seeks to make a computer, webeite, or network
resourcevunavailable to its intended user(s) by temporarily or
indefinitely disrupting servlces of a host or provider that is
connected to the Internet | |

b. DDoS attacks are typlcally accompllshed by
flooding tne targeted computer‘w1th,superfluous requests in an
attempt to overload systems and prevent some or all legitimate

_requests from being fulfllled
8.' In October 2018, the FBI learned the following

information from the Victim’s campaign manager and from the
Victim’s Il Specialist: |

A a;‘ Following the second DDoS attack on or about
‘pril 21, 2018, the Victim hired an IT Spe01allst to
troubleshoot the problem and prevent further attacks and
disruptions. Despite the efforts by the IT Specialist, the
webslte hosting company, the Victim’s campaign manager, and
other campaign staff,'the Victlmfs website suffered additional
DDoS attacks on br about April 28, 2018 and May 29, 2018.

b. .The DDoS attack on or about April 28, 2018,

‘occurred just before the start of a live polltlcal debate, whlch
featured the Victim and his two opponents. This DDoS attack
shut.down‘the'Victim’s website and it remained offline

throughout the debate.

c.  The final DDOS attack occurred on or about May
.29, 2018, approximately one week prior to Primary Election Day

on June 5, 2018.
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d. On or.abeut June 5; 2018, the Victim lost the
" primary election by failing to gain enoughivoteavto advance to
the general election. .

9. In May.2019, the Victim provided informatioh tQ‘the
FBI that as a result of the DDoS attacks, the Vietim.suffered
various harms,vincluding a reduction in ?olitical donations and

campaign v181b111ty, and between approx1mately $27,000 and

$30, 000 in expendltures and lost time to respond to,
_investigate, and mitigate the attacks. The Victim also reported
what he/she believed_were other'consequential harmevsuffered
from the attacks, iﬁcluding losing the eleetion by fewer than
3,000vvotes, and having te donate éZl,OOO~to the campaign after
the election to cover shortfalls in fundraising targets in the
last weeks ef the campaign;
| | B. Website Hosting Ihformation and Attack Data

,iO. During the investigatien, the Victim provided the
foilowing information to the FBI regarding the campaign website:

‘a. The Victim’s website was hosted by the company
SlteGround | Inltlally, the VlCtlm malntalned a website hostlng
package w1th SlteGround that prov1ded llmlted website log files.
This lower—tier package was used in order‘to minimize costs.
b; " Following each of the four DDoS attacks,

. SlteGround emalled the Victim’s campalgn and reported that DDoS
.activity had been observed on the Victim’s website and that it
had been temperarily shut down to avoid damage. In addition,
after the DDoS attacks, Siteéround investigated the website

traffic to the Victim’s website.
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c. In April 2019, the Victim provided the FBI with
1nternal campaign emails regardlng the DDoS attacks TheSe
emalls 1ncluded observations from campaign staff (the “Campalgn
Emails”), emails from SiteGround (the “SiteGround Emails”), as

well as several minimal log flles prov1ded by SlteGround
regardlng malicious act1v1ty to the VlCtlm S web51te from three-
of - the DDoS attacks, on April 20, 2018, "April 21, 2018, and
April 28, 2018 (the “April Log Files”).

11. During the invostigation, SiteGround provided
information to the FBI regarding the Victim’s website and the
four DDoS attack5'(the “SiteGround Information”) . |

12. 'I-anaiyzed the Campaign Emails, the SiteGround Emails
and the SitoGround Information, and learned the folioWing:

April 20, 2018

- On or about‘Aprii 20, 2018;>SiteGround emailéd:
the Victim and reported an abnormally high number of
simultaneous conneotions to the‘Victim(s website.. SiteGround
stated that there weré two possible explanations for the
abnormal activity: a malicious DDoS attack designed to bring
" down the Websfte,'or the “glashdot effect.”? |

‘b, On or about April 20, 2018, a SiteGround Senior
Technical Support employee emafied‘the Victim’s campaign and

referred to the incident as aﬁ attack. The SiteGround Technical

2 The Slashdot effect occurs when a popular web81te links to
‘a smaller website, causing a massive increase in traffic. The '
large influx of web traffic overloads the smaller website and
causes it to slow down or even temporarily become unavallable
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,Support employee Statéd that multiple IP addresseé3 were uséd ﬁto
bring the website down by generating a lot of accéss towards
it.” SiteGround flagged five‘IP addresses aé malicious.

C. on Qr'about April 20, 2018, an employee from the
Victim’s campailgn emailed anofher campaign employee énd étated
" that Siteroﬁnd had advised thét the April 20, 2018 attéok
occurred only to the Victim’s website, and nof to other'websites
.or applications on SiteGround’é server74 Based on my training
and experience, I know that fhis iﬁformatioh suggests that the
‘Victim’s website was targéted specifically and tﬁat the incident
"was not the result of an uhrelated problem with the server. |

April 21, 2018

d. On or about April 21, 2@18, SiteGroﬁnd'eméiled
the Victim and again fépdfted abnormaily high traffic to the
Victim’s websife{ SiteGround again provided'two possible
explanétioné: a DDoS‘attack or the Slashdot effect.

e; "On or about Aprilv21, 2018; another.sitthound
Senior Technical Support employee emailed fhe Victim’s'campaign
and advised that the influx of traffic appeared to bé coming
from USAToday.com and thét the inéident, in fact, did not appear
to be a deliberate attack, but organic growth as a result‘of the

Slaéhdot.effect. (As described below, later examinétion.of the

3 An IP addresé, or Internét Protocol address, is the
globally unique address of a computer or other device connected
to a network, and is used to route Internet communications to .

and from the computer or other ‘device.

4 A server typically hosts multiple websites and/or
applications.
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traffic does not sﬁpport this interpretation.) Regardless of
" attribution, SiteGround flagged 11 IP addresses as malicibusf

April 28, 2018

f. On or about Apgil 28, 2018, siteGround émailedl
" the Viétim to again report abnormally'high traffic to the
Victim’s website and agaiﬁ provided the saﬁe possible
explanationsf a DDoS attack or the Slashdot effect.
| g. -On or_about April 28, 2018, SiteGrouﬁd flagged 28
‘IP addresses és malicioﬁs.5 | .
h. .In an email between.campaign employees on Apfil
28, 2018, at approximately 5:15 p.m. PDT, one of the Victiﬁ's
campaign advisors Stated,‘“Just got attacked again. Same thing
and'our site 1is down. An hour before the biggest debate of tﬁe
primary.” Approximately three hours later, thé campaign advisor
sént another email té‘a campaign employee and said, “Use
Facebook and other social media to get your message out and to
ggt afdﬁnd your site being dbwn, ﬁo spread your debate
perfdrmanée.”
13. During the investigation; the FBI investigativé'team'
analyzed the April Log Files from.SiteGrQund.énd found the

following informaﬁion;

5 prior affidavits in support of search warrants in this
investigation reported that SiteGround flagged only 13 IP
addresses as malicious. In December 2019, after reviewing
records obtained from SiteGround itself, 1t was discovered that
while SiteGround’s initial communication with the Victim .only
identified 13 IP addresses, SiteGround’s internal communications
reflected that it had identified an additional 15 IP addresses

as likely malicious.
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a. The April Log Files contained information from
visitors to the Victim’s website, including the source IP
address, the User Agent String (the “UAS”)® ahd thé refefring
Uniform Resource Locatdr {the “téferring URL™) .7 |

.b. Based on my training and knowledge,-Ilknow that
bofh the UAS and the referring URL are data points sent by the
ciient to a server; however, the server does not validate the
UAS or the referring URL. Based on . my training and experience, .

I know that: an individual can “spoof,” of falsify, the UAS or
- the referring URL, and thaﬁ tﬁis type of acti%ity is often used
in an attempt'fo mislead those respondiné to an incident.

| 'c. A review of the‘April Log Files found that the
. referring URLs fo tﬁe vietim's website during the time of the
:DDoS attacks included URLs from USA Today, Google, and Engadget,
all of wﬁich are legitimate information companies. However, a
closer inspection of the referring URLS found that they were
from webpages purportedly from the aforémentioned compahies; but
Awhich did not in fact exist. This type of activity sdggésts

that the_referrimg URLs in the April Log Files were spoofed.

6'A User Agent String is a “string,” that 1is, a line of
text, that identifies the browser and operating system (and:
sometimes additional data) of a computer to a web server. FIor
example, such a string might look like the following:
“Mozilla/4.0 (compatible; MSIE 6.1; Windows XP)”. This would
indicate that the computer was using Microsoft Internet Explorer
(MSIE) version 6.1 as. its browser, and was running Windows XP as
its operating 'system (among other data) . '

-7 A Uniform Resource Locator is the address of a specific
webpage or file on the internet. The “referring URL” is the web
address from which a user was led or “linked” to the current

site or page.

10
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14. In April 2019, the»Victlm,told the FBI'thatAdurlng the.
Atimeframe'of the DDoS attacks (Aprll 2018 and May 20l8) the
Victim was not aware of any USA Today artlcles involving hlm/her
or the campalgn {and thus, presumably, no-reason for the A
referral URLs seen in the logs to in fact be from USA Today) .
;The Victim was not aware of any viral or rapidly circulating
news articles, blogs, or reports that circulated information
abouf him/her. The Victim.stated that despite ronning for
.political office, there could have been no Slashdotfeffect to
generate the increased traffic because there were no majof news
articles that covefed the Victim or his/her campaign.
15. During the:oourse’ofAthe investigatioo, T searched for
USA Today and Engadget articles and other articles which could
have generated interesf and high website_traffic to the Victim’s -
'websitef However, I did not findvany USA Today or Engadget
articles on the Victim or any other such articles to support the
Slashdot effect theory.
16. During theeinvestigation, the Victim’s T Specialist
provided the following information to the FBI:
a. Following the thlrd DDoS attack on or about April
28, 2018, the Victim iocreased cybersecurity measures in orderA
to mitigate DDoS activity, including upgradlng the SiteGround
account and retalnlng a separate website securlty company which
specializes in DDoS mltlgatlon. However, on or about May 29,
2018, the Victim’e Website‘Wae disrupted by a fourth DDoOS
attack. .Following thls fourth attack, the Victim’silT |

" Specialist obtained a website traffic log file from SiteGround

11
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(the “May Log File”). In October 2018, the Victim’s IT
VSpecialist provided. the May Log File to the FBI. |
7. I rev1ewed the May Log File and found that it
reflected website trafflc to the Victim's web51te on or about
May 29 2018 Based on thlS 1nformatlon, I found that 17 IP
addresses each accessed or attempted to access the Vlctlm s -
website more‘than 10,000 times over an approximate two- ~hour
~oetiod.
» 18. Therefore, accordino to the‘April Log Files, the May
" Log File, and the,SiteGround Fmails, I found that a total of 46
unidue IP addresses (the “46 IP addreéses”).accessed or
7attempted to access the Victim’s'website in a manner consistent
with-DDoS act1v1ty between April 2018 and May 2018 As noted
above, 15 addltlonal Ip addresses were apparently 1dent1f1ed by
SiteGround in its 1nternal rev1ew of the traffic toward the
Victim’ s 51te However, as those 15 addresses were not 1ncluded
in the correspondence with the VlCtlm, they were not part of my
initial investigation.
| . C. AWS Account Information.
19. - I conducted Whois® searches on each of the 46 IP
addresses, plus the 15 additional IP addresses later identified
froﬁ SiteGround’s tecords. From these seaﬁches} I learned that

all 61 of these IP addresses were owned by Amazon Web Services

8 Whois is a query-and-response protocol that is publicly
available and widely used for gquerying databases that store the
registered users or assignees of an Internet resource, such as a.
domain name or TP address block. Whols query responses provide
the contact information for the individual responsible for '
registering the domain name or the Internet Service Provider
(WISP”) whlch owns the IP block.

12
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(AWS) . .AWS is a company that prov1des on- demand cloud.computlng
platforms to individuals and companles, on a pay-as-you- go
basis. AWS allows a subscriber to create multiple virtual
environments at one time. d o |
. 20. Betveen November 2018 and April 2019, AWS.provided the
following information‘to the FBI about the originally identified”
46 IP addresses: |
a. All 46 IP addresses were assigned to the same AWS
'account during the time each was used to conduct an attack
Amazon Account Number 619452895481 (the “AWS Account”)
b.  The AWS Account was subscrlbed with the emall
address'preatorian_@hotmail.com to the name “Mike D,” at the

flCtlthUS address “1234, Brooklyn, NY 11211.7:

c. Bllllng 1nformatlon for the AWS Account however,
‘identified the name “Arthur Dam” (DAM), a telephone number
- ending in ~48él, andva-billing address on 4th Street in
Brooklvn,'New York.? | |

i. I know, based.on my training and experience,.

that it. is not uncommon for persons wishing to disguise their
identitvdon the.lnternet to use false or fictitious information
when setting up online acconnts, and many provlders of such |
,accounts do not have any mechanism to ‘verify the. ldentltles of
their users. However, where those accounts are not free

services, 1nd1v1duals often are obllged to. prov1de 1nformatlon

9 The ‘complete phone number and address were in the records;
only llmlted information is included here for privacy purposes.

13
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about their trﬁe'identities’and/or locations ‘in order to pay for
the services. | |
Cd. AWS maintained limited logs on the activity of
the AWS Account, but these logs did.include information k
regarding the computer which accessed the acéoﬁnti in additidn'
to dates, times, and IP éddresses of usef logins and API calls.10 .
| e. Although AWS did not retain detailed actiﬁity
logs of the AWS account, their records did reflect that fhe
account was active in‘April 2018 and May 2018. During this time
period, the AWS Accéunt’waé‘USed and.was_billed for several AWS
‘services, includiﬁg the foliowing: AWS DatalTransfef,'Amazon
Elastic Compﬁte Cloud (EC2), BAmazon EC2 Container Registry'(ECR)
and Amazon Simple Sﬁorage éervice (83). . .
i. I know, bésed oﬁ my training and experience
and publicly évailable informétion about.AWst services, that
the services deséribed above, used by the AWS Account in April
2018 and May 2018, provide the infrastructure and capagilities

for a user to rapidly create multiple VPS instances!! and make

10 an APT call, also known as an Application Programming
Tnterface call, is a software intermediary that allows two
computer applications to communicate, one to send a request and
the other to receive and interpret the request. Developers use
API calls to request another computer or programn perform a task.

- 11 A VPS, or virtual private server, can be thought of as a
digital container that has all-of the general processing
capabilities of a physical computer, but which is not confined
to a particular piece of physical hardware. VPSs can even be
"moved or stored in different physical locations, and multiple
VPSs can be stored on a single piece of physical hardware. An
“instance” is the term used to describe this digital container,
to distinguish it from an actual, physical device. Thus, having
multiple VPS instances would be equivalent to having multiple
physical servers, without having to acquire the hardware

14
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'various‘API calls.. These services effectively:create a self¥
contained platform fiom which tHe user can conduct DDoS activity
(ambhg other things, including of course legitimate uses) . All
files or code repositoriesican‘be stored in the ‘Amazon S3 cloud
storage, and can be accessed by API calis froh the Amazon Data 
zfransfer service. The code can then be run from a virtual
machine'opérating as Amazon EC2. The number of virtual machines
can scale significantly accérding_fo the code requested in.the
APIHCall. o

21. 1In March 2019, the FBI :eceived information from AWS

that the AWS Account was sﬁsbeﬁded onvor about‘Séptember 20,
'2018. In-March 2019, I conducted open-source research and found

‘a news article dated Séptember 20, 2018,Ain'which fhe Victim
publicly reported the DDoS attacks to'an online news agency. I
also found several other news articlés published on or about the

same datéAthat referenéed the Victim and the origiﬁal articlew

I céhducted-folldW~up investigatidn with AWS regarding the |
details of the suspensioﬁ of‘thé AWS Account. AWS advised that
it did not suspend‘or close the AWS Account, énd clarified that
custOmérs can éuspend or close their own éccounts at any time.

'According to AWS, there is no distinction between a suspended
account and a closed account. .Therefore, this daté indicates
that the AWS Account gsed.to conduct the DDoS attacks was self;

suspended/clbsed on or about September 20,‘2018,

oneself, and instead by paying for capacity on someone else’s
hardware (such as AWS). The VPS5 user maintains the ability to
direct what the instance is used to do and who has access to it

(hence, “private”).

15
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contemporaneously with the publication of news reports on the

DDoS attacks. '
22. Records from AWS further reflect following
information: |
a. On or about April 20, 2018 at approximately 6:31
p.m., thet is, a few minutesvbefore the:Victim observed the
first DDoS attack, the five IP addresses which siteGround
flagged as malicious were assigned to the AWS Account.
b. Oon or about April 21;12018, at aporoximately'3:46
p m., that is, a few minutes before the Victim observed the
second DDoS attack, the 11 IP addresses which SiteGround flagged
as maliCious were assigned to the AWS Account
c. On or'about April 28, 2018, at apppoximately 5:46
p.m., the 13 IP‘addresses which SiteGround-first flagged as
nmalicious were assigned to the AWS Account. This ie consistent
'with logs prOVided by SiteGround regarding malicious actiVity on -
the Victim s site from these 13 IP addresses, which show
activity at exactly 5:46 p.m. PDT. While records were‘requested
from AWS regarding the additional 15 IP addresses_identified by
SiteGround in its own records relating to the attacks on this.
~date, AWS hae indicated‘that it does not have, or has no longer
retained, records identifying a partiCular‘AWS account those IP-
addresses.were used oy during:the relevant timeframe.
i Notably, the Victim recalled that the DDoS
activity on April 28, 2018, began at approximateiy 4:59 p.m.;
which is earlier than AWS records refiect the previously

identified'13 TP addresses being assigned to DAM’s account.
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Homever, the internai.SiteGround communicationS’included logs
showing malicious activity_witb the 15 previously unknown IPp
addresses beginnind at least as eariy as 4:56 p.m. PDT, which is
) consistent with what the Victim:reported.' The combination of
the‘logs from.SiteGronnd, the AWS records, and the Victim’s
observations suggest that there may have been at least two
technically Separate attacks on the Victim’s site within®
approximately an hour, but in all likelihood, the Victim simply
experienced this as one ongoing attack. | |
dc On or about May 29, 2018 at approximately 7:53
p.m., that is, a few minutes before the Victim noticed the DDoS
attack, the 17 IP addresses which SlteGround flagged as |
mallc1ous were a581gned to the AWS Account

,D.V Investigation of the AWS Account Email and Phone- .
'Number :

23. ' In January 2019 Mlcrosoft provided information to the
FBI that preatorian @hotmall com — the email address used in the
‘AWS Account subscription records - was created using the

subScriber.name “Arthur Slam” in 2002,

24. . In January 2019, Verizon provided information to the
FBI that the phone number ending in ~-4881 listed in the AWS
Account information was subscribed to a business, hereafter

referred to as “Company AL

25. In Aprll 2019, the Callfornla Employment Development’
Department provided 1nformatlon to the FBI that DAM has recelved

wages from Company A since at least_2017L'
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E. Open—source Research‘Regardiné DAM and K.O.
26. In Decembef 2018 and. January 2019, I conducted open-—
sourCelresearch and discovered the folloving information: |

a. Open-source public records databasesireported an
individual»named Artnur DAM with a current:address‘at a
residence in Santa Monica,vCalifornia (the “Santa MOnica.

'Residence”). - The public records databases reported DAM’s
historical addresses in New York, incluoing the same 4th Street,
Brooklyn, New York addresslthat was the billing‘address for the
AWS Account. ' '

b. Company A is a digital advertising company with
offices located 1nternatlonally and across the Unlted States,
including in New York New York and Venlce, Callfornla

C. Numerous online bu51ness and marketing profiles
reported that DAM worked for Company A.

d. - DAM was found to have a personal web51te,

. WWW. arthurdam com. The web51te is not active currently,
however, a publlcly viewable archive from March 2016 revealed
that the website displayed DAM’ s work afflllatlon~w1th Company
‘A. The archive also reoorted‘that DAM wasifluent in various
computer programming languages, including JavaScript,
TypeScrlpt Python, and. C++.

e. A wedding website was found pnOV1d1ng‘1nformatlon
on the weddlng receptlon for DAM and K.O. Accordlng to the
web51te, 'DAM worked for Company A, while K.O. studied politicalv
science in college . and was,ppeviously involved in local politics

in her hometown.
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—

£ Public records revealed that DAM énde.O;vliﬁed
ét.the Santa Monica Residence. : |
g. K.O. was found,to maintain active social media
jprofiles. K.O. publicly disclosed her employment with the
Victim’s oppoﬁént, who was the eventual:electioh Winner.”'
Accordinglté K.O.’s social media posts, K.0. was a Consultént
for the Victim’s opponent and actiﬁe.member of the oppOnent’é
campaign; | |
F. Further Analysisvof AWS Logs
L 27. Detailed‘ahalysis of the AWS logs and associated
records for the AWS Account showed information on login
timéstamps, connecting source IP addresses, and limited account
activity, as noted below; . |
a. Between April 2018 and May 2018, the’AWSAAccount
was logged into a total of eight times, at th¢4following
approximate dates/times (all in PDT):
i.  April 1, 2018, at 4:36 p.m.;
ii.  April 2, 2018, at 11:26 a.m.;
1ii. April 20, 2018, at 6:11 p.m.;
iv. RApril 21, 2018, at 3:44'p.m.;
V. April 22, 2018, at-10:05 a.m.;
vi. Ap;il 24,‘2018, at 3:38‘p.m.;
vii. April 2['8, 2018, at 4:16 p.m.; and
-viii. May. 29, 2018, at 7:43 p.m. |
b. For each of the eight logins listed above,.

connections to the AWS Accouﬁt were made from one of two IP
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‘addresses: 96.251.72.217”3(“Subject Ip Address 1”) and
47.151.141.158 (“Subject P Addresslé,” and together with
Subject IP Address 1, the “Subject iP Addresses”). That is to
.say, only these two. IP addresses were used to connect to the AWS
E Account and direct actrvrtles therefrom during the time period
in which the DDoS -attacks were launched from the 46 IP addresses
known to be controlled by the AWS Account. |

i. I cbtainedbreCOrds‘from Frontier
Communicaticns, the Internet Service Provider (ISP) that hosts
both of the Subject IP Addresses. Those records showed that
Subject IP Address 1 was subscrlbed to Company A in Venlce,

California. Subject IP Address 2 was subscribed to K. O at the

Santa Monica Residence.

. C. In Specific relation to the tour DDoS attacks,
" the AWS logs showed logins to the AWS Account on or about the
following relevant times (all in PDT):
. i. ~ April 20, 2018,‘at 6:11 p.m. from,Subject Ip
Address 1;
ii. April 21, 2018, at 3:44 p.m. from Subject IP
Address 2;-
| iidi. April 28, 2018, at 4:16 p.m. from Subject IP
Address 1; and ) ' " |
B iv; kMay 29, 2018, at 7:43 p.m. from SubjectiIP

Address 1.

.12 previous aff1dav1ts related to this matter contained a
typographlcal error in the IP address, inadvertently listing the
first number as 95 rather than 96. The correct records were
requested and received from the ISP. : :

20



Case 2:20-mj-00762-DUTY Document 1 Filed 02/19/20 Page 22 of 43 Page ID #:22

d. To summarize information from.the AWS. logs and
related research: :
i On or about April 20, 2018, at 6:11 p;m. the
AWS Account was accessed from Subject IP,Address 1, whichiis
subscrlbed to DAM’S employer, Company A. The first DDoS attack
1n1t1ated approx1mately 20 mlnutes later from.IP addresses that
were assigned to the AWS Account just before the attack, at
approximately 6:31 p.m.

ii. On or about April 21, 2018, at 3:44 p.m.,
the AWS Account was accessed from Subject IP Address 2, which is
subscribedtto K;O. at the Santa Monica Residence. Two minutes
.later, five IP’addresses were assigned to the AWS accOunt,Aand
- approximately six minutes after that, at approximately 3:52 |

p.m., the Victim observed the second DDoS attack‘from those IP

‘Addresses.

iii. On or about April 28, 2018, at 4:16vp.m.,
,the AWS AccOunt was accessed from.Subject'IP Address 1, Company
A. At approx1mately 4:59 p.m., the VlCtlm observed the effects

of the third DDoS attack, and SlteGround’s records reflect

mallc1ous act1v1ty from.IP addresses owned by AWS at least as
early as 4:56 p.m. At approx1mately 5 46 p.m., 13 IP addresses
were assigned to the AWS account. At approx1mately the same
time, 5:460 p.m.,'thoSe 13 IP addresses were used to send
malicious traffic to the Victim's website.

iy, on or about May 29, 2018, at 7:43 p.m., the
AWS Account was‘accessed from Subject IP Address 1} Company A.

Ten minutes later, at approximately 7:53 p.m., 17 IP addresses
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were assigned to the AWS Account. SiteGround records reflect
malicious traffic from several of these lP addresses beginning
as early as 7:56 p.m., and the Victim observed the effects of
the attack just several minutes later, at approx1mately 8 00
p.m, with later—-downloaded logs reflecting traffic from all 17
of these IP addresses. |

G. Information from Other Service Providers

28. In March 2019, Apple Inc. (“Apple ) provided
information to the FBlvthat DAM maintained.an‘Apple account,
subscribed in his name and with his address listed as the Santa
Monlca Resrdence, and llstlng two email addresses:
preatorian_@hotmall.com.(1 e. ; the emall address subscribed to
the AWS Acconnt and created under the name “ArthurvSlam” with
Microsoft) and arthurjdam@gmail.com. | |

29. 1In March 2019 Google LLC (“Google”)‘provided to the
FBI the followrng 1nformatlon regardlng the second email,
arthurjdam@gmail.com{

a. - Preatorian_@hotmail.com‘was the recovery email
for the account. - l know;.based on my training and experience,
that providers like Google will often ask users to provide a
A“recovery or “secondary” email in order to make it easier’ for a
‘user to regaln'access to their account if they forget ‘their
password or are locked out. Thus, both the primary and the

recovery emall are by nature usually controlled by the same

person.
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b. The.arthurjdam@gmail.comtaocouht was subsctibed
in the name “Arthur Dam” and with the same telephone number
endlng in —-4881 as the AWS Account.

3Oi In March 2019, Mlcrosoft prov1ded addltlonal
information to the FBI regarding the preatorlan_@hotmall.oom
email address, incldding email headers of messages sent to and
.from the email address preatorlah @hotmail.com. Based on these
email headers, I found that on or about Saturday, April 28, |
2018, the day of one of the DDoS attacks, several emails were
‘sent from preatorian @hotmail.com to a Craigslist email address
ending in4—42abe@reply;Craigslist.org, Craigslist is a
olaesified advertisement website which allows usere, among other
thlngs, to list 1tems for sale and to exchange communlcatlons
w1th other users who may wish to purchase those ltems For
privacy purposes, Cralgsllst anonymizes the emaill addresses of
all 1nd1v1duals who post or .reply to advertisements. When a
Craigslistvsubscrlber creates a post, a unlque posting ID is
a551gned by Cralgsllst and all emails to or from the poster use
a Craigslist email address which incorporates the posting ID. N
For example, if the C;aigslistAposting ID was 123456, then
Craigslist will automatically mask the poster’s true email
.address with an email addrees ehding in
123456@Sale.craigsliet;org. Similarly, if a user responds to an
advertisement, Craigslist will assign an anOhymized address‘iike
lthat ending.in —42abe@reply;Craigslist.org to which the

~ preatorian @hotmail.com address sent messages.
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31."In April 2019 Craigslist provided'inforﬁation to the
FBI regardlng the Craigslist account associated with the
preatorlan @hotmail.com emall address (the “Cralgsllst
'Account”). This Craigslist Account was subscrlbed to the user
“aArthur” with no last name provided. Based on-the 1nformat10n
provided by Craigslist I found that on or about Aprll 26, 2018,
the Cralgsllst Account created Craigslist posting ID 6572766908

.whlch was an advertisement to sell a small drone. The posting
listed “Arthur” as the contact name and was created from Subject
IP Address 1, i.e., Company A.

32. 1In Aprii 2019,‘Microsoft provided.additionall
information to the FBI regarding the-preatorian_@hotmail.com
email address, including contents of communications within the
account. AIncluded in this information were copies of the
communications with the anonymized Craigslist email address
ending in»—42abe@re§ly.Craigslist.org which were sent on or
about Saturday, April 28, 2018 - i.et,,the date of one of the
DDoS attacks From these emails; I discovered that the
1ndlv1dual communicating via the email address endlng '
in 742abe@reply.Craigslist.org (the “Craigslist Buyer”),
exbreSsedirntereSt in‘buying the small drone. The email
correspondence from April 28 2018 between
preatorlan Qhotmail.com and the Craigslist Buyer appears below:

_Aprll 28 2018 10:20 a.m. PDT, Craigslist Buyer:
Hello I am interested in -your Mavic Pro. Still
~available? has it ever been crashed?

Aprll 28, 2018, 11:22 a.m. PDT, preatorian @hotmail. com:
Hi [Craigslist Buyer], Yep, it’s still available. No
crashes at all and the drone is in great condition
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April 28, 2018, 11:32'a.m. PDT, Craigslist Buyer:
Great! Are you available today to come check it out?

April 28, 2018, 1:55 p.m. PDT, preatorian @hotmail.com:
If you’re cool on the asking price your’re definitely
welcome to have a look. The drone is at my office in
Venice, want to swing by there later today? What time
would work? ‘ ~

'April 28,,2018,~2:12 p.m. PDT, Craigslist Buyer:

T am cool with the asking price. I can head out as soon
as possible. What time works for you?

April 28, 2018, 2:17 p.m. PDT, preatorian @hotmail.com:
If it helps; my wife is actually heading to Santa
Clarita later today. She has no idea how the thing works
or anything, so it might be a bit difficult of a sell.
Otherwise, I can be in Venice anywhere after 3:15pm. The
address is [Company A’s street address], give me ‘a ring
on [redacted]-4881 once you’re (the‘doOrbell doesn’t
really work) o

- April 28, 2018, 2:19 p.m. PDT, Craigslist Buyer:.
Thank you for .the kind gesture, but was hoping to ‘having

in the venice area anyway so I don't mind heading to
Venice. I'11 give you a ring once I am close. Thanks’

. again

April 28, 2018, 2:24 p.m.vPDT, preatorian @hotmail.com:’
Sounds good, see you then! ' '

33. Thus, based on this correspondence between

preatorian @hotmail.com and the Craigslist Bﬁyer,'l learned the

following:

a. The ‘user of'preatorian_@hotmail.com,used the
telephone number ending ihl—4881, i.e. the telephone number

subscribedvto the AWS Account..

b. The user of preatorian_@hotmail.com.worked at the-

street address for Company A in Venice, California,'whichvis
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'alsé the location of Subject IP Address 1, which accessed the
AWS Account. |

._c. The user of preatorian @hotmail.com requested the
Craigslist Buyer come to the user’s work foice at Company A on
the afternoon‘of April 28, 2018, in order to see and buy. the

- small drone.

- H. Meeting at Company A Prior to the April 28, 2018
Attack A : N

34. In June 2019, the Craigslist Buyer providedvthe
following information to thelFBI: |
a. In April 2018, the Craigslist Buyer was browsing
~ postings for small drones on Craigslist.' Onbpr about the
morning.of Saturday, April.28,'2018,_the~Craigslist‘Buyer found
the qulic posting from the Craigglist Account. The~Créigslist
Buyer initially replied to the advertisement by using the
Craigsiist emall button on the websité. The.Craigslist-BuyérA
emailed the poster several times. The.poster’s emaill address
was cpms7—6572766908@sal¢.Craigslist.org. (As described above,
Craigslist anonymizes the email addresses of'individuals wﬁo
post advertisements;and.incorporates the posting ID into the
anonymized email addfess.) In their email correspondence, the
Craigslist Buyer inquired whether the drone was still,for_sale
'and its conditién. The poster advised the Craigslist Buyer that
"the drone was at the poster’s office in Venice, California and
- that the Craigslist-BuYer could come after 3:15 p.m. on April
28, 2018, to see the drone in persoh. The poster advised that

Company A’s street address in Venice, California was the
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'poster's office and. where the drone was locatedf The poster
also‘provided the telephone nuﬁber ending in -4881, and |
reguested that the Craigslist Buyer call upon arrival at the
office. | 4 ' ‘

b. . On or about the afternooh'of April‘28, 2018, the -
Craigslist Buyer arrived at the‘office huilding looated.at the
street address for Company A in Venice, California. Upon
arrlval the Cralgsllst Buyer called the provrded number endlng
in -4881. The Cralgsllst Buyer thought that the office was
closed because no employees or visitors were preeeht. A tallls
white male emerged from the office and escorted the Craigslist
Buyer inside, where the drone was sitting. The Craigslist Buyer
eunderstood the office to be the male’s place of work. The
Cralgsllst Buyer advrsed that the male appeared to be the only
person inside the office. The Craigslist Buyer 1nspected the -
drone and agreed to buy it for $66O The Craigslist Buyeripaid'
the male in cash and departed. The Cralgsllst Buyer did not
recailAthe male’s name. .

c. As describedlabove, the AWS Account was accessed
from Company A in, Venice, California on or about April 28, 2018
at approximately 4:16 p.m. PDT. vShortly thereafter, a DDoS
attack was initiated against the Victim via the AWS Aocount

d. In May 2019, the FBI recerved lnformatlon from JP
Morgan Chase Bank regarding accounts malntalned by DAM

" According to this information, I found that on or about April

30, 2018, a $660.00 cash deposit was made into DAM’ s checking

13 DAM is approximately six feet, seven inches tall.
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account. A review of this account and DAM’s other known
accounts revealed that DAM seldom makes cash deposits.
" Therefore, I believe this cash deposit was the money received .

from selling the drone to the Craigslist Buyer on or about AprilA

[

28, 2018.
I. Furthe? Information from Google
35. Tn June and July 2019, Google provided additional.

inforﬁétion-about DAM/s'two Godgle accounts,
arthurjdam@gmail.com and arthuf@[Compaﬁy A].com.14 Thé first of
these is one bf the two email accounts tied to DAM’s Apple
éccount, subscribed'in DAM’ s name. The second is an enterprise
email account for Company A proﬁided bylGoogle. 'Tﬁis account is
also subscribed to DAM aﬂd his known identifiers, including the
telephone ﬁumber ending in f488l (the same telephone number
subscribed to the AWS Accounﬁ). Googlé providedchntents of .
communications for these accounts; as well as location
<1nformatlon, and searching and brow51ng history. Based on my
.tralnlng and experience, I know that Google locatlon hlstory is
a Google Account—level setting that tracks a subscriber’s
physical location and account activity, based on a variéty of
.inputs, including céllular data, GES information, IP address,‘
past activity aﬁd'other informatioh, The service is enabled by
"default on every mobile deviée of a éubscfiber who is signed
into:hié/her Google account. - For example, a subscriber’s

location can be tracked when a search is conducted, an app 1is

14 The actual company name for Company A 1s part of the
email address, but is anonymized in thlS affidavit.
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accessed,‘or when'anether éooglelservice or proddct'is used.
lThe searching and browsing history.reflects searches conducted
using Google’s search engine by the user of a Google account;
and web pages broWsed to using the'Google’s Chrome browser,
while_the'user is logged into their Google account.

1. Relevant Email Contents

36. Within the email contents for the account
arthurjdam@gmail.com was a message sent on or about Aprll 28,
2018, at approx1mately 10:28. p.m. to an email address belonglng
to»the Victim’s opponent’s campaign (and K.O.’s employer) . The
subject. of the email was “Guestlist” and the email body
contalned a chart of donors, contribution amount, and RSVP date.

~ That is to say, the user of this email account emalled the
campaign of the Victim’s oppoﬁent what appeared to be campaign’
1nformatlon, just several hours after the start of. the third
DDOS attack on the Victim’s s1te and after the conclusion of the

telev1sed polltlcal debate

2. . Relevant Locatlon Hlstory

37. The Google location data hlstory for the.account
arthur@[Company Al .com revealed the_following information;

a. - Shortly before three.of the four DDoS attacks,
the user of the account was phy51cally located at Company A, in
Venice, Callfornla at the approx1mate times the AWS Account was
accessed from Subject IP Address 1 _whlch 1s subscribed to
Company A in Venice, California. Specrflcally, the location '

data shows that the user of the arthur@[Company A].com account
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(presumably DAM) was atvéompany A on dr abqut the following,-
relevant dqtes/times (PDT) :

i. April 20, 2018, at 6:55 p.m.;

ii. AprilA28, 2018, at 3:54 p.m.; and

iii. May 29, 2018, at 5:52 p.m.

b. The location data history further showed that the
user of this -account was at the Santa Monica Residende at the’
:approximateAﬁime the AWS Account was accessed from that same .
location.prior to the remaining DDoS attack. Specifically, the
user was atvthe Santa Monica Residence on or abqut-Apfil 21,
2018 at 3:32 p.m. PDT. Therefore, I:believé this information
shows that DAM waé in the same location from which the AWS
Account was accessed, at the same approximate time of the logins
to the AWS‘Account, Jjust prioi to the initiation of each of the
foﬁr DDoS attacks against the Victim.

C. Tn addition, the location history data éhowed
that the~uéer of this aqcount'wés in the vicinity of the Santa

. Monica Residence on or ébout April 22, 2018, at approximéteiy
lO:Bl'a.mt As noted previously,laccording to login information
frém AWS, on or about April 22, 2018, at approximately 10:05
a.m., the'AWS Account was accessed from_Sﬁbject 1P Address.2, or
the Santa Monica Residence. That is to say,.the location
ﬁistory of DAM’s arthur@[Company Al.com Google account showed

'that the user was at. the same general location where the AWS

Account was accesséd at nearly the same time it was accessed.
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3. Relevant Search and Browsing History

38. The search and browsing history records from Google
showed that between March 2018 aﬁd Juﬁe 2018, the user of both
the arthur@[Company A].com and arthurjdam@gmail.comﬁ accounts
(believed to be DAM) wvisited thé'Victiﬁfs ersite — the,same
website that was térgeted and attacked by the foﬁr DDoS attacks
in April 2018 and May 2018 - and conducted extensive research on
the Victim, on the structure and programs rﬁnning on the
Victim’s website, and on how to conduct various types of DDoS
attacks and other cyber attacks.

| '39. As specific examples, this data showed that on or
about March 31, 2018, April 16, 2018, and June 5, 2018,'the user
of the account arthurjdam@gmail.com cqnducted several.Google
searches for the Victim’s name'and his employef’s namé( visited
websites relating to the Victim and the Victim’s employer, and
visited the Victim’s Twitter profile. Interspersed between some
of these seaiches'and website visits, the user Conducted a
variety of searches on terms relating to DDoS mechanisms.

40. Further, the data showed that the user bf thé
arthurjdam@gmail;com accoﬁnt visited the Victim’s campaign
website on. or about‘theAfollowing datés/timés (PDT) :

a. March 31, 2018, at 2:52 p.m.,
b. Aprii 16, 2018, at 7:29 p.m., and

‘c. June 5, 2018, at 7:00 p.m.

15 In. prior affidévits, the search and browsing history
information reported in this section was inadvertently

attributed'only_to-arthur@[Company Al.com.- The information is
correctly associated with both of DAM’ s Google accounts, as

written above.
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41. In addition, the data showed that the user of the
arthu%@[Company‘A].com account visited the Victim’s campaign
‘website on or about June 5,. 2018 at approximately 11:21 a.m.-

42. On br about March 31, 2018, shortly aftér visiting_the
Victim’ s campaign'Websité, the user searched for “slow loris
nodejs.” Based onfmy training and exéériénée, T know thét a
wglow Loris” (or “Slowloris”) attack is a kind of DDoS attack,
designed to take.down a web server cbmputef through the use of
only minimal béndwidth by - sending reéuests that seem slower than
normal but dtherwise‘mimic regular traffic.l6 fhe tool generally
wofks by méking partial connection requests to theltargeted web -
éeﬁver. - The targeted server’s maximum concurrent connection
pooi is then filled With‘partial requests and connections, which
then dehy additional incoming connection request54from
legitimate visitors. The reference to “nodejs” ihithe search
refers to §node.js,” which is an open-source server environment
‘that executes JavaScripﬁ.code outsidé of a browser. This.would
be’the environment ih which the atfacker would attempt to run -
the Slow Loris attack. |

443. .On or about Mafch 31, 2018, after conducting
additional searches about the Slow Loris attack and about the -
Victim, and theh visiting the Victim’ s opponent’s campaign
‘website, the‘ﬁSer condﬁcted seﬁeral searches for physical
equipment with the capabiiitieé to condﬁct DDqs activity.

Specifically, the user of the arthurjdam@gmail.com account.

16 Apparently named after a small primate from Southeast
Asia, the slow loris, which is known for moving slowly and
making little or no noise, but which has a toxic bite.
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iéeérched for “juniper ex3300” and “EX3300—24T EX3300f24DC”.and
‘then visited Juniper Netwbrks’ website regarding the Juniper
EX3300 Ethernet switch. This device is_deSigned to scale
rapidly expanding networks and is mérketéd to sdhool'campnses
and data cehters, where demand for~éomputer power might quickly
increase. The equipment allows a single user to quickly amplify
computer eﬁvironments. Based on my training and experience, I
know that this‘type of Ethernet Switch can be used to effect
DboS activity; as a single user can quickly génerate multiple
computer environments and direct activities therefrom.

-44; On'or about April 16, 2018, the user of the
arthurjdam@gméil;com acdount alsé searched for and visited the
website of a search engine known és “Shodan” at www.Shodan.io.
Shodan is an open-source research tool fhat, among other things,
provideé information on the types.of progfams and content |
fmanagement systems used by a,webéite or TP address. Based on my
training and experience, I know that Shodan is typically used by
both cybersecurity researchers and cyber c¢riminals to identify
vulnerabilities of a computer, website; Qr'netWork - the férmer
users to heiéhten security méasures and the latter users for
exploitafibn. After searching for and visiting Shodan’ s
website,‘the user of arthurjdam@gmail.com conducted-Google

" searches for specific Vulnerabilifies'relating to the
configuration of the Victimfs Webéite. For example:
a. = On or about April 16, 2018,'the user searched for
4“shareaholic exploit.” I know, based onvmy training and

experience, that an “exploit” refers to a software tool designed
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to take advantage of a flaw in a computer system, typically for
malicious purposes such as installing malware or identifying a
vulnerable point of attack. According to open—souroe~research,
the Victim’s website features “Shareaholic” plugins. Based on
my training and experience, I know that Shareaholio is an online
marketing company that provides website plugins and other tools
for users to market and promote a website. Notably, Shareaholic
offers “social share buttons” which users can embed into their
websites for visitors to easily share content on any social
sharing service. T am aware that cyber.criminals sometimes
,target third-party plugins or software, such as Shareaholic’s
social share buttons,. in order to gain unauthorized access to a
Awebsite‘or‘oomputer‘network. | .

b. On or about April lGK 2018, the userksearched-for
“wordpress 4.9.5 exploit” andv“wordpress pingback address.”
According to open-source'research, the Victim’s‘website used.the
system software WordPress. WordPress is an open-source content’
management system,.Which is typically used to build and maintain
websites. Based on my training-and experience, I knom that a
“pingback” is a method for website authors to obtain
notification when other authors link to one of their domains 1.
know that WordPress is one of several companies which supports
automatic pingbacks,'and that a'Website developer can oonfigure
the automatic pingbacks to.a specific website. Based on my
training and experience, I know tbat cyber criminals have

exploited WordPress s automatic pingback system so that regular
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and 1egi£imate traffic to certaih websites creates -DDoS actiyity
againsi a target website.

C. .On:or about April 16, 2018, the user searched for
“simple amplificétion attack” and visited a YdﬁTube video which
"discussed how to conduct DDoS atiacks. I am aware, based én my
training and experience that an “amplification attack” refers to. .
'a kind of bDoS attack that 1evérages.other internet sites and |
tools, such as DNS'iesolverS used to.look up website addresses.
In aﬁ'amplifiqation attack; the attacker sends a small query to
one of these sites that causes it to generaté a large response
(hence “amplification”d,,which is then directéd to the victim
computer in order to étﬁempt to overwheim that domputer. Thé
ﬁser theﬁ éearchéd;“40000 seconds to hburs”; I believe‘this
latter query was an attempt to ﬁnderstand in meaningful terms
how.long a 40,000vsecond DDoS attack would last (as such attacks
are usually-meaéured in seconds) — that is, approximately 11
hours; |

d. On or about April 16,'2018, the user searched for
-“mysql 5.6.36'exploit” and visiied a web page with partiai codé
on how to conduct a denialfof~service attack using MySQL. Based
oh my training and experience, I know that MySQL is an open-
source relational database management system, which,ié often
used to support web servers and email servers; ~The numbers

5.6.36 from the user’s search reflect the version of MySQL used

by the Victim’s website.
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4, Expanded Timeline of Search and Browsing History

45, Examinind the search ahd browsing history data in
expanded detail for certaln dates revealed additional
1nformatlon about the specific actlons of the user of thlS
account. For example, on or about -March 31, 2018, at the
approximate times 1isted (PDT), the hser of the
arthurjdam@gmail.com account conducted the folloWing activity
(among other activity): |

a. | At 2:51 p.m. the user conducted a Gocgle search
for the name'of the Victim’s employer. | '

b. At 2:51 p.m. rhe user visited the website oftthe
Victim’s-emplcyer. |

c. At‘2:52.§.m. the user visited the Wikipedia bage
of the ViCtim’s‘employer. |

d. At 2:52 p.m. the user conducted a Googie search.
for the Victim’s‘last‘name. .

e. At‘2:52'p.mdithe user visited theAVictim’s.
campaign website.

£. At 3:12 p.m. the‘user searched for.“s;ow loris
nodejs.” |

g. At 3:12 p.m. the user v181ted a webpage tltled
“Slowloris: Unleash the Slow Loris” w1th 1nformatlon on how to
conduct a DDoS attack.

h. At 3:13 p.m. the user conducted a Google search

for the Victim’s full name.

1. At 3:25 p.m. the user visited the Victim’ s

Twitter prcfile,
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j. At 3:26 p.m. the user ﬁisitedlthe website of the
“Victim’s empldyer. . | -

| k. At 3:29 p.m: the user again searched.for “slow
loris nodejs.” | |

1. At 3:29 p.m. the user again visitedlthe webpage
titled “Slowloris:. Unleash tﬁé Slow Loris.” ‘ |

m. At 3;45 p.m. the user visited a Los Angeles Times
- ﬁews article on the Victim.

n. At 3:46 p.m. the user,condﬁcfed‘a Google Searéh
for the Victim’ s name éﬁd.the Victiﬁ’s émployer. |

5.' At 3:46 p.m. the user visited a'Ballotopedia.org
page-on the Victim. | . |

. At 3:47 p.m.'the user searched for the name of
the campaign for the Victim’s opponent, K.O0.’s employer;

q. At 3:47 p.m. the user visited‘a historical web
article on the Victim.

r. At 3:47 p.m. the dseﬁ visited the campaign
website of theAViétimfs‘opponeﬁt.

S. At 3:52 p.m. the user searched for “juniper
ex3300,” which, as noted above, ¢orresponas to specializedAIT‘
equipment'that provides a platform with capabilities to conduct
DDoS éctivity, . |
| 46. As another exampie, on or about April 16, 2018} at the
approximaté time listed (PDT), the user conducted additiqhal, A
research on:the Victim,-the Victim’s website, DDosS attaéks and

other cyber attacks, including the following:
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a. At 12:26 p.m. the user‘searched far the Victim’s
full name. _

b. At 12:27 p.m. the ﬁser visited Shddan,io.

a; At 12:49 p.m., the user searchedAfor “pure~-FTPd -
exploit;'(aa noted abové, an “exploit” is'a tool designed to
take advantage of a flaw in a computer system, typically_for
.malicious purposes; this search appears to target such a tool to
damage a partlcular kind of server).

d. . At 2:27 p.m., the user searched for “shareahollc
exploit.”‘

e. At 2:28 p.m..tﬁe aser.searched.for'“simple;
amplifidation attack,” which,'as noted above, is'type‘ovaDOS'
aﬁtack.' |

f. AAt 2:28 p.m. the user Viaited'a YouTube video
titléd “Dembnstration of.a Simple DNS Amplification Attaék,"

'whlch I know. to refer to another klnd of DDoS attack

g. At 6: 19 p.m., the user searched for “wordpress
4.9.5 exploit.” -

h. At 7:19 p.m. the user searched for “wordpress
piﬁgback address,” and then “wordpréss;pingback_access”; as
deséribed above, a “wordpress pingback” is a known method of
“conducting a DDoS attack. | |

i. At 7:28 p.m. the user searched for the Victim’s
full name.

. .~At 7:29 p.m. the user'visifed the Victim’s

website.
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J. Interfiew of DAM v
47. On or about Noﬁember 13} 2019, I interviewed DAM and
K.O. at the Santa Monica Residence, during which I learned the.
.following:
| a;‘ DAM was familiar with AWS and its services.
b. DAM previonsly had an account with AWS for
'personal use; |
c. Initially, DAM stated‘that he had closed his AWS
account approxiﬁately eight years ago, that is, circa 2011. DAM
later clarified that he did not remember exactly‘when he had
closed the AWS account, but‘thatdit had been closed for several
years. When asked if he had paid for an AWS account»in.the last
-two‘years, DAM said heidid not think he had,.but.said'he could
double—check'to see if there was an account that was not
properly closed. He relterated that such an account would have
been closed a. long time ago, possibly when he llved in Amsterdam
or New Yorkf K.O. clarlfled that they llved in New York from
2014 to 2015. ‘ .
i. In July 2019, AWS provided information to
_ the FBI that DAM is the subscribed user of a second AWS account,
AWS account 266864327451 This second~acconnt was createdlin
July 2016 and was actlve untll at least July 2019. This second
account was subscribed to DAM and to his known facilities,
including arthurjdam@gmail.com and his telephone number ending
in —-4881. vIn other words, DAM had two'active AWS accounts at
the‘time of the DDoS attacks in April 2018 and May 2018. In

fact, DAM had two AWS accounts until September 2018, when the
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AWS Account was. self-suspended and closed, presumably by DAM,
and maintained the other AWS account until at least July 2019.

. d. During the interview, I provided DAM a list of
search terms, including “slow loris nodejs ” “51mple
ampllflcatlon attack 7 and “4000O seconds to hours,” among other
terms taken from the search and brows1ng history of. DAM's Google'
acconnts; In response, DAM told me the following:

Si. . DAM stated he was an engineer who creates
webs1tes and ensures that they are safe from vulnerabllltles
ii. DAM stated that the provided search terms
often come up at his WOrk.
e. DAM stated that he conducts DDoS attacks as oart
.of his job. These DDoS attacks'are condncted on internal work
prOJects as part of penetration testlng |
f.. DAM stated that he has conducted DDoS attacks on -
his own projects. -
g. DAM stated that he has never conducted a DDoS
attack’on someone else’s website or server.
K.‘f Interﬁien of Supervisor
48. On or about November 13, 2019,‘1 interviewed'DAM's
supertisor at Company A, 0.K., from whom I learned the following
information: | | |
a.  DAM is very technical, and part of his job'is to
troubleshoot any information technology issues. for the office.
b. Company A occasionally uses AWS for spec1all

projects on behalf of clients. When AWS'is used, the company
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specificallyvgses the AWS 83 service, which is a cloud storage
service. | | |

C; Company A does not use AWS &irtual machines.
0.K. stated that he coﬁld not think of'a-reaéon why the company
would need to use AWS virtual machires or anyvAWS service to v

rapidly expand computer environments.
d. Occasionally,,clienfs request peﬁetration testing

- on projects. 0.K. advised that all penetration testing is done

by externél, third—party companiés for accountability‘and

integrity. O0.K. waSinot aware of any internal penetration

testing conducted by employees. » o

‘ ‘-e. Q.K. provided thé FBI a.copy,of'the company’ s

empioyee handbook, which‘stated in"paft.that em?loyées ére not
allowed to use company property'or equipment in é way that

disrupts the networks éf'other users.

L. Search Warrant

49. In November 2019, the FBI executed search warrants at
the Santa Monica Residence and Company A’s offices, A

preliminary review of items seized revealed the following

information:

a. Accqrding to multiple digital devices, DAM was
the user of.fhe telephone number ending in -4881.

b. According to multiple digital devices,'DAM'was
the user of preatorian;@hOtmail.com.

c. . Electronic corfespondence DAM had With othefs

confirmed his working knowledge of AWS and its servers.
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d. DAM’HS iPhone, the telephone number eénding -4881,
had cookiesl? for the domain “signin.aws.amazon.com” which isnthé
AWS'Sigﬁ-in page. According to the cookies, DAM' s iPhone
accessed the AWS sign-in page on September 22, 2018, or tWo days
after the AWS Account was seif—suépended/closed. |

V. CONCLUSION
50. - For all thelreasons described above, there is probable
cause to believe that ARTHUR JAN DAM'violéted 18 U.S.C.
§ 1030(a) (5) (&), (c) (4)(B) (1), (ii1), (c) (4) (B) .(i) (I)
(Intentionally Damaging and Attempting. to Damage a Protected

Computer) .
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Elliott Weidemané Special Agent
Federal Bureau of Investigation

Subscr}bed to and- sworn before me
this V?,»day of February, 2020..

MICHAEL R. WILNER -

HONORARLE MICHAEL R. WILNER
UNITED STATES MAGISTRATE JUDGE

‘17 A cookie is a string. of characters and numbers stored on
a computer’s web browser. Providers often use cookies to
_recognize when the same device returns to access an account.
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